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Password Research Topics on Passwords 4
* Most wifiely used method for user * What makes users choose more (or less) ""Jr-\
authentication - = [MPORTANT secure passwords? . p;,
* Easy to understand and use, easy to » How to find the best password models? / J
implement B B z

Users tend to choose WEAK passwords Current Approach: Guess Number Graph

* easy to guess .
* The number of guesses in log scale vs. the percentage of

passwords cracked in the dataset.
 Computational expensive: need to generate a very large

Probabilistic Password Models number of password guesses

* A probabilistic password model assigns a probability value to -
eaCh St”ng o rockyou->phpbb

* Goal: To approximate as accurately as possible an unknown MATCH
password distribution —)

Template-based Model Whole-string Model

* Divide a password into e Does not divide 3
several segments, often password into segments We propose: Probability-threshold Graph & ANLL
by grouping consecutive . i
c::agractSrs if the came Markov chac:nlrr)mdels (aka * The probability threshold in log scale vs. the percentage of

n-gram models
category (e.g., lower-case  « Fixed order with passwords above the threshold. o |
etters, digits) smoothing (ws-mc) * Only need to compute the probabilities the model assigns
e , 5 ~h to each password in the testing dataset.

* Probabilistic Context Free Variable-order using  ANLL (Average-Negative-Log-Likelihood ) equals the area to

Grammar (PCFG) backoff (ws-mc-b) ] o

the left of the probability-threshold curve
* ANLLe : the area to the left of the curve below 6
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