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1. Certificateless Public Key Cryptography

* CL-PKE: Certificateless Public Key Encryption

public
parameters

User secret value Xp
public value PA

Encryption
Key’

?4_

Key Pair

* Goals of CL-PKE
1) To solve the certificate management problem of traditional PKC
2) To solve the key escrow problem of ID based PKC
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3. Experimental Results

* The experimental environment

Intel Core™ 5- 8 GBytes 32 bits GNU C/C++ NTL library
2430 CPU @ memory Linux kernel version 5.5.2
2.40GHZ

* Encryption and decryption times of the mCL-PKE for different
message size
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(a) mCL-PKE Encryption (b) mCL-PKE Decryption

* Performance comparison with a recent pairing based scheme
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2. Mediated CL-PKE without pairing
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* mCL-PKE: Mediated Certificateless Public Key Encryption

A 4 N

4 € E; Pick a generator g of Z,, with order gq. y p
Che k that I D4 is a legitimate user whose key has no 2(ID 4w w1)
. Select = € Z; uniformly at random and compute y = been revoked. IC;?lth ck w hhkh 9% cult 1wnotyvqlid ptl algorithm
3. SetPublickey ||~ ] compue must be aborted
Choose cryptographic hash functions H; : {0_. 1}* % Cldu _ gr do _ gr (so+xzH1(1Da,wo)) 1 c {0 1}
* * T 1* * * * T 1* 75 oz Aswo) o T P AW Noose d 3 and
Us = g°A Ly = Lgy Hy 2 {0,1)" x Ly x g — L5, Ha : {0 1) = || = gm0 g/ @PAm) —ug” g i (I0a ) compute r = Hy(M, 7, 1Da, Us).

£ ke Z;, H, - Z; - {D._ ]_}n+ 0 Hs: Z; — {0,1}“+ 0 and Compute Cs & Hs (C o) '
Hg @ Z x {0,1}"1F0 x Z3 x {0,1}""*0 s Z7 where Ca & Hs (C0) Compute €y = g".
n, ko are the bit-length of a plaintext and a random = (M||o)&Ha(Ua"™)&Hs(wh-yH1IPaw0) myg (o) Compute Cy = (M||o) & Ha(Ua"™) & Hs(w)-

bit string, respectively.

/. User Decrypt

Compute C'
Cifd =gt =g" AT =1y

:(M||a)eH4(U4“)-aHr,(ws-y“l“”ﬂ’“'f”'f)eHﬁ(mg- yH1(IDAw0) Ty
1(ID g wp )

= (M||o) @ Ha(Ua") Compute Cs = Hg(Ua, (M||o) & Hy(Uj), C1, Ca).

Check whether Cs = Ho(Ua, Ca & Hs(C20),C1, Ca).

4. SEM-Key Extract

(LEAY o
Parse M’ and o’ from M'||o" = Ha(C1*4) & Cy selects sp,s1 € Zj

= Hrg{."L-fI..fTi..I.D;L.L"A:l and gr" wy = g‘s[), w = g d{) =8+ H (ID wp )._ dy = 81 +

eHo(IDa,wo,wt). KGC t dg as the SEM—key for A.
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* Drawbacks of previous work
1) Inefficient pairing based approach
2) Weak Security — CPA(Chosen Plaintext Attack),
Partial decryption attack

Compute r'

Check whether g™ = C4
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* Key features of our mCL-PKE without pairings

1) Instantaneous revocation of compromised public keys using
Security Mediator(SEM)

2) Solution of the key escrow problem and certificate management
problem based on CL-PKC

3) Efficiency based on pairing-free approach

4) Security against CCA (Chosen Ciphertext Attack) and Partial
decryption attack

(¢) Encryption Comparison (d) Decryption Comparison
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4. Discussions and Future Work
Application Scenario
e Secure data sharing for public cloud computing services
(4) Encryption
Encrypt data encryption key Public Cloud
using mCL-PKE, Encrypt da
Data | using symmetric enc. A Encrypted
Owner Storage
(3) Get users’ KGC-k
(6) SEM Decryption
Request
User | (7) User Decryption
- In case of multiple users,
- bottleneck problem:
: The data owner must encrypt the same data encryption key
multiple times.
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