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Like their contact-based predecessors,
devices based on radio frequency identification may be divided into these two categories:

1. Acquiescent storage models yield their data to any recognized reguest.
2. Embedded systems process requests, and yield only the resulting output.

An example that makes the difference clear Is the following age-related discount scenario.
In the first case, an RFID card shares information the user might prefer to conceal.
The publicly scan-able transaction between the RFID reader and card looks like this:

— T
How old is the user? i
- 97.554 Years %
~ I
Acceptable VS
questions Decision is made
are processed internally

Is the age minimum met? —

- Yes
~—

Only result
IS shown

The ability to prove data (including credentials) without actually disclosing them makes this technology
highly attractive In privacy-sensitive applications, which my thesis work explores in detall.

Live demonstrations of my embedded systems are available on location. See handout for details.
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