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Motivation

» Secure computation of sums
» Additively Homomorphic Encryption
* |dentify malicious nodes
* Partial sum
* Reliable and Efficient communication
* Divide and Conquer

Bitmap Dissemination Method (BDM)
» Counting Bitmap F,

* Fi = (B | G| MAC=E(B; | SS;, K, K;, p))
» Aggregation of Counting Bitmaps

* F'=(B=B,vB; | C'=C;-C; | MAC;+MAC))
» Authentication of Counting Bitmaps

» Compute ) B; from B and C’

* Check MAC'=E(}> B, | >SS, K, YK, P)

Flexible Aggregation Structure (FAS)

* Each sensor node has m parent nodes

» Each aggregator gives counting bitmap for
partial sum
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Advanced Ring Structure (ARS)

* All nodes have m parent nodes

» Each aggregator gives counting bitmap for
multipath
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Divide and Conquer Algorithm (DAC)

* When a partial sum of a node is not correct, BS

requests partial sums of the node’s children
using FAS and ARS.
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Communication Overhead in Aggregation
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Communication Overhead in ARS Performance of DAC
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