
IS THIS HARDCOPY AN ORIGINAL? 

PROBLEM 

• Cheap high quality scanners and printers make 

counterfeiting relatively easy 

• Malicious changes of important document content 

GOALS 

• Detect counterfeit documents reliably using 

commodity hardware 

• Identify malicious changes in a document 

• Make no changes to the logical document 

content 

DETERMINING DOCUMENT AUTHENTICITY 

• Use an existing high-capacity data hiding technique to embed bits 

• Each character is embedded with a unique HMAC 

• To test authenticity: 

• Recover HMAC from document 

• Compare recovered HMAC with the known HMAC for that document 

• Document is considered a counterfeit if the number of matching bits 

is less than an empirically derived threshold (threshold test) 

DETECTING AND LOCATING MALICIOUS CHANGES 

• Identify n important items such as names, dollar amounts, and dates in a contract 

• Embed HMACs of important item(s) in n (or log(n)) regions of the document 

• Approach 1: Protecting n items with n checksums (Identify any number of changes) 

• 1 HMAC per item embedded in document 

• To detect changes: 

• Compare recovered HMACs with recomputed HMACs of the n items 

• HMACs that fail a threshold test are considered suspect 

• Approach 2: Protecting n items with log(n)+1 checksums (Identify at most 1 change) 

• Based on combinatorial group testing 

• One checksum is global HMAC of all items 

• log(n) checksums are HMACs of distinct subsets of the n items 

• To detect changes: 

• If the recovered global HMAC fails a threshold test then at least 1 item has changed 

• Compare remaining log(n) recovered HMACs with recomputed HMACs 

• Use group testing with threshold test to determine which item has changed 

 

EXPERIMENT + RESULTS 
• Genuine documents showed T=92.38% correctly recovered bits with 

standard deviation s=3.08 

• After one scan-print cycle only 49.04% of bits are correctly recovered 

• Detection threshold is set to (T-2s)% 

• Both log(n) and n checksum approaches were able to detect and locate 

changes made to documents in all tested cases 
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Contract 
 
June 6, 2012 
 
~~~~~~~~, John Doe, ~~~~~~~~~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~, $450, ~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 
~~~, bi-monthly, ~~~~~~~~~~~~~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

 
~~~~~~~~,  
 
         _____________                 _____________ 
         John Doe                             Jane Doe 
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