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1) If no threat there is no risk
2) If there is no vulnerability there is no risk
3) If there is no impact there is no risk

Since there is always a little of all there is always some risk

This risk heuristic is consistent with the cube model too! é ﬁ ' 10
© Samuel Liles sam@selil.com '
(. Define Project Scope )
OSI Layer Technology TCPAP SCADA SCADA SCADA
MODBUS DNP3 DeviceNet Requirements Build Product
The protocol is cognition,
Layer 8/People politics, and process, the
equipment is sneakers - Desi gn
. S Active =
e This the FTP/HTTP/SMTP Application - 2
Layer 7/ Application e —— H ] A Deliver Product to
protocols e - Sty O Reconnaissance O Implementation
A yer £ Application Application [ [ q) Customer
pplication Presentation GJ — 5
! Data translation and s - — )
Layer 6/Presentation encryption Host CIP Data Management QJ (¢b] o | c Verificaiti Utilizati
La!er I I | [ c..,-). (D AttaCk @ g £ g
T, . Session -— =
O| Layers/Session | Connections between MODBUS TCP CIP Message Routing QO g Phase o 2 2 < Maintenance
o = Evers Managing Connections c’, - ) % o
§' a'; o bREaspa ! Transport I PseduoTransport a P 1 Q‘ § E %
. % Layer 4/ Transport Rellabllcl:tgnaﬁrr\]clijigessage CTTE;"SIW'::SS:O“ : Transport Transmission |_ aSSIVe ux_l oS é— ; Upgrades Disposal
o ontrol Protoco Protocol . =
Ko} = Transport g =) () = >
6‘ = loalea) add - h " m I I m — DeviceNet Transport Layer Reconnalssance 8 o 5 ) %
— lOgical adaressing such as — i = ] H
8 Layer 3/ Network Internet Protocol, routers Int Ne:vlv:orli | Z -8 2 © g Retlrement
and gateways e T T o 7} i) 85
bl [ [ [ [ L 5 = » 22
i : ernet Patatink ) n = = K
, Physical addressing such | Media Data Link Data Link CAN CSMA/CD With = Q S g B
Layer 2/ Data Link as MAC addrgsses, NICS Layer Ethernet 802.2/802.3 DNPS Arbitration Q e o o] 5 = 0o
and bridges s " | | | | | ot g -06- $ 6 -— :6 oE 8
. ! 0 1 o £ 3 - ®Q 0
Layer 1/ Physical r;!?s :)?'i(:;gl:;y%’uﬂghhiis Lavo | Physical Ethernet il b R I t t k U l 8 @ g' = S % 5 g 5
Network Access E252EIAs5 | | Devicaot Prysical Layr eview target type, known se people, process, or a =2 °588
| — = Q © =)
wgeg . . . = ] [\ .9_ S 0
Cyoar aaiiy s dvered vulnerabilities, systemic failures technology to exploit target z = 052y
Layer 0/ Kinetic into kinetic energy by P b o
servos or devices [ Diagram ideas via "Securing SCADA systems" by Ronald Kurtz, Wiley 2006 | Ean I Di T ATAGK
—  E— E—— e — R e —— spionage irect Attac
Systemic Lifecycle and Risks
T —~
. i . Causes of Chicago Board of Trade Y2K Outage Effect
Sony Data Breach April 6 2011 to ... Effect Solar Sunrise Feb 1-26 1998 Effect 9 9
. - Confidentiality
Confidentiality
Systems Breach of... ( i ] { Process & Policy Technology Unknown
: Process & Policy Technology Records and orders exposed
[Process & P°"°V] [ Technology ] Confidentiality Troop transport exposed Integrity
77 Million peoples PlI Numerous trades had to be
compromised Integrity rolled back.
Credit cards Trust in system status failed
. compromised Grooming/Training Transport orders in jeopardy Availability
k X : :
Password Poligiqs NetWorks Emails leaked o Full clean up required 9 days at 60% outage during
S trade periods
Integrity A Availability
Unknown O 26 days of intermittent availability
o Numerous systems shutdown for
Availability Juridstiction forensics . .
Various network (\'o\ < X Systems seized for analysis
resources unavailable. (\?;‘\\0 o \>90<\
S \&e‘
Final toll...
Play Station Network
Sony Corporate
282; Joanﬁ,;y; - Cisco Router Firmw. Patch Management= Network speed
Sony Thailand Kernel Vulnerabili Availability in shut down
Firmware Exploi Distributed Denial of Servige Sony Greece "
Sony Indonesia ot o
|/ o
Sony Canada aple
C/ee Records Propogation
Records Propogation
Root Kit SQL-Injection
[ Processing J ( Storage J ( Transmission J
( Processing ] [ Storage ] [ Transmission ]
[ Processing ) [ Transmission ) ( Storage ] All information based on open source, media reports, and accuracy ©S I Ll
subject to multitude of factors. AMUSLLReS
information based on open source, media reports, and accuracy :
All inf tion based di t d ©s Ll
All information based on open source, media reports, and accuracy © Samuel Liles subject to multitude of factors. amuel Liles
subject to multitude of factors.
1
‘\ S =
v > - d x T - l - -
=S L = — S| — | : ‘ :
€ . § » z gz & z E » > I .
g 3 £ i & E £ : g : E 31 ¥ | I I — 5
4 a S 4 n 3 n . e 0 3 - < 3 - 3 ] - 3 w -
;! § g i g ¥ f § ¢ | i £ E
e § ] § | [ | IS—— - § S— [ 1 § — /M ; ] __ I
- » i ] "] " 1 > - >
- p | o s ) g - 4' ] ‘ . B . ‘
— - . v - — v ———1 ] 4 — | .y ¢ — vo* Y ¥ Y v I 1 ‘ Y - S— l ' ! ) ) S— - —— —— -—r—‘———— v l v v —— ——
os oS 084 051 742 Of 7+2 . osl osl oSl 792

Using confidentiality, integrity, and availability while comparing
the various security technical implementation guides against
the known vulnerabilities agains the known tools after being
put through the taxonomical process

Confidentiality/Integrity/Availability

Using human factors, policy, and technology, while comparing
the various security technical implementation guides against
the known vulnerabilities against the known tools after being
put through the taxonomical process

Using processing, storage, and technology, while comparing
the various security technical implementation guides against
the known vulnerabilities against the known tools after being
put through the taxonomical process

Human Factors/Policy/Technology
Processing/Storage/Transmission

What is this project trying to answer?
How do you do analysis of risk across the domain of information technology using metrics based on empirical evidence for decisions
that are evidence based in mitigation and allow for decision processes based on the best information?

'c'fr‘\‘ rary Park
e-Enterprise Center
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