(E-936 - Privacy-Preserving and Efficient Friend Recommendation In Social Networks - Lelr Cen

CERIAS -

The Center for Education and Research in Information Assurance and Security

Privacy-Preserving and Efficient Friend Recommendation in Social Networks

Bharath K. Samanthula!, Lei Cen?, Weiliang?, Luo Si*

1.3Dept. of Computer Science, Missouri S&T, {bspq8, wjiang}@mst.edu
24Dept. of Computer Science, Purdue University, {Icen, Isi}@cs.purdue.edu

- 4CERIAS
Introcuction

Friend recommendation is a well-known application in many social networks and has been studied extensively in the recent past. However, with the growing
concerns about users’ privacy, there is a strong need to develop privacy preserving friend recommendation methods for social networks. In this paper, we
propose two novel methods of Privacy-Preserving Friend Recommendation(FFPR) based on common neighbors proximity.

The first method is based on the properties of additive homomorphic encryption scheme and also utilizes a universal hash function for efficiency purpose.
Nevertheless, this efficiency comes at the expense of degraded accuracy due to the involved hash collisions. Whereas, the second method utilizes the concept of
protecting the source privacy through randomizing the message passing path and recommends friends accurately.
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