
Example phrase: “control group features set” 

NL IAS Marches On 

Semantics Syntax Morpology 

Ontology: 
lattice of concepts, 

properties, and 
relationships  

Maps of how semantic concepts in phrase may be related 

Possible interpretations: 
- A group of controls features a set (of something) 
- A group for the purpose of control features a set (of 
something) 
- A command for someone/thing to control the set of 
features of some group 
- A command for “control” to group some features which 
have been previously set 

Lexicon:  
lexeme entries 

containing word 
forms, syntactic 
maps, and parts 

of speech  

Possible morphological tags for words in phrase 

Possible tags: 
- “control” 

3rd person plural present verb,  
infinitive verb, singular noun 

-  “group” 
3rd person plural present verb,  
infinitive verb, singular noun 

- “features” 
3rd person singular present verb,  
plural noun 

- “set”  
3rd person plural present verb, 
infinitive verb, past verb, past participle, 
singular noun 

Natural language processing (NLP) has many applications for information assurance and 
security; among them are:  
• Better memorization of random data for passwords [1] 
• Watermarking NL texts [1][2] 
• Automated translation for secrecy [1] or processing large amounts of NL documents 
• Selective information hiding based on security classification [1] 
• Identification of insider threat and social engineering [3] 

Maps of how syntactic concepts in phrase may be related 

Possible syntactic parses: 
 
 
 
 
 
 
 

“control”  “group”  “features”  “set”  

1 noun noun verb noun 

2 verb noun noun noun 

3 verb noun noun verb 

4 name verb noun noun 

Semantic, morphological, and syntactic characterization 

Ontological Semantic Technology processes natural language texts:   

• Structures can be modified for tamper-proofing or used characterize an author.  
• Interpretations can be reconciled with known information in a fact database.  
• Reversing some components of this process can be used to paraphrase or translate texts 
into another language. 
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