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Natural language processing (NLP) has many applications for information assurance an

security; among them are: security paradigms (NSPW '00). ACM, New York, NY, USA, 51-65. DOI=10.1145/366173.366190

. . http://doi.acm.org/10.1145/366173.366190
* Better memorization Of random data for passwords [1] [2] Mikhail J. Atallah, Victor Raskin, jMichael Crogan, Christian Hempelmann, Florian Kerschbaum, Dina Mohamed, Sanket
e \Nate rmarking NL texts [1] [2] Naik, and Ira Moskowitz. 2001. Natural language watermarking: design, analysis, and a proof-of-concept implementation.

] . In Lecture Notes in Computer Science: Information Hiding (2137). Springer, Berlin, 185-200.
° Automated tra nSIat|On fOF secrecy [1] Oor processing Iarge amounts Of NL documents [3] Victor Raskin, Julia M. Taylor, and Christian F. Hempelmann. 2010. Ontological semantic technology for detecting insider

° : : : A H : i : threat and social engineering. In Proceedings of the 2010 workshop on New security paradigms (NSPW '10). ACM, New
Selec’.uye |r1formzf1t|c?n hldmg based on .securlt.y clas.sn‘lcatlon [1] York, NY, USA, 115-128. DOI=10.1145/1900546.1900563 http://doi.acm.org/10.1145/1900546.1900563
* |dentification of insider threat and social engineering [3]

Ontological Semantic Technology processes natural language texts:

Example phrase: “control group features set”

Semantics v Morpology v Syntax
‘ Ontology: O
_ : -

/& Lexicon:
lattice of concepts, lexeme entries
properties, and 0 containing word .
relationships forms, syntactic
% Possible morphological tags for words in phrase
3 Possible tags:
- “control”
3" person plural present verb,

maps, and parts
: ,§ ? of speech

infinitive verb, singular noun
Maps of how semantic concepts in phrase may be related - “group” Maps of how syntactic concepts in phrase may be related
3" person plural present verb,
Possible interpretations: infinitive verb, singular noun Possible syntactic parses:
- A group of controls features a set (of something) - “features” “control”  “group” “features” = “set”
- A group for the purpose of control features a set (of 3" person singular present verb, . verb
something) plural noun
- A command for someone/thing to control the set of - “set” 2 verb
features of some group 3" person plural present verb,
- . , oo - 3 verb verb
- A command for “control” to group some features which infinitive verb, past verb, past participle,
have been previously set singular noun 4 name verb

N N

Semantic, morphological, and syntactic characterization

OO0

* Structures can be modified for tamper-proofing or used characterize an author.

* Interpretations can be reconciled with known information in a fact database.

* Reversing some components of this process can be used to paraphrase or translate texts
into another language.
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