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MOVING-TARGET DEFENSE

This project will deliver an moving-target defense (MTD)
framework, in which the network configuration constantly
evolves to confuse attackers without significantly degrading
the quality of service. The MTD framework increases the cost
for potential attackers by complicating the attack process and
limiting the exposure of network vulnerability, and thus makes
the network more resilient against persistent attacks.
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Roadmap:
Physically static networks < Targets of disruptive attacks
M Moving-target techniques ¢ Success of recent botnets

Three major thrusts:

 Polymorphism: evolving network topology

o Agility: security-context-aware opportunistic data exchange

 Poisoning prevention: dynamic group creation and secret
sharing
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Dynamic C&C structure inspires
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BOTNET LESSON

Example: Operation Ghost Click ,
» A botnet with millions of infected computerJ
* Crackdown by FBI

Why? Static target.
e Centralized Command and Control (C&C) architecture
 Poisoning attack by FBI

Anti-crackdown? Trojan.Peacomm botnet and Storm worm [1].
1) Dynamic C&C mechanisms;

2) Multiple attack vectors and the strategy of using them;

3) Disruption-tolerant P2P update sharing;

4) Index poisoning prevention .

POISONING PREVENTION

Poisoning techniques: A severe threat to the MTD framework

Arbitrary subset of nodes = a privileged subgroup
No online central authority

and public values

Dynamic secret sharing mechanism based on private polynomial
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network topological polymorphism

Quantitative security exposure measurement

Links are still vulnerable to the network disruptive attacks

e Attack exposure measure: accumulated risk of being< a

>° Single fixed route

compromised over time

Globally coordinated mechanisms
Locally coordinated virtual node mechanism
Locally coordinated probablllstlc switching mechanism
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Locally coordinated opportunistic data forwardmg
e Adaptive relay set selection
 Probabilistic priority determination
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