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Premise

Firewalls often allow traffic out of the
network and deny traffic into the network.
Firewalls use stateful packet 1nspection
(SPI) and connection tracking to determine
the origin of the connection and allow
related traffic back into the network.

Results
UDP

All tested firewalls (Cisco, Linux, BSD,
Linksys) were vulnerable to a UDP attack.
From an outside position we were able to
perform the following on a protected host:

e Read SNMP data
e Mount an NFS file share

TCP

A TCP attack was developed tfor the Linux
firewall (Netfilter). TCP 1s stateful and can
more accurately be tracked by the firewall.

Dannie M. Stanley <ds@cs.purdue.edu>

J o
_____ I [

=z

Public

Vulnerability

It a mole could forge a datagram that
would be recognized by the firewall, then
he could punch a hole 1n the firewall for an
outside attacker. To do this he impersonates
the victim host. The mole doesn’t
necessarilly have to be on the private
network. Depending on firewall

configuration, the mole could be positioned

TCP Attack
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on the public network.
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Attack

Once a hole 1s punched 1n the firewall, then
the attacker can establish a connection to
the victim host. Once the connection 1s
established, the attacker can interact with
network services on the protected victim
host. The attack works against both UDP
and TCP. The basic UDP datagram

sequence 1s 1llustrated above.

Connection States Datagrams
Sho: None Os: SYN
Sss: SYN Sent Rs: SYN
Sso: SYN Sent 2 Osa: SYN+ACK
Ssr: SYN Received Oa: ACK
Ses: Established R.: ACK
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From an outside position we were able to T [
perform the following on a protected host: v ¥ v b
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e Complete a TCP 3-way handshake | TR |Ses [T Fal
e Complete HTTP request i i
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