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Abstract

Mobile phones are increasingly a source of evidence
in criminal investigations. There are many tools that
claim to radio isolate a phone in order to preserve

evidence. Unfortunately these wireless preservation

devices do not always prevent network

communication. These devices were tested using
mobile phones from both CDMA and GSM services
providers. Calls were made to contact the isolated
phones using voice, SMS, and MMS at varying
distances from the provider’s towers. SMS messages
were the most likely to penetrate the shields
followed by voice calls. MMS were the least likely to

penetrate the shields.

Phones Used

AT&T

Apple iPhone 3Gs

BlackBerry Curve 9300

Palm Pixi Plus

Sprint

BlackBerry Curve 8330

HTC Hero 2

Motorola Clutch i465

Palm Pixi

Samsung Galaxy S

Verizon

Casio G’Zone Ravine

HTC Droid 2

HTC Droid Ers

HTC Imagio

Total Failed SMS Calls - 72 max

Total Failed Voice Calls - 72

Total Failed MMS Calls - 60 max

Total Calls Placed - 1,800 SMS

and Voice -1,500 MMS
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Cyber Forensics

A Field Test of Mobile Phone
Shielding Devices

Eric Katz, Rick Mislan, Marc Rogers, Tony Smith

Significance

e|nformation on a mobile phone is volatile and
difficult to forensically recover.
eThere are multiple methods a suspect can use to

delete evidence.

eFlooding the phone with calls
eRemote wipe commands
eFailure represents the potential complete loss of all

evidence.

e|t is often difficult to tell how far one is from a tower

or signal source.

¢53.08%
©56.78%
©53.78%
©438.07%
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eBetter results farther from the towers
eNo device worked 100% of the time
eUnacceptable rates of failure for forensic tools

Shielding Devices

eDEC Black Hole Bag

LessEMF High Performance Silver
Mesh

MWT Materials’ Wireless Isolation
Bag

Paraben StrongHold Bag

Ramsey STE300 - Chest

Ramsey STP1100 - Bag

As the number of mobile phones taken into custody increases, more standard operating procedures will dictate that mobile phones be isolated in
order to protect and preserve the evidence found on them. This study proved that mobile phone shielding devices couldn’t be guaranteed to protect
evidence on a phone. In a worst-case scenario, any one of these failures could represent the complete loss of all evidence contained on the phone
due to a remote wipe command. The American Academy of Science recently berated the entire forensic science community for not following
scientific procedure and a lack of failure rates is one of the problems they addressed. More research needs to be done to determine the exact point
and frequency of these failures, but this study is a good start. The methodology used for this research will be very useful for developing future
studies and methods for investigating the effectiveness of mobile phone shielding devices.
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Andrew Newell,

‘ Abstract I

A network coding system allows intermediate nodes of a network
to code packets together which ultimately results in better net-
work performance. Due to the nature of network coding, it is dif-
ficult to impose hop-by-hop data integrity as intermediate nodes
change packet contents. Without hop-by-hop data integrity, a
byzantine adversary can mount a denial of service attack (pollu-
tion attack) which cripples a network coding system. Much work
has focused on pollution defenses, but they all have limitations in
terms of time synchronization, expensive computations, and large
coding headers. A recent solution based on null spaces [3] has
the potential to escape the aforementioned limitations. However,
their solution does not work for arbitrary network topologies. We
propose a new protocol with a novel null space splitting technique
that ensures practical defense for arbitrary topologies.

‘ 1. Network Coding |

Network coding:
New paradigm for routing protocols.

o

Network coding

Olzf(,lD)

Store-and-forward

Intra-flow network coding:
Coding packets together within a single flow, e.g., MORE proto-

col:

Plain packets: p,, p,, .- Py
Coded packet (c,e):e =cp, +C,p, + ... + C,Py

Forwarder nodes

1. Buffer overheard coded packets
2. Broadcast new coded packets

|"oTo _
I g - e

e o
O
O O Receiver node

Source node

1. Divide plain packets
info generations
2. Broadcast coded packets

Plin packets s
"'HH\HHH "'HHH‘

Generation
pl’ pZ’ b pn

2. Decode packets
3. Send ACK to source

e Higher throughput
e Reliability

e Energy efficiency

Pollution attack:

Forwarder nodes

Source node

Generation
Py Py -

e Epidemic spreading
e Late discovery

e Cannot easily verify coded packets

1. Buffer coded packets

Recelver node

Cristina Nita-Rotaru

‘ 2. Null Keys |

Rowspace and null space:

e Rowspace of A: all linear combinations of the rows
of A, i.e., a linear subspace

e Null space of A: all column vectors x s.t. yxx =10
where y € Rowspace of A

Null space pollution defense:
All coded packets in an intra-flow network coding sys-
tem are linear combinations of a matrix A.

c=rxA

Given a subspace of the null space as a matrix K (a
null key) the following verification can occur for any
coded packet.

C*K;O

Null key size trade-oft:

Small null keys are easier to distribute to forwarder
nodes.

N(K)
N(A)

K

Large null keys reduce the probability that a byzantine
adversary can pollute.

‘ 3. Splitting the null key |

Motivation:

e Null keys are large
e Forwarders need a new null key each generation

e Each forwarder needs its own unique null key

Splitting a null space:

Let A = [I|X]| where X is the data for a generation and
N(A) be represented by the column space of B. We
show that a large portion of B can remain constant for
multiple generations.

AxB=0= [IIX]*[SI]'=0
= 1xS+Xx1=0
=S+ X=0
= S=-X

Splitting null keys:
e Null key: 1500 bytes per column

A Null Space Based Defense for Pollution
Attacks in Network Coding

e Generation independent portion: 1468 bytes per col-
umn

e Generation dependent portion: 32 bytes per column
Protocol strategy:

1. Initially, source distributes generation independent
null keys

2. Each generation, source distributes generation de-
pendent null keys

3. Each generation, forwarders receive generation de-
pendent null keys, combine with generation indepen-
dent null keys to obtain the full null key K

4. Upon receiving coded packets, forwarders verify c *

K=0

‘ 4. Evaluation I

Simulation methodology:

e Simulator: GlomoSim

e Topology: RoofNet 38 node network

e Simulation run: random source-destination pair, 400
second transfer

e Experiment: 200 simulation runs, metrics plotted as

CDF

Simulated protocols:
e MORE: standard intra-flow network coding protocol

[1]

e SNK: our split null key protocol

e KFM: representative cryptographic-based protocol
4]
e DART: alternative time-based pollution defense pro-

tocol [2]

Simulation results:
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A Pertormance Study of Unmanned Aerial Vehicle

Systems-of-Systems and Communications
Architectures Under Cyber Attack

Ethan Puchaty (epuchaty(@purdue.edu)
Dr. Dan DeLaurentis (ddelaure(@purdue.edu)

Research Objective:

How do cyber attacks affect the SoS-level performance of different communications architectures for autonomous UAV networks?

Int e grat e d AH. D efens e N etw Ork Communication Network Security Goals:

- Is the data available on-demand?
- Is the data trustworthy and correct?

Model Features:

- Agent-based discrete event simulation (MATLAB)

UAV hybrid control system and waypoint navigation

- Communication channel redundancy and availability

- Stochastic missile time of launch, launch location, and direction

- Probabilistic channel and node failure

- Partial data failures, cyber attack induced missile location mean offset and
variation

- Dynamic provenance-based data trustworthiness assessment’

- Communication latency simulation, source to destination (ns-2)
- MATLAB integration using 3-D table and interpolation
- Satellite, wireless line-of-sight, wired links

- Variable architecture choices and communication routing options
- UAV to UAV routing, UAV to military communications satellite, UAV to
ground relay station, UAV to mobile interceptor agent, etc.

'H. Lim, Y. Moon, E. Bertino. “Provenance-based Trustworthiness Assessment in Sensor Networks,”
Purdue University, 2010.

Example UAY Coverage and Target Map
LAY Trajectory
Average Provenance Availability vs. Number of Redundant Channels 60 UAV Coverage Area
Tr " O  Mission Control
A ‘?‘ ‘i:‘ ? ? Initial Missile Launch Area
. 0.9 : ' ' % Initial Missile Launch Location
SoS Performance Metrics: L o5 | R
. . }{}{ e e

- Time Average Provenance o "? g

Availability (shown on right) zo06[ | @ ool _

. . E 05 & Mean %

- UAV to Destination Average R S StDev 3

Data Transmission Latency * 04y as

0.3+

- Successful Target Detection and .

Data Transmission Ratio w0l

0.1

- Time Averqge Node 0l — : : : : . ) - 10 1 20

Trustworthiness Number of Redundant Channels Longitude [deg]
- Transmitted Target Data Time Average Provenance Availability vs . -

Deviation UAYV Coverage and Missile Launch Location Map

Channel Redundancy 3 UAVs, 2 Communication Satellites, 1 Mission Control Center Case
3 UAVs, 2 Communication Satellites, 1 Mission Control Center Case

Jcroaay
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Analysis of Internet Addiction Among Child

Pornography Users

Rachel A. Sitarz, Marcus Rogers, Eugene Jackson, Lonnie Bentley

Abstract
The purpose of the study was to see if

Frequency of Internet addictions in child pornography
users vs. non-child pornography users

consumers of child pornography are addicted
to the materials, causing them to spend
excessive amounts of time viewing, collecting,
or trading with others. The study focused on
the general population on the Internet, whom
were over the age of 18. 144 responded to the
survey, with 26 classified as child pornography
users. Statistical analysis revealed a
relationship between child pornography usage
and addiction to the Internet.

Child Non-Child
Pornography Users Pornography Users Total
Normal 11 (42.3%) 69 (58.5%) 80 (55.6%)
Mild 9 (34.6%) 42 (35.6%) 51 (35.4%)
Moderate 5(19.2%) 7 (5.9%) 12 (8.3%)
Extreme 1(3.8%) 0 (0%) 1(.69%)
Total 26 (18.1%) 118 (81.9%) 144 (100%)

Method

*Self-report survey

*Advertised on chat rooms, discussion
forums, and social networking sites
*Participants could take the survey at any

time they desired, and on any computer, as

long as they had Internet access

*Participation was voluntary and anonymous

*All participants received the same survey

Participant Results

*144 total respondents

*118 non-CP users

*26 CP users
*100% of CP users were male
*25.7% of the total male respondents have
knowingly viewed child pornography
materials
*Average age of CP users: 28.8 years

T-Test results for Internet Addiction: child pornography
users vs. non-child pornography users

CP users Non CP users
Stnd.
Mean Error
Mean SD Mean SD Diff. Diff. df t p

Normal 204> 10.15  22.157 6.61 1.70 3.16 11.37 054 0.60

Addicts °0-87 1/7.76  39.917 8.69 -10.95 4.75 16.14 -2.30 .035*

IAT Total 3800 21.28 29.38 11.53  -8.62 4.31 28.31 -2.00 .05*%

*n<.05

Results

More than half (57.6%) of the child pornography users reported some form of Internet addiction (mild, moderate or extreme).
The reverse was true for non-child pornography users. Nearly a quarter (24%) of the child pornography respondents reported
moderate to extreme Internet addiction, whereas, only 5.9% of the non-child pornography respondents reported moderate to
extreme Internet addiction. Internet addiction was significantly higher in child pornography users than non-child pornography
users. As well, Internet addiction was significantly different between child pornography users and non child pornography users.
|AT total scores were significantly different between child pornography users and non-child pornography users.

poster_rachel sitarzFINAL.pdf 1
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Data Locations in the Nokia N90O
Mark Lohrum

Abstract

The Nokia N90OO is a very powerful smartphone and offers great utility to users. As smartphones contain a wealth of
information about the user, including information about the user's contacts, communications, and activities, investigators must
have at their disposal the best possible methods for extracting important data from smartphones. Unlike with other
smartphones, knowledge of forensic acquisition from the N90O is extremely limited. Extractions of data from the N90OO are
categorized into limited triage extractions and full physical extractions. The imaging process of the phone has been explained
as is necessary for a full investigation of the phone. The types of data as called for in a limited data extraction have been

identified, and the locations of these files on the N900 were detailed. Also, a script was created which can be utilized for a

limited data extraction from a Nokia N90O.

Nokia N90OO

Method

Used a Nokia N90OO for a week as a personal phone
Used for calls, texts, contact management, calendar, web browsing, took pictures and videos
Logged as much activity as possible
Created physical image of operating system partition and examined for data

Results
Found locations of

Calendar

Very powerful smartphone

32 gigabytes onboard storage

Up to 16 gigabytes microSD storage
5 megapixel camera

Cookies

Address Book SMS / MMS Web History, including typed URLs Pictures
Call History

Videos

Most data was stored in SQLite database files
Excerpts of SMS and calendar entries from files on the phone,

L T T T e T Bt
AT TR T A A P 7

stored in SQLite database files

remote uid channel free text

+1937
+1937
+1937
+1937
+1937
+1603

1st quarter is over.... I took a pitch For 6, and just got a pick 6.... 23-7
YES! Who is QB?
England. Just ran a kickoff For a TD lol

Punt return For a td.... 4 tds so Far, 56-21. Halftime

Mice!

I guess the offense I drew u worket pretty well, Haltime my brothers are up 56 to 21,

DateStart

1285358400
1285414200
1285857000

DateEnd

SuMMary

1285362000 Bowling
1285417800 Wake

1285860600 Go to lab for quiz stuff

Location
Union basement

Lab

Maemo

Linux based operating system
Designed for mobile devices
Built for web applications
Includes Unix functionality

MCZMOors

Deliverables
Created a script to extract all important data

Typed URLs SMS / MMS
Web browsing history Contact list
Cookies Calendar

Web sign-ons Multimedia Files
Call history E-mail artifacts

All files are copied to the microSD card
Explained in detail how to create a full image of
the phone

Image is created using onboard dd utility

Phone is connected to host computer via USB, configured as
network connection

Image is passed over USB cable using SSH
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DEFE&TING STATEFUL FIREWALLS

/

XL

' Private | s Public

Premise

Firewalls often allow traffic out of the
network and deny traffic into the network.
Firewalls use stateful packet 1nspection
(SPI) and connection tracking to determine
the origin of the connection and allow
related traffic back into the network.

Results
UDP

All tested firewalls (Cisco, Linux, BSD,
Linksys) were vulnerable to a UDP attack.
From an outside position we were able to
perform the following on a protected host:

e Read SNMP data
e Mount an NFS file share

TCP

A TCP attack was developed tfor the Linux
firewall (Netfilter). TCP 1s stateful and can
more accurately be tracked by the firewall.

Dannie M. Stanley <ds@cs.purdue.edu>

J o
_____ I [

=z

Public

Vulnerability

It a mole could forge a datagram that
would be recognized by the firewall, then
he could punch a hole 1n the firewall for an
outside attacker. To do this he impersonates
the victim host. The mole doesn’t
necessarilly have to be on the private
network. Depending on firewall

configuration, the mole could be positioned

TCP Attack

0]
/
1

on the public network.

S\’ sssssss
i AN
Datagram Invalid AN OfRy

O

R

JR

mole victim firewall attacker

E///‘//ii

| | L |
| |

1 New

——

.=~ Established
. _Z/

Attack

Once a hole 1s punched 1n the firewall, then
the attacker can establish a connection to
the victim host. Once the connection 1s
established, the attacker can interact with
network services on the protected victim
host. The attack works against both UDP
and TCP. The basic UDP datagram

sequence 1s 1llustrated above.

Connection States Datagrams
Sho: None Os: SYN
Sss: SYN Sent Rs: SYN
Sso: SYN Sent 2 Osa: SYN+ACK
Ssr: SYN Received Oa: ACK
Ses: Established R.: ACK

s

mole victim firewall attacker

g///°//ii

From an outside position we were able to T [
perform the following on a protected host: v ¥ v b
. I s |
e Complete a TCP 3-way handshake | TR |Ses [T Fal
e Complete HTTP request i i
pY N Ay
PO
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e-Differential Node Privacy in Graph Data Queries

Christine Task, Chris Clifton

Computer Science and Statistics, Purdue University

Alice Friend Network Data:

Nodes = Individuals
" Edges = Friendships e @
(. ’ Query: What is the smallest
number of individuals connecting

parts of the graph?

Neighboring Graphs:
Differ in one individual
Min-Cut(G1) = 2 Min-Cut(G2) =1

Differentially Private Min-cut :
Randomized Query Result could be 1.37, 1.80, 1.46, ...

Differential Privacy guarantees sufficient noise that guessing which of the neighboring
graphs produced the query result is unlikely. This protects individual privacy: if query .
results from G1 and G2 are indistinguishable, we cannot learn Alice’s data.

Query Sensitivity is a measure of the maximum difference between query results on
any neighboring graphs. High sensitivity queries require adding so much noise that
results are useless — hence, we cannot perform such analyses and guarantee privacy.

High Sensitivity Low Sensitivity
Queries: Open Problems: Queries:

* Graph Isomorphism * Social Cluster * Subgraph Counting

ldentification with unique nodes
* Average Node Degree

* Propagation Algorithms * Degree Distributiony
* Graph Diameter (popularity measures)
* Min-Cut

 PageRank * Subgraph Counting

with unique edges * Graph Estimationg

* Connected Components

[1] Michael Hay, et al., “Accurate Estimation of the Degree Distribution of Private Networks”, IEEE International Conference on Data Mining, 2009 [2] Darakhshan J. Mir and Rebecca N. Wright, “A differentially private graph estimator”, International Workshop on Privacy Aspects of Data Mining, 2009.
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Digital Forensic Toolbox

http://dftoolbox.cerias.purdue.edu
Kelly Cole, Justin Tolman, George Kiruthu & Marc Rogers

DIGITAL FORENSIC TOOLBOX

What is the Digital Forensic

Toolbox? ooy %)
The Digital Forensic Toolbox LeveLor exeermse V]
website reviews and rates the ;xl%%
various digital forensic tools in HaRDwARS % E:E
the market. The ratings come Funcrionz [ W]

from within the digital forensic User INTERFACE: QOO0 Moo
communities (Industry, Law ReCiAmLTY: %gggg el
Enforcement, Academia and STEP 3: COMMENTS @

Military). Thus, the communities
are able to submit ratings for the

tools they have used and also C“”:]
find the best rated tool for their H.Eﬂ[:

needs.
SUBMIT AMND FINISH SUBMIT AMND RATE NEW TOOL

Why Do We Need Digital Forensic Toolbox?

The US Supreme Court in the Daubert vs Merrell decision provided specific criteria for the
lower courts to rule on the admissibility of scientific evidence. One criterion is that the
potential error rates of tools used be known, while another criterion requires the tool to be
generally accepted by the scientific community. Currently, the error rates of digital forensic
(DF) tools have yet to be published, posing a significant problem with meeting the criteria
of Daubert vs Merrell. This website will serve as a reference to members of the DF
community, bringing to light the errors and strengths in the tools that are in use, while also
presenting which tools have been accepted by the DF community and the Courts.

Diccisvery Park
e-Enterprise Center
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Efficient and Flexible Attribute Policy Based Key Management

Mohamed Nabeel, Elisa Bertino
Department of Computer Science, Purdue University

storage

Cloud/outsourced

Multimedia
streaming

services

Service/access provided
to subsets of users

A large group

Scalable, efficient and flexible key management Is essential for many secure systems/services

User attributes
change over time

New users
join i

Existing
users leave

i of users N

' Location baseé\ t ~Content U Common

' services &,\/\// dissemination > Y characteristics

: collude

i Control access to Encryption Group key Dynamic nature of

- content/service management groups

' Requirements .\ Group membership -+ Our key techniques

1. Forward/backward . Role = Doctor v, _

; secrecy ) (Role = Nurse A | Any broadcast Provide users secrets for each

5 | Level >=senior) |} | GKM scheme attribute condition

2. Collusion resistance Role = Nurse | ————

3 Transparentjm_n/_leave Subset-Cover Construct a BGKM per attribute

| (Stateless - Efficiency) . : B techniques condition

4. Flexible group policies i

i (attribute based) N X

SN o fole=Doctor /| Sub-linear BGKM | CONSTUCtan access tree based or
i 5. S|ng|e enCI‘yptlon i i Level >— Senior i i € po ICy USIng S as Ieaves

Any monotonic membership policy (Keygen)

Threshold = t,

Each user Is assigned a unigue 70 | 3
i polynomial of degree d - 1 X q.(X) [ Ny # children = n, | :
| N q(x) = degree t, — 1 polynomial |
i ~— ——— g ;
" Attr Cond,  Attr Cond, Attr%%%ndg Attr Cond, |11 g,(x) 0 (X (%)
- [BGKM, ]  [BGKM,] [BGKM, (BGKM,, | ° o o 0
. & © T R0)=6@) d40)=6@) q0)=a;(4) 6,0 =g, (m)
5 Polynomial interpolation with d intermediate keys 5 ~> ~ < <
'OR S 1-out-of-2 g Continue until leaf nodes are reached i
'AND - 2-out-of-2 _ 'Internal nodes = Threshold gates _

. General - d-out-of-m | sottom-up Leaves > BGKM Iinstances | . Top-down
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Energy-Efficient Provenance Transmission In
Large-Scale Wireless Sensor Networks PURDUE

S. M. Iftekharul Alam Sonia Fahmy
Electrical and Computer Engineering , Purdue University Computer Science, Purdue University

Probabilistic Provenance Flow (PPF)

@mer gence of Large Scale Sensor Networks Adaptation of probabilistic packet marking (PPM) of IP traceback

= Global Sensor Network to fight climate change.

= Sensor based decision support systems to monitor Embedding a connected | 1WO complementary encoding _
power grid and critical infrastructures: sub-graph of full provenance schemes : (a) Juxtaposition Faster decoding and
- Smart Grid Takortheton P— into a single packet of ranks and (b) Prime construction of provenance
- Smart Building oW gf multiplication
: ©) F“i " : ) 4
- Smart Bridge : N :
- Smart Tunnel L N Provenance Encoding
i s prime(n) = The greatest prime number less than or equal to n. A
- I = offset(n) = n — prime(n).
g oo S~ = Difference between node ID and prime(ID) is less than or equal to 7.
@ z m——
« e e . S rank(ID) = Position of ID in an increasing sequence of IDs of all member nodes. Y
o . Data item Is collected from
sensors at the base station and Overwrite Not overwrite Overwrite Not overwrite

made available to decision Q Q m .
makers for further analysis. ||| ~——~~~ > I 19 20

. Y \/ Counter
Trustworthiness of data affects the quality of decision makin

/Provenance and Trust Framework

. O it Not it @) ' Not it
» Trust models assess trustworthiness of data based on i oo veme oo -
provenance similarity and value similarity. ||| : W N Co\ Prime Multiplication
= Provenance of a data item Is a tree of nodes that \J Offset
manipulate or forward that item.
p BTSN

/ \
\ = u
@ \@ Provenance Decoding and Construction
)/ \ In large scale networks, Rank method: Use the counter to extract partial provenance
extended period of radio
communication and . — . _ .
energy dissipation due to Use Prime Factorization Use solution to Subset Exploit ordering
the increasing height of to extract data from prime Sum problem to extract iInformation extracted
provenance tree. multiplication field. data from offset field. by rank method.
ﬁ Full provenance: at least one ID for every node Is received.
\ Data Forwarding Tree
/G-oals and Challenges TOSSIM Simulation

prObab”lS“C inCOrpOratiOn Of nOde I tO reduce Packets required to construct provenance Aggregated Energy Consumption Changes in trust score
the expected length of the provenance. - |

e PPM

0.8 -
1200000 - e PPM+NC
e PPF 0.7 -
1000000 -
0.6 -
800000 - == Traditional Trust Model

o 0.5 -

ore

ts

600000 - 0.4

Number of packets

Number of bits required to represent
provenance should be fixed.

= Trust Model with PPF

Tru

0.3 -
400000 -

Energy Consumption (mJ)

50 -

\ 200000 - / 0:1:
FaSt Convergence Of provenance Number of hops Number of hops Number of iterations
construction Is critical. |
\ * PPF requires 33% fewer packets than PPM based approaches of IP traceback.
. | * PPF consumes 30% less energy than PPM with network coding.
Topological changes should be . Trust model int tad with PPE des high level of for trust
rapidly reflected in provenance. rust model integrated wi provides high level of accuracy for trust score
calculation. /
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Flash Malware Analysis
Part of Malware Reverse Engineering

By Francis Ripberger, Jim Goldman
The Problems 4 PRETS

Flash Malware
* Adobe Flash has become the new avenue of choice to infect PCs as 1ts install ability and use 1s diverse
across many platforms.
» Flash Malware 1s a malicious file infecting an individual's computer via Adobe Flash on a webpage.
» Flash Malware can be 1nitiated by simply visiting the webpage or by clicking on a Flash banner or ad.
* The objective of the Flash Malware 1s no different than other malware (retrieving files, add a PC to a
botnet, allow remote access, etc).
Insufficient FMA Capabilities
» As malware's avenue for infecting PCs has changed, the current procedures for analyzing Malware are no
longer viable; therefore no methodology exists.
* There are very few programs for analyzing Flash-based Malware

In Progress

* Discovery of known knowledge on Flash Malware
* Discovery of available tools for analysis (For Malware Analysis intent or not)
» Testing tools.

Future

* Flash Malware Knowledge-base

* A list of usable FMA tools

* A list of needed tools

* Methodology for Flash Malware Analysis (FMA)

* Automation of FMA (Similar to Purdue’s MARQUES)

TIME LINE

Issue > Discovery of —— Tools ~ Tools —» Creation of — Methodology — Automation
Discovery Knowledge Discovery Testing Tool-Kit Creation and
(what we know) Tessting
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Hardening Network Embedded Devices
Blake Self, Dr. Eugene Spafford

[he goal of this project Is to use existing vulnerability mitigation technology
on network embedded devices to obtain significant security benetits with

a minimal performance nit.

-or this project, three different linux based router

operating systems were examined and modified.

Operating Systems:
OpenWRT

DD-WRT

Cisco E2100L

Hardware:

Linksys WRT54G V2
- BCM4712 @ 200Mhz
- 16 MB RAM

Linksys WRT54G2 V1
- BCM5354 @ 240 Mhz
- 16 MB RAM

Buffalo WHR-G125
- BCM5354 @ 240 Mhz
- 16 MB RAM

Linksys E2100L
- AR9130 @ 400 Mhz
- 64 MB RAM

Stock Router

No/Limited Access Control
No/Limited chroot
Predictable Addresses
Poor Alerts

Bruteforce “Friendly”

No Bounds Checking
Unsanitized Memory

via Kernel and System Modifications

Security Systems:

Grsecurity
PaXx

Key Technologies:

Role-based access control

Capability auditing

Hide kernel processes

Enhanced chroot restrictions

Security alerts and audits that contain the |IP address of
the person causing the alert

Randomization of stack and mmap base

Randomization of heap base

Bounds checks user/kernel copying into/from kernel heap

No kernel modification via /dev/mem, /dev/kmem, or
/dev/port

Reduction of the risk of sensitive information being leaked
by arbitrary-read kernel bugs

Sanitizes memory at the lowest level of the kernel allocator

Deterrence of exploit bruteforcing

Hardened Router

RBAC

Enhanced chroot
Randomized Addresses
Detailed Alerts
Bruteforce Resistant
Bounds Checking
SanitizedMemory
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Human Factors Considerations for Privacy Properties in Home Healthcare Systems

Kyeong-Ah Jeong & Robert W Proctor

Dept. of Psychological Sciences
Purdue University

Abstract

Privacy properties for remote/home-based healthcare
systems have been proposed, but human factors
Issues involved In iImplementing those properties
have received little consideration. We reviewed
proposed privacy properties and identified human
factors iIssues associated with successful
Implementation of these properties. Implementations

that do not take the users into account will most likely Human Eactors Recommendations for Privacy

fail to accomplish their privacy and security goals. Properties in Home Healthcare Systems

General: Without being designed for use by all stakeholders (e.g., patient,
provider), the privacy provided by remote/home healthcare systems will
be less than desired.

Privacy Property 1: The privacy policy and consent materials must be aimed
toward the user’s abilities and concerns, allowing effective communication.

Privacy Properties 2, 3, and 4: The username-password combination is an
acceptable authentication method for many purposes, because It is easy
to iImplement and has high user familiarity and acceptance.

e \arious ways to improve the security provided by passwords, while

The Role of Human Factors making them memorable for users, should be implemented.
in Home Health Care  Special characteristics of patients must be considered.
Privacy properties for Home Healthcare o Stronger forms of authentication, though possibly less usable, should

be used for situations in which the users are trained personnel and
security Is very critical.

Privacy Property 5: Users’ perception and performance with the interface
should be evaluated with respect to different design variables (e.g., type
of users, situations of use, the PHI involved, and the technologies used).

e Older and/or disabled patients’ cognitive and physical capabillities
should be addressed to ensure the patients’ autonomy.

Privacy Properties 6, 7, and 10: Issues regarding intrusion detection need to
be addressed. Regular inspection of system audit logs Is necessary, but

(Kotz, Avancha, & Baxi, 2009)

1. Inform patients about all aspects of privacy and security
concerning their personal health information (PHI).

2. Enable patients to review how their PHI Is stored and used.

3. Enable patients to control what data will be collected and
when, who will have access, and how it can be used.

4. Enable patients to access their PHI so that they can
request changes and corrections to entries.

. Provide easy-to-use interfaces that allow patients to be able better methods need to be developed that allow system administrators to
to find out as much detailed information as they desire. easily detect changes in data and unusual usage patterns.

6. Limit collection and storage of PHI to conform to the Privacy Property 8: Various ways of reducing human errors and mistakes in
patient’s consent and as needed for specified purposes. data entry and modification should be considered and implemented.

/. Limit_ use and disclosure of PHI to those purposes » For control of the information, patients’ misunderstandings may result
previously consented to. in their failing to give consent to inclusion of critical PHI in their record

8. Ensure accuracy, integrity, and authenticity of PHI. Privacy Property 9: Sensors should be designed for usability by patients.

9. Conceal patient identity, the presence of sensors, and data » Issues include how best to alert patients when recording systems are
collection activity from unauthorized observers. activated.

10. Support accountability through robust audit log mechanisms Reference
that track every transaction. Kotz,, D., Avancha, S., & Baxi, A. (2009). A privacy framework for mobile health and home-care systems.

: . . . In Proceedings of the First ACM Workshop on Security and Privacy in Medical and Home-care Systems
11. Support mechanisms to remedy effects of privacy violations. (pp. 1-12). New York: ACM.
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Implicit Buffer Overflow Protection
Using Memory Segregation

Brent Roth (broth@purdue.edu)
Dr. Eugene Spafford (spaf@purdue.edu)

Motivation
The memory for a single process

Modern Process contains multiple forms of data.

unified
stack

return
address

saved FP

longimp
buffer

data pointer
on stack

func pointer
on stack

non-control
buffer
on stack

l
T

data pointer
on heap

func pointer
on heap

non-control
buffer
on heap

global
data pointer

global
func pointer

global
non-control
buffer

unified
heap

econtrol data
* return addresses, saved frame
pointers, longjmp buffers, etc. that
form the call stack
« function and data pointers provide
references to memory for calling
functions and manipulating data

*non-control data
* primitive datatypes (int, char, float,
double, etc.) are used to store
program-defined data

Modern processes store these different
forms of data in the same unified stack
and unified heap in the same memory
segment. This allows a buffer overflow
of non-control data to corrupt control
data.

Modern defenses are still circumvented
by modern attacks and do not prevent
the corruption of control data. Instead
they attempt to prevent it from hijacking
control flow or detect it and terminate
the process.

e Canary

e ASLR

* Non-executable memory

The corruption of control data can still
be used for a denial-of-service attack
» Some defenses against buffer
overflow result in denial-of-service
« terminate process if detect
corruption
+ force buffer overflow to result in a
segmentation fault

Goal

Segregate different forms of a data to
their own stacks and heaps in their own
memory segments within the same
process. An instruction to read/write
memory in one memory segment can
not read/write memory in a separate
memory segment. Thus, a buffer
overflow of non-control data cannot
corrupt control data. With control data
uncorrupted, recovery is more likely,
making denial-of-service harder to
achieve with a buffer overflow.

Explore architecture modifications to
further support memory segregation
and corruption prevention

|nstruction Set Extensions

eStack Growth Direction

eSecure Indirection

Process w/ Segregated Memory

non-control pointer control
stack segment stack segment stack segment

non-control
buffer

data pointer return
on stack address
on stack

l func pointer saved FP

on stack for control

saved FP
for pointer

saved FP

PURDUE

t for non-control
longjmp

data pointer buffer
on heap ¢
func pointer
on heap

global
data pointer

global
func pointer

pointer
data segment

non-control
buffer
on heap
global
non-control
buffer

non-control
data segment
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