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The Malware Analysis & Reverse

Malware Analysis & Reverse Engineering

Engineering Quick Evaluation System Methodology
(MARQUES) is a system designed to o -
create a preliminary analysis report that | . ‘,,-:;Q P ;-i:ﬁ_ o
would give security administrators and -' f
investigators immediate information | Process Extraction

and insight into a suspected malware’s
capabilities, functions, and purpose.
MARQUES has the ability to automate
analysis of malware not only on a
behavioral level but also on a code
level. The ability to automate analysis
of malware on a code level separates it
from the conventional existing malware
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services. This information is vital in MDS5 Hash e
responding and combating malware File Case Number "

attacks and infection on network atabace & Analveic &
systems. The MARQUES system aims at ,n:;?majﬁﬂn Ezvf;:e T
increasing the response time to Collection Engineering Analysis
malware incidents and aims at Code Reverse
providing valuable insight into pattern Engineering

recognitions and trend analysis of
existing and  zero-day malware

specimens.

Trend Analysis
The MARQUES system incorporates the Pattern Recognition
established Malware Analysis & Reverse Security Threat Analysis
Engineering (MARE) methodology Malware Variants

Case Coordination

developed by the Purdue Malware Lab
research team. The MARE methodology
is the engine of the MARQUES system Infrastructure
that automates the behavioral and

code analysis of suspected malware.
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