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A. Background

* Microdata publishing may compromise privacy
» Data contain quasi-identifying (QID) attributes

» k-anonymity: privacy paradigm that prevents re-identification
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* Indistinguishable QID among groups of k records
» Values are generalized to ranges
» Value-generalization hierarchies (VGH)

C. Dataset Preparation and Statistics
* Quasi-ldentifier Selection

Age |ZIpCode| Disease
42 | 52000 Ulcer
47 | 43000 E”e“mon'

51 | 32000

Flu

55 | 27000

Gastritis

62 | 41000

Dyspepsia

67 | 55000

Dyspepsia

Age ZIpCode Disease
42-47 | 43000-52000 Ulcer
42-47 | 43000-52000 | Pneumonia
51-55 | 27000-32000 Flu
51-55| 27000-32000 Gastritis
62-67 | 41000-55000 | Dyspepsia
62-67 | 41000-55000 | Dyspepsia

* Privacy-accuracy trade-off challenges:
» Selecting a suitable k-anonymization algorithm
* Choosing which QID attributes to release
» Determining appropriate values of k

B. System Architecture

* JAM handles user input and visualization of results
* Value Generalization Hierarchy Editor

» Graph Tool (JFreeChart)

* Import/Export data from/to DB Server
* AE performs QID generalization

» Currently, supports Mondrian and k-Member
» Can Incorporate any generalization-based method
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CANDIDATE QID LIST
| MAME | TvPE | DomaN | weH | H| AEllcEe e
L] AGE Numerical 1780 0 [¢ NAME TYPE VGH Levels
[ WORKCLASS Categorical MiA 3 [ Ll AGE Numerical 0
L] FNLWGT Murmerical | 13769~1484705 | 0 L]l OCCUPATION | Categorical !
L] EDUCATICN Categorical i 4 | L] RACE Categorical 3
1| Epucamion ruUm Mumerical 1-16 0|
1| maRITAL STATUS Categorical m 3 | REMOVE FROM ACTIVE QID
L] OCCUPATION Categorical m 2
L] RELATIOMNSHIF Categorical Mg, 0| Methods: K-Member Mondrian
[] RACE Categorical i 3 |
[ SEX Categarical i, 2 | Metric: Gep -
1] capmal Ga Mumnerical 0-89959 0|
L] CAPITAL LOSS mumetrical 0~4356 I & K Values®
: K-MIN K-MAX STEP|
[ 1| HOURS PER_WEEK | Mumerical 109 Bk 20 200 a0
L1l WATIVE COUNTRY | Categorical m 3 |
L] IMCOME Categorical P, 0| ANONYMIZE QID_COMBINATION
ADD TO ACTIVE QID

QID Change- Impact Analysis
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D. Analysis of k-anonymization
* Head-to-head Comparison Analysis
QID: (AGE. OCCUPATION. RACE)
IL | Time | Result Table
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* Inspecting the original

and

AIGE WORKCLASS FRMLWGT | EDUCATION | MARITAL _STATUS | QCCUPATION |[RELATIORSHIP
49.0 Private 21973.0 Some-college (Married-civ-spouse |[Craft-repair Hushband
£1.0 selfemp-inc BEET4.0 HS-grad Married-civ-spouse |Craft-repair Hushband
27.0 Frivate 232782.0 Some-college (Mever-married Sales Zrir-child
19.0 Frivate 31 E363.0 Some-college |Wever-married Dther-semice Zrn-child
45.0 Frivate 196584.0 ASSO0C-YOC MHever-married Frof-specialty Blot-in-family
700 Frivate 1059376.0 Some-collede Mever-married Tech-support iJther-relative
.0 Frivate 1858140 HE-grad Mever-martied Transportmoving |Unmarried
22.0 Private 1753740 Some-college \Martied-civ-spouse |(Other-service Hushand
6.0 Frivate 1082593.0 HS-arad Widower Dther-service Lnmarried
f4.0 Frivate 181232.0 11th Married-civ-spouse |(Craft-rep Husband
47 .10 Local-gow 186009.0 Some-college [Divarced Adm-cl | LInmarried
34.0 Frivate 198183.0 HS-drad Mever-married Addim-cl | lat-in-farmily
AGE WORKCLA S| FNLWGT | EDUCATION | MARITAL STATUS| OCCUPATION RELATIONSHIP
25.0~36.0 F‘r ate (211265.0 80 me-college |other Occupation Other- relative
2 D 60 F‘r te |189775.0 So me-college. other |Occupation Own-child
2:-0 BD F‘r te _'21 563.0 Some college other \Occuraton fUnmarrled
25.0~36.0 Prl ate 70282.0 Some college |other |Occupation Unmarried
28.0~47.0 Prh@e 88419.0 |education Never married [Exec-managerial |Notin-family
28.0~47.0 Private 163003.0 leducation MNever-martied Exec-managerial |Other-relative
28.0~47.0 [Private 348491.0 leducation Mever-matrried Exec-managerial  Not-in-family
28.0 ~47.0 |Private 200734.0 |leducation MNever-matrried Exec-managerial Unmarried
129.0~ 4 .0 |Private -419?21 0 |HS-grad |Never-married \Other-service Unmarried
29 D 4 U F' te 206365. 0 |HS-grad |Never-married Other-service ANot in-farmily
29 0 43 D P te _39581 .0 |HS-grad |Never-married Other-service [Not-in- family
29.0~43.0 F' rate 70240.0 Hq-grad MNever-married |Other-service |Owen-chi ild
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