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A. Background
• Microdata publishing may compromise privacy

• Data contain quasi-identifying (QID) attributes

• k-anonymity: privacy paradigm that prevents re-identification

• Indistinguishable QID among groups of k records

• Values are generalized to ranges

• Value-generalization hierarchies (VGH)

• Privacy-accuracy trade-off challenges:

• Selecting a suitable k-anonymization algorithm

• Choosing which QID attributes to release

• Determining appropriate values of k

B. System Architecture
• IAM handles user input and visualization of results

• Value Generalization Hierarchy Editor

• Graph Tool (JFreeChart)

• Import/Export data from/to DB Server

• AE performs QID generalization

• Currently, supports Mondrian and k-Member

• Can incorporate any generalization-based method

Age ZipCode Disease

42 52000 Ulcer

47 43000
Pneumoni

a

51 32000 Flu

55 27000 Gastritis

62 41000 Dyspepsia

67 55000 Dyspepsia

Age ZipCode Disease

42-47 43000-52000 Ulcer

42-47 43000-52000 Pneumonia

51-55 27000-32000 Flu

51-55 27000-32000 Gastritis

62-67 41000-55000 Dyspepsia

62-67 41000-55000 Dyspepsia

D. Analysis of k-anonymization
• Head-to-head Comparison Analysis

• QID Change-Impact Analysis

C. Dataset Preparation and Statistics
• Quasi-Identifier Selection

• Histogram Tool

• Inspecting the original and

anonymized data

• VGH Editor Tool

DD4-CEB.pdf   1 3/22/2010   10:44:59 AM


