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[ Attribute Based Access Control (ABAQ) ]

A simplistic approach
using encryption

| Requiremen’cs for maximal
amount of privacy & securi’cy
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Only one encryption per node!

[ A simplified Health Record (HR) }

[ Clinical Record ]

[ Issue #1: Privacy of the users is not preserved ]
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1. Need to reveal credentials
2. Need 3 private communication channel
for re-keying
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[ Issue #2: The key management does not scale ]
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Re-keying has O(n) communication
overhead (n = number of users)
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Only subscribers satisfying AC
policies are allowed to access
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Publisher does not learn the
attributes of subscribers

J

Hidden Content Consumption
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Publisher does not learn which
content subscribers can access
\_ J

Bulldlng bIOCI(S OCBE and
BGKM schemes

[ OCBE: Oblivious Commitment Based Envelope ]

Unconditionally hiding and
computationally binding
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An encrypted message

[- Publisher does not learn credentials }

» User can open the envelope only if her credential satisfies the condition

[ BGKM: Broadcast Group Key Management ]
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= Putting everything together
48 (OCBE + BGKM)
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Certified Identity Attribute
Example: “l am a doctor”

[ dentity Token Registration

l Cond(attr,, val, , op)

/( >
Example: age > 21 |/ <

(Token,)

s "

>

Conditional
Subscription Secret

CSS, |e—

—

[ Document Dissemination

Subdocument;

Document

Subdocument,

Subdocument;

Subdocument,

Subdocument,

N Subdocument2

Some selected experimental
results
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Key derivation time for different
user configurations
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