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Data Structure Knowledge Is Valuable to Many Security Applications  

Type Resolution Points

Application
binary

Data Structure
Specification

REWARDS

Memory 
Forensics

Vulnerability 
Discovery

Penetration 
Test

Virtual Machine 
Introspection

Data flow tracking,
Type Resolution

binary p

Reverse Engineering Work for 
Automatic Revelation of Data Structures PIN

Source Sinks Source

Key Technique: Two-way Data Flow Tracking and Type Resolution Using Dynamic Binary Instrumentation

movl $0x8049128,%eax
mov %eax, (%esp)

call 0x80480e0<strcpy>

strcpy(char*, char*)
char*char* char*

arg1 call  0x8048110<getpid>
return pid_t to %eax mov %eax, 0x8049124

pid_tpid_t pid_t

ForwardBackward

Experimental Evaluation I: Memory Forensics

08052170  b0 5b fe b7 b0 5b fe b7  05 00 00 00 02 00 92 7e  
08052180  0a 00 00 0b 00 00 00 00  00 00 00 00 c7 b0 af 4a
08052190  c7 b0 af 4a 00 00 00 00  58 2a 05 08 00 00 00 00
080521a0  00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00
... 

struct 0x804dd4f {

Experimental Evaluation II: Vulnerability Discovery

Program buffer overflow
#total    #real

integer overflow
#total    #real

format string
#total    #real

ncompress-4.2.4 1 1 0 0 0 0
bftpd-1.0.11 3 1 0 0 0 0

i 1 2 4 3 1 0 0 0 0struct 0x804dd4f {
00:     pthread_t;
04:     int;
08:     socket;
12:     struct sockaddr_in;
28:     time_t;
32:     time_t;
36:     unused[4];
40:     struct 0x804ddfb*;
}

b0 5b fe b7 

b0 5b fe b7
05 00 00 00 

02 00 92 7e 0a 00 00 0b .. 00

c7 b0 af 4a
c7 b0 af 4a

00 00 00 00
58 2a 05 08

gzip-1.2.4 3 1 0 0 0 0
nullhttpd-0.5.0 5 1 2 1 0 0
xzgv-5.8 3 0 8 1 0 0
gnuPG-1.4.3 0 1 3 1 0 0
ipgrab-0.9.9 0 1 5 1 0 0
cfingerd-1.4.3 4 0 0 0 1 1
ngircd-0.8.2 12 0 0 0 1 1

}; 
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