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The bootstrap : "Each node connects to Insider attacks on P2P streaming
What is Mesh- node _mtroduces NEW only a small subset of eMalicious nodes want to disrupt the video playback of
based Peer-to- Eeerresf(lerrl:i(; thel sys(;em peers (l.e. neighbors) benign nodes.
Peer Streaming? Y J already and requests the most e An unfair business competitor can target the
Kjomed PEETS. recent chunks from streaming service with the goal of discouraging
< them. - users from using the system.
- N\ Our goal: Limit the amount of damage
The source .
. malicious nodes can cause.
splits the /Each node relies\
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Into chunks of
\data.

to deliver chunks
to It. It IS
supposed to
forward these to
Its neighbors as

ﬁ—low do malicious nodes attack the systemh

eMalicious nodes want to become neighbors of

many nodes.

They then drop the video data that they are

supposed to deliver to their neighbors.

well. They can receive data from the source, but never
/ give it to others.

They can also pollute the bootstrap node’s list of

\p\eers with malicious nodes.
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Peer-to-peer systems
are a scalable way to
deliver video to users.

Old and
Busted

They can be used to
offset the bandwidth
costs of servers and to
overcome bottleneck
links In the Internet.
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These systems assume
peers will be honest and
cooperative.

How to secure P2P
streaming from malicious
nodes Is an important

Securing the Data Delivery
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KI‘ he bootstrap node will keep\ The peers will maintain :
track of who has contacted it . o 0.8
recently and rate limits the reputation for all other no_des that =
effect that they can have on they come into contact with. <06
who is In its referral list. The_y will use this reputatlc?n to a

& /| decide who to keep as neighbors T 04

p N and who to allow as neighbors. TR
gr:pst?lgggewml i??sng?vlicnag”)él ata Pegrs build reputations for their 0
to and try new nodes, so that neighbors by eval_uatmg now 0
malicious nodes cannot have a much data they give and how
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monopoly on the chunks in the cor(;nected they are to other 4-No Protection
Qtream. / NIl J¥Peer & Source Protected <€All Components Protected
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