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Session maintenance on web

User bank.com

Username: |
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POST /login L

usemame=, .. &password=...

Password: I

| Submit | Cancel

4 Session established
' session|D = o2kl3)f
fl""
.»\4 HTTP/1.1 200 OK
’ Set-Cookie: session|D=02KI3jf
To Payee:

POST /paybill.jsp
payee=John&amount=100
Cookie: sessionlD=02kl3jf

A mount:

Valid sassion|D
Send a check to John

HTTP/1.1 200 OK

The weakness

Sends cookies If present
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_amP< Authorizes the request if the cookie is valid

Fem L

<l-- created 2003-12-12-->
<head><title=XYZ</title> u
</haad>

<body=>

o p_‘;
voluptatem accusantium do
totam rem apariam eaquas

< ’r >

</body>

</hEml>

» Dlagnosis
O No every request reflects the user’s intention
o Browser should NOT always attach auth tokens

> Proposal
0 only Intended requests carry auth tokens

> A Browser-Based Solution
0 Infer whether a request reflect the user’s intention
o0 Infer whether an auth token Is sensitive
O strip sensitive tokens from unintended requests

> Implementation
0 A Firefox Extension available at mozilla.org

GET /index.html

<form action="bank.com/paybill.jsp
method="post'=

<input type="hidden' name="payee’ value='badguy'/>
<input type="hidden’ name="amount’ value="100"/>

</form=>

<script>document.forms[0].submit{);</script=>

A real threat
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The CSRF attack

evil.org
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Victim bank.com
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\ POST /login N g

username=.. . &password=...

Session established
sessionl|D = o2kl 3f

HTTP/M.1 200 OK
set-Cookie: session|D=o2kl3jf
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POST /paybill.jsp
payee=badguy&amount=100
Cookie: sessionlD=o02k|3jf

Valid sessionlD
Send a check to badguy

HTTP/.1 200 OK

Gm Il Add a filter to forward emails
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Q:BIUY  Delete web email; edit biography

<=rercu Transfer money; add accounts

Furdue Employees
Federal Credit Union

» Design Detalls
O Infer the user’s intention
o User-interface actions
* Ancestor web-pages
o0 Infer the auth token’s sensitivity

GET

HTTP

Session | Not Sensitive

Persistent

HTTP Auth
Header

Not Sensitive
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