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Motivation High-Level Security Properties
v

d Host compromise Is a serious problem
. P . P e 1 What attacks are prevented?
d Operating system security enhancement
> DAC + MAC d How to penetrate?

type asterisk_t;

d Use another distribution?

# asterisk entrypoint
type asterisk_exec_t;
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»Analyze and compare the quality of protection offered by MAC policies in Linux
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/usr/sbin/sshd

/sbin/dhclient

d Attack Scenario = Attack’s Initial Resource + Attack Goal J Host Attack Graph s a0, 0 e
» Network access, local account, ... » Attack paths N sbinfthiool
o /sbin/insmod /sbin/ifconfig
» Load kernel module, plant Trojan Horse, ... » Vulnerability surface ||/ et it fa TEmmod st infp
in/zs sbin/modprobe /sbin/iwconfig
/sbin/rmmod /sbin/mii-tool
/sbin/tc

proc(0, 0, unconfined_t) proc(0, 0, initrc_t) pmr.:{[l' D insmod_t) proc(0, 0, ifconfig_t)

0 " Attacker’s . :
State Transition Initial Resources Attack Goal u LOQ'C PI‘Ogrammlng
. se_can_execute_type(Domain, Type, NewDomain) :-
> SELanX [Stateo ] ‘ Statel | ‘ | ‘ Staten ] > System faCtS !s1e_t}'petrans(c-]d_d0m(Dc:-maul) new_dom(NewDomain), type(Type)).
I . I s.e_domain_privilege(dmmain(DDmain), type(Type), class(file), op|executel).

prOC(UId1 g Idl dOmaI n) > SyStem F'u IeS se_domain_privilege(domain(Domain), type(NewDomain), class(process), op(transition)).

> A ArmOr se_domain_privilege(domain(NewDomain), type(Type), class(file), op(entrypoint)).
pp . .. . COmprOmISE se_can_execute_type(Domain, Type, NewDomain) :-
prOC(L”d, g |d , prOfl Ie) se_domain_privilege(domain(Domain), type(Type), class(file), op[execute l}
se_domain_privilege(domain(Domain), type(Type), class(file), op[execute_no_trans}),

NewDomain = Domain.

Vulnerability Surface: SELInux vs. AppArmor

Ubuntu Server Edition 8.04

Fact
Collector J \
d Unique attack paths of SELInux

» Privileged programs run under unconfined _t: Host Attack Graph
nmbd, smbd, vsftpd, portmap, and rpc.statd Generator

» Confinement not as tight as AppArmor:

d Evaluation (SELinux / AppArmor)
» Ubuntu Server Edition 8.04

» SUSE Linux Server Edition 10 AppArmor cupsd and dhclient Attack Path
> Fedora 8 > Setuid confinement: ping, passwd Analyzer <:/J

d Conclusion — with data

» In this configuration, AppArmor provides
better protection

d Show tightening opportunities

Full paper appeared in the 16th Network and Distributed System Security Symposium (NDSS) 2009
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