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Traditional approach: execute malware 
in a virtual machine (VM)
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Problem 1: the malware attacks the VM
and escapes

Problem 2: the malware modifies its 
behavior upon detection of the VM

(virtualisation-aware malware)

Traditional use of Type Enforcement (TE): 
confinement of system services

Solution 1: use Type Enforcement (TE) to 
confine the VM so that escaping the VM 
does not yield access to the host system Solution 2: run the malware 

directly on the host OS; TE 
is used for confinement

 Even virtualization-
aware malware can be 

analyzed

Problem 3: TE does not offer an 
administrative model to enable 

controlled runtime administration of 
the confinement

Solution 3: An administrative 
model for TE lets the malware 
analyst define the confinement of the 

malware
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The ReAssure testbed used for deployment
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Simplified TE example for confining a 
protocol analyzer
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