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B k d / I P d S l tiBackground / Issues
• Multiple frameworks for Information Security Management (ISM)

• ISO 27001 Information Security Management System
• ISO 27002 Information Security Controls
• COBIT Controls for processes

• Multiple frameworks for Strategic Alignment of Business & IT
• Balanced Scorecard
• Project Portfolio Management

M lti l f k f M t i & M t

Approach
• Integration is achieved by bridging the gaps or mitigating the weaknesses, that one 

framework inherently contains, using the methodology prescribed by the second 

Proposed Solution
• Integration of COBIT, Balanced Scorecard & SSE-CMM for strategic ISM

• ALIGN Business + IT + ISM Strategies
• ESTABLISH clear TRACEABILITY + GOVERNANCE
• USE of STANDARDIZED METRICS for Performance Management

• Multiple frameworks for Metrics & Measurement
• SEI CMM
• SSE CMM
• COBIT process area 4.0 - “Measure & Evaluate (ME)”

Problem
• Each framework addresses only a specific area within ISM domain
• Integration of two or more frameworks often consists of gaps
• Lack of alignment between Business + IT + InfoSec strategies

L k f TRACEABILITY

y , g gy p y
framework and using SSE-CMM as an evaluation mechanism

Previous Work
• Metrics based Security Assessment (Information Security and Ethics: Social and 

Organizational, 2004)
• Using ISO 27001 and SSE-CMM

• Mapping of processes for effective integration of COBIT and SEI-CMM 
• IT Governance Institute, 2005

• Mapping of COBIT with ITIL and ISO 27002 (IT Governance Institute, 2008) 
F ff i d li f IT i h b i• Lack of TRACEABILITY • For effective management and alignment of IT with business

Proposed Solution

# Weaknesses / Risks / Gaps Mitigation Mechanism
1 COBIT
1.1 Lack of alignment of 

COBIT process areas with 
Use a cascading balanced 
scorecard approach to align 

# Weaknesses / Risks / Gaps Mitigation Mechanism
2 Balanced Scorecard
2.1 Can cause disagreement and 

tension between top and
The use of COBIT Information 
Classification / Criteria with clear

COBIT Information Criteria can 
help classify information directly 
for audit purposes. This is similar 
to Information Classification

KGI: Key Goal Indicator is 
defined as a measure of what has 
to be accomplished

Mitigation of  Gaps in BSC and COBIT frameworks

p
business strategy

pp g
business strategy with 
information security strategy

1.2 Lack of standardized 
Maturity Model

Use metrics from cascading BSC 
and Key Performance Indicators 
(KPI), Key Goal Indicators 
(KGI) and Critical Success 
Factors (CSF) to aggregate the 
metrics

1.3 A maturity model that is 
mainly a stand-alone 
analysis tool

Use SSE-CMM mapping to 
COBIT areas

1.4 Audit and Information 
Security reporting gaps

Using a cascading BSC would 
establish an information security 
reporting mechanism via KPIs, 

tension between top and 
middle management 
regarding information  
protection priority

Classification / Criteria, with clear 
prioritization can mitigate risks 
arising from conflicts

2.2 Terminates at the “Initiatives” 
level without indicating what 
processes need to be 
implemented

Create a mapping between COBIT 
processes and BSC initiatives

2.3 Lack of traceability to 
information security level

Use of COBIT control processes 
over appropriate process areas that 
are related to information security 
management 

2.4 Audit and Information 
Security reporting gaps

Using a cascading balanced 
scorecard approach would establish 
an information security reporting 

to Information Classification 
Matrix developed by National 
Security Agency (NSA) for InfoSec 
Assessment Methodology (IAM)

to be accomplished
KPI: Key Performance Indicator 
is a measure of how well the 
process is performing

Use of KPIs and KGIs (already 
defined by management and 
aligned with business strategy) 
to establish a reporting 
mechanism for Information 
Security Management (ISM) 
that communicates the 
performance of the operational p g ,

KGIs and CSFs while measuring 
maturity via SSE-CMM

y p g
mechanism via KPIs, KGIs and 
CSFs while measuring maturity via 
SSE-CMM

p p
processes, used in order to 
achieve desired ISM objectives
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