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Continuous Security Policy Enforcement in Streaming Environments

The Goal: Enforce access control in dynamic streaming environments where 
1) data provider’s security preferences may continuously change and 
2) query specifier’s access privileges may continuously change

Proposed Solution:
Security Punctuations : streaming security meta-data tuples describing both
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Continuous Security Policy Enforcement: OverviewMotivating Example: Patient Monitoring
Data Providers (e.g., patients)
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security preferences are continuously changing 
according to the data provider’s policy

data and queries’ security restrictions
Continuous Policy Queries: predefined logics for generating proper access 
privileges of query specifiers based on the context data streams
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Continuous Policy Queries

- data tuple (dt)
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access privileges are continuously changing
Query Specifiers (e.g., doctors)

Security-Aware Query Processing: An ExampleGeneral Security Punctuation Schema
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Type Data Description 
Part (DDP)

Security Restriction
Part (SRP) Sign Timestamp

<dsp |  s1, *, *  | everyone| + >
120, 70, Sep-12-05 09:17:00
311, 125, Sep-12-05 09:23:00

<dsp |  s1, [200,300], *  | doctor-on-duty | + >
239 59 S 12 05 09 24 00

S1 : HeartRate Stream
Patient_id  |  Beats_per_min  |  Timestamp

SS

Query plan
<dsp |  s1, *, *  | Everyone| + >

<dsp |  s1, [200,300], *  | DoctorOnDuty | + >
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based on a query specifier’s context

CREATE CONTINUOUS POLICY QUERY DoctorPolicy AS
SELECT   id, x, y, time
FROM MOs
WHERE  occupation = ‘Doctor’
CASE loc = (x,y)

WHEN Inside(loc,‘Hospital’) THEN
RETURN make qsp(‘DoctorOnDuty’)

( )… …qsp

Data Security Punctuations (dsp) : interleaved with data tuples in the   
information data streams from data providers
Query Security Punctuations (qsp) : generated by CP-Queries    
based on the context data streams from query specifiers

239, 59, Sep-12-05 09:24:00
<dsp |  *, 180, *  | researcher | + >
180, 91, Sep-12-05 09:33:00 < qsp |  s1, * , *  | RestrictedDoctor | − >

Context Manager

Malicious
Doctor

Patient

MOs: MovingObjects
Doctor_id  |  Longitude |  
Latitude  |  Occupation

<dsp |  *, 180, *  | Researcher | + >

Continuous Policy Queries (CP-Queries)
• Input: context data streams 
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CREATE CONTINUOUS POLICY QUERY name AS
--INPUT STREAM

• A mechanism for enforcing dynamic access control on streaming data
• Support both data-and-query-side dynamicity of access control policies 

P d t i d l t d ib d t d id d i it

Contributions:

RETURN make_qsp(‘DoctorOnDuty’)
WHEN Inside(loc,‘Insurance’) THEN

RETURN make_qsp(‘RestrictedDoctor’)
ELSE

RETURN make_qsp(‘DoctorOffDuty’)

Administrator

• Output: meta streams, i.e., streams 
composed of query security 
punctuations (qsp)

• Processing: similar to traditional 
continuous queries

• QSPs are produced incrementally by 
CP-Query

INPUT STREAM
SELECT select_clause
FROM from_clause
WHERE where_clause

--OUTPUT STREAM
CASE expression

WHEN value1 THEN
RETURN  query_security_punctuationi

WHEN value2 THEN
RETURN  query_security_punctuationj

…
WHEN valueN THEN resultN

• Proposed a symmetric model to describe data-and-query side dynamicityRETURN  query_security_punctuationk
[ELSE query_security_punctuationl]

END

824-B2E.pdf   1 3/5/2008   4:37:56 PM

coj
Typewritten Text
2008 - 824-B2E - Continuous Security Policy Enforcement in Streaming Environments - Rimma Nehme - ASA




