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Motivating Example: Patient Monitoring
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Continuous Security Policy Enforcement: Overview

The Goal: Enforce access control in dynamic streaming environments where
1) data provider’s security preferences may continuously change and
2) query specifier’s access privileges may continuously change

= Security Punctuations : streaming security meta-data tuples describing both
data and queries’ security restrictions

= Continuous Policy Queries: predefined logics for generating proper access
privileges of query specifiers based on the context data streams
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General Security Punctuation Schema

Tupe Data Description Security Restriction .. | S, : HeartRate Stream
yP Part (DDP) Part (SRP) Sign Timestamp Patient_id | Beats_per_min | Timestamp
A AL ) N |<dsp | s,, *,* | Everyone| + >
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311, 125, Sep-12-05 09:23:00
[<dsp | s,, [200,300], * | DoctorOnDuty | + >

239, 59, Sep-12-05 09:24:00

= Data Security Punctuations (dsp) :
iInformation data streams from data providers
= Query Security Punctuations (gsp) : generated by CP-Queries

. . . |<dsp | *, 180, * | Researcher | + >
Interleaved with data tuples in the 180, 91, Sep-12-05 09:33:00
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Security-Aware Query Processing: An Example
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MOs: MovingOb-jects

based on the context data streams from query specifiers CREATE CONTINUOUS POLICY QUERY DoctorPolicy AS Doctor_id | Longitude |
: SELECT id, x,y, time PR -
- - - - Patient 1 N Y Latitude | Occupation
- FROM MOs :
Continuous Policy Queries (CP-Queries) FROM MOs
CREATE CONTINUOUS POLICY QUERY AS CASE loc = (x,y)

—INPUT STREAM ? o Input: context data streams WHEN Inside(loc,'Hospital’) THEN

R e Output: meta streams, i.e., streams RETURN make_gsp(‘DoctorOnDuty’)

select_clause composed of query security WHEN Inside(loc,‘Insurance’) THEN

FROM from_clause
WHERE where clause

--OUTPUT STREAM

CASE expression
WHEN valuel THEN
RETURN query_security punctuation
WHEN value2 THEN
RETURN query_security_punctuationj

WHEN valueN THEN resultN
RETURN query_security punctuation,

[ELSE query_security_punctuation,]
END

punctuations (gsp) ELgleTURN make_g

RETURN make o©

Processing: similar to traditional
continuous gueries

Contributions:

QSPs are produced incrementally by
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CP-Query * A mechanism for enforcing dynamic access control on streaming data
e Support both data-and-query-side dynamicity of access control policies
 Proposed a symmetric model to describe data-and-query side dynamicity
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