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Problem t==, ;fggpaciosv
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We lack a proactive detection technology for client-side attacks

Client-side exploits are a growing threat

Lots of client-side vulnerabilities

Microsoft Internet Explorer has more than 50 serious vulnerabilities in
last 6 months (SecurityFocus database)

Lots of client-side exploits
90% of all PCs harbor spyware (Webroot, 2006)

We need to be able to proactively detect and characterize client-
side attacks before we get hit
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An online site in Russia is using an affiliate model
to spread malicious code, including back doors,

other Trojans, spyware, and adware cubscribe To
By Gregg Keizer, Techlel Inform ationiie ek
InformationYweek

A online business based in Russia is paving Weh sites B cents for each
machine they infect with adware and spyware, according to security
researchers who call the practice "awful "
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Presenter
Presentation Notes
Another example of an attack is shown here. A Russian company has created a one-line exploit code, which exploits a vulnerability in a web browser client.  Web masters can obtain and install this one-line exploit code on their web servers, and anyone who accesses that web site with a vulnerable client will become infected.  The Russian company pays the web masters six cents for each vulnerable web client host that is infected via that one-line exploit code.  The Russian company now has remote control of all the hosts that were driving that vulnerable client, and will round up those hosts and use them as part of a botnet to send spamming emails, etc.

So, how are we doing at detecting sites like these? Not very well…
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Current Situation

Current coverage of client-side exploits is inadequate
Over 50% of recent vulnerabilities are client-based (SecurityFocus)

Only 1.5% of Snort Intrusion Detection System signatures are
based on client-side attacks (www.snort.orQ)

Honeypots
Detect server-side attacks
Passive devices

Current methods of client-side exploit detection are reactive
Anti-virus
Anti-spyware
Clueful users
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Background - Honeyclients

Honeyclients provide capability to proactively detect client-side
exploits

A honeyclient is a system that drives a client application to
potentially malicious servers

Any changes made on honeyclient system are unauthorized — no
false positives!

We detect exploits even without prior signatures
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Basic Honeyclient Package

Request

Internet
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Response

/ Dedicated DSL

Honeyclient
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L | Windows VM

Traffic logs

Linux Host
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Exploit
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Prototype Capabilities
* Integrity checks

. Drive IE

. Extract URLSs

. Recurse (Internal)
. Recurse (External)
. Virtual host

. Protective firewall
. Exploit DB

. Image rotation

. Modular clients

. Traffic history

. Secure logging

. Memory checks

6

© 2008 The MITRE Corporation. All rights reserved



New Honeyclient Project Capabilities ‘%?Es’;?a?#’”

Active content site module

Automates Macromedia Flash site spidering
Keyword scoring module

More intelligent browsing of links

Comprehensive honeyclient database module with CGl-based
web front-end

Easy querying for malware-related activity and characteristics
Quick demo
Real-time integrity checks
Significant integrity check time improvement
Fully operational honeyclients
7 honeyclients operating on 24/7 basis
Extensive honeyclient project website deployed
SVN repository, wiki, ticketing system, weblogs
Google Analytics
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Additional Project Information

Our project website
http://honeyclient.mitre.org
Send us email, and we will add you to the mailing list
honeyclient@mitre.org
Knwang@mitre.org
We need beta testers!
http://www.honeyclient.org/trac/wiki/download
Developers are welcome too!
SVN repository is available, let us know if you'd like access
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http://honeyclient.mitre.org/
mailto:honeyclient@mitre.org
mailto:knwang@mitre.org
http://www.honeyclient.org/trac/wiki/download

Additional Information
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Why Should You Run Honeyclients? WY ooy
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Operational benefits
Increase your visibility of emerging client-side threats
Malware collection and analysis
Share your results, and obtain other organizations’ results

Networking benefits
Group forum meetings
Government, industry, academic participation

Discussion on latest trends in client-side exploits

10
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Cost benefits
HoneyClient package and Linux OSes are open-sourced

VMWare Server is free

Your costs: hardware, Internet connection, Windows license,
analysts

Other factors to consider
Your private data will not be leaked
Opportunity to provide public service through data sharing

11
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Some Honeyclient Case Examples

<Disclaimer>

Please DO NOT go to any of the sites on the following
slides unless you REALLY know what you're doing!!!)

</Disclaimer>

12
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www.worldOfwarcraft.net (Changes) S Frogrem

c: Comnnand Prompk bo Tmap - more chanoes.Exk
C oo yguwin~tmpXmore changes . txt

*Filesuyzstem”’
4
Tstatus '
n
fmtime '
fname "’
n

-

fTold® =>
fmtime”
fmame "
Tsd=e"

>

fstatu=s"
"new' =>
fmtime '
fmname "’
fsd=e"

>

'status '

=> [
=>» ‘"changed”’ .
=>» 11884178913 .

new' => +4€

fropgdyrdve ot L
M

=2 11786423087 .

fropgdyrivesc”
@

=2 Tadded” .
<

=2 1125=1 789141,

=» *"FouyuygdrivesocolUd_exe’ .

=> 15368

=» "changed”’ .

fnew' =3x L

fmtime”
fmame "
Tsd=e"
-
fTold® =>
fmtime '
"nmname "
fsid=e"

=2 undef .

= T roupgdrivesocoropgurinsetcoshosts " |

=2 wmndefl

<
= 998568008 ..

= . sSogyggdrivesocoSoygguinsetcoshosts " o

=> 7341
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www.worldOfwarcraft.net (Changes)
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File Edit “iew Fawvorites Tools  Help

Address Iw.-l- t)

Mame =

Q-0 - P X9
T |
File

Edit  Wjew Fawvorites Tools  Help

) cyawin
|C)Docurments and Settings
|CC)Program Files

) Temp

< Mu.exe

Definitely suspicious

'S

Q-0 - P& XM

address | W INDOW S syskem 32 driversetc

Where's /etc/hosts file???

Mame = Size | Tvpe
Imhasts.sam 4KE SAM File
networks 1KB File
prokocol 1KE File
services 7 KB File

MITRE
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Complete scanning result of "U.exe", received in VirusTotal at 05.31.2007, STATUS: FINISHED
22:14:47F (CET).
aAntivirus Yersion Update Result
AhnLab -z 2007.5.21.2 05.21.2007 |[Win-Trojanf=ema.variant
At 7.4.0.29 05.21.2007 |TR/PSW . Zhengtu. O
Authentium 4.93.3 05.23.2007
Ly ast 4.7.997.0 05.30.2007
LS 7504967 05.31.2007
BitDefender 7.2 05.,21.2007 |Trojan.PWs.Zhengtu, O
CAT-OuickHeal 2.00 05.21.2007
Clamds devel-20070416 09.21.2007
Oreh 4,33 05.21.2007 [Trojan.PWs.Zhengtu
eSafe 7.0.15.0 05.21.2007 |[suspicious Trojanarm
eTrust-w/et 30.7.3679 05.21.2007 [Win32/Gumbsumblgeneric
Ewido 4.0 05.231.2007 |Downloader.&agent.brp
Fileadwisor 1 05.31.2007
Fartinet 2.85.0.0 05.21.2007 |W32/OnlineGames. PW Ity pws
F-Prot 4.3.2.48 05.31.2007
F-Secure 6.70.12020.0 05.21.2007 |Trojan-Cownloader \Win32.Ag0ent.brp
Ikarus T2.1.1.8 05.21.2007 |Wih22-SEsmaEcicre
Kaspersky 4.0,2.24 05.21.2007 (drojan-Cownloader.\Win32.Agent.brp
Moifees S043 05.21.2007
Microsoft 1.25032 05.21.2007
MOD3I2vE 2301 05.21.2007 |[Win32,/TrojanDownloader Agent.BRP
Moarman 5.80.02 05.21.2007
Panda 2.0.0.4 05.21.2007
Prewsxl LT 05.31.2007
Sophos 4.18.0 05.31.2007 |[Mal/PwWs-1
Sunbelt 2.2.907.0 05.30.2007
Symantec 10 05.31.2007
TheHacker 6.1.6.1258 05.21.2007 |Trojan/Downloader.sgent.brp
WYBAIR 3.12.0 05.30.2007
irusBuster 4.3.22:9 05.21.2007
Webwasher-Gateway 6.0.1 05.321.2007 |Trojan.PSW.Zhengtu. O

15
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www.sharky.in (Changes) NN Frogam >

ky.in/adm/auth.php

2007-06-18 16:42:58 INFO [HoneyClient:

ky.in

2087-86-18 16:43:19 INFO [HoneyClient:

ky.in/spl/

2087-86-18 16:43:41 INFO [HoneyClient:

20878618 16:44:83 INFO [HoneyClient:

1517) - fAnalyzing registry.

2007-06-18 16:46:12 INFO [HoneyClient:

1528) - Checking for registry changes.

2087-86-18 16:46:25 UARN [HoneyClient:

1545 - Registry changes found.

20087-86-18 16:46:25 INFO [HoneyClient:

.pn:1368> - Analyzing filesysten.

2007-06-18 16:47:1@ INFO [HoneyClient::

:Agent:
Agent:
Agent:
:ifigent:
:ifigent:
:Agent::
:Agent::
Agent::
Agent::

Agent::

.pn:1364) - Checking for filesystem changes.

2007-86-18 16:47:12 UARN [HoneyClient:
pn:1371) - Filesystem changes found.

2087-86-18 16:47:12 UARN [HoneyClient:

Ahout to return out of child thread.

:Agent::
:Agent:

-[0X

:worker] (lib/HoneyClient/fgent.pmi858) - Driving To Resource: http://shar
:worker] (lib/HoneyClient/Agent.pm:858) - Driving To Resource: http://shar
:worker] (lib/HoneyClient/Agent.pm:858) - Driving To Resource: http://shar

:worker] (lib/HoneyClient/Agent.pm:868) - Driver targets have changed.
:worker] (lib/HoneyClient/Agent.pm:892) - Perforning Integrity Checks.

Integrity::Registry:icheck] (lib/HoneyClient/Agent/Integrity/Registry.pn:
Integrity::Registry:icheck] (lib/HoneyClient/Agent/Integrity/Registry.pm:
Integrity::Registry:icheck] (lib/HoneyClient/Agent/Integrity/Registry.pn:
Integrity::Filesystem::check] (lib/HoneyClient/Agent/Inteqrity/Filesysten
Integrity::Filesystem::check] (lib/HoneyClient/Agent/Inteqrity/Filesysten

Integrity::Filesystem:icheck] (1ib/HoneyClient/Agent/Inteqrity/Filesysten

:worker] (lib/HoneyClient/fgent.pm:8%6) - Inteqrity Clieck: FAILED

Suspicious behavior, let’s

check it out further!
16
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¢ Command Prompt to Tmp - more changes.kxt - | |

ciscyguinstmpimore changes.txt

*filesystem' => [

{
‘'mtime’ = '2007-06-18 28:43:RA3°.
*status' =» 1.
‘content’ =3 {
*gshal’ =* '4c57637975acY?d8424fdBh186eabd5383276d21 " .
*type’ => 'application/x—ms—dos—-executahle’.
'md5! = 'd747875ee 10581 hdcfh2adbhhbfeba’
, ‘gize’ =» 12389
, ‘name’ = ‘cissuindowssssystem3d2ismssre32.iexe!

1.
‘registry’ =3 [
{

‘entries’ = [
{
‘new_value' =2 'duord:H080000H1" ,
‘name’ = '‘DisableRawSecurity’.
‘old_value’ = undef
¥
1.
*status' =» 2.
*key_name’ = 'HKEY_LOCAL_MACHINE-\~SYSTEM~“ControlSetBB1-~Services >\AFD:\:\F
aramgters‘

17
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www.sharky.in (Scan)
Complete scanning result of "mssrv32.exe”, received in WirusTotal at 06.19.2007, STATLS: FINISHEDl
23:07:30 (CET).
Antivirus Version Update Result
AhnLab-w/3 2007.6.16.0 06.19.2007  |no wirds found
Antivir 7.4.0.34 06.19.2007 TR/Pakes.A. 1604
Authentium 4,93.8 06.19.2007 |[no wirus found
Awast 4.7.997.0 06.19.2007 |[no wirus found
A 7.5.0.467 06.19.2007 Generics.51
BitDefender 7.2 06.19.2007 |[no wirus found
CAT-QuickHeal Q.00 06.19.2007 |[(Suspicious) - DHASCan
Clamsaw devel-20070416 06.,19.2007  |no virds found
Orin'eb 4,33 06.,19.2007  |no virds found
e5afe 7.0.15.0 06.19.2007 |[Suspicious TrojanWorm
eTrust-Vet 30.7.3727 06.,19.2007  |no virds found
Ewido 4.0 06.,19.2007  |no virds found
Fileddwvisar 1 06.19.2007  |no wirds found
Fortinet 2.91.0.0 06.19.2007 |[no wir
F-Prot 4.3.2.43 06.19.2007
F-Secure 6.70.13030.0 06.19.2007 rojanwWin22 . .Pakes
Ikarus T3.1.1.8 06.19.2007 (|Trojan.\Win32.Pakes
Kaspersky 4.0.2.24 06.19.2007 \/Trojan.\Win32.FPakes
Mcifes 5056 05.19.2007 virus found
Microsoft 1.2607 06.19.2007 |no
NOD32w2 2239 06.,19.2007  |no virds found
Morman 5.80.02 06.10.2007 |no wirus found POOT results
Panda Q.0.0.4 06.19.2007 |[Suspicious file
Sophos 4.15.0 06.12.2007 |no virus found ON SCANS...
Sunbelt 2.2.907.0 06.16.2007  |no wirds found
Symantec 10 06.19.2007 |[no wirus found
TheHacker 6.1.6.134 06.12.2007 |(no wirus found
WBAISE 3.12.0.2 06.19.2007 |[no wirus found
YirusBuster 4,3.23:9 06.19.2007 |[no wirus found
Webhwasher-Gateway G5.0.1 06.19.2007 |Trojan.Pakes.A. 1604

MITRE
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www.exploitoff.net (Changes) NN Frogam >

@ =|0/X
Thread 1D = 6

Run thread initialized.

2087-06-05 12:30:89 [INFO [HoneyClient::Agent::worker] (1ihHoneyClient/Agent.pm:847) - Driving To Resource: hitp://expl
oitoff.net/csl/

2087-06-85 12:30:48 INFO [HoneyClient::Agent::worker] (1ih/HoneyClient/Agent.pm:B64> - Driver targets have changed.
2087-06-85 12:30:48 INFO [HoneyClient::Agent::worker] (1ibHoneyClient/Agent.pn:887> - Performing Integrity Checks.
2007-06-85 12:38:48 INFO [HoneyClient::Agent::Integrity::Registry:icheck] (lib/HoneyClient/Agent/Integrity/Reqistry.pn:
1448) - Analyzing registry.

2007-06-85 12:32:35 INFO [HoneyClient::Agent::Integrity::Registry:icheck] (lib/HoneyClient/Agent/Integrity/Registry.pn:
1451) - Checking for registry changes.

2007-06-85 12:32:53 UARN [HoneyClient::Agent::Integrity::Registry:icheck] (lib/HoneyClient/Agent/Integrity/Registry.pn:
1476) - Registry changes found.

2087-06-85 12:32:53 INFO [HoneyClient::fgent::Integrity::Filesysten::check] (lib/HoneyClient/Agent/Integrity/Filesysten
pn:1018) - Analyzing filesysten,

2087-06-05 12:33:34 INFO [HoneyClient::Agent::Integrity::Filesysten::check]l (1ihAHoneyClient/Agent/Integrity/Filesysten
pn:1022) - Checking for filesystem changes.

2007-06-05 12:33:37 UARN [HoneyClient::Agent::Integrity::Filesystem::check] (1ihHoneyClient/Agent/Inteqrity/Filesysten
pm:1029) - Filesysten changes found.

2007-06-85 12:33:37 UARN [HoneyClient::Agent::worker] (1ih/HoneyClient/Ayent.pn:891) - Inteqrity Check: FAILED

OK. Let’s check
this out.

19
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www.exploitoff.net (Changes) S Frogm

¢ Command Prompt to Tmp - more changes.kxt

CiwcuguwinstmpXmore changes .txt

‘f%legyﬂtem‘ => L

*status' =2 ‘'changed”’ .

"new' =» {
‘mtime’ =2 118106106814,
‘name’ => 'soygdrivesc’ .
'*gize! =

g

*old' => <
‘mtime’ =2 1188037394,
‘name’ =2 frsouygdrivesc’t .
'*gsize’ =2

*
}J-
£

fstatus’' = 'added’ .

"new' =>» <
‘'mtime’ =2 118i&H01iU1b .
‘name’ =2 (sougdrivescsl.tmp’ .
*size' =2 b

v hot normal...

#
}J-
£

fstatus’' = 'added’ .
"new' =>» <
‘'mtime’ => 1181861017 .

20
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www.exploitoff.net (Changes) ‘%ESEP::?“

== | ocal Disk {C:)

File Edit Wi Fawaorites Tools Help

Q- - (T || x |

Address Ia,- |

Mame =~ I Size I Twpe
I cwgwiin File Folder
| )Documents and Settings File Folder
L )Program Files File Folder
1 Temp File Folder
File Folder
More badness... 1 KE TMP File

92 KE TMP File

21
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www.exploitoff.net (Scans)

Complete scanning result of "Z.tmp", received in YWirusTotal at 06.08.2007, STATLS: FINISHED|
22:34:20 (CET).

Antivirus Yersion Update Result

AhnlLab-wv3 2007.5.9.0 06.08.2007 |no virus found

Antivir 7.4.0.32 06.08.2007 |no virus found

ALuthentium 4.93.8 05.23.2007 |no virus found

Avast 4.7.997.0 06.08.2007 |no virus found

A5 7.5.0.457 06.08.2007 |no virus found

BitDefender 7.2 06.08.2007 |no virus found

CAT-QuickHeal Q.00 06.08.2007 (no virus found . .
Clamay devel-20070416 | 06.08.2007 |no virus found N ote that this bmary
Criveb 4,33 06.08.2007 (no virus found . 7.
eSafe 7.0,15.0 06.06.2007 [no virus found |S Very poorly identified.l.
eTrust-et 30.7.23703 06.08.2007 |no virus found

Ewido 4.0 06.08.2007 |no virus found

Fileadvisor 1 06.08.2007 |no virus found

Fortinet 2.85.0.0 06.08.2007 |no virus found

F-Prot 4.3.2.42 06.07.2007 |no virus found

F-Secure 6.70.13030.0 06.02.2007 [W322/Suspicious_U.gen.dropper

Ikarus T2.1.1.8 06.02.2007 |MemScanTrojan. Spy .Banker.CHO)

Kaspersky 4.0.2.24 06.02.2007 |no virus found

Meafes 5049 06.08.2007 |no virus found

Microsoft 1.2503 06.08.2007 |no virus found

MOD32w 23149 06,02.2007 |probably a variant of Win22/Spy.Banker.Ck\W
Morman 5.80.02 06,.08.2007 W32/ Malware \WGF

Panda 2.0.0.4 06.02.2007 |Suspicious file

Prewsl (v 06.028.2007 |no virus found

Sophos 4.128.0 06.01.2007 [Mal/Behav-101

Sunbelt 2.2.907.0 06.07.2007 [Trojan.Hethell

Syrmantec 10 06.08.2007 |no virus found

TheHacker 6.1.5.131 06.08.2007 |no virus found

YBAZE 3.12.0 06.07.2007 |no virus found

YirusBuster 4.3.22:9 06.08.2007 |no virus found

Webwasher-Gateway |6.0.1 06,08.2007 |no virus found

22
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www.haaretz.com (Changes) U iy

. y :Agent: : INCEgrILy:: e
en. pn: 692) - Exuludlng c: \HIHDUUE\PPefetnh\GHEP ERE-32B8C419 . pf’ from integrity checks.
EHB?-BE 26 B4:14:20 INFO [HoneyClient::Agent::Integrity::Filesystem::_filter] C(lihsHoneyClie
en.pn:692) - Excluding ’c:\WINDOWS\Prefetch\IEXPLORE.ERE-27122324.pf' from integrity checks.
ZHB?-BE-2E B4:14:20 INFO [HoneyClient::Agent::Integrity::Filesystem::_filter] (1ih/HoneyClie
en.pn:692) - Excluding ’c:\WINDOWS\Prefetch\PERL.EXE-2C2FEBAC.pf' from integrity checks.
2007-85-26 @4:14:2@0 INFO [HoneyClient::Agent::Integrity::Filesystem::_filter] (1ih/HoneyClie
en.pn:692) - Excluding ’c:\WINDOWS\Prefetch\REGEDIT.EXE-1B6B6482.pf’ from integqrity checks.
ZHH?-ES 26 B4:14:208 IHFU [HoneyClient::Agent::Inteqrity::Filesystem::_filter] (llthuneyﬂlle
en.pn:692) - Excluding 'c:\WINDOWS\Prefetch\RUNDLLI2.EXE-268BFF36.pf' from integrity checks.
ZHH?-ES 26 B4:14:208 IHFU [HoneyClient::Agent::Inteqrity::Filesystem::_filter] (1lib/HoneyClie
en.pn:692) - Excluding 'c:\WINDOWS\Prefetch\SED.ERE-BSBE766D.pf' from integrity checks.
ZHH?-ES 26 B4:14:28 INFO [HoneyClient::Agent::Integrity::Filesystem::_filter] (1ib/HoneyClie
en.pn:692) - Excluding 'c: \HIHDUUE\PPefetnh\EH ERE-2EABBCAC.pf' from integrity checks.
2ﬂﬂ?-BE 26 B4:14:20 INFO [HoneyClient::Agent::Integrity::Filesystem::_filter] C(1ib/HoneyClie
en.pn:692) - Excluding 'c:\WINDOWS\systend2\confighsoftuare.LOG' from integrity checks.
2ﬂﬂ?-BE-2E B4:14:20 UARN [HoneyClient::Agent::Integrity::Filesystem::check]l (lih/HoneyClient
gn:1827) - Filesystem-changes found.

Integrity Chepk: FAILED

Exiting run() thread.

So many bad sites, so little time...

23
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¢ Command Prompt to Tmp —|O] x|
Ciwncyguin~tmprmore changes.txt
£

*filesystem® = [
£
=» ‘changed”’ .
£

=» 11860166897 .
=¥ *soygdrivescsUINDOWS ' |
tgize’ => 8

.

fold* => <
‘mtime® => 1178638542,
‘name’ = 'soypgdrivescsUTHDOWE? |
‘size’ => 8

=» 'added’ .

=» 1159166897,
=»/~ sepgdrivescAUWINDOWE .46 WFGLCI . htm”* .
‘size’ =>».5787
>
>
1.
’ngistry’ => I

‘entries’ =» [

‘new_value’ = *CosSSSUWINDOWSSSsHsswstemd2ssSSMEHTHL.TLE' .

‘name’ =» ‘'@

fold_value' = *CosSSSUWINDOWSSSsSSustem3d2ssssmshtml.t1bh”'
¥

. ]’
Tl’ylng tO add 'status' =» ‘changed’ .

: *key’ => *HKEY_LOCAL_MACHINENNSOFTWARENNClasses\STypeLib\~{3B58F1C5-98B5-1
a prlnter??? 1CF-BE82-WAAABABDCEAR \~4 . BB \win32’

-

£

‘entries’ =» [

‘new_value’ = *CosSSSUWINDOWSSSsHsswstemd2ssSSMEHTHL.TLE' .

‘name’ => ‘@'

fold_value' = *CosSSSUWINDOWSSSsSSustem3d2ssssmshtml.t1bh”'
¥

24
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File Edit Wiew Favorites Tools  Help
Q-9 - 7| L =X

Address | CWINDOWS

Mame -~ Size | Twpe |
IjjTaskE Folder

) Temp File Folder

) bwain_ 32 File Folder

IL)web File Folder

L) WinSxS File Folder

_-:IE:FauII: 1 KE Shortcuk bo MS-D05, ..
Iq.q'=h_W] 0. log OKE TextDocumenk

SEET= ey Hereitis agan... 6 KB HTML Docurnent
002372 _. kmp Z0KE  THMP File
Iq.q'=h_W] basecsp.log 14 KB Text Documenk

25
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3 Print - Microsoft Internet Explorer

File Edit \Miew Fawvorites Tools Help

(d ~ &3 -

. 1 L )
~" — i)

e B -3

Address

P TRID O S 452G LT bk

MITRE

Clearly, a hacker Wlth Last update - 10:48 12/05/2007
a political agenda! Siniora to Israel: Adopt Saudi peace plan,

the only realistic path to peace

By Haaretz Service

Lebanese Prime Maimster Fuad Simera called on Israel Friday to adopt the
Zaudi peace wnhative that calls for normalized ties between Israel and the
Arab world in return for a full Tsrael wathdrawal from lands captured in the
1967 Sm-Day War

In an opimion piece published Friday in The Mew Y ork Times Smiora said
that the Arab world 15 "not interested in wiping Israel off the map, but in
achiewveing legititnate goals of ceasze-fire, safe borders and the opportunity
for all area residents to live in peace and security "

Simotra has declared in the past that Lebanon would be the last Arab
nation to sign a peace agreement with Tarael

"Thiz iz a high price but one the Arabs are willing to pay, as it is the only

realistic path to peace," Siniora wrote.

Sidora slatnmmed Tsrael for the Second Lebanon "War, in which more than
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Cygwin Shorkeut to Registrv S.icor

Trp ol
Yikes!

Very, very bad sign...

e C:\WINDDWS',S

2007-Bh-14 19:18:53 INFD [HoneyClient::Agent::Integrity::Registry::icheck] (lih/Huneyﬂlient/ngnt/Integrityfﬂegistry.pm:I’
1448> - Analyzing registry.

2007-86-14 19:12:51 INF0O [HoneyClient::Agent::Integrity::Registry:iicheck] (lib/HoneyClient Agent/Integrity/Registry.pm:
1451> - Checking for registry changes.

2007-86-14 19:13:85 INFO [HoneyClient::Agent::Integrity::Registry:iicheck] (lib/HoneyClientAAgent/Integrity/Registry.pm:
1478 — Mo registry changes found.

2007-86-14 192:13:85 INF0O [HoneyClient::Agent::Integrity::Filesystem::check] <libh-/HoneyClient/Agent/IntegritysFilesystem
.pm:1A18> — Analyzing filesystem.

2007-86-14 19:13:48 INF0O [HoneyClient::Agent::Integrity:z:Filesystem::check] <libh-/HoneyClient/Agent/Integrity- Filesystem
.pm:1822>» — Checking for filesystem changes.

2007-B6-14 19:13:42 INF0O [HoneyClient::Agent::Integrity::Filesystem::check] {lib-sHoneyClient/Agent/IntegritysFilesystem
.pm:1831> — Mo filesystem changes found.

2007-B6-14 19:13:42 INF0O [HoneyClient::Agent::worker] {libh-sHoneyClient-sAgent.pm:8%4> — Integrity Check: PASSED

Ahout to return out of child thread.

Run thread initialized.

2007-B6-14 19:13:51 INF0O [HoneyClient::Agent::worker] (libh-sHoneyClient-Agent.pm:847> — Driving To Resource: http:--nsi.
hostingl @1 .bhiz/“mahindrasgaleria/images/

2007-B6-14 19:14:22 INF0O [HoneyClient::Agent::worker] {libh-sHoneyClient-Agent.pm:864> — Driver targets have changed.
2007-Bb-14 19:14:22 INF0D [HoneyClient::Agent::worker] (libh/HoneyClient-Agent.pm:887> — Performing Integrity Checks.
2007-06-14 17:14:22 INF0O [HoneyClient::Agent::Integrity::Registryiicheck] (lib/HoneyClient/Agent/Integrity/Registry.pm:
1448> - Analyzing registry.
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