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INSPIRATION AND TRUST

Not every tmportant problem can be solved through science and technology, but
that doesn’t mean they shouldn’t be addressed.

In August 1984, Communications published one of the most important works in the literature
on information security and assurance—the Turing Award essay “Reflections on Trusting Trust”
by Ken Thompson [3]. In a concise and elegant manner, Thompson presented what may be the
fundamental reason why real-world cyber security is so difficult: At some level we must trust that
what we are using is correct because we cannot verify it. Furthermore, the essay embodied other
important points, including the problem of the insider threat, as well as the lesson that technol-
ogy alone cannot address all the problems of security. It is no wonder that it is on every signifi-
cant “required reading” list concerning security, privacy, and assurance and has served to inspire
so many professionals to get as close as they can to solutions to these problems.

am one of those people whose career was changed

by the opportune appearance of that particular

essay. In 1984 I was developing the second gener-

ation of the CLOUDS distributed kernel for my
Ph.D. thesis at Georgia Tech, where I was also help-
ing administer some of the machines that were part of
the early NSFnet and Usenet. Those experiences
impressed on me the difficulty of configuring systems
correctly to protect against intruders and exploitation.
When queried, my faculty advisors steered me toward
the extant literature in security, which dealt largely
with cryptography, covert channels, and capability
architectures. These topics didnt give me much
insight into how to protect our current operational

systems, nor did they seem to suggest that such lines
of inquiry might be of longer-term academic interest.

One advisor told me I was wasting my time “play-
ing” with security. The emergence of computer viruses
and major intrusions, such as the one detailed in the
“Cuckoo’s Egg” incident (my server was among the
victimized and is why I am in the references here [2]),
gave me firsthand experience with these emerging
threats. It was clear to me that security issues were
important, even if some of my professors didn’t share
that view.

This was the context in which the August 1984
issue appeared. Not only did Thompson’s essay address
some of the same questions I found interesting and vex-
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ing but in only a few pages reflected a level of com-
plexity I had yet to consider. Best of all, it was by some-
one who was firmly involved in writing real operating
systems (Thompson was a co-inventor of Unix), as well
as being a response to a Turing Award. This short essay
validated my interest in “playing” with security and
influenced my career in the years to come.

When I first joined ACM 30 years ago as an under-
graduate student at the urging of another of my pro-
fessors, I wasnt sure what to expect from my
membership. I soon discovered my subscription to
CACM to be one of its greatest benefits. In part, the
world of inquiry reflected in its articles and columns
(and in some of the SIG newsletters) reinforced my
decision to attend graduate school. CACM revealed
problems and issues that never came up in my classes
but that I recognized as worthy of greater thought. I
wanted to be involved in addressing some of them.

The “positions available” section in each issue also
encouraged me in my annual quest for student loans;
the prospect of a productive career that would (even-
tually) pay off those loans was reassuring.

While in graduate school at Georgia Tech working
on a Master’s and then Ph.D. degree in operating sys-
tems, | continued to be interested in what was going
on across the discipline, and CACM provided great
exposure to the challenging landscape of computing.
I would often take an issue with me when I knew I
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would have time somewhere (at, for example, the
dentist’s office), as it provided more interesting read-
ing than could be found in what was normally left in
the rack. One memorable occasion is when I was
chastised by an otherwise entrancing inamorata
because I evidenced (at the moment) more interest in
those articles than in her arrival after class; I kept all
my CACM issues long after we parted company, so
perhaps it was indeed a harbinger, although we didn’t
realize it at the time.

After graduating with my Ph.D. and completing a
short post-doc in software engineering, I was hired at
Purdue in 1987. I kept up my background activities
in applied security, along with my deep interest in the
assurance problem. Thus, in late 1988 when the
Internet Worm appeared, I was prepared to investi-
gate and write about it, although I was not formally
performing research in the area at the time. Further-
more, it led to my first publication in CACM [1],
something I had set as a goal during my undergradu-
ate days when I first became an ACM member.

In the years since then, the Thompson essay
has continued to indirectly inspire portions of my
work. My design of the Tripwire system (www.
tripwire.com) in 1992, my development of the tech-
nology underlying the recent offerings by Signacert
(www.signacert.com), and my research, including
with my students on execution verification and foren-
sics (spaf.cerias.purdue.edu/students.html), all relate
back to the fundamental ideas in Thompson’s essay. It
also influenced some of my work on the Computing
Curricula 91 task force [4] and other efforts in edu-
cation and computing policy. I continue to believe
that everyone working in computing should be famil-
iar with Thompson’s essay, as well as why he won the
Turing Award.

CACM has certainly helped shape the thinking
and careers of many in the field over the past 50 years,
myself included. Congratulations on turning 50, and
on the many lives yet to be influenced.
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