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In Memoriam

James P. Anderson
An Information Security Pioneer

O n 18 November 2007, not-
ed computer pioneer James 
P. Anderson Jr. died at his 

home in Pennsylvania. 
Anderson, born in Easton, 

Pennsylvania, graduated from 
Penn State with a degree in me-
teorology. From 1953 to 1956, he 
served in the US Navy as a gun-
nery officer and later as a radio 
officer. This later service sparked 
his initial interest in cryptogra-
phy and information security. 
Anderson was unaware in 1956, 
when he took his first job at Uni-
vac, that his career in computers 
had begun. In 1959, he went to 
Burroughs Corporation as man-
ager of the Advanced Systems 
Technology Department in the 
research division, where he ex-
plored issues of compilation, par-
allel computing, and computer 
security. While there, he con-
ceived of and was a patent holder 
of one of the first multiprocessor 
systems, the D-825. After being 
manager of systems development 
at Auerbach from 1964 to 1966, 
Anderson formed an independent 
consulting firm, James P. Ander-
son Company, which he main-
tained until his retirement. 

Anderson’s contributions to in-
formation security involved both 
the abstract and the practical. He 
is generally credited with the in-
vention and explication of the 
reference monitor (in 1972) and 

audit trail-based intrusion detec-
tion (in 1980). He was involved in 
many broad studies in information 
security needs and vulnerabilities. 
This included participation on 
the 1968 Defense Science Board 
Task Force on Computer Security 
that produced the Ware Report, 
which defined the technical chal-
lenges of computer security. He 
was then the deputy chair and 
editor of a follow-on report to the 
US Air Force in 1972. That re-
port, widely known as the Ander-
son Report, defined the research 
agenda in information security 
for well over a decade. Ander-
son was also deeply involved in 
the development of a number of 
other seminal standards, policies, 
and over 200 reports including 
BLACKER, the TCSEC (the 
Orange Book), and other docu-
ments in the Rainbow Series.

Anderson had broad interests, 
deep concerns, great insight, and 
a rare willingness to operate out 
of the spotlight. His sense of hu-
mor and patience with those ear-
nestly seeking knowledge were 
greatly admired, as were his can-
did responses to the clueless and 
self-important.

Anderson eschewed public 
recognition of his many accom-
plishments, preferring that his 
work speak for itself. His accom-
plishments have long been known 
within the community, and in 1990 
he was honored with the NIST/
NCSC (NSA) National Computer 
Systems Security Award, generally 
considered the most prestigious 
award in the field. 

With his passing, the field of 
cybersecurity has lost one of its 
founding fathers. 

� —Eugene Spafford

One of the first multiprocessor systems, the D-825. (SOurce: BurrOughS cOrP.)


