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ABSTRACT

Protecting personal information is growing increasingly important to the general public,
to the point that major tech companies now advertise the privacy features of their products.
Despite this, it remains challenging to implement applications that do not leak private
information either directly or indirectly, through timing behavior, memory access patterns,
or control flow side channels. Existing security and cryptographic techniques such as secure
multiparty computation (MPC) provide solutions to privacy-preserving computation, but
they can be difficult to use for non-experts and even experts.

This dissertation develops the design, theory and implementation of various language-
based techniques that help programmers write privacy-critical applications under a strong
threat model. The proposed languages support private structured data, such as trees,
that may hide their structural information and complex policies that go beyond whether
a particular field of a record is private. More crucially, the approaches described in this
dissertation decouple privacy and programmatic concerns, allowing programmers to implement
privacy-preserving applications modularly, i.e., to independently develop application logic
and independently update and audit privacy policies. Secure-by-construction applications are
derived automatically by combining a standard program with a separately specified security

policy.
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1. INTRODUCTION

It is often the case that the owners of some private data want to compute some joint function
of their data: a group of hospitals, for example, may want to calculate some statistics about
their patients. In the case that this data is sensitive, the parties may not want (or be legally
allowed) to simply pool their data and compute the result. Secure computation provides a
solution in such scenarios, allowing multiple parties to perform a joint computation while
keeping their sensitive data secure. Secure computation was formally introduced in the
early 1980s by Yao [1], along with one of the first examples, Yao’s Millionaires’ Problem. In
this problem, Alice and Bob are millionaires, and they wish to know who is richer without
disclosing their wealth. In other words, this is a two-party secure computation that calculates
a boolean result x < y from private integer inputs x and y provided by the two parties,
without revealing these two integers. Starting from this simple problem, secure computation
has since found many privacy-focused applications, including secure auctions, voting, and
privacy-preserving machine learning [2-4].

There are two major paradigms for secure computation: secure multiparty computation
(MPC), wherein the computation is performed jointly by all parties involved; and outsourced
computation, where a computationally powerful entity such as an untrusted cloud provider
carries out the computation [2]. MPC is typically implemented using cryptography-based
protocols, such as Yao’s Garbled Circuits [1] or secret-sharing [5, 6], while outsourced
computation can be implemented using a variety of mechanisms, including cryptography-
based fully homomorphic encryption [7, 8], virtualization [9, 10] and secure processors [11].

Writing secure applications that directly use these techniques can be quite challenging
and error-prone, however, even if the author has the requisite cryptographic expertise.
Thus, several high-level programming languages and compilers have been created to help
programmers write secure applications, starting with Fairplay, the first publicly available
MPC compiler [12]. For example, Obliv-C [13] is a C-like language for MPC applications
which compiles down to Yao’s Garbled Circuits. Other notable languages include PICCO [14],
ObliVM [15], Wysteria/Wys* [16, 17], Aopiy [18], Viaduct [19], and Symphony [20]. Chapter 7

discusses these languages in greater detail.
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1.1 Problem Description

While these languages raise the level of abstraction, it remains challenging to develop
complex secure applications in them, due to their lack of or limited support for rich data
structures, complex policies on data, and the separation of programmatic and privacy concerns.

Consider a private decision tree classification problem. Suppose Alice owns a medical
record, represented as a record data type with several fields, such as her ID, age, height and
weight. On the other hand, Bob provides a decision tree, each of whose nodes compares a
feature (i.e., field) from Alice’s record against a threshold, and whose leaves are decisions.
The computation is a standard decision tree classification algorithm that traverses Bob’s
decision tree according to the comparison result of each node, until it reaches a decision.
While it is straightforward to write this simple application in a conventional programming
language, it is challenging to implement a secure version in the aforementioned languages.

To begin with, many of these languages have limited support for rich recursive data
structures, like trees. When such data structures are supported, they typically require leaking
information about the structure of the data: in Obliv-C, for example, users can define trees
with secure nodes using pointers, but the “shape” of the underlying tree will always be visible
to adversaries, as Obliv-C pointers are public data. What if Bob wants to hide also the
structure of his decision tree, so that observing this data structure itself or how it is used
does not disclose whether the tree is left-heavy or right-heavy? Unfortunately, in general
it is impossible to hide everything about a recursive data: some public information has to
be disclosed to bound the data’s in-memory representation and the computation over this
data, e.g., recursion depth; the secure computation may simply not terminate otherwise.
If Bob wishes to hide his tree’s structure, he at a minimum needs to reveal its maximum
depth, for example. An important question for supporting secure data structures is thus what
information about a private data may be publicly shared. Each choice of publicly disclosed
information, or public view, defines a privacy policy on the data.

One major obstacle to securely implementing applications that respect their policies is the
possibility of timing channels: as one example, the run time of any terminating computation

reveals some approximate information about the “size” of the data structures it uses. Authors
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of secure computations must be careful to not inadvertently reveal more information through
such timing side-channels. As an example, consider the following Obliv-C program, which

traverses an oblivious array a:

for (i = 0; i < MAX BOUND; i++) {

// some secure computation on ali]

Here, the author has chosen to avoid timing channels by using a upper bound, MAX_ BOUND,
on the length of a. In effect, MAX_BOUND provides a public view on the structure of a, which
is then used to ensure a consistent running time for the for loop. Of course, the author
also must ensure a has been padded out to this maximum bound and that there are no
break statements that depend on the contents of a in the body of the loop. In order to be
secure, a computation over structured data types must be carried out without revealing any
information outside this public view, including the structure of the private data.

While this trick to make programs constant-time [9] is easy to implement for computations
over simple data types like arrays, it becomes more complicated for richer data structures,
like the decision tree in our motivating example. First, users have to decide how to manually
“pad” data structures, so that they are consistent with a particular public view. Second,
programmers also have to track the public view throughout the program, making sure it
remains consistent throughout. These manual efforts essentially force the programmers to
explicitly enforce the privacy policies within the logic of the application itself; as a consequence,
the entire application must be examined in order to audit its privacy policy. Lastly, richer
data structures can have multiple public views, i.e., privacy policies, representing different
trade-offs between privacy and performance. An application must be rewritten for each of
these policies, due to the intermixing of policy enforcement and application logic.

This is particularly true for applications with the sorts of complex requirements that can
occur in practice. Within the United States, for example, the Health Insurance Portability
and Accountability Act (HIPAA) governs how patient data may be used. HIPAA allows
either the personally identifiable information (PII) or medical data to be shared, but not

both. Notably, this policy does not simply specify whether some particular field of a patient’s
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medical record is private or public; rather it is a relation that dictates how a program can
access and manipulate different parts of every individual record. To conform to this policy, a
secure application must either pay the (considerable) cryptographic overhead of conservatively
securing all accesses to the fields of a record, or adopt a more sophisticated strategy for
monitoring how data is accessed. These challenges become more acute when dealing with
recursive data, e.g., lists or trees, whose policies are necessarily more complex. In the private
decision tree classification problem, if Bob, the owner of the tree, stipulates that only its
depth may be disclosed, the classification function must use secure operations to ensure that
no other information about the tree is leaked, e.g., its spine or the attributes it uses. If Bob is
willing to share the latter bits of information, however, this function must either be rewritten
to take advantage of the new, more permissive policy, or continue to pay the cost of providing
stricter privacy guarantees. Thus, the intermixing of privacy and programmatic concerns in
current languages require users to write different implementations of essentially the same
program for each distinct privacy policy, and makes it difficult to read, write, and reason
about secure applications. Ideally, these concerns should be separated, allowing programmers
to write the functionality of their program once and for all, and then select the right public
view for their security and performance requirements.

This dissertation considers the following research questions.

« (Can we design a secure language that supports rich data structures that may hide their
own structures? Can this language support complex policies on data, e.g., the either-or

policy for medical records?

o How can we guarantee that no sensitive information is leaked when executing programs
in this language, even if an attacker can observe the structured data itself and how
it is manipulated? To faithfully model the domain of secure multiparty computation,
we need to consider a strong threat model where a powerful attacker can observe
every intermediate state of program executions, which also naturally covers timing

side-channels.

o How do we decouple privacy policies from application logic? This form of modularity

allows users to implement applications and specify policies independently.
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1.2 Contributions and Outline

This dissertation develops the design, theory and implementation of various novel pro-
gramming language techniques for oblivious computation. For generality, this dissertation
uses the term oblivious computation to mean computation that does not leak private in-
formation directly or indirectly, e.g., through side-channels, under a strong threat model.
The solutions described in this dissertation can be applied to any oblivious computation,
including secure multiparty computation, fully homomorphic encryption, and other secure
computation techniques that are not based on cryptography.

These solutions provide a foundation to a functional programming language that is rich,

safe, and accessible.

e Rich. Using our language, programmers can implement oblivious applications that
involve rich data structures with complex policies, and use other high-level functional

programming features such as higher-order functions.

o Safe. No attacker can infer any private information beyond their own private input
and the publicly shared information, even when they are able to observe the data
representation and every single program state in an execution of a program written in

this language.

e Accessible. Programmers can write the application logic in the standard way, without
knowing the underlying secure computation model and the particular privacy policies
used for the applications. In other words, the language is policy-agnostic. Privacy
policies are separately defined, specified and audited. The functionality and privacy
policies can then be composed to derive the secure implementation. This modular
design allows functionality and policies to be reusable and makes it easy to switch

policies for, e.g., making tradeoffs between privacy and performance.

The remainder of this dissertation is structured as follows: Chapter 2 introduces the
important concepts and ideas that underline or inspire the work in this dissertation, e.g.,
noninterference [21]. This chapter develops a simple security-typed language and a simple

dependently typed language, to illustrate the formalization and proof techniques for these
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systems, which are the key inspiration for the dissertation. The example core calculi in
Chapter 2 are designed to be simple while similar in style to the novel systems described in
subsequent chapters.

The next four chapters discuss the main technical contributions of this dissertation.

o Chapter 3 describes oblivious algebraic data types (OADTS), a form of dependent types
that can encode complex privacy policies for structured data. This chapter also develops
Aaapt, @ core calculus for writing oblivious programs using OADTs, and describes the

strong security guarantees provided by its type system.

o Chapter 4 tackles the problem of decoupling privacy and programmatic concerns. This
chapter presents a dynamic approach for enforcing privacy policies automatically, using
a novel operational semantics called tape semantics. This semantics allows programs to
include unsafe computations, and then repairs these unsafe computations at runtime,
which is the key to modularizing these concerns. A core calculus extending Agapr,

dubbed Agupre, is presented, and various theoretic guarantees are established.

o Chapter 5 discusses the implementation of a policy-agnostic programming language
based on Agppr, called TAYPE. This chapter presents a bidirectional type checker and
a compilation pipeline that addresses various challenges in implementing OADTs and

tape semantics. The chapter concludes with an evaluation of this language.

» Chapter 6 proposes a static approach for automatic policy enforcement. This approach
transforms source programs into secure target programs that respect the given privacy
policies, enabling significant performance improvements over previous dynamic approach,
i.e., tape semantics, and better policy specifications. The TAYPSI language described
in this chapter, and its underlying core calculus Agapry, still provide the same security

guarantee and separation of privacy concerns and application logic.

Finally, related work is discussed in Chapter 7, and Chapter 8 summarizes the dissertation
and proposes future directions.
The material in this dissertation is mainly based on Ye and Delaware [22-24]. The

formalization of all the core calculi presented in this dissertation and the proofs of their

20



metatheory have been mechanized in the Coq proof assistant. Chapter 3, Chapter 4, Chapter 5
and Chapter 6 include references to the publicly available artifacts of each of these formal

developments, as well as an implementation of the languages.
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2. BACKGROUND

Before describing the technical contributions of this dissertation, we begin with an introduction

to several important concepts and established techniques.

2.1 Threat Models

This dissertation adopts a semi-honest setting [25]. In other words, the attackers are
passive, in that they follow the computation or protocols faithfully, but may try to infer
secrets from the information they can gather while doing so. Although they do not act
maliciously, e.g., executing the programs in a deliberately wrong way, private information
can still be leaked inadvertently. An attacker may be able to observe some extra information
besides the input and output that they are permitted to see, e.g., how long a program runs,
and infer sensitive information from such side-channels indirectly. One major challenge for
oblivious computation is to protect against leakage through these side-channels.

The strength of a threat model in the semi-honest setting is determined by the capability
of an attacker, i.e., what information they can observe. Consider a standard imperative
programming model, where computations can be thought of as state transformations. Each
state is a store, or memory, containing data, indexed by variable names. Some portion of this
memory may be protected, and can only be accessed by trusted entities. A variable pointing
to values in this secret section of memory is tagged with a security label T (high-security),
indicating that the contents of this variable are not visible to any attackers, the low-security
observers. On the other hand, variables labeled with L (low-security) have values that
are visible to everyone, including attackers. A secure program in this programming model
should ensure no high-security data values can be inferred from low-security data or other
information available via side-channels. For example, assigning a high-security variable h to a
low-security variable 1, 1 := h, breaks the security guarantee, as an attacker can obtain the
secret h by observing the value of 1 after the assignment. A secure programming language

should reject this program as insecure.
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Undesirable information flow from high-security to low-security can happen implicitly as
well. The following example modifies the low-security variable 1 according to whether the

secret h is greater than 0.

if h > 0 then 1l :=1 else 1l :=0

By observing 1, an attacker can infer some information about the secret h, which should be
prohibited by the system.

An attacker may be able to observe more than just the low-security portion of the memory.
For example, they may observe the running time of a program. This sort of timing behavior
can also reveal secrets, as illustrated by the following example.

if h > 0 then h := 1 else (delay 10; h := 0)

Even though this program does not modify any low-security variables, an attacker can still
infer some information about the initial value of h and thus obtain the final assignment to h,
by measuring how much time this program takes to finish. A secure system needs to make
sure high-security information does not influence the timing behavior of a program, if an
attacker can gather information from such timing channels.

Perhaps surprisingly, the following innocent-looking program is also insecure if executed

under a standard semantics.

if h > 0 then h := 1 else h :=0

While this program indeed reveals no private information through output and timing channels,
a powerful attacker is still able to peek into h by observing which branch this program takes
via control flow channels.

Our final strong threat model reflects both those of standard MPC protocols based
on simultaneous execution of the programs, e.g., secret-sharing [6, 26], and those based
on outsourced computation where untrusted evaluators perform the execution, e.g., fully
homomorphic encryption [7]. In these protocols, any party involved in the computation could
be an attacker, including the ones executing the programs, forcing us to protect against a
powerful attacker that can observe the whole execution, including every intermediate program
state. As a result, we have to obscure which branches the program takes, for example. This

threat model also naturally covers weaker adversaries, including those who can only observe
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the timing behavior. The language solutions developed in this thesis are designed to be secure

under this strong threat model.

2.2 Security Specifications

One standard notion for specifying information security is noninterference [21], which
roughly states that protected data can not influence observable information, e.g., low-
security data. Hence, an observer cannot infer any protected information by observing
low-security information. There are many variants of noninterference [27], reflecting different
semantics and threat models. This property is usually defined relationally: for example, given
indistinguishable inputs that differ only in their protected components, a program always
produces outputs that are also indistinguishable. Intuitively, this means if the high-security
values in the input change, the observable information in the execution remains unaffected,
even when the high-security portion of the output can vary.

Indistinguishability specifies what information an observer can see, and is usually defined
using security labels. For example, a high-security label (T) may correspond to confidentiality,
which describes private information, while a low-security label (_L) describes public information.
In the multiparty setting, principal identifiers such as Alice and Bob may be used as security
labels. Alice may only have access to her own data, i.e., information labeled with Alice,
for instance. Indistinguishability is then an equivalence relation (=) indexed by observers,
stating that the observable information, according to its security labels, in the data is the
same. In a system with high and low labels, for example, data are indistinguishable to an
attacker if their low-security information is the same.

Another main component in a definition of noninterference are the outputs of a com-
putation, i.e., what information is available to an observer in an execution. If we are only
concerned about the computed result, then its output is simply the result. However, a
program’s output can include information in side-channels as well. For example, we may
define the output of a program as the result it computes to and its running time, if we wish

to account for timing behavior.
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The general recipe for defining noninterference is thus to specify an indistinguishability
relation on a program’s data and the output of a program, according to its semantics and
threat model. Noninterference can then be formalized as when indistinguishable program

states (configurations) produce indistinguishable outputs.

Example 2.2.1 (Termination-insensitive noninterference). Under a standard imperative
semantics, a program configuration is a pair (P, o), where P is a program and o is a map from
variable names to their values, i.e., machine state, tagged by a T or L label. A program’s
behavior can be described by a big-step operational semantics P, o |} ¢/, meaning that the
program P, when run in initial state o, evaluates to final state o’.

Consider a threat model where attackers can only see the values of variables labeled with
L. In this threat model, we can define indistinguishability on a pair of states as those in

which all the variables labelled with L have the same values:
—~ D o
orRo =0, =0

where o, means the L projection of o, consisting of all the variables that have the L
label. The output is simply the final state. We can then define termination-insensitive
noninterference as follows: given any initial states oy and oy such that oy ~ 05, if a program
P with these states evaluates to final states o} and o}, i.e., P,o; |} 0] and P, 0y | o}, then
o1 =~ 04. Note that this definition is termination-insensitive because we assume P terminates

with o and ¢’, otherwise this property is vacuously satisfied.

Alternatively, we can fit this definition into the previous framing more directly by lifting
the indistinguishability notion to program configurations: P,o ~ P’ ¢’ if and only if P = P’
and o =~ ¢’. We can also extend the notion of output to include a divergence symbol which
indicates (P, o) does not terminate (assuming this language does not have other diverging
behaviors such as exceptions). We can then say two outputs are indistinguishable if one of
them is the divergence symbol or they are indistinguishable states. With these generalized

definitions, noninterference is simply that indistinguishable program configurations generate
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indistinguishable outputs. Choosing to instead only relate the divergence symbol to itself

leads to termination-sensitive noninterference:

Example 2.2.2 (Termination-sensitive noninterference). Consider an attacker who can also
observe termination behavior. Noninterference is defined as follows: given any initial states oy
and oy such that o, ~ 05, a program P either diverges under both initial states, or evaluates

to a pair of final states o] and o}, i.e., P,oy || o] and P, oy || 0}, such that o} ~ .

Example 2.2.3 (Probabilistic noninterference). Under a nondeterministic and probabilistic
computation model, program semantics may be defined as P,o || D, where D is a probability
distribution on states. To protect against attackers who can sample multiple runs, we
may consider two outputs indistinguishable if the generated distributions are statistically

indistinguishable.

Example 2.2.4 (Timing channels). As illustrated in Section 2.1, timing behavior can be
used to infer private information. The big-step semantics we used previously is too coarse
for this threat model. While it is possible to define a big-step semantics that also calculates
the running time compositionally, it is more straightforward to define a small-step semantics
(P,0) — (P’,0’), which means a program P with state o takes one computation step to
the configuration (P’,0’). The program P in a configuration can be thought of as a program
counter. For example, the program (x := x + 1; y := 2) with state {z — 0} steps to
(y := 2) with state {x — 1}.

With this small-step semantics, noninterference can be defined as follows: given initial
states oy and oy, if (P,01) —™ (¢,0}) and (P, 03) —™ (€, 0}), then o} ~ o}, and ny; = no,
where € is the empty program. The judgment (P, o) —" (P’,0’) generalizes the previous
single-step version, meaning that (P,o) takes n steps to (P’,0’). This noninterference
definition counts how many steps it takes for a program to finish in order to ensure the
number of steps taken is independent of the secrets. In this formulation, we assume each step
costs the same amount of time for simplicity, but this can be easily adapted to capture more
precise timing behavior, e.g., by annotating the small-step semantics with a more precise cost
for each command. This version of the definition also does not consider termination channels,

but it is easy to state a variant similar to termination-sensitive noninterference.

26



Example 2.2.5 (Access patterns). Attackers in some threat models can observe memory
access patterns. To capture this capability, we may extend the previous small-step seman-
tics to also record memory access events (P,o) =% (P’,¢"). For example, the program
(x := read 1; ...) may step to (...) with the new state {z — 0} and the generated event
READ(1, T, 0). This read event records the memory location 1, its security label and the
read result 0.

The output of an execution is a list of the generated events under this small-step semantics.
Indistinguishability of events and the noninterference definition can be straightforwardly
formulated similarly to the previous attempts. One variant of this kind of noninterference is

memory trace obliviousness [28].

Example 2.2.6 (Control flow channels). In a strong threat model, an attacker may be able
to inspect the program counter in the CPU and the executing instructions. This is the case
in many oblivious computations, including MPC, as discussed in Section 2.1; as any party
executing the programs can be thought of as an attacker who has full control over their
own computing device. To model a powerful attacker who can observe every program state,
we consider output to be the (possibly infinite) traces of configurations under a small-step
semantics. In other words, the output is the (possibly infinite) list (P, 01); (P, 09);. .. if
the execution is (P, 01) — (Py,02) —> .... Indistinguishability of traces is then simply
pair-wise indistinguishability of program configurations.

Going back to the last example in Section 2.1, the following two traces are distinguishable,

despite the indistinguishable initial program configurations.

(if h > 0 then h := 1 else h := 0,{h—1}) — (h := 1, {h— 1}) — (¢,{h — 1})

(if h > 0 then h :

1 else h :

0,{h—0}) — (h :

0,{h+— 0}) — (¢,{h — 0})

Observe that an attacker can infer the value of h by observing the second configuration in

these traces, i.e., the branch it takes, and this program does not satisfy noninterference.

27



e = Db |x| \x:t=>e|e e|if e then e else e EXPRESSIONS
T = B 1ot TYPES
[ = TJ|L1 LABELS
v o= Dblx|Ax:T=e VALUES

Figure 2.1. Syntax of a simple security-typed calculus

ellv
E-App
E-VaL e | \x:t=¢] e || vo [vo/x]e] | v
viv e eo v
E-IFTRUE E-IFFALSE
g || true; e v ey |} false ey | v
if eg then ey else ey | v if eg then e else ey | v

Figure 2.2. Semantics of a simple security-typed calculus

2.3 Security-Type Systems

Various language properties can be ensured statically by a well-designed type system.
Security-typed languages [27, 29] have been extensively studied to enforce information-flow
properties such as noninterference. This section presents a functional language as a small
extension to simply typed lambda calculus (STLC) with high- and low-clearance booleans.
This core calculus is designed to be minimal in order to exhibit the key idea of using a type
system to restrict how certain resources can be used, while remaining similar in style to the
proposed calculi in this dissertation.

Figure 2.1 shows the syntax of this core calculus. Terms and types in this language are
mostly standard. Boolean literals and boolean types are annotated with a security label,
indicating a boolean value is only visible by observers with enough permission according to
its label.

This language has a standard (big-step) operational semantics, as shown in Figure 2.2.
Note that the labels are ignored at runtime (and hence can be erased), and the language

relies solely on its type system for the security guarantees. This is different from variants
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TL T-VAR T-ABS T-App
-LIT x:tel XITl,Fl_eITQ I'Fes:11—71, I'Fe;:m
Fl_blZ]B%l I'kx:t Fl_/\XIT1:>eZT1%T2 Fl_eg €1 :To

T-Ir

I'keq: B I'kFe:T 'Fes: T [ C label(T)

I'if ey then e; else ey: T

Figure 2.3. Typing rules of a simple security-typed calculus

of security-typed languages that may implicitly promote labels to ones of higher security,
effectively “moving” low-security values to a more protected memory region.

The key idea of a security-type system is to rule out the programs with undesirable
information flow by analyzing the security level of each component and imposing restrictions
accordingly. A type system that enforces these restrictions for our simple security-typed
language is presented in Figure 2.3. Most of the typing rules are standard. Boolean literals
are ascribed a boolean type with the same label in T-LiT. T-IF is the most interesting rule.
This rule uses the expected label comparison operator C (e.g., L. C T), and the meta-function
label which obtains a type’s security label: label(B;) =1 and label(t;—12) = L. Note
that for simplicity we assume functions are always visible to attackers (hence the L label).
While it is possible to assign a high-security label to functions [29], functions are generally
public information in secure multiparty computation and many other oblivious computations.
The side condition in T-IF enforces a crucial policy that an if-conditional’s branches can only
be “more secure” than its condition, otherwise we risk revealing the value of the condition from
the result of a conditional. For example, the expression if truet then true, else false;
is ill-typed, since a low-observer can see the computed result true; and infer that the condition
is also true.

The goal of this type system is to guarantee noninterference. Unlike imperative languages,
this pure functional language is stateless, and its program configurations are simply expressions.

However, establishing noninterference is not necessarily easier, due to the existence of higher-
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e~ e

e~ ¢ e, ~ e} ey ~ e,
b, ~b, bt ~ bt XA X MX:T=e ~ \x:T=¢€ e, ey ~e) e

if ep then e; else ey & if e then €] else e,

Figure 2.4. Indistinguishability of expressions in a simple security-typed language

order functions, i.e., lambda abstractions, even if they are low-security. Formally, we want to

prove the following noninterference theorem.

Theorem 2.3.1 (Noninterference). Ifx : BrFe: B, and - Fvy,vs : B, then [vi/x]e | v

< [vo/x]e | V.

This definition is similar to Zdancewic [29, Theorem 3.1.1]. It says the (low-clearance)
result can not be affected by a high-clearance value (i.e., secure boolean) in an expression.

This theorem is simply a special case of Lemma 2.3.5 below. It can also be straightforwardly
generalized to indistinguishable expressions and indistinguishable substitutions, but these
stronger noninterference theorems are also corollaries of Lemma 2.3.5, or can be achieved
using the same proof techniques. A direct proof of these noninterference theorems (including
Theorem 2.3.1) will not succeed, however, similar to the challenge in proving normalization
of STLC: reduction of a lambda application may result in bigger terms that “escape” the
induction hypotheses.

To formally establish noninterference, we first define indistinguishability of expressions as
inference rules in Figure 2.4. The first two rules establish that two high-security booleans are
indistinguishable, and all other rules are simply congruence rules. Intuitively, two expressions
are indistinguishable if they only differ in their unobservable, secure boolean values. Note that
attackers are allowed to peek under the binder of a lambda abstraction, as it is the case under
the strong threat model used later in this dissertation. This definition of indistinguishability
for lambda abstractions is not strong enough to prove noninterference directly, because

substituting indistinguishable arguments in indistinguishable function bodies may result in
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bigger terms that are not obviously indistinguishable after evaluation. To strengthen this
equivalence relation, we extend indistinguishability to the stronger logical relation [30, 31]

below.

Definition 2.3.1. This relation is mutually defined via a pair of set-valued type denotations:
a value interpretation V[t] and an expression interpretation £[t]. We say closed and well-
typed terms e and e’ are equivalent at type T if (e, e’) € £[1]. In other words, they evaluate
to equivalent values, per V[t]. Importantly, the desirable property of substitution is directly
encoded in the value interpretation of function type. In addition, the logical relation is
naturally extended to typing contexts G[I'], in order to relate equivalent substitutions. We use
the notation o - I" to mean that - - o(x) : T for every x : T € I, similar to the well-typedness

side conditions in other interpretations.

V[B.]={(br,b1)} V[Br] = { (br,b%) }

EAxiTi=e i T A F /\XIT1:>G/ I T1—ToA
V[ti—=1] = ¢ (Ax:imi=e, \x:Ti=¢) | e x~eA

V(v,v') € V[ti].([v/x]e, [v//x]€') € E[T5]
[t ={(e,&) |- Fe:tA-Fe:tAelvAae v A(v,V)eV[T]}
gl ={(0,0") |cF T A" FT AVx:T€T.(0(x),0'(x)) € V[T] }

The base cases of the denotation of values can also be defined directly using our indistin-

guishability relation. For example:
VIBi]={(v,v)| - Fv:B,A-FV B, Avav}
This style is equivalent because a well-typed value has a canonical form that is determined
by its type.
Lemma 2.3.2 (Canonical forms).

o If-Fv:B, then v=true orv = false;.
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o If -Fv:T—Ty, then v = \x:1T1=€ for some e.
Proof. Straightforward case analysis on the type derivation. O

A standard substitution lemma is needed to discharge the well-typedness side conditions

in the logical relations.

Lemma 2.3.3 (Substitution preserves typing relation). If ' - e : T and o F T, then
‘Fo(e):T.

Proof. Routine induction on the typing derivation. [

We also need another substitution lemma about indistinguishability. Indistinguishability
is naturally extended to substitutions pointwise: o ~ ¢’ if o(x) ~ ¢’(x) for each x in their

domain.
Lemma 2.3.4 (Substitution preserves indistinguishability). If o ~ o, then o(e) =~ o’(e).
Proof. Routine induction on the structure of e. O

Now we can state and prove a general lemma that substitution preserves the logical

relations.

Lemma 2.3.5 (Substitution preserves logical relation). If I' e : T and (0,0") € G[I'], then

(o(e),d'(e)) € &[T].

Proof. By induction on the derivation of the typing judgment. The cases T-LIT and T-VAR
are trivial. In the rest of the proof, we do not explicitly prove the well-typedness side
conditions, since they are simply consequences of Lemma 2.3.3.

Case T-ABs: We need to show (A\x:T1=0(e), \x:T1=-0"(e)) € V[1,—1]. First, o(e) ~
o'(e) follows from Lemma 2.3.4 and the fact that o ~ ¢’ when (0,0’) € G[I']. Next,
suppose (v,v') € V[11], we have (o]x — v|,0'[x — V]) € G[x : T71,[']. It then fol-
lows from the induction hypothesis that (o[x — vl(e),o’'[x — Vv'](e)) € E[T2]. That is
(lv/xlo(e), [v//x]0'(e)) € E[T2], as required.

Case T-Aprp: We have by the induction hypotheses:
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o (0(e2),0'(e2)) € &[T1—14]
o (0(e1),0'(e1)) € &[]
Therefore:
e o(ey) || Ax:T1=uy for some u,
o 0'(e2) | Ax:1y=-u), for some u)
o (Ax:Ti=ug, Ax:Ti=u)) € V[T
e o(ey) |} vy for some vy
e od'(ey) | v} for some v}
. () € V[T

The value interpretation of T;—1, allows us to derive that ([vi/x]uy, [v]/x]v)) € &E[1],

which again gives us:
o [vi/x]uy | v for some v
o [vi/x]u} || v/ for some v/
o (v,Vv') € V[19]

We then have o(ey) o(ey) |} v and o’(e2) o’(er) | v/ from E-App with the desired property
(v,v') € V[12]. That is (0(es) o(e1),0'(e2) d'(e1)) € E[T2].

Case T-IrF: We want to show:

(if o(eg) then o(e;) else o(eq),if o'(eg) then o'(e1) else o'(eq)) € E[T]

By the induction hypothesis, we know o(eg) {} b; and o’(eg) | b} for some b and b’, such that
(by, b)) € V[B,]. We consider two cases.

If I = 1, then b = b’. Without loss of generality, assume they equal true (the case of
false is the similar). It suffices to show o(e1) | v and ¢’(e;) || v/ for some v and v’ such

that (v,v’') € V[t]. But it follows immediately from the induction hypothesis.
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If | = T, then label(t) = T, which means T is Br. By the induction hypotheses,
we know all 4 branches evaluate to some values, and they are (secure) boolean literals by

Lemma 2.3.2. Since (bt,b%) € E[Br] for any b and b, the proof is concluded trivially. [

Finally, Theorem 2.3.1, i.e., noninterference, is a direct consequence of Lemma 2.3.5.

2.4 Dependent Type Systems

Dependently typed languages [32] allow types to depend on terms, providing strong static
guarantees about behavior of programs. For example, the type of lists may depend on a
natural number which specifies the length of a list. Full-spectrum dependent type systems
form the foundation of many theorem provers, such as Coq [33], Lean [34], and Agda [35].
These languages support large elimination, or computing types from data. Another form of
dependent types is refinement types [36-39]. These systems usually do not support large
elimination, but rather augment the types with predicates that restrict the values to a
“subset” of the type. Refinement types are designed to be lighter-weight, and many program
specifications can be expressed through these refinement types. Unlike Coq or Agda, where
proofs are constructed inside the language based on the Curry-Howard Correspondence,
refinement type systems rely heavily on automated theorem provers, e.g., Z3 [40], to discharge
proof obligations, trading expressiveness for more automation. There are also works that aim
to bring dependent types to general purpose languages [41-43].

Dependently typed languages, especially those with large elimination, directly inspired the
novel type systems introduced in this dissertation. This section presents a simple dependently
typed language that extends the simply typed lambda calculus with dependent functions and
dependent conditionals. While this core calculus is similar in spirit to pure type systems
(PTS) [32] in the lambda cube [44, 45], it is closer in style to ALF [46, Chapter 2.2] and the
type systems in this dissertation.

Figure 2.5 shows the syntax of this simple dependently typed language. Similar to
most dependently typed languages, types and terms belong to the same syntactic class. By
convention, we try to use the metavariable T for types and e to refer to terms. The key

extension to simply typed lambda calculus is the inclusion of dependent function types
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EXPRESSIONS
e, T = b|x| x:T=e|e e|if e then e else e|B|Illx:T,T

Figure 2.5. Syntax of a simple dependently typed calculus

e= ¢
R.R R-AppP R-IFTRUE
T e1=> e e e e1 = €
e=>e (A\x:T=ey) e = [e}/x]e, if true then e else ey = e
R-IFFALSE R-ABsCGr R-ArPCGR
e = e =T e= ¢ e; = €} er = e
if false then e; else e; = e Ax:T=e = \x:7T=¢ e; ey = €] &
R-IFCcr R-P1Ccr
ey = € el = e} ey = e =T Ty = T,
if eo then e; else ey = if e; then e] else e, [x:Ty,T = 17,1,

Figure 2.6. Parallel reduction of a simple dependently typed calculus

(IT) and dependent conditionals (if) which allow for type-level computation. For example,
[lx:B,if x then B else B—B is a valid type: the return type of this function is dictated
by its argument x. We write tT;—15 for [Ix:7;,Ts when x does not appear in T,, indicating
that there is no dependency in this type.

While we can give this language a standard call-by-value or call-by-name small-step
operational semantics, we need a set of more permissive reduction rules to establish the
desired metatheoretic properties. A standard technique is to define an alternative semantics
called parallel reduction, shown in Figure 2.6. These semantics rules allow reductions under the
binder of a lambda abstraction (R-ABSCGR) and reductions in if branches (R-IFCGR). All
the subcomponents of an expression are reduced simultaneously in the congruence rules and
even in the S-reduction rules (R-APP). As type-level computation is supported, reductions
can also happen in types (e.g., R-P1CGR). Note that the standard call-by-value or call-by-
name reduction relations are included in this “bigger” parallel reduction relation, so properties

such as preservation (i.e., subject reduction) also hold for these more restricted semantics.
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oL, T-VARr T-ABS
e x:1€l  Thrtux x:m,[Fe:1, Thmx
'Fb:B I'kFx:t 'k Xx:ti=e: Ilx:T;,To
T-App
I'kFey:llx:ty,To I'Fe:m
I'key er: [er/x]Ty
T-Ir

I'eq: B I'ke;: [true/zlT 'k ey: [false/zlT '+ [eg/z]T = %
'~ if eg then e; else es: [eg/z]lT

T-Conv
'Fe:T =1 IF1 o«
lFe: 7

Figure 2.7. Typing rules of a simple dependently typed calculus

K-BooL IIS_PI K-Tr

i SR X T, [ 1o 'Fey:B 'Em1oox I'F 1y x
I'EB:x* I'-TIx:Ty,To o * I'Eif ey then T else Tg = %

Figure 2.8. Kinding rules of a simple dependently typed calculus

Programs in this language are typed using a pair of typing and kinding judgments,
I'Fe:tand I' F T % respectively. Hence this is a 2-layer type system: terms have
types, and types have kinds, although there is only one kind * to keep this language simple.
Figure 2.7 and Figure 2.8 show the (mutually defined) typing and kinding rules.

The kinding rules are mostly straightforward, with the most interesting rule K-IF allowing
for large elimination on booleans. Some typing rules (T-VAR, T-ABS and T-Ir) have side
conditions about kinding to ensure the types used in these rules are well-formed. T-ABS is
similar to the standard typing rule for lambda abstraction, although T, is allowed to refer
to the variable being bound. T-APP is also similar to its standard counterpart, but the

return type of the function is specialized with its argument after the application. Typing a
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dependent conditional (T-IF) relies on an implicit motive that is specialized when typing its
branches, because the overall type of the expression may depend on its condition. This motive
(T) contains a special free variable (z) which stands in for the result of the condition. This
variable is concretized with true ([true/z]T) when typing the then branch, for example.
Finally, T-Conv allows any well-typed term to be typed with an equivalent type, using a
type equivalence relation T = /. This equivalence is defined directly in terms of the parallel
reduction relation. Two terms are said to be equivalent if they can parallelly reduce to the

same term in zero or more steps:

=23t TATL =T

It is also possible to define this equivalence inductively using parallel reduction, or define it
as the transitive and symmetric closure of parallel reduction. These definitions are equivalent
to each other, although we may need the confluence property (Lemma 2.4.5) established

below to prove that.
As an example, we can type the function \x:B=-if x then false else \y:B=-y with
[Ix:B,if x then B else B—B using the following derivation:

T-LiT
x:BF false: B B =if true then B else B—B
T-ConNv K-BooL
x:BF false: if true then B else B—B
T-IF
ToA x :BFif x then false else Ay:B=-y:if x then B else B—B Bk
-ABS

- Ax:B=if x then false else A\y:B=y:I[Ix:B,if x then B else BB

Only the derivation of the then branch in the T-IF application is shown; the else branch
is similar, and the condition is easy to type. We choose the motive if z then B else B—B
when applying T-Ir. After instantiating z with true in the type of the then branch, this
type is converted to B by applying T-CoONV.

The expressiveness and strong guarantees provided by dependently typed languages come
at a price, one of which being a much more intricate metatheory. In the rest of this section,

we will prove the standard preservation property as an example of these complexities. As a
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side note, all typing contexts (I') in this dissertation (as well as in the Coq mechanization)
are modeled as maps with extensional equality. As a result, in contrast to modeling typing
contexts as ordered lists, as is done in some works, our statements and proofs have a simpler
treatment to typing contexts.

First, we must establish that parallel reduction is confluent, also known as the Church-

Rosser property. To this end, we show substitution preserves parallel reduction.
Lemma 2.4.1. If s = &/, then [s/x]e = [s'/x]e.
Proof. By routine induction on the structure of e. ]

Lemma 2.4.2 (Substitution preserves parallel reduction). If e = €' and s = &', then

[s/x]e = [s'/x]¢€.
Proof. By routine induction on the derivation of e = ¢'. O

Lemma 2.4.2 can be extended to a lemma about type equivalence.

Lemma 2.4.3 (Substitution preserves type equivalence). If e = €' and s = s/, then

[s/x]e = [s'/x]€'.
Proof. Easily obtained from Lemma 2.4.2. O

We then prove an important diamond property [47] that says the reductions of a term

can converge in one reduction step. The proof is fairly straightforward (albeit tedious).
Lemma 2.4.4 (Diamond). If e = e; and e = ey, then e; = €’ and e; = €' for some €.

Proof. We proceed by induction on the first derivation and then inverting the second one.

Case R-APPCGR: Suppose e; e; = e e}, because e; = €] and ey = €. Inverting the
second derivation gives us three possibilities.

First, e; es = e; ey because of R-REFL. This case is trivial.

Second, e; ey = u; up for some u; and uy; because of R-APPCGR and e; = u; and
es = uy. In this case, by the induction hypotheses, u; = t; and €] = t; for some t;.
Similarly, uy = t, and e, = t, for some ty. Therefore, €| e, and u; uy reduce to the same

expression t; to by applying R-ApPPCGR.
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Finally, e; = Ax:t=u; and (A\x:T=1u;) ey = [uj/x]uj for some u;, uj and u) because
of R-APP and u; = u] and e; = u). By assumption, \x:1=u; = €/, so ] = \x:1y=s
for some T; and s such that T = T; and u; = s because of R-ABSCGR or R-REFL.
Since \x:1=u; = Ax:T1=1) from R-ABSCGR, by the induction hypothesis, \x:t=u] =
Ax:T=t; and \x:T;=s = Ax:T=-t; for some T and t;. We also have u] = t; and s = t;
by inverting these reductions. On the other hand, e, = t, and u}, = t, for some ty by the
induction hypothesis. It then follows that e} &), i.e., (A\x:T1=8) €} reduces to [t1/x]ts
by R-AppP, and [u)/x]u)} also reduces to [t;/x]te by Lemma 2.4.2, completing the proof of
R-APPCGR case.

The proofs of other cases are similar and left as an exercise for the reader. ]
From the diamond property, we can easily obtain confluence of parallel reduction.

Lemma 2.4.5 (Confluence). If e =* e; and e =* eq, then e =* €’ and e; =* &' for some

e

Proof. Proceed by induction on the reflexive and transitive closure of parallel reduction and

Lemma 2.4.4. ]

We can finally show that the type equivalence defined previously is indeed an equivalence

relation.

Lemma 2.4.6 (Type equivalence). The definition of type equivalence = is an equivalence

relation.

Proof. The confluence property, i.e., Lemma 2.4.5, is necessary for proving transitivity of =.

Reflexivity and symmetry are trivial. 0
Some standard lemmas are needed to prove preservation.

Lemma 2.4.7 (Weakening). If'Fe:Tand ' C T, thenI"Fe: 1.
IfT'Ftaxand D CTY, then IV F T i %,

Proof. We prove these two statements simultaneously by induction on the typing and kinding

derivations. O]
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Lemma 2.4.8 (Substitution). Ifx: U, T'Fe:tand 't s: T, then 't [s/x]e: [s/x]T.
Ifx: U, I'truxandFs: 7, then ' [s/x]7T %,

Proof. By routine (mutual) induction on the typing and kinding derivations. The proof

requires the weakening lemma, i.e., Lemma 2.4.7. 0
Lemma 2.4.9 (Regularity). IfT'Fe: T, then T F T x.

Proof. By induction on the typing derivation. Most cases are trivial, but the case of T-ApPp

depends on the kinding part of Lemma 2.4.8. 0

Lemma 2.4.10 (Type conversion in context). Ifx : T;,I'F e : T and 1) = To with ' - 1o = x,
then x : 15, ' Fe: T.

Ifx:t,'F1uoxand t1 =719 with ' Ty =%, thenx : To, ' F T 2 %,

Proof. By routine (mutual) induction on the typing and kinding derivations. Lemma 2.4.7,

Lemma 2.4.8 and Lemma 2.4.9 are needed. O]

Lemma 2.4.11 (Inversion). IfI'F Ax:ti=e: [Ix:T],Ty, then T =T) andx : 11, ' Fe: Ty

and I =ty 2 *.

Proof. By assumption, I' F A\x:1;=-e : T for some T such that T = l[Ix: T}, T2. We proceed by
induction on this new typing derivation. Most cases are vacuous except for T-ABS and T-
Conv. The case of T-CONV is trivial by the induction hypothesis, and it relies on transitivity
of type equivalence (Lemma 2.4.6). In the case of T-ABS, I' - Ax:1y=e : lIx:1y,7T), so
Ty = 7, and Ty = 1,. It suffices to prove x : 71, [' - e : Ty, which follows from T-CoONV and

the induction hypothesis. [
Finally, we prove that parallel reduction preserves types.

Theorem 2.4.12 (Preservation). If'Fe: T ande = €', then '€’ : 1.
IfTFrosxandt= 7T, then -1 %,

Proof. We prove these two statements simultaneously by (mutual) induction on the typing

and kinding derivations. The cases of T-LiT, T-CoNV and K-BooL are trivial. We omit
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proofs of the side conditions about well-kindedness (e.g., when applying T-CoNV), which are
easily discharged by the kinding rules or by Lemma 2.4.9.

Case T-ABs: By assumption, \x:T;=e = A\x:Tj=-¢€’ for some T} and e’ due to R-REFL
or R-ABSCGR, as well as T| = Ty and e = e’. By the induction hypothesis, x : T;,'F €’ : T,
from which Lemma 2.4.10 gives x : 7}, - €’ : T9 because 1y = 7} and I' - T} :: x again by the
induction hypothesis. We then have I' - Ax:t)=-¢’ : [Ix: T}, 1o by T-ABS. Finally, T-CoNv
gives us I' - Ax:tj=¢€’ : [Ix:71y,Ty as required, because [Ix:7],Ty = [Ix:7y,To.

Case T-Aprp: We consider two possible derivations of parallel reduction.

First, es e = €}, e} with es = ), and e; = €] for some e}, and e}, due to R-REFL
or R-AppPCGR. In this case, I' F e}, €] : [e]/x]Ty by T-APP and induction hypotheses.
Since [e}/x]Ty = [e1/x] T2 by Lemma 2.4.3, we have [' - e}, €/ : [e1/x] Ty from T-CONV as
desired.

Second, ey = Ax:T=s, and (A\x:T=s) e; = [e]/x]s for some T, €}, s and s, with
s = s’ and e; = e, due to R-App. It follows that \x:1=s = Ix:1=s', from which
I' b Ax:t=¢' : [Ix:Ty,T2 by the induction hypothesis. We then have x: t,I' F &' : Ty
with T = 7y and I' F T = * by Lemma 2.4.11 (inversion lemma). It then follows that
't [e//x]s": [€//x] Ty by Lemma 2.4.8, because I' - e : T by T-CoNV and the induction
hypothesis. Finally, T-ConvV gives us I' F [e|/x]s’ : [e1/x] T, since [e]/x]Ty = [e1/x] T,
by Lemma 2.4.3.

Case T-Ir: Again, we consider two possible derivations of parallel reduction.

First, if ey then e; else ey = if e then e} else e} for some e, e} and &), with
e) = €[, e1 = e} and ey = &), because of R-REFL or R-IFCGR. By the induction hypotheses
and T-IF, we obtain I' - if efj then €| else &) : [ej/z]T. The kinding side condition of
T-IF can be discharged by Lemma 2.4.1 and the induction hypothesis. T-CONV then gives
us ' if e then €| else e : [ey/z]T because [e;/z]T = [ey/z]T by Lemma 2.4.3.

Second, ep = true and if true then ey else e; = e/ for some e} with e; = €, due
to R-IFTRUE (the case of ey = false due to R-IFFALSE is similar). In this case, we want to

show I' - €] : [true/z] T, but that is immediate from the induction hypothesis.
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The remaining cases about kinding derivations are similar: the proof for K-P1 is similar
to the case of T-ABS, and the proof for K-IF is similar to T-IF (but easier as substitutions

do not occur in kinds). N

Since parallel reduction is a more liberal relation than the call-by-value or call-by-name

semantics, these standard semantics also inherit the preservation property.
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3. OBLIVIOUS ALGEBRAIC DATA TYPES

As discussed in Chapter 1, to support private data structures, we have to ensure no private
information, including data’s structural information if policy makers choose to hide it, can
be inferred by observing the representation or manipulation of private data. In this chapter,
we propose a novel representation of structured data types, which we call oblivious algebraic
data types (OADTs). Our solution combines dependent types with language constructs for
oblivious computation, and a security-type system which ensures that adversaries learn
nothing more than the output of the function and the input they provide.

In summary, this chapter presents the following contributions:

o We observe that public views of private ADTs can be naturally expressed using dependent
types with large elimination, allowing for a clean specification of what information is

released at runtime.

« Exploiting this observation, we develop Agapr, @ core calculus for writing oblivious

programs using OADTSs, whose strong type system ensures computations are secure.

The core calculus Agppr and its metatheory have been mechanically formalized in the Coq

proof assistant. An artifact containing both these developments is publicly available [48].

3.1 Overview

To ill h i h
o illustrate our approach, consider the data tree = Leaf | Node 7 tree tree

simple function in Figure 3.1, which looks

for an element in a search tree by recursing fn lookup (x : Z) (t : tree) : B =
match t with

| Leaf = false

| Node y tl tr =
integer, want to check whether Bob’s integer if x <y then if y < x then true

over the tree. Suppose that Alice, the owner

of a search tree, and Bob, the owner of some

is a member of Alice’s tree, without revealing else lookup x tl

any information to each other beyond what else lookup x tr

each can learn from their private data and Figure 3.1. Lookup element in a search tree

the output. We adopt a variation of the
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12)
Input [t] = o @
3)

lookup [4] [t]

match [t] with
—" | Leaf = false
| Node y tl1 tr = ...

if [4] < [12]
—  then if [12] < [4]

else lookup ...

~J.
~J

O

if [12] < [4]

then true

“®

~.
~J

else lookup ...

—  lookup [4]

R

~.
~J

true

e

Figure 3.2. Execution trace of lookup [4] [t]. The columns show the
current state of the program, and information learned by the owner of the
lookup key, respectively.

standard semi-honest threat model from multiparty computation, where an untrusted party
can observe every intermediate execution step of the program under a small-step operational
semantics (Section 2.1). Protecting against such a powerful attacker inevitably impacts the
performance of secure applications, a point we will discuss in more detail at the end of this
overview. For now, let us consider the implications of this attack model on our current
example.

Under this threat model, Bob can glean information about Alice’s tree just by examining

how it affects the control flow of the program, even if the tree is perfectly obfuscated. To
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see how, consider the execution trace of lookup [4] [t] shown in Figure 3.2, where [t] is
the tree shown in the first row. The first column of each subsequent row shows the current
execution step, while the second column shows what Bob can infer at that step. We use
square brackets to denote that [t] is an oblivious value, i.e., it cannot be directly observed by
a party. At each recursive call to lookup, there are two points that depend on the structure
of the tree: the match statement that checks whether to recurse, and the if statement that
decides which subtree to recurse on. As the fourth row illustrates, the branch match takes
reveals some information about the structure of the current tree (it is non-empty) to Bob.
The fifth and sixth row of the figure similarly show how the if statement reveals information
about the relationship of the key to the value in the current node. By examining the program
immediately following each such test, Bob adds to his knowledge of Alice’s tree. At the end,
Bob learns not only output of the function, but also a partial view of the tree’s structure
(including the exact node 4 is stored in); this view could be further refined by subsequent
lookup operations.

Note that the participants of any terminating multiparty computation have to agree to
share some public information: intuitively, simply knowing the number of intermediate steps
in an execution of lookup leaks some upper bound on the number of nodes in the tree. Once
that concession is made, the choice becomes what information to share: maybe the owner
of the tree is okay with sharing its spine, but not the values stored in its internal nodes, or
perhaps with revealing some upper bound on its depth®. The goal then is to enable parties
to compute functions over private data in a way that only depends on some mutually agreed

upon public view of that data.

3.1.1 Encoding Private Data and Policies

The first component to our solution is our representation of both private data and the
public information about the data that can be freely shared. We call this publicly shared
information a public view, reflecting that it is some projection of the full data. Each public

view corresponds to a privacy policy governing the data. Formally, policies are encoded

11In the case the owner is okay with sharing the entire tree, the computation becomes quite efficient indeed!
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obliv tree’ (s : spine) =

obliv tree (k : N) = match s with
if k=0 | SLeaf = 1
then 1 | SNode sl sr =
else 1 ¥ Z x tree (k—1) X tree (k—1) 1 F Z x tree’ sl x tree sr
(a) Maximum depth as public view (b) Upper bound of spine as public view

Figure 3.3. Oblivious trees

as oblivious algebraic data types (OADTS), dependent types that take a public view as a
parameter. The body of an OADT is the type of the private components of a data type, which
are built using oblivious (i.e., secure) type formers, e.g., oblivious fixed-width integer (Z)
and oblivious sum (+). By convention, we use to denote the oblivious version of something.
Essentially, an OADT is a type-level function that maps the public view of a value to its
private representation, i.e., the shape of its private component. Section 3.2.4 formalizes
oblivious data values, but the high-level intuition is that an observer of an execution trace
cannot distinguish between the values of an oblivious type. When examining the trace in
Figure 3.2, the oblivious integer [4] is indistinguishable from [12], for example.

Figure 3.3a gives an example of an oblivious tree

whose public view is its maximum depth. In general, 137

a public view can be any public data type. We say / \
tree is the public type or public counterpart of the 1372 137
OADT tree. The key idea behind oblivious ADTs / \ / \

is to construct a representation of private data from

the public view. As a consequence, private values Figure 3.4. Oblivious

tree with a maximum

with the same public view are indistinguishable to an
depth of two

attacker, as their private representation is completely
determined by the public view. For example, all oblivious trees with a maximum depth of
two have the same private representation, regardless of the actual depth of the tree:

free 2 =137Z x 1 FZx1x1)x UIF7Zx1xT1)
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Using data to compute a type is an example of large elimination from dependent type
theory, where it is commonly used to recursively define propositions from terms. In this
example, the type of an oblivious tree is computed from the public view 2, resulting in the
type value on the right hand side, which stipulates the “shape” of the private data. This type
roughly corresponds to the tree shown in Figure 3.4. Every tree of this type is padded to
depth 2, even a single “leaf”, to avoid leaking structural information. This padding is implied
by the use of oblivious coproduct +, as the left injection (e.g., a Leaf) and the right injection
(e.g., a Node) of an oblivious sum will be indistinguishable. The adversaries can not tell them
apart by inspecting the payload, even if the two components have different types. The “tag”
of a sum value is of course obfuscated as well. Constructing oblivious data types in this way
ensures that all private values corresponding to a particular view are indistinguishable to an
attacker: an empty tree, singleton tree, a tree with two elements, or a complete tree of depth
2 all appear the same to an attacker.

Figure 3.3b shows the type of oblivious trees using an upper bound on its spine as the
public view, where the spine is another user-defined ADT. This definition releases more public
information than the one in Figure 3.3a, but it also enjoys a more efficient representation, as
it requires less padding than a complete tree.

Figure 3.5 presents an oblivious type for a
simplified version of the medical record with // 1d, age, height and weight
the “either-or” policy from the introduction gata patient = Patient Z Z Z Z
(Chapter 1). A patient record consists of data patient_view = Known_id Z

their ID, age, height and weight. The pub- | Known_data 7 7

obliv pmt (v : patient view) =

lic view in this example consists of either ,
match v with

a patient’s ID (Known_id), or their height | Known id = 7Z X 7 X 7

and weight (Known_data); their age is always | Known_data _ _ = Z X 7

ivate. Th di blivi t . . .

private © cortesponding ObUVIOUS type Figure 3.5. Either-or policy as an OADT

pmt is straightforward: it is the oblivious
data that has been omitted from the public view. If the ID is disclosed, for example, then the
oblivious type is essentially an encrypted version of the remaining 3 fields. Oblivious ADTs

are expressive enough to directly support this kind of “either-or” policy.
g y Y
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Conceptually, OADTs generalize the notion of 7

secure fixed-width integers to secure structured

7#r 7#s
data, as illustrated in Figure 3.6. Every fixed-
width integer (of type Z) can be sent to its secure 7
value in Z by “encryption”, and a secure integer {t:tree|depth t <k}
can be converted back to Z by “decryption”. We o o
) ) ) ~ tree#r tree#s
call these conversion functions section (e.g., Z#s)
and retraction (e.g., Z#r). The names reflect their tree k

expected semantics: applying retraction to the Fjgure 3.6. Public and oblivious types

section of a value should produce the same value.

Importantly, while the oblivious integer type 7. does not appear to have much structure,
it nonetheless has an implicit policy: the public view of an integer is its bit width. If we
use 32-bit integers, for example, Z is the set of all integers whose bit width is 32, and Z
is the set of their “encrypted” values, related by a pair of conversion functions. Similarly,
tree k consists of the secure encodings of trees that have at most k layers. Like Z, tree is
equipped with a section function, ‘Ee\e#s, and a retraction function, 15&34‘&7 which convert
public values of tree to their oblivious counterparts and back. Crucially, just as the oblivious

integers in 7. are indistinguishable, the elements of tree k are also indistinguishable.

3.1.2 Enforcing Policies

Oblivious ADTs are only half the solution to secure computation; it still remains to
ensure computations over private values are also oblivious. Even if an attacker cannot tell
which values are being compared in if [4] < [12] then ... else ..., they can still learn
something about their relationship just by knowing the expression it steps to, as we saw in
our previous example. To prevent these sorts of information leaks, we have designed Agpr,
a pure functional language for writing secure computations over OADTs. Agypr is equipped
with dependent types with large elimination to express OADTSs, and type-based information

flow control to guarantee oblivious computations.
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Key to this calculus are its operations for securely constructing and destructing oblivious
data values. As an example of these operations, consider the following Agapr expression, which

compares two secure integers to determine what value to return:

o~

mux ([0] < [11) ([2] ¥ [31) ([4] ¥ [51)

We use notations + and < for the oblivious versions of + and <, such that [4] + [3] — [7]
and [4] < [3] — [false].? Here, mux (short for multiplexer) is a special conditional
which returns an oblivious value according to the value of an oblivious boolean. In order to
avoid leaking information, mux generates the same evaluation trace regardless of the value of
the private condition. To do so, it fully evaluates both branches before stepping to the final

(oblivious) result:

~

mux ([0] < [11) ([2] F [31) ([4] ¥ [51)

~ ~

— mux [true] ([2] + [3]) ([4] + [5])
— mux [true] [5] ([4] F [5]) — mux [true] [5] [9] — [5]

Replacing [0] with [6] in the initial expression yields the same execution trace, modulo the
private values at each step. Thus, nothing about the private information can be inferred by

observing the execution:

mux ([6] < [1]1) ([2] F [3]1) ([4] ¥ [51)

~ ~

— mux [false] ([2] + [3]1) ([4] + [5])
— mux [false] [5] ([4] + [5]) — mux [false] [5] [9] — [9]
The oblivious sum pattern matching statement (@) behaves similarly, with the additional
wrinkle that the pattern variables of the “wrong” branch are bound to some arbitrary oblivious
values, which Section 3.2 explains in full detail.

Aoapr s equipped with a security-type system [27], to ensure the correct use of its secure
operations. The full details of this type system can be found in Section 3.2.3, but at a
high-level it enforces three key polices. First, oblivious types can only be built from oblivious

types. For example, an oblivious coproduct cannot be built from public types, such as B + Z.

21We abuse the notation + to mean both oblivious sum and oblivious integer addition.
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~

fn lookupO (x : 7Z) (k : N) : tree k - B =
if k=20
then \_ = B#s false
else A\t = match t with
| inl _ = DB#s false
| inr (y, t1, tr) =
mux (x < y)
(mux (y < x) (B#s true) (lookupO x (k—1) tl1))
(lookupO x (k—1) tr)

Figure 3.7. Oblivious lookup function in Agspr

If this were allowed, an adversary could infer whether a value of this type is a left or a right
injection by observing the payload. Second, secure operations like mux can only be applied to
oblivious terms. mux [true] 1 2 is prohibited, for example, as knowing the public result of
this mux reveals the oblivious discriminee. Third, types are treated as public information,
otherwise the parties could not even agree on the data representation. Thus, oblivious types
can only depend on public terms: mux [truel B 7 is not a valid type in Agpr-

Figure 3.7 presents an oblivious implementation of the 1ookup function for the oblivious
tree from Figure 3.3a. While the high-level program logic is the same, extra care is needed to
ensure correct use of the oblivious tree. First, the function takes an extra argument for the
public view; the argument needs to be correctly passed to every recursive call. Second, the
function eliminates the public view, following the definition of tree, before accessing any
secure data. Third, public constants and operations are replaced by their secure counterparts:
e.g., if is replaced by mux. Similarly, the constants true and false are wrapped by the
B#s operation (i.e., boolean section), which acts like a coercion from public booleans to
oblivious booleans. This implementation is guaranteed to be secure, although it is not quite
pleasing to write due to the intermixing of privacy policies and program logic. Chapter 4 will
introduce a more ergonomic language that allows programmers to write functionality just

like the “standard” implementation of lookup in Figure 3.1.
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3.1.3 Performance Implication of the Threat Model

Before presenting a detailed accounting of our calculi for oblivious computation, we pause
to discuss the consequences of our chosen threat model, where attackers can observe every
program state in executions.

Protecting against such a strong attacker necessarily comes with a cost: many of the
asymptotic efficiency benefits normally enjoyed by ADTs are lost in the MPC setting. While
the lookup function from our running example provides a simple and familiar illustration of
OADTs, it is also not as performant as its insecure counterpart. In order to avoid leaking
private information via control flow channels, lookup must touch all the elements in the
tree; there is no way to implement a logarithmic oblivious lookup function for this particular
OADT in Agppr. For fold-like computations that touch the entire data structure (e.g., map),
however, the right choice of a public view (e.g., a tree whose spine is its public view) allows
OADTs to feature similar asymptotic behavior to standard ADTs.

While sacrificing some performance gains for security, OADTs provide other advantages
over unstructured data, much like their non-oblivious counterparts. OADTs enable users to
more easily write computations over data that is naturally represented using ADTs, such
as file systems, organizational hierarchies, probability tree diagram, query languages, and
decision trees. Complex policies, such as the either-or policy, can be encoded as OADTs
as well. Using the language introduced in Chapter 4, users can quickly prototype secure
computation over structured data, and explore the impact of different public views on a

computation.

3.2  Aguor, Formally

This section formalizes Agapr, @ core calculus for programming with OADTs. The calculus
described in this section has been mechanized in the Coq proof assistant and can be found in

the publicly available artifact [48].
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eT = EXPRESSIONS:

| 1|B|B|txt|t+T|TiT  simple types
| Ilx:t,T dependent function type
| x variable
| O | true | false unit and boolean values
|  Ix:t=e function abstraction
| let x =e in e let binding
| ee|Te expression and type application
| if e then e else e conditional
| mux e e e atomic conditional
| (e,e) |m e pair and projection
| <> e | <> e (oblivious) sum injection
| match e with x=el|x=e sum elimination
| match e with x=el|x=e oblivious sum elimination
|  fold<T> e |unfold<T> e iso-recursive type intro. and elim.
| B#s e boolean section
| [b] | [p<w> V] runtime boxed values

D = GLOBAL DEFINITIONS:
| dataT=r algebraic data type definition
| fnxiT=e (recursive) function definition
| obliv T (x:1) =7 (recursive) oblivious type definition

@ = 1|B|OxD | 0F© OBLIVIOUS TYPE VALUES

¥ = O] &% | <w> F] OBLIVIOUS VALUES

v = V|b|(v,v) | \x:T=e VALUES

1p<T> v | f0old<T> v

Figure 3.8. Agppr syntax

3.2.1 Syntax

The core syntax of Agppr is shown in Figure 3.8. For simplicity, the core calculus of
Aaapr does not include primitive fixed-width integers. We discuss how the language may be
extended with primitive integers in Section 4.3. As Agppr is dependently typed, types and
terms belong to the same syntactic class, although by convention, we use the metavariable
T to refer to types, and e to terms. Agypr programs consist of an expression and a global

context of public ADTs, oblivious ADTs, and functions. These are defined using data, obliv,
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and fn, respectively. Using a global set of function definitions naturally supports general
recursion and mutual recursion. When possible, we use x for function names, T for public
ADT names, and T for the names of oblivious ADTs.

Types in Agpr include dependent function types (II), sums (+), products (%), and
booleans (B); as well as oblivious sums (+) and booleans (B). We do not include a type for
oblivious products, as they can be encoded via normal products with oblivious components.
In Agapr, the typing rules and semantics for oblivious types are quite different from their
public counterparts, which is why we choose to assign them distinct syntax, as opposed
to using security labels [29]. Agapr supports type-level computation via large elimination,
allowing users to compute types from terms using application, let, if, and match. Sum and
product types are also allowed to have both oblivious and public components, allowing types
to contain a mixture of public and private data.

Terms in Agppr are largely standard. A subscript distinguishes between left or right
injection (1) and projection (71,), where the metavariable b is either true or false. We
also use the more conventional synonyms inl (inr) and 7 (712) for teree (Lfa1se) and Teryue
(Ttta1se)- Injections are annotated with their full type, in order to completely determine its
data representation. Agypr has a nominal type system, so fold and unfold take the name of
a public ADT, instead of a recursive type definition (i.e., u type). The atomic conditional
mux is the core oblivious construct in Agypr; as Section 3.1 discussed, mux fully evaluates both
of its branches before taking a single atomic step to the correct branch. Other oblivious
constructs include boolean section I@%#s, which builds an oblivious boolean from its argument,
and constructors (i) and an eliminator (match) for oblivious sums.

In addition to the expected sorts of public values, Agspr also includes oblivious values for
booleans ([b]) and sums ([;,<w> ¥]). In general, these oblivious values do not appear in the
definitions in the global context: they are either provided by the data owner as the arguments
to a global function at runtime, or created by evaluating B#s or 7. As Section 3.1 discussed,
these “boxed” values represent secure data which cannot be observed by an adversary. Since
Aaspr has type-level computation, we also define a class of oblivious type values (@). Such
values are built from a combination of oblivious base types and the other oblivious polynomial

type formers.
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3.2.2 Semantics

Figure 3.9 defines a relation for the small-step operational semantics of Agppr. The
judgment of this relation has the form ¥ e — €/, and is read as “e steps to e’ under the
global context 7. Since a Agypr program is evaluated under a fixed global context, we often
abbreviate this judgment as e — €', referring to ¥ only when needed. The S-CTX rule uses
the evaluation contexts (£) defined at the bottom of Figure 3.9 to evaluate subexpressions.
While these evaluation contexts are not inductively defined, it is possible to recursively apply
S-CTX when evaluating subterms.

Most of the non-oblivious reduction rules are standard. For brevity, several of the rules
use the ite meta-function, which returns e; when its first argument is true, and e, otherwise.

S-1F is essentially the following two rules, for example:

S-IFTRUE S-IFFALSE

if true then e else e — & if false then e else eg — ey

To ensure that oblivious rules avoid leaking information, they require that any subexpres-
sions have been fully evaluated before an oblivious expression is reduced. As an example,
S-CTX must be used to reduce the type and payload of an oblivious injection 7 to values
before the S-OINJ rule can be applied to obtain the oblivious value. The other oblivious
rules (e.g., S-SEC and S-MUX) are similar.

The most interesting evaluation rule is S-OMATCH, which also ensures that an adversary
can not infer anything about the oblivious value being eliminated. In contrast to other
oblivious elimination rules like S-MUX, each branch binds the value stored in the sum to its
pattern variables. This begs the question of how to instantiate this variable when evaluating
the “wrong” branch. Since this branch is eventually discarded when the resulting mux is
evaluated, we opt to simply instantiate this variable with an arbitrary payload of the right

type. This value is synthesized using the auxiliary relation, v <= @, which is also shown in
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S-Ctx S-Fun S-OADI
e — ¢ fnx:T=e€cX obliv T (x:1) = T €X
Ele]l — EL€'] X — e T v— [v/x]T
S-ApPp S-LET
(M\x:Tt=e) v — [v/x]e let x = v in e — [v/x]e
S-Ir

if b then e; else ey — ite(b,e;,eq)

S-MATCH

match (,<T> v with x=ejlx=ey — ite(b, [v/x]ey, [v/x]es)

S-ProJ S-UNFOLD S-SEC
my (vi,ve) — ite(b,vy,va) unfold<T> (fold<T'> v) — v B#s b —s [b]
S-0O1INyg S-Mux
p<w> ¥ — [p<w> ¥ mux [b] vy v — ite(b,vy,vy)
S-OMATCH ~ N ~ -
V| < W, Vo < Wy

mux [b] ite(b, [V/x]le;, [Vi/x]ey)

match [,<W;F+Ws> 7] with x=e;lx=ey —> ) . -
b>1T 2 1 2 ite(b, [Vo/x]es, [V/x]es)

EVALUATION CONTEXTS vVEw
E =
Oxt | wxd | 0%t | @40 OT-UniIT OT-OBooL
letx=0ine|leO0|0Ov|TO O <1 =
<1 [b] « B
<> O <> e | 5p<w> O OT-PROD

if J then e else e

. (91,92) = Zv\l X(U\Q
match [0 with x=el|x=e

|
|
|
|
| fold<T> 0| unfold<T> O V<= W, Vo< Wy
|
|
|
|
|

match [0 with x=elx=-e OT-OSum
mux 0 e e|mux v Oe|lmxvv (O V< ite(b,w;,ws)
B#ts O [1,<W1FWy> V] < W1+,

Figure 3.9. Agupr semantics
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Figure 3.9. Equipped with this relation, S-OMATCH can be straightforwardly reduced to a

mux expression. To see how, consider the rule corresponding to the case where b is false:

§1<:ZU\1 §2<:/(1\)2

match [inr<w;+ws> v] with x;=>e;lxe=eys —> mux [falsel [¥1/x;le; [V/x2les

In the true branch of the resulting mux expression, the pattern variable x; is instantiated
with an arbitrary oblivious value, 1, while the corresponding pattern variable in the false
branch is instantiated with the actual payload v. Using this rule, the expression on the top

below can step to either of the (indistinguishable) expressions on the bottom:

match linr<(BxB)TB> [falsel] with X1=Tl X1 | X=Xy

-~ I

mux [false] mux [false]
(119 ([falsel, [truel)) (719 ([true], [falsel))
[false] [falsel

The pattern variables in the first branch can be substituted by any pair of oblivious booleans,

e.g., ([falsel, [true]) or ([truel, [false]).

3.2.3 Type System

The type system of A\gupr ensures that well-typed programs are secure, in that adversaries
cannot glean information about private data by observing public information. To guarantee
this, kinds in Agppr are augmented with a security label which constrains how information

flows through a program:

K o=
| <& Any
| «P Public
| «9 Oblivious
| M Mixed
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Types that can be treated as either public or obliv- M
ious are labeled with A. In practice, this is almost P o)
always the unit type, but it includes other singleton A
types, e.g., I x1. Types which are entirely public or Figure 3.10. Semi.
entirely private have the labels P and 0, respectively. lattice on Agppr kinds
Finally, types with a mixture of public and private
data, e.g., IB%XI@%, are labeled with M. This label is also used to classify function types, which
we will discuss in more detail shortly. Kinds form a secure join semi-lattice, as shown in
Figure 3.10, with M being the most restrictive label. Unlike most secure type systems where
types with a public label can be promoted to their secure counterparts, in Agypr public and
oblivious labels are not compatible. We elide the security label of a kind when it is not
relevant, e.g., I' = T 2 %,

Programs in Agupr are typed using a pair of typing and kinding judgments; we denote
these as ;' e : T and ;' - T = Kk, respectively. Figure 3.11 and Figure 3.12 give the
kinding and typing rules for A\gypr. We elide ¥ from these definitions, as they both assume
a fixed global context. For brevity, we omit some side conditions about kinding from the
typing rules; these can be found in the Coq development.

The kinding rules for Agppr are shown in Figure 3.11. The rules for base types are
straightforward. As previously mentioned, function types are assigned a mixed label. The
reasons for this are two-fold: firstly, A\gapr does not support oblivious function values. Secondly,
this prevents function values from being used as the public view of oblivious types, making it
easier for users to be sure oblivious types terminate. The subsumption rule K-SUB allows
kinds to be converted to a more restricted label. This rule can be used with K-PROD to
label a product type with the join of the labels of its components. K-SuUM is similar, but it
also includes the public label in the join, as the tag of a public sum is practically public. For
example, 141, which is equivalent to B, should be kinded P instead of . Similarly, B+B
has to be kinded *M, the join of «F and *D, as using it in an oblivious context risks leaking
the tag. For similar reasons, K-OSUM requires the components of oblivious sums to also be
oblivious. K-OADT requires the argument of an oblivious type to be well-typed according

to its definition in the global context. It does not need to check the index is public, as it is
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K-ADT
K-UNIT K-BooL K-OBooL data T = 1€ 5
D1 DFB:sf THB: 0 DT
K-P1 K-ProbD K-Sum
I'EmTyox X:T,'F 1y % 'tk I'FTyk 'tk I'FTy ik
' Tlx:ty,T9 y I'ETixTy ik ' t1479 sk AE
K-OSum K-OADT
Fl—lez*O FI—TZ::*O obliv T (x:1) =T €Y I'Fe:T
FI—Tl—T—TQ::*O THT e 0
K-LET K-Ir
kFe:tT x:T,FI—T’::*O 'key:B FI—lez*O F}—T2::*O
Ihklet x = e in i %0 I'+-if eg then Ty else Ty 40
K-MATCH K-SUB
I'Feq: T+, X:Tll,rl—Tli:*D x:T’Q,Fl—ch::*O F'Ftak kK C K
I' - match eg with x=1 |x=1Ty = %0 N S

Figure 3.11. A\gypr kinding rules

done when typing the global context. K-LET, K-IF and K-MATCH are the key components
for large elimination. They both require the discriminee to be well-typed and the returned
types to be obliviously kinded. The K-MATCH rule is rather permissive in that it does not
require the type of discriminee eg to be completely publicly typed. While it is unclear when
a programmer would ever actually use a type-level discriminee with oblivious components, it
does not leak any information either.

The typing rules for public constructs are largely standard. Since Agppr is dependently
typed, T-IrF and T-MATCH rely on an implicit motive that is specialized when typing
branches®. This motive, (T), has a special free variable (z) which stands in for the term
being eliminated. The type used for the then branch in T-IF ([true/z]T) concretizes

the occurrences of this variable with true, for example. The typing rules for oblivious

31This strategy is in line with other dependently typed languages (e.g., Coq), which try to infer a motive
when none is supplied by the programmer.
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T-VAR T-FuN
x:tel T-Unir T-Lir fnx:tT=ecX
I'kx:7 '-0:1 '-b:B I'kx:7
T-ABs T-App
x:T,['Fe:T '-mT % I'Feg:llx:Ty,Ts I'Fe:m

I'-Xx:ti=e:llx:11,To I'-eqy e;: [e1/x]Te

T-LET T-PAIR

I'kFe:m x:T,['Fey:1o I'Fe:m I'kFey:1y

I'Flet x = e; in ey : [e1/x] Ty ' (ey,eq) : T1XTo
T-ProOJ T-INJ

I'kFe:TixT1H I'Fe:ite(b,Ty,Ts) ' T+t *
'+ M, € ite(b,T;,T2) 'k Lp<T1+To> € : T1+To
T-IF
I'eq: B

I'ke;: [true/zlT ' ey : [false/z]lT
I'-if ey then e; else eq: [eg/z]T

T-MATCH
'k ep : T1+T2
x: 7, 'F e [inl<Ti4+To> x/z]T X:To, 'k eg: [inr<ti+T9> x/z]T

I' - match eg with x=ejlx=eq: [ep/z]T

T-FoLD T-UNFOLD T-Mux
data T = T€ Y data T = T€ Y T-SEC They:B TDFrus0
'Fe:t I'kFe:T I'Fe:B 'kFe:7 I'Fey: 7
'k fold<T> e: T ' unfold<T> e: 7 T+ B#s e: B 'Fmux eg e; ex: T
T-OINy T-OMATCH
I'Fe:ite(b,T1,Ts) I'kFep:Ti+To T k10
| e R S 40 x:T,['Fe:T X:To,['Fey:T T-BoxepLir
[ F <t +T0> e T+ I F match eg with x=ejlx=ey: T I [b]:B
T-BOXEDINJ T-ConNv
[Lp,<> V] <= @ 'Fe:T T=17 DT %
' [p<w> ¥] :w lFe:7

Figure 3.12. \gypr typing rules
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constructs are largely similar to their public counterparts, with the caveat that they place
more constraints on their subterms: T-OINJ requires the type of its payload to have an
oblivious kind, for example. In addition to requiring that their branches have oblivious kind,
the typing rules for oblivious eliminators (T-Mux and T-OMATCH) are required to return
types that do not depend on the discriminees, in order to avoid leaking information about
the discriminees via their types. T-BOXEDLIT and T-BOXEDINJ type oblivious values, with
the latter simply outsourcing it to the relation used in S-OMATCH.

The final typing rule, T-Conv, allows any well-typed term to be typed using an equivalent
type, denoted ¥ F T = 1. This equivalence is defined directly in terms of a parallel reduction
relation, ¥ - e = €/, or simply e = ¢'. Parallel reduction is a more liberal version of our
call-by-value semantics which allows, for example, reduction under binders and congruence
rules. Two terms are then said to be equivalent when they can parallel reduce to the same

term in zero or more steps:

YT =23t T TAY T, 2T

Parallel reduction also plays an important role in the metatheory of Agapr, particularly in the
proof of obliviousness (Theorem 3.2.6).

A subset of the parallel reduction rules are shown in Figure 3.13; the remaining rules are
similar to the rules in Figure 2.6 (Chapter 2) and can be found in our Coq development; despite
their importance in the metatheory of Agapr, the parallel reduction rules are straightforward.
As the figure shows, the rules are essentially more permissive versions of their counterparts in
the step relation from Figure 3.9. As an example, the parallel reduction rule for mux, R-MUX,
does not reduce its branches to values, but immediately takes the corresponding branch, just
like S-IF. While this rule would leak information if the condition of the mux could be reduced
to an oblivious value, this does not occur in practice. The reason for this is that parallel
reduction is only used for statically type checking programs, and this rule will therefore never
be used at runtime, when private data is made available.

To type a Agapr program, we also check the definitions in the global context using the

rules in Figure 3.14. DT-FUN is straightforward: the type ascription needs to be well-kinded
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e = ¢

R.R R-AppP R-Fun
~hEFL e; = e ey = e fn x:T=e€X
e=>e (Ax:T=e) e = [e]/x]e, x=>e
R-OADT R-Mux
obliv T (x:7) =1€X e= ¢ e1 = €} e = e
T e= [e/x]T mux [b] e; ey = ite(b,e],e))
R-SEC R-OINJ
B#s b= [b] <> ¥ [p<@> ¥
R-OMATCH
\71<:/(,61 6242/(52 6136/1 6236/2

mux [b] ite(b, [¥/x]€), [¥1/x]€))

match [1p<@iFWe> 71 with x=e;|x=e = . N Iy
bR ! 2 ite (b, [Fo/x]eh, [F/x]6e))

Figure 3.13. Subset of A\gypr parallel reduction rules

YFD
DT-FuN DT-ADT DT-OADT
Tk ‘Fe:T ~|—T::*P -I—T::*P X:TI_TIII*O
YFEfn x:T = e YhFdata T =1 Y Fobliv T (x:1) = 7

Figure 3.14. A\gupr global definition typing rules

and the definition needs to be well-typed using an empty typing context. A definition may
recursively refer to the name being defined, which is included in ¥. DT-AD'T, the typing
rule for public ADTs, simply requires the type to be completely public. The typing rule for
oblivious ADTs, DT-OADT, requires that its index be completely public, as it is used as
the public view. In contrast, the rest of the definition has to have an oblivious kind, under a

context that includes the index x.
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3.2.4 Type Safety and Obliviousness

This section presents sketches of the key metatheory proofs for Agpr’s type system. All
the theorems in this section assume a well-typed global context. Firstly, Agapr enjoys the

standard progress and preservation theorems:

Theorem 3.2.1 (Progress). If -+ e: T, then either e — €’ for some €', or e is a value.

If -+71: *0, then either T — T for some T, or T is an oblivious type value.

The proof of progress proceeds by mutual induction on typing and kinding derivation. The
S-OMATCH case relies on the fact that every oblivious type value is inhabited, in order to
find the oblivious value needed to reduce the “wrong” branch.

The preservation theorem also consists of two parts.

Theorem 3.2.2 (Preservation). If 'e: T, and e — €, then ' &’ : 1.

IfTEFT:kand T — T, then '+ 1 k.

The induction hypothesis for a direct proof of preservation is too weak to prove the T-IF and
T-MATCH cases. Instead, we show that the step relation refines parallel reduction and then

prove preservation for the more general relation.

Lemma 3.2.3 (Preservation for parallel reduction). If 'Fe: 1, and e = &', then '€’ : T.

IfTFTteokand t= 7, then T'H T = k.

The proof of Lemma 3.2.3 depends on two additional lemmas. The first is a regularity lemma

needed for the kinding constraints used by several typing rules.
Lemma 3.2.4 (Regularity). If T'Fe: T, then I' - T k for some k.
The second is that parallel reduction is confluent.

Lemma 3.2.5 (Confluence of parallel reduction). If e =* e; and e =% ey, then there exists

e such that e; =* €’ and e; =* €'.

Interestingly, the regular call-by-value semantics of Agppr are not confluent, thanks to a

combination of the (limited) nondeterminism in S-OMATCH and nontermination. Observe
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that S-OMATCH can be applied with different choices of the arbitrary oblivious values. This
is not a problem if the oblivious case expression terminates because the “wrong” branch will
eventually be discarded. However, it is possible that the mux expression it steps to loops
forever, such that the “wrong” branch is never discarded. Thankfully, the R-MUX rule is
more liberal than S-MUX, ensuring that parallel reduction is confluent. Whenever match
parallel reduces to a mux expression, however, R-MUX will immediately discard the “wrong”

branch, forcing both choices to converge within one step.

Obliviousness

Adversaries should not be able to infer any information about the private information
(i.e., oblivious values) of well-typed Agppr programs by observing the whole execution of a
Aawpr program. To prove this, we first formalize a notion of indistinguishability for Agapr

expressions:

Definition 3.2.1 (Indistinguishability). We say two expressions are indistinguishable, denoted
by e ~ €', if

1. they are both oblivious boolean values: [b] ~ [b'], or
2. they are both oblivious injections with the same type: [,<w> v] = [1y<w> v'], or
3. they are the same expression with indistinguishable sub-expressions.

Intuitively, two expressions are indistinguishable if they only differ in their oblivious values.
Note that indistinguishability is a completely syntactic notion: two lambda abstractions are
indistinguishable only if their bodies are indistinguishable. This is a direct consequence of
our strong threat model: dishonest parties are capable of peeking “under the binders”, i.e.,
lambda abstractions are not black boxes to them. As an example, the functions \x y=x+y
and A\x y=y+x are not indistinguishable, even though their “big-step” behaviors are the
same: if mux [true] (\x y=x+y) (A\x y=y+x) were to step to \x y=x-+y, an attacker
could learn about the private condition by inspecting the resulting function. More pleasantly,

this syntactic definition enjoys a congruence property: plugging indistinguishable partial
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programs into indistinguishable contexts is guaranteed to result in indistinguishable whole
programs.
Equipped with this relation, we can now formally state the obliviousness theorem for

Aopr:

Theorem 3.2.6 (Obliviousness). If e; ~ ey and - ey : T and - - ey : T, then
1. e; —" &) if and only if ey —" €, for some €.
2. if e —>" €] and ey —™ €}, then e = €.

We write e —" €’ to mean e reduces to e’ in exactly n steps. The first piece of this
theorem is a generalization of progress, and ensures that information is not leaked via a
termination channel. The second piece says that for any two indistinguishable programs, an
observer cannot learn anything about their oblivious values by examining the states they can
step to. Taken together, these two properties ensure that an observer cannot learn anything
about the private values in a well-typed Agppr program, even given the entire execution trace of
that program. If we treat the observable parts of the intermediate execution states as a public
channel, obliviousness provides a sort of noninterference property [21, 27], in that different
private (i.e., high-security) inputs do not leak any information via this public channel.

The proof of Theorem 3.2.6 is by induction on the derivation of e; —" €. The first part
of the proof of obliviousness is a direct consequence of progress and the fact that well-typed
values are only indistinguishable from other values. The second part is more involved, and

requires the following two key lemmas to prove the S-MUX case:
Lemma 3.2.7. [f TFv:Tand T'HV : 1, and T F 1= *O, then v &~ v'.
Lemma 3.2.8. [fvav, I'Fv:t, 'V 7T, and TH T *O, then T = 7.

Lemma 3.2.7 states that all values of the same oblivious type are indistinguishable, and
Lemma 3.2.8 ensures that two indistinguishable, obliviously-typed values have the same type
up to type equivalence. The proofs of both lemmas proceed by induction on the typing
derivation. Most of the proofs are straightforward, except for the case of T-CONV in both

lemmas. Since applying the induction hypothesis requires that T’ also be oblivious, we need
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to show that two equivalent, well-kinded types simultaneously have oblivious kinds, which

follows from Lemma 3.2.3:
Lemma 3.2.9. If =7, T'F1= *D, and T+ =%, then ' =1 = %0,

In practice, well-typed Agppr programs are functions that take arguments of oblivious
types, such as lookupO from Figure 3.7. The program built by supplying such a function with
private inputs of the right types is indistinguishable from one built using different private
inputs, thanks to the congruence property of indistinguishability and Lemma 3.2.7. As a
direct consequence of the obliviousness theorem, an attacker can not glean any information
about the private inputs of such programs. This fact is captured in the following corollary

about open Agypr programs:

Corollary 3.2.10. If x: T Fe: T with -+ T = *O, then for any two values vy and vy of

oblivious type T':
1. [vi/x]e —"™ ey if and only if [vo/x]e —"™ ey for some es.

2. [vi/x]le —" ey and [vo/x]e —" ey implies that ey and es are indistinguishable,

1.e., e1 X ey.

3.3 Conclusion

To our best knowledge, this work is the first programming language that supports hiding
the structure of rich recursive data types in secure computations. We have presented Agypr,
a core calculus for encoding oblivious programs over oblivious algebraic data types. Agapr
combines dependent types with large elimination to represent oblivious algebraic data types,
and provides a security-type system to ensure that computations reveal no private information
over what is provided by the public view of the data. We have proved, mechanically, that
our solution provides a strong and formal security guarantee: an adversary can not infer any

private information, even given the entire execution trace of a program.
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4. TAPE SEMANTICS: DYNAMIC ENFORCEMENT OF
POLICIES

While Agapr provides a foundation for implementing secure computation that involves struc-
tured data and complex policies, writing secure programs directly in Agspr is challenging,
especially for programmers who are not well-versed in dependent types or information flow
control. This chapter introduces a semantics-based approach to enforce privacy policies
dynamically. This novel execution model, called tape semantics, allows programs to include
unsafe computations and repairs these unsafe computations at runtime. Tape semantics
decouples privacy and programmatic concerns, enabling a sort of modular design that allows
programmers to implement the functionality of their secure applications in a standard way.
Using our language, clients can write a single function over private data, and then build
an equivalent oblivious computation over some public view (i.e., policy) of that data. By
switching views, users can explicitly trade off between how much information is leaked via
public channels and the performance of the underlying computation.

In summary, this chapter presents the following contributions:

o To enable both a more pleasant programming experience and more modular programs,
we develop an extension of Agypr, dubbed Agaprs, which is equipped with a novel
semantics which enables creating, from one single public program, oblivious programs

with different public views.

o We present a reference semantics and connect it to tape semantics. The correspondence
between tape semantics and a more standard semantics allows us to reason about

programs in Agppr¢ using traditional mindset and methods.

o To further reduce the user burden, we develop an algorithm to derive secure implemen-

tations in Agppr¢ from public programs and their privacy policies as type signatures.

Similar to Agapr, Aoapr#+ and its metatheory have been mechanized in the Coq proof assis-

tant [48].
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4.1 Overview

Recall the secure implementation of 1ookup0 from

Figure 3.7 in Chapter 3. While this implementation

) o ) lookup

is guaranteed to be secure, it is quite far from the (x,t) —— o

“standard” implementation of 1ookup in Figure 3.1, as (z#r, t’?e\e#r)T o F#S
. lookup

its control flow has been restructured to only depend (x,t) » o
on public inputs and to meet the demands of a secure

type system. As a consequence, a programmer must
Figure 4.1. Sketch of a

write distinct versions of lookup for each public view, .
secure lookup function

despite the fact that the high-level program logic is

exactly the same. Note that 1ookup is, in fact, a valid Agppr program, as long as it is applied to
public data. This observation suggests the implementation of 1&15}) sketched in Figure 4.1,
which simply converts its private inputs to public versions, applies 1ookup to those arguments,
and converts the result back to an oblivious value. Recall that these conversions are called
section and retraction (Scction 3.1.1). From a cryptographic perspective, we “decrypt” the
secure inputs using retraction functions (e.g., 7#r and @#r), and “encrypt” the computed
result using section functions (e.g., ]E%#s). There is a fundamental flaw with this approach,
however: applying a retraction in this manner completely leaks the private inputs of 1ﬁp!
Thus, this program must be rejected by Agapr’s type system as insecure.

The ideal language for oblivious computation would permit implementations that combine
the clarity of lookup with the security guarantees of Lookup0. In pursuit of this goal, we have
developed an extension of Agypr, called Agapre, that allows implementations that follow the
recipe sketched in Figure 4.1 without compromising obliviousness. Our key idea is to have the
semantics of A\gppr4 repair or “tape up” potentially leaky expressions during execution. This
allows users to write section and leaky retraction functions that convert between oblivious
and public values, relying on the semantics to ensure oblivious execution of any program that
uses those functions.

To understand how this works, consider the execution trace of the simple Agppr4 program

shown in Figure 4.2a. The new conditional if is similar to mux in Aoapt, but it allows
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tape (if (if [true] tape (if [true]

then true then if true then [5]

else false) — else [4]
then [5] else if false then [5]
else [4]) else [4])

tape (if [true] then [5]

oy — mux [true] [5] [4] — [5]
else [4])
(a) if inside if
tape ((if [true] tape (if [true]
then (\x = x + [1]) — then (\x = x + [11) [4]
else (\x = x)) [41) else (\x = x) [4])

tape (if [true] then [5]

— mux [true] [5] [4] — [5]
else [4])

(b) if inside application

tape (Z#s (Z#r [2] + Z#r [3])) — tape (Z#s (Z#r ([2]1 F [31)))
— tape (Z#s (Z#r [5])) — tape [6] — [5]

(c) retraction of integer

Figure 4.2. Example Agppr4 execution traces

non-oblivious branches. Note that this if would leak the value of its private condition
if it was evaluated using the semantics of mux. Similar leaks occur for any if expression
whose branches can evaluate to a public value. The idea behind the semantics of Agapre is
straightforward: since if only leaks information when it is evaluated, we will simply not
do that! Rather, the surrounding tape annotation ensures the expression will be eventually
oblivious, and tells \gppr4 to defer reducing it until it is safe to do so. This example makes
progress by distributing the surrounding if statement into its branches and then evaluating
both branches to oblivious values instead. Once both branches of an if are evaluated to

oblivious values, it can be securely reduced to a mux to produce the final result. Note that
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fn tree#ts {1} (k : N)| (t : tree)t : tree k =
if k=0
then ()
else tape (match t with
| Leaf = inl ()
| Node x tl tr =
inr (tape (Z#s x, tree#ts t1 (k—1), tree#s tr (k—1))))

fn treettr {T} (k : N), : (tree k)| — tree =
if k=0
then \_ = Leaf
else A\t = match t of
| inl _ = Leaf
| inr (x, tl1, tr) =
Node (Z#r x) (tree#r (k—1) tl) (tree#r (k—1) tr)

fn Tookup {1} (k : N)| (x : Z), (t : tree k)| : B =
tape (B#s (lookup (Z#r x) (tree#r k t)))

Figure 4.3. Oblivious lookup function in Agppre

swapping [true] with [false] in this example produces the exact same trace, modulo
oblivious values.

This example demonstrates the two key ideas behind the semantics of Agppr¢: avoid leaks
by delaying evaluation of potentially insecure expressions, while still making progress by
distributing the surrounding context into such expressions. This strategy works for contexts
like function application as well, as the example in Figure 4.2b shows. Figure 4.2¢ includes
an example of a potential leak of oblivious integers via the 7#r operation, a leak that is
ultimately patched using Z#s. The program first progresses by distributing the insecure
addition operation into retraction, then obliviously adding the result. After evaluating the
oblivious addition, we have [5], and Z#s and Z#r can “cancel” each other, as the functions
are effectively inverses. As [5] is already an oblivious value, tape becomes a no-op in this

example.
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Figure 4.3 shows the section and retraction functions for t/re\e, along with a version of
lmp implemented using the recipe from Figure 4.1. While the section function is not
used in lmp, it is needed for functions that return an oblivious tree. Function definitions
in Agppr¢ require an additional annotation which signals if the function body includes any
potentially leaky operations (e.g., 1Af) that needs to be patched by the context surrounding
the function call. Section 4.2 discusses how the type system of Agupr4 uses these annotations
in more detail. At a high level, its type system enforces two polices. First, as types are
always public, they should not contain any potential leaks: any type which depends on
if [true] 1 B is disallowed, for example. Next, because only terms that evaluate to
oblivious values can be patched up, our type system ensures that terms with potential leaks,
e.g., a call to a retraction function or an if, are obliviously typed.

This strategy of decoupling program logic and privacy policies enjoys multiple benefits.
First, the core program logic is easier to read, write and reason about, because it is simply a
normal functional program, just like lookup. Second, these core functions are agnostic to a
particular security policy. To share the spine of the tree, we only need to choose a different
treetr and treet#s; lookup itself remains unchanged. This frees users from writing different
versions of the same function for different security policies. Third, this approach allows users
to experiment and trade off between performance and security guarantee. Sharing the exact
spine of the tree will result in better performance, for example, if both parties agree to this

policy.

4.2  Agppr+, Formally

This section formalizes Agppr#, an extension to Agypr that permits implementations in the

vein of Figure 4.1.

4.2.1 Syntax

The extended syntax of Agapre is shown in Figure 4.4. These extensions permit Agaprs
expressions that potentially leak information locally, as long as they can eventually be repaired

by the surrounding context. The new if operation is similar to mux, but its branches are
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eT u= EXTENDED EXPRESSIONS:

| if e then e else e oblivious leaky conditional

| tape e tape operation

| let x:yT = e in e  let binding with leakage label

| Axyt=e | lxyT,T function and function types with leakage label
D = EXTENDED GLOBAL DEFINITIONS:

| fnxyT=e (recursive) function definition with leakage label
I = T]|1 LEAKAGE LABEL

Figure 4.4. \gppre syntax

permitted to be non-oblivious, causing a potential leak if if is evaluated naively. The new
tape annotation acts as a boundary for potential leaks, and is used to ensure that they never
occur during execution, as Section 4.2.2 will discuss in more detail. Finally, Agspr4+ updates
the syntax for let bindings, anonymous functions, function types and function definitions
with a leakage label. A leakage label is either T or L, and signals either the presence or the

absence of a potential leak, respectively.

4.2.2 Semantics

The semantics of Agppr4 are an extension of the semantics of Aggpr. Figure 4.5 shows the
new and updated rules; the rest are identical to the rules in Figure 3.9. This semantics
introduces a new syntactic class of weak values, which are used to ensure that if does not
leak information when evaluated. Weak values simply extend the values in Agypr with if:
a if is a weak value if all its subexpressions are weak values. All references to v in the
reduction rules (including those not shown in Figure 4.5) now refer to weak values unless
explicitly identified as a value. The semantics also extend evaluation contexts to handle if
and tape expressions.

The S-OIr rule captures the key idea of distributing surrounding context into the branches
of if. Like S-MUX, this rule requires its branches to first be evaluated to weak values using

S-CTX. Note that not all contexts need to be distributed into these branches in order to
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S-OMATCH

R /(51 02 = /(l\)g
if [b] then ite(b, [V/xler, [¥1/x]e1)
else ite(b, [Vo/x] ey, [¥/x]ey)

match [1p<W1+Wy> ¥] with x=eqlx=ey —

S-OIr

E[if [b] then v, else vo] —> if [b] then é[vl] else E[VQ:I

S-TAPEOIF

tape (if [b] then v, else vy) — mux [b] (tape vy) (tape vy)

S-TAPEOVAL

v is oblivious value but not pair S-TAPEPAIR

tape V— ¥ tape (vi,vy) — (tape vi,tape vs)
WEAK VALUES LEAKY CONTEXTS
vou= ... E =
| if [b] then v else v | Ov
EVALUATION CONTEXTS | m O
E = ... | if O then e else e
if O then e else e |  match OO with x=elx=e
if v then O else e ] B#s O
|

if v then v else [
tape [

unfold<T> O

Figure 4.5. A\gpr+ semantics

make progress; pushing fold into if in the expression fold<tree> (if [true] ...) does
not gain us anything, for example, since the expression is already a weak value. Figure 4.5
defines the leaky contexts ((‘:' ) that can be distributed through if. For simplicity, we adopt
a minimal set of leaky contexts, though allowing more contexts is a potential avenue for
optimizing executions. This does not limit the expressivity of Agupre, for similar reasons to
the fold example from above. The semantics of match are also updated to allow potential
leaks, with S-OMATCH now evaluating to if instead of mux.

The last three rules in Figure 4.5 show how to evaluate tape annotations. The key idea
is to use tape as a signal that the context surrounding an if expression has been sufficiently

distributed to prevent leaks. Mechanically, whenever a tape annotation is applied to if
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expression whose branches are weak values, it is safe to reduce expression to a secure mux

using S-TAPEOIF. As an example, consider the following expression:

tape (B#s (if [true] tape (if [truel
then false — then (B#s false)
else true)) else (B#s true))
tape (if [true] mux [true]
— then [false] — (tape [false])
else [truel) (tape [truel)

—* mux [true] [false] [true] — [false]

After applying S-OIF to distribute the surrounding boolean section Bi#s, the if expression
is now annotated with tape, and S-TAPEOIF can be applied. The tape annotations are
pushed inside the branches of mux to ensure any if expressions they may contain are also
repaired. The final two rules ensure tape annotations are eventually dropped from oblivious
values. An oblivious (non-pair) value annotated with tape cannot leak any information, and
S-TAPEOVAL can be applied to remove the extraneous tape. S-TAPEPAIR allows tape
annotations to be distributed into the components of an oblivious pair, in order to eventually

repair any if expressions they may contain.

4.2.3 Type System

The typing judgment of Agppr4+ now includes a leakage label for the typed expression:
'+ e 1, as do entries in typing contexts I'. Figure 4.6 shows a subset of the typing rules of
Aonpr#; the omitted rules are copies of those from Agypr with straightforward leakage labels
annotations. As mentioned in Section 4.2.1, leakage labels signal whether an expression
might contain a potential leak. The reason for these labels is similar to the security labels
found in other security-type systems [27, 29], where type-based information flow control
is used to enforce noninterference between high- and low- security information. In Agspre,
expressions with T labels should not influence expressions with L labels. In order to minimize
the extension to Agapr, we do not annotate every type with a leakage label, opting to only

annotate top-level definitions and function parameters with leakage labels. While it is
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T-PAIR
T-VAR U I'Feiy T I'Fey iy, To T-PRrOJ
xytel -UNTE I=1 Ul T'he:yTXT,
Fl_XilT ' QO :J_]l Fl—(el,eg) i1 T1 X Ty Fl_TCb e ite(b,Tl,Tg)
T-ABs T-App
Xy TI,F}_QIIZ To Fl_Tl ok Fl—e2 ‘o HXIllTl,Tg Fl—e1 T
'+ )\XI[1T1:>G Iy HXleTl,TQ 'k €y €1 I, [el/X]’fg
T-1r T-IFNoDEP
Fl—eolLB l:llulg P"G()flOIB l:l0|_|l1|_|l2
' ey, [true/zlT 'k eq:y, [false/z]T ke iyt 'Fegyy, T
I'Fif eg then ey else ey [eg/z]T I'-if ey then e; else ey 4 T

T-MATCH
Fl_egij_Tl—l-Tg l:l1|_|lg
x 1 T, ['F ey [inl<t+19> x/z]7T X To,I'Feqy, [inr<t+10> x/2]7T
I'Fmatch eg with x=ejlx=ey ; [eg/z]lT

T-MATCHNODEP T-Conv
['F e, T1+Te =1l UulUl 'FeyT T=17 | A
xu, T, ey T X, To, [ ey, T cl
I' Fmatch ey with x=elx=eyy T eyt
T-Mux T-OINy
Phey: B Tk 10 I'Fe: ite(b,T1,T2)
Fl—elzl’t F"GQZLT F"Tl—T—TQIi*O
I' F mux €y €1 €2 | T '+ Tb<T1—T—T2> e Tl—T—Tg
T-OIr N T-OMATCH R
Fl_e():J_IB% Fl—eoil’fl—FTg

ke y T Feyy, T xy T, ke T X T, 'Feyy, T
I'-if ey then e; else eq 7T

I' - match eg with x=ejlx=ey 7T

T-TAPE
I'FeyT Pkl

'Ftape e:; T

Figure 4.6. Selected Agapr4 typing rules
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certainly possible to implement a more precise analysis, this coarse-grained analysis is strong
enough for our purposes.

The leakage label of base types is always L, e.g., in T-UNIT. Leakage labels for local or
global variables is taken directly from the context, e.g., T-VAR. For most public constructs,
e.g., T-PAIR and T-PRoJ, the label is the join (L) of the labels of all sub-expressions, where
1 Ul =1 and T otherwise. T-PROJ shows why leakage is an overapproximation, as we
cannot always tell which component of a pair labeled with T is the source of the potential
leak. In T-ABS, both the type and label of a parameter are added to the typing context
when typing the function body. The label assigned to the function body is then propagated
to the whole lambda abstraction. This strategy may seem a bit counterintuitive, as a lambda
abstraction is irreducible, and thus cannot leak any information during further evaluation.
Of course, while a lambda value will not leak any information on its own, it does have the
potential to leak when applied to an argument. Because our leakage analysis is quite coarse,
we simply consider an expression leaky if it may leak when it is “used”. T-APP requires a
function to be applied to an argument whose label matches that of its parameter. Applying
a function with a potentially leaky parameter to a non-leaky argument can be typed by first
using the T-CoONV rule, which allows the label of an expression to be downgraded. As an
example, these rules ensure both (\x:7B=B#s x) (if [true] then true else false)
and (O\x:1B=DB#s x) true are well-typed expressions.

Aoapr#+ has dependent and nondependent versions of the typing rule for if. In the dependent
version, T-IF, the discriminee is not allowed to contain a potential leak, as it may appear in
the type. In the nondependent version T-IFNODEP, there is no such restriction, but the
type is not allowed to depend on the discriminee. The typing rules for match, T-MATCH and
T-MATCHNODEP, are similar.

The remaining typing rules deal with expressions that either repair or introduce potential
leaks. An expression annotated with tape is always assigned the L label, as long as that
expression has an oblivious type. This is in line with the semantics of tape: when applied to
an oblivious expression, it eventually evaluates to an oblivious value or a weak value (ﬁ ).
The former is already safe, and the latter can be repaired by S-TAPEOIF. The L label in

the rule captures the idea that tape safely repairs a local leak, such that the surrounding
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K-OADT K-Ir

obliv T (x:1) =T €Y Thlre:ynt They: B TFrusd  TEyasd
T e+l ['Fif eg then T; else Ty 40
K-MATcH
I'Feg:y 1)+, XZLTll,Fl—Tlii*O X:LT’Q,FI—TQ::*O

' Fmatch ey with x=T;|x="Ty = 40

Figure 4.7. Selected Agppr¢ kinding rules

computation can treat it as non-leaky. The rules for if and match reflect the fact that they
are sources of potential leaks, as both expressions are labeled with T. Both rules require
their discriminees to be free of potential leaks, but this does not affect expressiveness, since
their discriminees can always be wrapped with tape. T-OINJ and T-MUX feature similar
requirements.

Figure 4.7 shows the updated kinding rules for Agapr4; the other kinding rules are identical
to those in Figure 3.11. The updated rules require types to only depend on terms that do not
contain potential leaks, i.e., those assigned the L label. To see why, consider the following
ill-kinded type:

if (if [true] then true else false) then 1 else B

After distributing the surrounding if into if, this reduces to if [true] then 1 else B.
Similar expressions at the term level can be repaired by, e.g., distributing B#s through the
branches to secure the result of the if. At the type level we have no such recourse, however:
since types are always public, there is no corresponding way to repair this type by securing
its branches.

Figure 4.8 shows a subset of the updated and new parallel reduction rules. Again, the
rules for oblivious constructs are similar to the corresponding step rules. In R-OIFCTX, we
write €& = &' to mean all the subexpressions in the leaky context take a parallel reduction
step. R-OIF is required for confluence, similar to R-MUxX. We say a Agpr program is

well-typed if the global context is well-typed (the updated typing rules for the global context
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e = ¢

R-OIrCTx L
e; = €} ey = e E=¢&
E[if [b] then e, else ey] = if [b] then &'[e}] else &'[e)]

R-TAPEOIF
e; = €} er = e

tape (if [b] then e; else e;) = mux [b] (tape e}) (tape e})

R-TAPEPAIR R-TAPEOVAL
e; = e ey = e Vv is oblivious value but not pair
tape (e;,ep) = (tape e],tape e)) tape V=V
R-OIr

/ /
e = e e = e,

if [b] then e; else ey, = ite(b,e],e))

Figure 4.8. Selected Agapre parallel reduction rules

are trivial) and the expression is well-typed with L label. The latter restriction ensures that

all potential leaks in a Agypr4 program are eventually repaired.

4.2.4 Type Safety and Obliviousness

The guarantees of the type system of A\gppr4 are quite similar to those of Agypr, although
they have been adapted slightly to account for leakage labels. The statement of progress for

Aoapre, for example, is limited to expressions without potential leaks:

Theorem 4.2.1 (Progress). If -+ e} T, then either e — €’ for some €', or e is a value.

If - Ft: *D, then either T — T for some T, or T is an oblivious type value.

This updated statement reflects the fact that leaky expressions only reduce to weak values.
The proof of this theorem is a consequence of a stronger lemma which also accounts for

potentially leaky expressions:

Lemma 4.2.2. If -+ e T, then either e — €' for some €', or e is a weak value.
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The proof of this stronger lemma proceeds similarly to the proof of progress for Agypr, with
the canonical form lemmas extended to weak values. One technicality needed by this proof is
a notion of weak oblivious value, which extends oblivious values to include if expressions.
For the T-TAPE case, we have to show that a weak value with an oblivious type is also a
weak oblivious value, as tape can only be reduced when it is applied to weak oblivious values.
This extra lemma requires an updated version of Lemma 3.2.9, so the proof of progress for
Aoapr#+ NOW depends on type preservation for parallel reduction. With this lemma in hand,
the progress theorem immediately follows from the fact that a weak value is a value if it
labeled with L.

The statements of preservation and obliviousness must also be updated to deal with

leakage labels, but are otherwise identical:

Theorem 4.2.3 (Preservation). If 't-e 1, and e — €/, then ' ¢’ 1 T.

IfTEFT:kand T —> T, then '+ 1 k.

Theorem 4.2.4 (Obliviousness). If e ~ ey and - ey 3y, T and -+ ey 3y, To, then
1. e; —" &) if and only if e; —" €, for some €.
2. if e —>™" €] and e; —>" €, then e} ~ el,.

Proofs of both theorems follow the same structure as their counterparts in Aggpr, although

many of the lemmas used in the proof of obliviousness now use weak values instead of values.

4.3 Extending Agupr+

This section considers how additional base types might be added to the core calculus of
Aoapre#, Using fixed-width integers as an example. Figure 4.9 shows a subset of the syntax,
semantics and typing rules needed for this new primitive type. The extended language
includes public and oblivious versions of integer types, literals, and operators. For simplicity,
we only consider a comparison operation, but additional operators could be added in a
similar manner. In order to move between the public and oblivious types, section (Z#s) and

retraction (Z#r) operations for integers are also added; both have similar semantics to their
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TI-RET R
I'Fe:| Z
e, T u= EXTENDED EXPRESSIONS: —
| I'-Z#r e: 7 Z
| Z | Z prlml'tlve 1pteger tl}'fpesl TLOLE i
| i [4] . ‘(runtlme) integer literals The : 7 They: 7
| e < e|e < e integer operators TE o2 3
| Z#s e Z#r e integer section and retraction C1=82 1
(a) Extended syntax (b) Extended typing rules
e —¢€
SI-SEcC SI-SECRET
Z#s i — [i] Z#s (Z#r [i1) — [i]
SI-RETLE; SI-RETLE9
Z#r [0]<Z#r [1,] — B#r ([4,]<[:])  Z#r [4,1<i, — Bir ([1,1<7Z#s 1))
SI-RETLE;3

11 <Z#r [i,] — B#r (Z#s 1,<[10])
(c) Extended semantics

Figure 4.9. A subset of extended language for fixed-width integers

boolean counterparts?. T#r always introduces a potential leak, and 7#r ¥ is considered weak
value.

When defining the semantics of potentially leaky expressions like <, it is important that
the semantics does not leak information via the execution trace. When comparing oblivious
values with <, for example, SI-RETLE; combines < and B#r to first securely compare the
operands before retracting the resulting oblivious boolean. SI-RETLE; and SI-RETLE3 are
similar, but they apply to cases when one of the operands is not a retraction of an oblivious

value by lifting it to oblivious values first. The semantics of other operators can be defined

4TAlthough Aoant#+ does not include boolean retraction Bi#r as a primitive, it is easily defined in terms of if:
}B#r e A5f if e then true else false.
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through similar uses of section and retraction functions. As an example, integer addition
returns an integer instead of boolean, so we apply 7#t to the result of oblivious addition.
If a leaky integer expression is used in a well-typed context, then Z#r will eventually meet
7#s and they can be canceled out via SI-SECRET. Updated versions of evaluation contexts,
leaking contexts and the other reduction rules are omitted, as they are straightforward
extensions of their counterparts in Agypr4. The extended typing and kinding rules are also
straightforward, and are similar to those for the primitive types in Agaprs. Figure 4.9 gives

the rules for integer retraction (TI-RET) and oblivious less-than (TI-OLE) as examples.

4.4 AOADT"' in ACtion

To demonstrate the expressiveness of Agspr4, We have written some example oblivious
functions and oblivious types with different public views. We have directly encoded these in
our Coq development, as well as some accompanying typing and evaluation derivations. All
of the examples described in this section are included in our public artifact [48].

We have encoded the following OADTs for lists and trees. Each oblivious type consists of

its type definition, a section function and a retraction function.

List with the upper bound of its length.

Tree with the upper bound of its depth.

Tree with the upper bound of its spine.

Tree with the upper bound of the number of its vertices (including leaves and nodes).

The second and third of these examples were presented in Section 3.1. The oblivious tree
with the upper bound of its total vertices is the most complicated: while its type definition is
effectively an oblivious list, its section and retraction functions correspond to flattening a
tree and rebuilding a tree from a list.

In addition to the lookup function from Section 3.1, we have also written a tree insertion
function as a demonstration of how oblivious ADTs are constructed. A more interesting

example is a standard map function over oblivious trees, which shows that higher-order
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functions can be naturally written in Agypr4. The following code snippet for an oblivious map
function follows the recipe in Figure 4.1. Label annotations are omitted for brevity, and we
use a boolean payload for simplicity.

fnmap (f : B — B) (k : N) (t : tree k) : tree k =

tree#ts (map f (tree#r k t)) k

The function argument of map takes a public boolean to public boolean, but map could be
adapted to accept a function from oblivious boolean to oblivious boolean by composing
boolean section and retraction to appropriately “transport” the function argument. The
map function could also be adapted any oblivious tree definition by simply replacing tree,

Tge\e#s, and treetr.

4.5 An Unsafe Reference Semantics

Reasoning about program behaviors directly under tape semantics is not ideal, as tape
semantics is a nonstandard semantics: we cannot directly apply our experience, theoretical
frameworks or practical tools developed for standard functional languages. This section shows
that most of the reasoning principles can be recovered by connecting tape semantics to a
more standard, reference semantics, called reveal semantics.

Reveal semantics is an unsafe, big-step operational semantics for Agapr4, Whose rules are
presented in Figure 4.10. Its judgment Y I e || v evaluates an expression e to a value v,
under a global context 3 which is elided for brevity in these rules. As Agppr¢ is dependently
typed, this relation also evaluates a type to an oblivious type value.

Most rules are straightforward, similar to the big-step semantics of other systems. However,
unlike other languages, in E-VAL a value v in reveal semantics is evaluated to the erasure
of v, |v], instead of itself. This erasure operation reduces all “dummy” leaky conditionals,
i.e., those that are already weak values, even under the binder of a lambda abstraction. Its
definition is simple: |if ey then e; else ey = ite(b,|e1],|es]) if |eg] = [b] and both
le1] and |ey| are weak values, or otherwise the erasure is if |eg] then |ej| else |ey].
Other expressions simply erase their subterms recursively. This erasure operation is mainly

used for establishing the equivalence to tape semantics. To see why this is necessary,
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Figure 4.10. A\gypr4 reveal semantics
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consider the expression if [true] then 1 else 2. This expression evaluates to 1 under
reveal semantics, but it is a stuck term in tape semantics to avoid revealing its private
condition [true]. To connect reveal semantics to tape semantics, we have to consider a
weaker “sameness” up to erasure. We further bake erasure into reveal semantics, so that an
expression always evaluates to a sort of “canonical” value free of dummy leaky conditionals.
E-INJ also uses this operation to erase a sum injection’s type annotation, similar to E-VAL.

E-OIF executes an if similarly to the standard semantics of if, which allows us to reason
about if easily by treating it as a normal conditional. This behavior of course reveals the
private conditions (in addition to the erasure), so reveal semantics is an unsafe semantics
which should not be used for secure computation. However, it is suitable for executing
retraction functions in order to reveal the computed secure output to the privileged parties.
Note that reveal semantics does not guarantee to have the same termination behavior as
tape semantics; it is entirely possible that a program terminates in reveal semantics but
does not terminate in tape semantics, as tape semantics executes both branches of an if
regardless of its private condition. Readers may wonder if equi-termination can be achieved
by forcing if to similarly evaluate both branches in E-IF. Unfortunately, if can still
indirectly do more computations under tape semantics. To see how, consider a program that
has anonymous functions as branches: (if [true] then (\_=1) else (\_=1loop)) ().
Under reveal semantics, the if expression evaluates to A_=-1, and then the whole program
terminates at 1, even though both branches are evaluated. On the other hand, the function
application is distributed into both branches under tape semantics, and the program reduces
to if [true] then 1 else loop which diverges due to the second branch. We made a
similar design decision for mux in E-MUX, although it is also reasonable to make this rule

closer to tape semantics.

4.5.1 Metatheory of Reveal Semantics

Reveal semantics enjoys several metatheoretic properties. First, it is deterministic.
Theorem 4.5.1 (Determinism of reveal semantics). If e |} vi and e || vy, then vi = vs.
Reveal semantics also guarantees type preservation with respect to Agppr4’s type system.
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Theorem 4.5.2 (Preservation of reveal semantics). If 'Fe: Tt and e} v, then T F vy T.

Furthermore, the evaluated result v must be a value if the typing context I' is empty.
A direct proof of Thecorem 4.5.2 is tricky. We instead reduce the proof of preservation
of reveal semantics to that of parallel reduction, by first showing parallel reduction refines

reveal semantics.
Lemma 4.5.3 (Parallel reduction refines reveal semantics). If e || v, then e =* v.

Most importantly, we are able to relate reveal semantics to tape semantics using the

following simulation theorem.

Theorem 4.5.4 (Simulation of reveal semantics). If e —* v, then e || |v].

If T —* W, then Tt W.

Theorem 4.5.4 only requires v to be a weak value. This theorem relies on a crucial lemma

that says the equivalence up to erasure preserves the reveal semantics relation, as follows.
Lemma 4.5.5. If e; |} v and |e1| = |e2], then ey | v.

Note that Theorem 4.5.4 only considers one direction: if e evaluates to a value under
reveal semantics, e does not necessarily reduce to any equivalent values under tape semantics,
due to different termination behaviors exhibited by these two semantics. Nonetheless, if an

expression terminates under both semantics, the results are equivalent.

Corollary 4.5.6. If e —* v and e || v/, then |v]| =v'.

If t—* W and Tt || W', then w = W'.

As a bonus, the determinism of reveal semantics allows us to prove that tape semantics is

also deterministic (up to erasure) if the computation terminates (at some weak values).

Corollary 4.5.7 (Weak determinism of tape semantics). If e —* vi and e —* vy, then

[vi] = [va].

The formalization of reveal semantics and all the proofs in this section are mechanized in

the Coq proof assistant.
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4.6 Deriving Secure Implementations

Following the recipe in Figure 4.1, one can easily implement a secure version of a public
program written in a standard way. This strategy of deriving secure implementations can be
automated, further levitating the user burden. This section develops an algorithm, chase, that
converts a given public program to an equivalent secure version, by chasing the commuting
diagrams as in Figure 4.1.

The algorithm takes as input a public program e (source program), usually a function, its
type T (source type), and a target type T which also serves as the security specification. It
then outputs a secure program é of type T. As an example, given the source program lookup
of source type Z — tree — B (with T labels in all arguments elided) from Figure 3.1
and the target type IIx:N, Z — tree k — B (with L labels in all arguments elided),
chase(e;T;T) generates the oblivious function 1ﬁp in Figure 4.3. For simplicity, we require
that the target type be in prenex normal form: T has a prefix of public views (e.g., [Ix:N, ...),
followed by a non-dependent (i.e., quantifier-free) component (e.g., 7 — tree k — I@%) We
also assume the source type T is non-dependent, as the source program is supposed to be
implemented in the standard fragment of Agppr4. The labels are elided in the rest of this
section for brevity, unless they are unclear from the context: a source type always has T
labels for all of its arguments, while a targe type has L labels.

Before we present the algorithm formally, we explore a few examples to demonstrate some

design decisions of the algorithm. The first example converts a tree insertion function.

Example 4.6.1 (insert).

chase(insert; Z — tree — tree; IIx:N, 7 — tree k — tree (k+1)) =
)k x t = tree#s (k+1) (insert (Z#r x) (tree#r k t))

As the result is an OADT, chase uses tree#s to convert the output of insert back
to an oblivious tree. The tape keyword is not necessary in this example, because treets
should have label L, implicitly having taped the result in its definition. It is crucial that the
programmers provide the correct public views in the target type signatures: if the return

type in this example was tree k instead, the resulting oblivious tree could get truncated
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due to possible increase in the tree depth. Our algorithm assumes the provided public views
are always “big” enough to hold the data.

The next example illustrates that our algorithm is able to handle polynomial types.

Example 4.6.2 (addl).

chase(addl; Z + 1 — Z + 1; 7ZF1 =731 =
Mo = let m = match n with
| inl x = inl (Z#r x)
| inr x = inr x
in
tape
(match addl m with
| inl x = inl (Z#s x)

| inr x = inr x)

The function addl adds 1 to the left injection of an option type Z + 1 (i.e., an fmap).
The generated program converts between sum type (Z + 1) and oblivious sum type (Z T 1),
similar to the previous examples. However, the conversions are derived from the polynomial
types (e.g., sum types), instead of provided by the users as section and retraction functions.

The last example is a standard higher-order function map.

Example 4.6.3 (map).

chase(map; (Z—7Z) — tree — tree; [Ik:N, (Z—=Z) — tree k — tree k) =
Mk f t = tree#s k (map f (tree#r k t))

While this secure implementation is fairly easy to derive by chasing the commuting
diagram, the higher-order argument (Z—7) in the target type is required to remain public.
Converting higher-order arguments is possible for the primitive types in this example by
“transporting” these arguments properly. However, it becomes challenging when the higher-
order arguments use OADTs, which may force us to infer the public views of these OADTs.
Thus, our algorithm opts to not convert higher-order arguments. This limitation is nonetheless
insignificant in practice, because it is easier for a client of the generated secure map function

to supply a public higher-order argument anyway, which also avoids unnecessary conversions.
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gsec(e;T;T) =€

GS-UNIT GS-BooL

gsec(e;1;1) =tape e gsec(e;IB%;I@) = tape (B#s e)

GS-ProD

GS-OADT gSGC(Ttl e;Tl;;tl) = él gSeC(T[Q e;TQ;F‘CZ) - é2

gsec(e;T;T k) =T#s k e gsec(e; Ty XTy; Ty XT2) = (&1,€9)

GS-SumMm
gsec(x;T1;T1) = € gsec(X;To;To) = €9

gsec(e;”cl—i—’tg;’tl—?"rg) = tape (match e with x=1inl &;|x=inr &)

gret(e;T;T) =€

GR-ID GR-BooL
gret(e;T;T) = e gret(e;ﬁ%;[B%) — if e then true else false
GR-PrOD
GR—OADT gret (7-(1 e;Tl;;tl) — él gret (7-{2 e;TQ;F‘CZ) - é2
gret(e;T k;T) =T#r k e gret(e;Ty XTy; Ty XT2) = (&€1,€5)
GR-Sum
gret(x;T1;T1) = €1 gret (x;Te;Ty) = €9

gret(e;Ty+Ty;T1+T2) = match e with x=inl & |x=inr &

GR-OSumMm
gret(x;T1;T1) = € gret (x;To;To) = €9

gret(e;T;+To;T1+T2) = match e with x=>inl &;|x=inr &,

Figure 4.11. Generalized section and retraction

Chapter 6 will describe a more general static approach to convert a public program to an

equivalent secure program, which has better support for higher-order functions.

4.6.1 Derivation Algorithm

We first define the procedures that convert between public and oblivious polynomial types.

The generalized section and generalized retraction procedures, gsec(e;T;T) and gret (e;T;T)

respectively, generate a section computation or retraction computation that converts e from
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‘chase(e;’t;’t) =é

C-PREFIX
x:7T is the public view prefix chase(e;T;T) =€

chase(e;T;1Ix:7,1T) = \x:T=¢

C-RET C-SEC
gret(x;T1;T1) =1 chase(e 1;Ty;1T2) = & gsec(e;T;T) =¢€
chase(e;T;—Ty;T1—To) = AX:T1=>é chase(e;T;T) = é

Figure 4.12. Commuting diagram chasing

type T to type T. The result of gsec is always safe (i.e., with L label), while that of gret
may be leaky (i.e., with T label). On the other hand, the input e to gret is assumed safe.
Figure 4.11 shows the definitions of these two procedures as inference rules. Note that these
generators are partially defined; trying to convert a 1 to B will fail, for example. Most of
these rules are straightforward. GS-OADT and GR-OADT outsource the conversions
between ADTs and OADTS to the user-defined section and retraction functions, assuming T
is an OADT of T. Generalized retraction also permits an identity conversion per GR-ID, if
the source and target types are the same.

The main chase algorithm, presented in Figure 4.12 as inference rules, captures the
key idea of the recipe from Figure 4.1. After introducing the public view arguments using
C-PREFIX, chase “decrypts” every function argument using the retraction computation
generated by gret in C-RET, and finally “encrypt” the result using the section computation
generated by gsec in C-SEC. Similar to gsec and gret, chase is also partial: the algorithm

fails if the source and target types do not match.

4.6.2 Metatheory of the Derivation Algorithm

The chase algorithm always generates well-typed and equivalent programs. The for-
malization of the algorithm and the proofs in this section are mechanized in the Coq proof

assistant.
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The well-typedness theorem, stated as follows, also guarantees that the generated programs

are secure, thanks to Theorem 4.2.4.

Theorem 4.6.1 (Well-typedness of the derivation algorithm). Given a well-kinded target

type T, if chase(e,T,T) =€ and -+e T, then -+ é:, T.

To establish the correctness of this algorithm, we consider two programs equivalent up to

revelation, defined as follows in a logical relation style [30, 31].

Definition 4.6.1 (Equivalence of source and target programs). The equivalence between a
source program and a target program is defined as set-valued denotations indexed by their
types: a value interpretation V[t; 1] and an expression interpretation &[t;t]. We say two
values v of type T and v of type T are equivalent up to revelation if (v,v) € V[1;1]. The

equivalence of two expressions are similarly defined using £[t; 1].

V[t ={ (v,v)} V[B;B] = { (b, [b]) } VTS T K] = { (v,v) | T#r x v §v |
VIITl XTQ;’:Cl X”tg]] = { ((Vl,VQ) , (\.fl,\'fg)) | (Vl,\}'l) - VIITl;’:Cl]] A (VQ,VQ) - VIITQ;’:['Q]] }

) | (v, 9) € V[t 1] }

{(inl v,inl v,
)| (v, V) € V[Tte;To] }

V[[T1+T2;T1+’.f2]] =U ) )
{(inr v,inr

v) |
v) |

V[ti+1; 1141 = U {(in1 v, Linl ¥1) : (v,v) € V[t; ] }

{(inr v, [inr V1) | (v,V) € V[12;12] }
V. (Vi. - v 1) =
(e, e V) € &[T; 1]

El lx: 7,1 = { (e, &)

} if x: 7' is the public view prefix

VWi kv T AT A (v, ) € V[Tt] = }

5[[T1—>T2;’t1—>’t2]] = { (eaé) (e V. e V) c gIITQ"tQ]]

vt ={(e,&) |WV. e —"vAe —"v = (|v],|V]) € V[r;7] }

The value denotation of OADT shows why this equivalence is up to revelation: an OADT
value v is equivalent to a public value v if v can be “decrypted” to v. Note that we use reveal

semantics for this “decryption”. Unlike most logical relations in the literatures, two function
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values are equivalent only if they are equal, reflecting the design decision of not converting
higher-order arguments. The first two cases of expression denotation consume function
arguments (including the public view arguments), and the last case says two (non-functional)
expressions are equivalent if they reduce to equivalent values after erasure. The erasure is
necessary here because expressions may reduce to weak values under tape semantics, and we
consider two weak values, e.g., leaky conditionals, equivalent if their erasures (i.e., revelation)
are equivalent. The last case of expression denotation also has an elided side condition that
assumes the correctness of the public views in the target type; we refer interested readers to

the Coq development for the full details.
We are now ready to state the correctness theorem for our diagram chasing algorithm.

Theorem 4.6.2 (Correctness of the derivation algorithm). If chase(e;T;T) = &, then

(e, &) € &[t;1].

The direct proof of this theorem involves a lot of tedious and complex reasoning about
tape semantics. We instead reduce the expression denotation (specifically the last case in
Definition 4.6.1) to the one that uses reveal semantics from the previous section, which greatly

simplifies the proofs.

4.7 Conclusion

While Agppr enables secure applications that use private data structures and complex
privacy policies, the lack of modularity forces users to implement ad-hoc secure versions of
their programs for each desired policy. To allow programmers to write a single function and
easily build secure programs with different public views, we have developed Agspr¢. This
language is equipped with a novel semantics that repairs potential leaks without compromising
the security guarantees of Agppr. An obliviousness theorem analogous to the one for Agppr is
mechanically proved. Despite being non-standard, tape semantics is equivalent to a standard
semantics in a way that enables familiar reasoning. We have also developed an algorithm
that derives an equivalent secure program automatically from a given policy specification

and functionality written in a conventional way.
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5. TAYPE: A POLICY-AGNOSTIC OBLIVIOUS LANGUAGE

The calculus introduced in Chapter 4, Agapr4, permits security concerns to be decoupled from
the program logic of an oblivious computation. The first key component is a dependent
security type system in which oblivious algebraic data types could be encoded. These types
equip private data with a public view, and guarantee that every private value with the same
view is indistinguishable, i.e., an attacker can learn nothing about private data other than
what its public view entails. The second key component is a novel tape semantics that
uses security information provided by the type system to dynamically repair any potential
information leaks at runtime. These components allow the programmer to write a program
as normal, and then combine it with the desired public view, relying on the tape semantics to
patch any information leaks. Unfortunately, Agapr4 lacked an accompanying implementation.

This chapter presents a programming language for writing oblivious computations, TAYPE,
that implements both the oblivious algebraic data types and tape semantics proposed in
Aownr+- TAYPE is equipped with a bidirectional type checker that enforces correct use of
secure operations, and automatically infers annotations that enable potential leaks to be
repaired. Our implementation is realized in a compilation pipeline, shown in Figure 5.1,
that translates a TAYPE program and privacy policy (in the form of a public view) to an
OCaml implementation which, when linked with a cryptographic backend, can be used by
client programs to securely compute functions over private data. The main challenge that
this toolchain must overcome is how to securely implement these two language features in
a standard functional programming language. To implement oblivious types, our key idea
is to represent dependently typed oblivious data using an oblivious array, and the types
themselves as sizes indexing into an array. To implement tape semantics, we equip each type,
including function types, with a leaky structure that reifies potentially leaky operations into
a distinguished data type and inserts repairs when values of this type are used.

To summarize, the contributions of this chapter are as follows:

o We implement a bidirectional type checker for an extension of Agppr4. Given a source
program, this checker outputs a fully-annotated version in a typed core language called

core TAYPE.

91



Surface
TAYPE

Core
TAYPE

OI1L

Target

language

e We present a translation from core TAYPE to OIL, an ML-style functional language
with rank-1 polymorphism, built-in oblivious arrays, and secure array operations. In
addition to translating the core functionality of the application, our translation also

produces routines for concealing and revealing private data, which clients need to build
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a complete MPC application.

o We evaluate our implementation against several case studies and microbenchmarks.
Our experiments feature a diverse set of computations and a range of security policies,
including the medical record example in Chapter 1, and also demonstrate that tradeoffs

between privacy and performance can be made easily with our approach.

An artifact containing the Coq mechanization of core TAYPE, the implementation of

TAYPE, its source code, and the source for all the benchmarks in our experiments with

instructions is publicly available [49].
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5.1 Overview

To demonstrate our approach, consider a sim-

ple list membership predicate written in TAYPE, data list = Nil | Coms 7 list

elem, shown in Figure 5.2. Suppose Alice, the

owner of a list, and Bob, the owner of an integer, fn elem : Z — list — B =
want to check if Bob’s integer occurs in Alice’s Ay xs =
match xs with

| Nil = false
their own input and the result. Similar to Agapra, | Cons x xs' =

list, without revealing any information beyond

TAYPE allows participants to choose what public if x = y then true

/
information to share as part of the security policy, else elem y xs

and its type system ensures that all public data  Fijgure 5.2. List membership predicate
and computation only depend on this public view.

For example, Alice may be okay with sharing the size of the list, or with releasing some upper
bound on its length.

Using oblivious algebraic data types (Chapter 3) and tape semantics (Chapter 4), we
can implement a secure version of this membership predicate by composing the standard
implementation in Figure 5.2 and the desired privacy policy (i.e., OADTs and their section
and retraction functions). Figure 5.3 shows the full implementation of an oblivious list list
and its the section and retraction functions, using the maximum length of the list as its
public view.

While Chapter 4 formalized a core calculus of oblivious algebraic data types and tape
semantics, Agapre, it lacked both an algorithmic type checker and implementation; this chapter

presents the design and implementation of a language for oblivious computation with both.

5.1.1 Type Checking and Core Taype

The input to our compiler is a program written in surface TAYPE, such as elem, 1/i§#r7
and list#s from Figure 5.2 and Figure 5.3. This language is equipped with a bidirectional

type checker [50] that enforces correct use of secure and leaky operations, which ensures that
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obliv list (k : 7Z) =
if k = 0 then 1
else 1 F 7 X 1list (k—1)

#[section]
fn Tist#s : (k : Z) — list — list k = )k xs =
if k = 0 then ()
else tape (match xs with
| Nil = inl Q)
| Cons x xs' =
inr [tape (Zi#s x), Tist#s (k—1) xs'])

#[retraction]
fn Tist#r : (k : Z) — list k — list = Ak =
if k = 0 then \_ = Nil
else A\xs => match xs with
| inl _ = Nil
| inr [x, xs'] =
Cons (Z#r x) (list#r (k—1) xs')

#[safel
fn elem : (k : Z) = 7 — list k — B = )k x xs =
tape (B#ts (elem (Z#r x) (list#r k xs)))

Figure 5.3. An oblivious implementation of elem

all well-typed programs are oblivious. After type checking, programs in this language are

elaborated into an intermediate language called core TAYPE (Section 5.2).

Core TAYPE programs are fully annotated with types and, crucially, leakage labels

(Chapter 4). Leakage labels track whether an expression contains potential leaks, i.e., whether

it contains any leaky operations: we say an expression is leaky (labelled T) if so, and safe

(labelled L) otherwise. For example, if x then 1 else 2 is obviously leaky, as executing it

naively leaks the private condition, while mux x [1] [2] and false are safe. In contrast

to Agapre#, an addition in core TAYPE is its promotion operation T, which explicitly casts a
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fn elem. :7 Z7 — listt — B = fnelemO:Z—>1/i\éT:—>I§%=
My 1 Z) (xs :7 list) = Ay xs =
match xs with mlm i/fB Xs
| Nil = Tfalse (promp false)
| Cons x xs’ = (Ox xs' =
if x = y then Ttrue if ifg (x = y) (promg true)
else elem. y xs' (elem, y xs'))

Figure 5.4. A fully annotated implementation of elem in core TAYPE (elem.)
and its translation in OIL (elem,)

safe expression to a leaky one, to help with the translation: the Tfalse on the fourth line of
elem. in Figure 5.4 is treated as a leaky expression, for example. Note that none of the label
annotations or promotion are required in the surface language: they are either inferred or

automatically inserted during elaboration.

5.1.2 Translating to Oil

The next compilation phase translates programs in core TAYPE into OIL, the OADT
intermediate language (Section 5.3). OIL is an ML-style functional language with rank-
1 polymorphism, extended with an oblivious array and its operations. These oblivious
“primitives” will eventually be implemented by a cryptographic backend in the target language
(Section 5.4), and OIL is agnostic to the particular implementation. OIL is designed to be a
common subset of most standard functional languages, so that translating OIL to a particular
language, e.g., OCaml, is straightforward. The main challenge in this phase is expressing
the unique features of TAYPE that do not appear in conventional languages, particularly
oblivious types (i.e., dependent types) and its tape semantics. Many of the core ingredients
of this translation can be seen in Figure 5.4, which gives the fully elaborated implementation

of elem in core TAYPE and its corresponding OIL version.

95



data A = promy A | if4 A A A fn list : Z — N = Xk =
dataZ=rZA|promZZ|i/fZ.AZZ if k = 0 then 0

else 1 + max 0 (1 + list (k—1))
fn Z#s : 7 — A =)@ =

match A with fn tape : A — A= )ad =
| r, 1 = promy n match a with
| promz n = promy (Z#s n) | promy a = a
| if; b A, o, = | if4 b 3, & =
ity b (Z#s n) (Z#s ny) mux b (tape ;) (tape &)

Figure 5.5. Selected leaky types and functions in OIL

Translating Oblivious Type Definitions

—

As OI1L does not have type-level computation, the definition of the oblivious type list
is translated into a function from the public view to its size N, shown in Figure 5.5. As we
will see shortly, the size of an oblivious type can be used to access secure data residing in an

oblivious array.

Translating Oblivious Types and Operations

We represent every oblivious type as a single uniform type, the oblivious array .A. This
array is essentially a secure “buffer” holding the private data. For example, Tist kin the type
signature of ﬁa#s, in Figurc 5.3, is translated to this array type A, regardless of the public
view k. Even though oblivious types are all flat arrays in OIL, the rich typing information is
not lost: we can still extract the needed private information by (securely) accessing the array
using the sizes of oblivious types, such as the aforementioned list. Oblivious operations are
translated into corresponding oblivious array operations. For example, an oblivious pair of
private data is simply the concatenation of the two corresponding arrays, and destructing
an oblivious pair amounts to taking a slice of the array using the two components’ sizes.
Scction 5.3.2 describes the translation of other oblivious constructs, including injections into

oblivious sums.
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Translating Tape Semantics

Implementing the tape semantics is the main challenge in translating from TAYPE to
OIL. Recall the three key ideas of the tape semantics. First, leaky operations, such as if,
are themselves irreducible. Second, the surrounding context of if is distributed into both
branches. Third, the tape operation repairs potential leaks, by turning if into mux.

To implement the first idea, we translate leaky types, e.g., Z, into a leaky representation,
e.g., Z, a data type that explicitly represents expressions that may contain potential leaks.
By convention, we use ~ as a visual cue for a leaky representation, its associated functions
and variables. The leaky representations of oblivious arrays (A) and integers (Z) are shown
in Figure 5.5. The only way to build a leaky oblivious data type is to promote a safe one or
using a leaky conditional, so we simply encode these leaky operations as the constructors
of its leaky representation A. 7 also includes both of these constructors, as well as its
own retraction operation. This encoding trivially makes the leaky operations irreducible.
Leaky representations of ADTs are built using a similar strategy (Section 5.3.2). Every leaky
representation needs to have reified versions of prom and if, because T and if can be applied
to any TAYPE type. During translation, they are instantiated using a process similar to
typeclass resolution: the promotion of false in elem., for example, is resolved to promg.

To distribute surrounding contexts into leaky constructs, we instrument the possible
surrounding contexts to handle the leaky operations, by translating them into recursive
functions following the tape semantics. For example, 7#s is translated to ZT#S, also shown
in Figure 5.5. Observe the last case of ZT#S, which has recursive calls to itself in both ify

branches: this aligns with our intuition from the execution trace of the following example:

tape (Z#s (if [true] then 3 else 4))
—  tape (if [true] then T#s 3 else Z#s 4)

—* tape (if [true] then [3] else [4]) — mux [true] [3] [4] — [3]
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On the other hand, Z#s’s handling of rz matches the following execution trace, for example:

tape (Z#s (Z#r [3] + Z#r [2]))

—» tape (Z#s (Z#r ([3]1 + [21)))
— tape (Z#s (Z#r [5])) — tape [5] — [5]

Our solution to patching leaky computation without tape is encapsulated in the definition
of t/eE)/e, shown in Figure 5.5. The function simply converts all reified ifs into muxs, and is
essentially a transcription of tape’s evaluation rule.

To see how all these fit together, the initial expression from the previous example,

tape (Z#s (if [true] then 3 else 4)), is translated into the following OIL program:

tape (Z#s (if; [true] (promyz 3) (promgz 4)))

Readers can verify that evaluating this program using a standard semantics produces the

same behavior seen in the previous execution trace generated by tape semantics.

5.2 Taype, Formally

This section describes the fully annotated core TAYPE language. This language is inspired
by the core calculus Agppr4, but adds several features to aid its translation to OIL, including
oblivious products, label promotion, ML-style ADT definitions, and explicit and uniform
label checking. The user-facing version of TAYPE allows for many annotations to be omitted;
these annotations are automatically inferred by our bidirectional type checker (Section 5.2.5)

before translation to OIL (Section 5.3).

5.2.1 Syntax

Figure 5.6 shows the syntax of core TAYPE. Types and terms are in the same syntactic
class, similar to Agppr4. By convention, we use e for terms and T for types whenever possible.
A core TAYPE program consists of a global context of ADTs, functions and oblivious types,
defined using data, fn and obliv respectively. We use lower case x for function and variable

names, C for constructors, T for ADT names and T for OADT names. Each constructor of an
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e,T

B|Z|txT
1|B|Z|txT]| ¥t
Olb|n|x|T
[x:T,7T | \x: =€
eDe | ede
eelCelTe

let x:yT = e in e
if. e then e else e
mix e e e

(e,e) | [e,e€]

Tp<T> e

match, e with (x,x)=e
match e:TXT with [x,x]=e
match, e with C x=e

mT e:T+T with x=elx=e
B#s o | Z#s e

T#r e

if e then e else e

Te

tape e

(b] | [m] | [p<w> ¥]

data T=C 7

fn x:T = e

obliv T (x:1) = 71
T|L

~ o~ o~

O | b1 | [n] | [9,%] | [p<@> ]

if [b] then v else v | v | THr v

V|b|n|(v,v) | \xy1=e|C v

EXPRESSIONS:

standard types

oblivious types

literals and variables
dependent function
(oblivious) integer operations
applications

let binding

conditional

atomic conditional
(oblivious) pair

oblivious sum injection
product elimination
oblivious product elimination
ADT elimination

oblivious sum elimination
primitive sections
primitive integer retraction
leaky conditional
promotion

tape operation

runtime boxed values

GLOBAL DEFINITIONS:
algebraic data type definition
(recursive) function definition
(recursive) oblivious type definition
LEAKAGE LABEL
OBL1vIOUS TYPE VALUES

OBLIVIOUS VALUES

WEAK VALUES
VALUES

Figure 5.6. Core TAYPE syntax: the annotations marked in gray are either
omitted (e.g., promotion, labels) or optional (e.g., argument types to dependent
functions) in the user-facing surface language; the expressions marked in brown
are restricted to be variables in administrative normal form.
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ADT definition takes exactly one argument for simplicity, but this argument can be 1 for
constructors that takes no argument, or a tuple of types for constructors that have multiple
arguments..

TAYPE features a number of oblivious types and constructs, including oblivious integers,
booleans, sums, and conditionals. The primitive section functions B#s and Z#s “encrypt”
boolean and integer values respectively. Unlike Agppr4, TAYPE also includes oblivious product
types (x), which are built using [-,-] and require both of their components to be oblivious
and non-leaky. The atomic conditional mux, discussed in Chapter 3, fully evaluates both of
its branches before taking an atomic step to its final result.

In core TAYPE, the arguments of dependent function types and lambda abstractions are
annotated with a leakage label that indicates if they accept leaky inputs. We say that an
TAYPE expression is leaky (i.e., has the label T) if it contain potential leaks, e.g., uses some
leaky operations, and say that it is safe otherwise. Standard conditional, product and ADT
pattern matching expressions are annotated with the result type, while the elimination forms
for oblivious products and sums are also annotated with the type of the discriminee, to
help with their translation. All of these annotations are inferred by our type checker. For
brevity, we omit them from now if they can be inferred from the context. Note that product
elimination in TAYPE is defined (positively) using a pattern matching expression, instead
of (negatively) using projection as in Agypr4. Similarly, ADT introduction and elimination
forms are defined in ML-style, using constructors and pattern matching, instead of fold and
unfold.

Leaky conditionals, match expressions, and tape operations play a key role in the semantics
of TAYPE. The leaky conditional if is similar to mux, but it allows its branches to be non-
oblivious; match analysis for oblivious sums is similar. The promotion operation 1 explicitly
converts a safe expression to a leaky one. Integer retraction Z#r would reveal its oblivious
argument if implemented naively (as would the other leaky operations), but this is disallowed
by the semantics of TAYPE.

Oblivious type values (w), oblivious values (¥) and runtime boxed values like [b] are
all identical to the definitions in Agypr4. Weak values (v) extends the one in Agppre with

promotion, primitive integer retraction and ML-style ADT values.
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5.2.2 Semantics

Figure 5.7 shows a selection of the small-step operational semantics rules of core TAYPE
(the full rules are in Appendix A.1). The judgment e — €’ means e steps to ¢ under a
fixed global context of definitions, which we elide. S-CTX takes a step in a subexpression
according to an evaluation context &, also given in Figure 5.7. Oblivious types are subject to
reduction, as seen in the evaluation contexts involving x, + and 7. To prevent information
leaks, all subexpressions of a mux are fully evaluated by first applying the S-CTX rule with
the corresponding evaluation contexts, before mux itself can be reduced by the S-MuX rule.
The semantics of if is similar. Note that an if expression is in normal form once all its
components are normalized, in order to avoid revealing its private condition.

The evaluation rules involving tape are one of the distinguishing features of TAYPE.
S-OIF captures the idea that the leaky conditional if, while in normal form, can still make
progress by distributing its context into both branches. Leaky contezts & define what contexts
can be distributed in this manner: other contexts are either ruled out by the type system
or not useful. S-TAPEOIF and S-TAPEPROM show how the tape operation repairs an
expression with potential leaks. In addition to turning if into mux, the enclosing tape is
pushed inside the branches of mux in order to ensure any leaks they contain are also patched.
On the other hand, S-TAPEPROM simply extracts the safe oblivious value from a promotion.
In contrast to A\gapr#, TAYPE also includes new rules for promoted expressions. S-SECRETINT
repairs the leaky operation 7#r by canceling it with Z#s, for example, but it also promotes
the resulting oblivious integer in order to preserve the leakage label. S-SECINTPROM shows

how promotion interacts with T#s.
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S—CZX_> J S-MUX S-SECRETINT
Ele]l — £[e] mux [b] vi vg —> ite(b,vy,vs) Z#s (Z#r [0]) — 1[n]
S-SECINTPROM
Z#s (tn) — 1(Z#s n)
S-OMATCH

§1<:(/D\1 §2<:/(DQ

if [b] then ite(b, [v/x]ey, [Vi/x]ey)

match [1,<W1+Ws> 7] with x=e;|x=ey —> i - n
b1 2 1 2 else ite(b, [Vo/x]ey, [V/x]e9)

S-OIrF

E[if [b] then v, else vy] —> if [b] then g[vl] else g[VQ]

S-TAPEOIF

tape (if [b] then vy else vy) —> mux [b] (tape vy) (tape vs)

S-TAPEPROM

tape (Jv) — v

EVALUATION CONTEXTS
& = Oxt|wx0O|0%t|w+0 LEAKY CONTEXTS
| mux O ee|lmx vOe E == 0Ov
| mux v v O | if O then e else e
| 5<0> e | p<w> O | match O with C x=e
| if O then e else e |  match O with (x1,x9)=e
| if v then [ else e | B#s O|Z#s O
|  if v then v else [ |  Oov | ved
|

Figure 5.7. Selected small-step semantics rules of core TAYPE
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To see how these rules work, consider a core TAYPE version of the example from Section 5.1,

which produces the following execution trace:

tape (Z#s (if [true] then 13 else 14))
tape (if [true] then Z#s 13 else Z#s 14)
tape (if [true] then 1(Z#s 3) else Z#s 14)
tape (if [true] then 1[3] else Z#s 14)

* tape (if [True] then 1[3] else 1[41)
mux [true] (tape 1[3]) (tape 1[4])

* mux [true] [3] [4] — [3]

LoDl

The S-OMATCH rule reduces a leaky case analysis of an oblivious sum to an if using
the discriminee’s private tag. Similar to Agpr, the pattern variable x in the “correct”
branch is of course instantiated with the injection payload, while the one in the “wrong”
branch is instantiated with an arbitrary oblivious value of the right type. For example, if

branch can be substituted by [[0], [0]], [[0], [1]1], or any other oblivious pair of oblivious

integers.

5.2.3 Type System

Figure 5.8 shows an illustrative subset of the typing rules of core TAYPE (the full set of
typing and kinding rules are in Appendix A.2). The judgment I F e ;; T types the expression
e with type T and leakage label [, under the typing context I' (and an elided global typing
context). Some typing rules refer to the kinding judgment I' - T :: k, which also classifies the
security of a type; oblivious types have the kind *O, for example.

TAYPE features a security-type system [27] that ensures well-typed programs protect their
private data. To do so, this type system enforces a few key policies. First, oblivious types
can only be built from oblivious types, which is enforced by the kinding rules. Otherwise,
an attacker can infer the private tag of an oblivious sum, such as B+Z, by observing the

payload. Oblivious products have the same requirement, although this is mainly to aid in
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T-Conv T-ABs T-App

I'Feyt T=17 xy T, 'Fey, T I'Feq iy, Hx:y, 11,7
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T-PMATCHNODEP

T-PAIR I'Feg i, T1XTy lh E1
Fl—e1 0T Fl_eg i To X1y T1,X2 ZlOTg,Fl_eZlT
'~ (el,eg) 0 T1 X Ty r l—matchT ey with (Xl,X2)2>e qT
T-IFNoODEP T-Mux
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I'kFe T I'kFeyyT I'kFe ;| T I'kFey: | T
I'+if; ey then e; else ey T '-mux eg e; e3:1 T
T-OPaAIr
'Fej:im I'Fey:p T T-SECINT T-RETINT
Fl—Tl::*O FI—TQ::*O I'e:y Z I'te: Z
It [er,e0] 11 TIXTo L+ Z#s ey 7 L+ 7Z#r et 7Z
T-OIr T-PROMOTE T-TAPE
F'teg:uB The:rt Theirt Fbe: T Fteirt TIhrasd
['Fif ey then e; else ey:T T 'HFfe:r T 'Ftape e:; T

Figure 5.8. Selected core TAYPE typing rules

translation. Second, oblivious control flow constructs like mux can only be applied to oblivious
terms, otherwise their public result could reveal information about their condition. As an
example, mux [b] 1 2 isill-typed, because an attacker can learn the value of b by observing
its result. This policy is enforced by the kinding assumptions of the form I' F T = «0 in
T-Mux and T-OPAIR. Third, types are not allowed to depend on leaky terms. The type
if Z#r [0] = 0 then 1 else B is not valid, for example, since the leaks in the condition
can not be repaired. Thus, we require that any terms appearing in types to be labeled as
non-leaky (). Fourth, the argument to tape must be oblivious (T-TAPE). This ensures

that leaky terms will eventually reduce to an oblivious value or a if tree of oblivious values

that can then be repaired by, e.g., S-TAPEPROM or S-TAPEOIF. Intuitively, the L label in
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the conclusion of T-TAPE signifies that the taped expression can be treated as non-leaky
by its surrounding computation, as all leaks have been “patched up”. Finally, all oblivious
components in the typing rules have the L label. All the labels in T-MUX and T-OPAIR are
L, and the oblivious condition of if (T-OIF) is also safe, for example. While this requirement
is not crucial for security, it simplifies the type system and aids in our translation to OIL.
Note that we can always apply tape to leaky oblivious expressions to make them safe, so
this design does not harm the expressivity of well-typed TAYPE programs.

In addition to the above policies inherited from Agypr4, TAYPE’s type system imposes three
more requirements that help our translation. First, safe terms must be explicitly converted
to leaky ones using 7. Thus, T-CONV requires convertible expressions to have the same
label. Second, we usually require subexpressions to have the same label: the two components
in T-PAIR have the same label [ in TAYPE, for example. T-IFNODEP similarly requires
both branches to have the same label. Its condition, however, is permitted to have a lower
label. A similar requirement is particularly important for the case analysis of products and
ADTs: each branch needs to use its pattern variables in a manner that is at least as safe as
the discriminee. Third, we require all possibly leaky subexpressions to be labelled as leaky.
The branches in T-OIF and the argument to T-TAPE have label T, even though they can
technically also be typed at L: applying these rules to an expression with a safe subterm
requires explicit promotion. Note that programmers do not need to do these explicit label
conversion in the surface language, as 1 is automatically inserted by the typing algorithm

presented in Section 5.2.5.

5.2.4 Type Safety and Obliviousness

Given a well-typed global context, core TAYPE enjoys standard progress and preservation
properties. Its type system also provides a strong security guarantee similar to Agypre: an
adversary cannot infer any private information from a well-typed core TAYPE program, even

when they can observe each of its execution steps.
Theorem 5.2.1 (Obliviousness). If e; & ey and -+ ey iy, Ty and -+ ey 3y, To, then
1. e; —" &) if and only if e; —" €, for some €.
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. n ./ n A/ I oo A
2. if eg —" €] and ey —" €, then e} = €.

Here, e ~ ¢ means the two expressions are indistinguishable, i.e., they only differ in
their oblivious values, and e —™ €’ means e reduces to €’ in exactly n steps. Intuitively,
the obliviousness theorem says that a pair of well-typed core TAYPE programs that are
indistinguishable produce traces that are pairwise indistinguishable.

We have formalized a version of core TAYPE in Coq, including proofs of soundness and
obliviousness for the calculus, based on the mechanization from Chapter 4. In contrast to
that development, this calculus includes the new features of TAYPE: oblivious products, label

promotion and explicit and uniform label checking.

5.2.5 Surface Language and Bidirectional Type Checker

The source language of our compiler is a more user friendly version of core TAYPE. This
language allows type annotations to be omitted, and does not require label annotations
or explicit promotion operations. Its syntax is effectively that of Figure 5.6 with the gray
annotations removed and with an additional type ascription (e:T). Our type checker
elaborates programs in this surface language into fully annotated core TAYPE programs in
ANF [51]. Our inference algorithm is not sophisticated: unlike other dependent type systems,
it does not support unification, for example. Nevertheless, it is capable of checking all the
case studies and benchmarks in our experiments (Section 5.5) without any type or label
annotations, except for top-level definitions.

At a high level, like standard bidirectional type checkers, our type checker operates in
an inference mode and a checking mode. In inference mode, the algorithm infers the type
of an expression (bottom-up), while in checking mode, the algorithm checks the expression
against an expected type by propagating information to subexpressions as deeply as possible
(top-down). Our type checker always starts with checking mode, as all top-level definitions
are annotated with their type. Figure 5.9 shows a representative selection of our bidirectional
type checking rules, using the inference judgment I' - e =>; T1> é and the checking judgment
['F e <, 11> é, both of which output a fully-elaborated expression é in core TAYPE and in

ANF. As explained previously, the inference judgment generates the type T as an output, while
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Figure 5.9. Selected surface TAYPE bidirectional typing rules
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Figure 5.10. Selected inference rules for dependent contexts

the checking judgment takes T as an input. For simplicity, the rules presented in Figure 5.9
always infer the labels, but our implementation also checks labels bidirectionally; we will
discuss how labels are handled shortly. Our implementation also includes a bidirectional kind
checker that generates fully-elaborated types in ANF.

As it is standard, we switch between inference and checking modes using TI-Asc and TC-
INFER. To automatically promote expressions, several rules (e.g., TI-PAIR and TI-APP) use
an auxiliary relation e ;, >, €, which potentially inserts a promotion operation to e according
to its label [; and the target label l5. The definition of this relation is straightforward:
e, >, let x = e in Txif [} C Iy, ey, D>y, e if I} =I5, and fail otherwise.

The main challenge to algorithmic type checking are dependent conditionals and ADT case
analysis, specifically inferring their implicit motives. Since dependent types in TAYPE are obliv-
ious types, they are more restricted than the ones in most dependent type systems. To see how,
consider the expression: if x then (\b:B=>if b then 1 else 0) else (A\n:Z=>7#r n).
Ignoring labels, the left branch of this conditional has type B — 7, while the right one
has type 7 — 7. In many dependent type systems, this expression can simply be typed
with if x then B — Z else Z — Z. However, this type is not well-kinded in TAYPE!
The type-level computation, if in this case, is only defined over oblivious types, which

the types in the branches are clearly not. The correct type of this expression has to be
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(if x then B else Z) — Z. The same problem also occurs in dependent ADT pattern
matching, and when the branches have product types. Our type checker is equipped with
special inference and checking rules for handling these cases. Figure 5.10 shows the auxil-
iary relation for inferring the well-kinded types that may depend on discriminees, which is
invoked in the bidirectional typing rules for dependent conditionals and pattern matching,
e.g., TI-IF and TI-MATCH. The rules presented in Figure 5.10 are used in the inference
mode, but our implementation also has similar rules for the checking mode. The judgment
[+ E[A;P F 1] > 1 infers a type 1 for the dependent context &£, under the typing context T
The context & has multiple holes corresponding to the branches of this dependent pattern
matching. Each of these holes also has a description consisting of its branch’s type T, the
pattern variables with their types P, and a local typing context A for collecting arguments in
a [l-type. For example, TI-IF calls this judgment using the context if ey then [ else [
with two branches of types T; and 1o, and empty pattern variable contexts. In the previous
example, these two branch types are B— Zand Z — Z respectively. Starting with an
empty local context A, DI-P1 decomposes these branch types and infers each component
recursively. The argument types B and Z are obliviously kinded, so DI-DEP generates a de-
pendent type that combines them using the same dependent context: if ey then B else Z.
On the other hand, the return type is simply Z by DI-NODEP, as both branches have the
same return type (according to type equivalence =). The side condition of DI-NODEP also
ensures the inferred type does not refer to pattern variables, which are not in the scope of this
type. The return type may refer to the arguments of a [I-type though, which are collected in
the context A in the rule DI-P1. DI-PROD is similar to DI1-P1, although it does not need to
modify any contexts.

Our bidirectional type checker also infers leakage labels. In contrast to type annotations,
label annotations are not required even for top-level function signatures:® they are instead
derived from a function attribute, which indicates the purpose of a function. A function can
be marked as either section, retraction, or safe using the #[attribute] syntax, as shown in
Figure 5.3. A function without an attribute, such as elem, implements the program logic in

the conventional fragment of TAYPE. Such functions and their arguments are always labelled

51In fact, our surface syntax does not allow users to provide label annotations.
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as leaky, since they have to accept retracted values to work with the recipe from Figure 4.1.
Any intermediate labels in the bodies of such functions can also be reliably inferred to be
leaky, as these functions do not mention oblivious types or public views directly. As a result,
a programmer can write the functionality as in a conventional functional language. On the
other hand, a function annotated with #[section], e.g., ﬁa#s, defines a section function.
Its public view argument obviously has a safe label, while its data argument (e.g., 1ist) has
a leaky label. A section function itself is safe, signaling that all potential leaks have been
patched. Conversely, a function, annotated with # [retraction], labels its arguments as safe,
but itself has leaky label. Lastly, functions annotated with #[safel, e.g., e/lgl, are secure
functions. These constitute the API of a secure library, so their arguments and the functions
themselves are assigned safe labels. Note that while the labels in a function’s signature are
determined by its attribute, any intermediate labels in its body need to be inferred. Similar
to types, labels are inferred bidirectionally. When an inferred label is checked against a label,
the checker will insert a promotion if the expected label is more restrictive than the inferred
label, and reject the program when the expected label is less restrictive than the inferred

label, using the auxiliary relation e, >, €.

5.3 Oil and Translation

This section describes the OADT intermediate language, OIL, and its translation from
TAYPE. The main challenge is how to encode the features of TAYPE that OIL lacks, including

dependent types, leaky operations (1Af and tape), and, most importantly, its tape semantics.

5.3.1 Syntax, Semantics and Type System

Figure 5.11 shows the syntax of OIL. It is mostly a standard ML-style language with
rank-1 polymorphism, extended with an oblivious array type and its operations. An oblivious
array A is essentially a “buffer” holding all the private data in a joint computation. The
elements of this array are the oblivious representation (usually encrypted values) of members
of some fixed finite field. To remain agnostic to the underlying cryptographic protocol, O1L

does not place any restrictions on the oblivious representation or the finite field, so the array
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e u= EXPRESSIONS:
| Olb|n|x literals and variables
| ede|ede (oblivious) integer operations
| Ax=e function abstraction
| let x = e in e let binding
| eelCe function and constructor applications
| if e then e else e conditional
| mux e e e atomic conditional
| (e,e) pair
| match e with (x,x)=e product elimination
| match e with C x=e ADT elimination
| DB#s e|Z#s e primitive sections
|  A(e) | ete|ele,e) oblivious array operations
| size (N) operations omitted
T o= TYPES
| 1|B|Z base types
| A oblivious array
| N size type
| « type variable
| T ADT variable
|  TxT product type
| 1T function type
D = GLOBAL DEFINITIONS:
| data T[al =C 7 algebraic data type definition
|  fn x[al:Tt = e (recursive) function definition

Figure 5.11. OIL source syntax

can hold the encryption of bits, or shared secrets of 64-bit integers, for example. Conceptually,
each array element is simply an oblivious integer that encodes a piece of the private data, such
as an oblivious integer, the tag of an oblivious injection, or an oblivious boolean. Programs
create an array of size n using A (n), concatenate two arrays using -H, and take a slice of n
elements starting at offset m in array a via a(m,n).

Like TAYPE, OIL includes oblivious operations, but these operations are restricted to
take and produce oblivious arrays, as this is the only oblivious type in OIL. The section
operations for base types, B#s and Z#s, for example, return a singleton array containing the

“encrypted” result.
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Types and global definitions are also standard, but OIL also includes the size type, N,
for array offsets and lengths. OIL has a standard CBV semantics and type system. The
semantics of array operations that use out-of-bound indices (e.g., slicing) is undefined: this

should never happen if translated from a well-typed TAYPE program.

5.3.2 Translating from Taype to Oil

Our translation from TAYPE to OIL is syntax- and type-directed, and uses the leakage
label to identify and repair potential leaks in the program. The translation assumes the source
program is in administrative normal form (ANF), restricting the brown-colored expressions e
in Figure 5.6 to be variables. The algorithm roughly consists of three components: translating
TAYPE types to OIL types (Figure 5.12), translating TAYPE expressions to OIL expressions
(Figure 5.16 and Figure 5.17), and translating TAYPE oblivious types to OIL expressions of

the size type (Figure 5.18). The full set of these rules are included in Appendix A.3.

Translating Types

Figure 5.12 shows the translation of a TAYPE type T to an OIL type, guided by a leakage
label [. With the L label, public types are translated as they are or congruently, as expected.
Oblivious types, in contrast, are always converted to an oblivious array in OIL. The rich
typing information of an oblivious type is not thrown away however: as we shall see, this
information is used to implement oblivious array operations. Dependent function types are
translated to their nondependent counterpart, with the label on the parameter type dictating
its translation.

The translation of types under the T label is more involved. To understand why, recall
that an expression with this label may contain a potentially leaky subexpression which
should be repaired via tape. Thus, its OIL counterpart must be equipped with a similar
mechanism capable of patching leaks. Our solution is to explicitly capture the insecure
operations associated with a particular leaky type in its OIL representation, and to insert
repairs for each kind of leak when translating a leaky expression. We call this first component

a leaky representation. As an example, an integer expression can have three kinds of leaks:
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[

[B]. =B 2], =7Z [T].=T [tixte] L = [T1]Lx[T2] L
[[HXIlTl,Tﬂh = [[Tl]]l—>[[’f2]h Hl]]L = [[PB]]L = [[Z]]L = [[Tl ;TQ]]L = [[TrT—TQ]h =A

[T e]L =[if ...]J. = [let ...]. = [match ..]J. = A

[+

[[B]]T = E IIZ]]T = Z [[T]]T = T [[Tl XTQ]]T = IITl]]T;([[TQ]]T
[x:7, ]t = [u]i—[t]r [1]r = [B]r = [Z]7 = [t xTe]r = [t 5]t = A
[T e]t = [if ...]t = [let ...]t = [match .. Jr = A

Figure 5.12. Rules for translating core TAYPE types to OIL types

it could be a retraction of a secure integer Z#r, it could be a leaky conditional if, or it
could be the promotion of a plaintext integer 7. The corresponding leaky representation, Z,
is shown in Figure 5.5, and contains a constructor for each of these cases. As every leaky
type can leak information via 1 and if, all leaky representations should be equipped with
a reified form of these leaky expressions. Thus, every leaky representation (with its safe
counterpart) forms a leaky structure, with operations prom and if for T and if respectively.
From an implementation perspective, the leaky structure operations define a typeclass, so we
call a particular prom and if instances of this typeclass. As one example, the constructors
of Z trivially provide the necessary instances. As another example, Figure 5.5 also shows
A, the leaky representation of an oblivious array; its leaky instance is similarly defined by
the two constructors of this type. The leaky representation of function types, presented in
Figure 5.13, is slightly more complicated. Its two operations are essentially outsourced to the
leaky instances of the codomain type 3 (promg and ﬁﬁ), taken as an extra argument that
will be resolved at callsites.

In general, the if instances are usually constructors, as a leaky conditional needs to be

irreducible to avoid leaking its private condition. The promotion instances are also constructors
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fn prom, [x B Bl : (B — B) — (v — B) — (v — P) =
Apromg f x = promg (f x)

fnif, [ Bl : (A =B =B = B) —
A= (@x—=PB) = (6= B) = (x = B) =
)\Eﬁgfl ngjﬁﬁB(fl X) (%2 X)

Figure 5.13. Leaky structures for function types

data list
data list

Nil | Cons Z 1list

—_—~ ~

Nil | Cons Z 1list | promy;g; list | if15 A list list
fn matchye V] : (A = 5 — ¥ — V) — list —
¥ > (Z > list - ) —» ¥ =
Mf, x5 £, Ty =
match xs with
| Nil = £,

| Cons x xs8' = fy X x8/

| promjjsy xS =

match xs with

| Nil = £,

| Cons x xs’ = fy (promyz x) (promy;s; xs’)
| j/-:\flist b X8 XSy =

—_——

if, b (matchis., if, x8; £ f2) (matchiss, if, XSy f1 £2)

Figure 5.14. Leaky structures for 1ists

in our translation, although in general they need not be.® Of course, our translation must
also explain how to use leaky values, i.e., how to interpret the corresponding elimination
forms of T. To illustrate this, consider the leaky structure for 1ist shown in Figure 5.14.

The leaky representation of lists includes constructors for Cons and Nil, i.e., the introduction

forms of 1ist. Its leaky elimination form, match;;g, is straightforward: the prom;;s, branch

promotes the arguments of each constructor before applying the “alternative functions”, and

64Intuitively, these two instances are generated “for free”, though not in the algebraic sense. The only free
leaky structure is the one for oblivious arrays A.
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data T
data T

C [r].
C [t]+ | promy T | ifr ATT

fn matchy [¥] : (A =¥ = — ¥) - T—= (]t = v) =7 =
\if, X T =
match X with
| Cx = f x
| promy x = match x with C x = f (prom(T) x)
| if; b % % = if, b (match; if, %, ) (matchy if, %, )

Figure 5.15. Generating leaky ADT definitions

the if1isc branch essentially encodes the tape semantics rule S-OIF, specialized to the leaky
context of match expressions, match [ with C x=e.

A similar recipe is used to derive the leaky representation and its associated functions
for other types: the introduction forms are encoded as constructors with the if and prom
instances, and the elimination forms capture the idea of distributing the corresponding leaky
context into the if branches and how 1 interacts with this context. While the leaky structures
of builtin and arrow types are defined in the OIL prelude, the ones for user-defined ADTs
are generated using the algorithm in Figure 5.15. This is how the leaky definition of 1ist in
Figure 5.14 was generated, for example. An ADT’s introduction forms are its constructors, so
the leaky representation just renames them, with the constructor argument types translated
with label T. The I;a_t\c/hT function encodes the elimination form of ADTs, using a list of
functions corresponding to branches of a case expression. The promr branch relies on the

instance resolution procedure prom(-) to promote constructor arguments.

Translating Expressions

We now present our translation from TAYPE to OIL expressions. As with our translation
of types, the translation of expressions is given as a judgment I' - e ~»; &, that is indexed by a
leakage label [ which guides the translation. Figure 5.16 illustrates how [ drives the translation
of standard constructs: if [ identifies an expression as safe, it is simply translated congruently.

On the other hand, if an expression is marked as leaky, the translation relies on the leaky
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TR-SECINT TR-PAIR
~ 7# if | =1 , =1
TF s x L#s x 1 T (x1 . 50) (x1,%2) 1
Z#s x itl=T pair x; xp ifl=T
TR-ABSs
TR-App x:, T, Fe~yé
I'Fx9 %1~ %9 X3 I'EAx: Ti=e v Ax=¢
TR-IF

X()IIOBEF I'key ~; & I'F ey~ é9

if xo then é&; else é&y ifly=_1

I'-if; xo then e; else ey~ ¢ — o '
if if(T) Xo €1 €9 if ZOZT

Figure 5.16. Selected rules for translating core TAYPE standard expressions
to OIL expressions

context of the expression to patch any leaks. This strategy can be seen in the TR-SECINT
rule: using this rule to translate a leaky T#s e expression delegates any repairs to Z#s.
Translating lambda abstractions (TR-ABS) and applications (TR-APP) is straightforward.
TR-PAIR shows why we require uniform labels in subexpressions: the components of a pair
marked as leaky must also be leaky, as Igé\i; takes the leaky representations as arguments,
similar to Cons from Figure 5.14. The translation of if (TR-IF) differs from the other rules
in that the label of its discriminee dictates when its leaky counterpart is used, rather than the
label of the whole expression. To see why, recall the typing rule T-IFNODEP from Figure 5.8:
if the label of the discriminee is T, the label of the whole expression must also be T. On
the other hand, we do allow the discriminee to be non-leaky, even if the whole expression is
leaky. In this case, we simply use the standard if statement, as leaks can only occur in a
subexpression. A similar strategy applies when translating match. The TR-IF rule illustrates
why we annotate conditionals and case statements with their result type T: this type is used
to resolve the leaky if instances associated with T via a call to the metafunction if.

Figure 5.17 presents some of the translation rules for leaky and oblivious constructs.

This translation is more involved, as it needs to account for the switch to OIL’s oblivious
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tp

TR-UNIT TR-OPAIR
' QO ~, A0) I'F [x1,%9] ~ | x1+Hx%o
TR-OINJ
Tk Ty~ sy Tk Ty~ 89 TR-RETINT
F|_2b<T1—T—T2> X~ ite(b,j:'l\l,i/ﬁ) S1 SS9 X Fl—z#r X~T1ry X

TR-PROMOTE
TR-TAPE x, T€eTl

I' - tape xwlta/\}%x I'F1x ~»7 prom(T) x

TR-OIF
xp:7rtel

T'Fif Xo then x; else Xy ~>T if (1) Xo X1 X9

TR-OPMATCH
XliLTl,XgiLTg,Fl_eré FI_T1W81 F}_TQWSQ

let x; = x0(0,s1) in

I'Fmatch xo:T;XTy with [x;,xs]=>e ~»; let xy = xo(sy,sy) in
é

TR-OMATCH

XZLTl,FFeleél XIJ_TQ,F"GQWTéQ Fl_’leSl F"TQWSQ

let tag = x7(0,1) in

Fl—mfatalT X0:Ti+Ty with x=ej|lx=ey ~>T if (1) tag (let x = xo(1,s1) in &)
(let x = x9(1,89) in ég)

Figure 5.17. Selected rules for translating core TAYPE leaky and oblivious
expressions to OIL expressions
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TR-OPRroOD
TR-UNITT TR-OINT T F 1y~ sy T F Ty~ S9
'E1~0 FI_ZM-)]_ F|_T1>?T2W31+S2
TR-OSuMm
'k Ty ~ 84 '+ Ty ~ So TR-TApP
I'F 14Ty ~ 14+max s; s I'FT x~T x
TR-TLET
I'Fe~s, & X T, 'FT~ 8

I'Flet x:Ty = e in T~ let x = é in s

Figure 5.18. Selected rules for translating core TAYPE oblivious types to sizes in OIL

arrays. This is straightforward for simple data types: unit values are simply encoded as an

empty array (TR-UNIT), while the translation of an oblivious pair simply concatenates the

arrays produced by the translation of its two components (TR-OPAIR). Translating the

destructor for oblivious pairs is more interesting (TR-OPMATCH), as it needs to extract

each component from a flat array. To see how this is possible, observe that the “size” of

an oblivious value is determined by its type, otherwise we risk leaking private information

through this side-channel: thus, we can determine the location of each component of a

pair based solely on their types. We do so via an auxiliary relation, I' - T ~» s, given in

Figure 5.18, which translate TAYPE types to OIL size expressions.

The translation of oblivious injections provide an-

other example of how this relation is used. The TR- fn inl : N - N — A — A =

OINJ rule relies on the auxiliary function (and a similar
right injection function) shown in Figure 5.19. This
function takes as input the sizes of the left and right
components and the injection payload, and produces
an oblivious array containing the tag and payload,

padding it out to the size of the larger component to

avoid leaking information through its representation.
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let tag = B#s true in
let payload =
if n < m then a
else a3 # A(n—m)
in tag + payload

Figure 5.19. Oblivious injection



TR-OADT TR-FUN
x, T, 'FT~s e~ e

obliv T (x:7) = T~ fn T:[U]L—=N = lx=s fn xyT = e~ fn x:[1]; = &

Figure 5.20. Selected rules for translating core TAYPE definitions to OIL definitions

if (1)

if(A) =ify if (B) = ifp if(7) = ify if(T) = if; if (axP) = if,

if(a—P) =if, if(B)

prom(A) = promy prom(B) = promp prom(Z) = promg prom(T) = promy

prom(ox3) = promy prom(x—[3) = prom_, prom(f3)

Figure 5.21. Resolving leaky instances

P NN

NS A

The remaining rules in the figure adopt similar strategies; relying on a combination of
leaky structures to patch up leaky constructs and the size relation to bridge the gap between
oblivious types in TAYPE and oblivious arrays in OIL: the rule for tape (TR-TAPE), for
example, simply delegates the repair to tape, from Figure 5.5, which encodes the tape rules
S-TAPEOIF and S-TAPEPROM. Similarly, the TR-OMATCH uses the size to extract the tag
of a sum type, before processing both branches with a leaky if expression which eventually
discards the unused branch. Note that the payload x extracted from the injection in the
“wrong” branch always uses the right size for that type: when matching on the previous
example, x will be [2,0] in the second branch.

The translation of top-level definitions is straightforward; Figure 5.20 provides the rules for
oblivious ADTs and functions of this translation. The elided translation of ADTs simply relies

on the generation algorithm from Figure 5.15. The resolution procedures, if and prom, are
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also straightforward, shown in Figure 5.21. Most instances are resolved to the corresponding
definitions in the OIL prelude, or to the generated constructors for ADTs. Resolving function
type instances also requires resolving the instances of a function’s codomain, as suggested by
Figure 5.13. Note that prom and if in Figure 5.21 take an OIL type, while TAYPE types are
given to the calls to these meta-functions in the translation rules; we implicitly apply [-].
(Figure 5.12) to convert TAYPE types to OIL types for the leaky instance resolution.

Our translation algorithm is guaranteed to terminate, even when the source program does
not. The reason can be seen in our translation rules, as every (mutually) recursive call to the
translation judgment is applied to a structurally smaller core TAYPE sub-expression. The
algorithm enjoys a stronger totality property: translation of a well-typed core TAYPE program

never fails, i.e., a well-typed program satisfies all the side-conditions of the translation rules:

Theorem 5.3.1 (Totality of Translation). If I't- e ;; T and e is in ANF, then there exists

an OIL expression € such that T e ~»; é.

The proof (and an analogous theorem for the type-to-size translation) is given in Ap-

pendix A.4.

5.3.3 Translation for Conceal and Reveal Phases

Secure multiparty computations typically consist of three phases: a conceal phase, an
oblivious computation phase, and a reveal phase. In the conceal phase, private data owners
“encrypt” and share their data before the core computation takes place, while the oblivious
output is revealed to all (or the privileged) parties in the reveal phase. In order to provide a
complete solution, we also produce secure implementations of these two phases. Thankfully,
section and retraction functions provide templates for concealing and revealing private
data. Our toolchain thus translates section and retraction functions to special versions that
implement each phase.

Translating the retraction functions needed for the reveal phase is simple: we simply
make all the leaky operations “leak” by renaming all leaky operations in a retraction function,

and link them to the revealing versions. For example, 7#r is renamed to Reveal . Z#r (in an
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OCaml module named Reveal). The retraction functions themselves are also renamed so
client programs can use them to reveal the results of the computation.

Translating the section functions needed for the conceal phase is more involved. The main
problem is that, unlike the core computation, only the private data owner can run the conceal
function, as other parties do not have the data. But many MPC protocols, e.g., ones based on
secret-sharing, require all parties to help create the encryption of the private information, so
this has to be done synchronously. In our setting, since private data is encoded as oblivious
arrays, all parties have to encrypt the elements of the same index at the same time. For
example, during the conceal phase, if Alice is encrypting the third element of the array, Bob
needs to do the same. However, this is not trivial to enforce: how does Bob know which
element Alice is currently dealing with, when he does not have the data? Naturally, Bob may
only construct the oblivious array from left to right, which means that Alice needs to do the
same. Our implementation conceals private data in two steps. First, the private data owners
(e.g., Alice) run the section functions locally using a plaintext backend for cryptographic
operations (Section 5.4), resulting in an “oblivious” array whose elements are not encrypted,
i.e., a plaintext array. Then, all parties (jointly) encrypt the input array from left to right,
using the underlying cryptographic protocol, and obtain the actual oblivious array needed

for the oblivious computation phase.

5.4 Implementation

We have implemented the above approach as a compiler that takes as input a TAYPE
program containing the functions to be computed (as well as any auxiliary functions), the
public views, and section and retraction functions. After type checking these pieces, our
toolchain produces OCaml implementations of the conceal and reveal phases, as well as
an OCaml implementation of the multiparty computation, all of which are specialized to
the desired public view. The output programs are clients of a module that provides an
implementation of OIL’s oblivious arrays and oblivious operations. Linking the generated
programs with an implementation of this interface, or driver, produces a library that a

programmer can use to build a secure application: they simply gather the private data,
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“encrypt” the data using the generated conceal functions, call the multiparty functionality
from the library, and finally reveal the result using the generated reveal functions. As the
calculator case study in the next section demonstrates, programmers can also implement
multi-round computation by chaining together calls to this library.

Our current implementation features two drivers: a plaintext driver and a cryptography-
backed driver. The plaintext driver computes its results in the clear, and is intended for
testing purposes and for establishing a performance baseline without any cryptographic
overhead. This driver is also necessary for generating section functions, as explained in the
previous section. The cryptographic driver uses the popular open-source EMP toolkit [52] to
implement secure computations. This library is based on Yao’s Garbled Circuit [1] for semi-
honest 2-party MPC. Integrating a new backend into our framework is conceptually simple:
the driver just needs to implement an interface consisting of oblivious integer encryption,
decryption and its arithmetic. Our EMP toolkit backend consists of boilerplate code for FFI
(foreign function interface), for example. Other aspects of the driver, such as array operations,

are independent of the cryptographic backends, and can thus be shared among all drivers.

5.4.1 Optimizations

We have implemented two optimizations to improve the performance of generated code.

First, the unoptimized programs produced naively by the strategy in Figure 5.16 and
Figure 5.17 can suffer from exponential blowup when leaks are “taped” too late. To see
the issue, consider a recursive function f from list to Z, whose recursive calls on the
tail of the input list appear in both branches of a conditional, either directly or indirectly
via variables: e.g., if x then f xs’ else 1 + f xs’. If x is a leaky boolean of the form
if [b] then true else false, the conditional will be distributed into both branches,
resulting in if [b] then f xs’ else 1 4+ f xs’. But £ xs’ also produces a similar if, in

both branches! For example, one more unrolling of the recursive calls may result in:

if [b]
then (if [b/] then f xs” else 1 + f xs”)
else (if [b'] then 1 + f xs” else 2 + f xs”)
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Consequently, compiling £ results in a if tree that is exponential in the length of the list,
causing exponential blowup in both memory and running time.

To ameliorate this problem, we have implemented an optimization that tapes leaky
expressions earlier (called “early-tape” optimization), by wrapping the whole body of this
recursive function with a composition of section and retraction: Z#r (tape (Z#s (f xs))).
This transformation does not change the semantics of £, and the combination of tape and
Z#s forces the if of each recursive call to be securely reduced to a single oblivious integer to
avoid building up the if tree. This simple strategy is quite effective for a class of programs
which return combinations of primitive types and tuples.

Another deficiency of a naive implementation is that the sizes of oblivious data may be
repeatedly computed. For example, the retraction function of the oblivious list with public
view k requires computing Tist k as a size, but its recursive calls on k—1 also requires
computing list (k—1), while this computation has already been done in the previous
iteration. This redundant computation attaches a quadratic term to the complexity of the
retraction function. As a result, linear scan of an oblivious list becomes quadratic.

To remove the redundant size computation, our compiler implements a classic technique
called tupling [53, 54|, which merges some recursive functions into a tuple to avoid multiple
traversals over the same data. Consider the previous example: the oblivious list retraction
function 1ist#r has type Z — A — list in O1L, while the oblivious list function ﬁ&, ie.,
the size function in OIL, has type Z — N. We create a new recursive function ﬁ#r_tupled
of typeZ — N x (A — 1/1\;0), whose definition should be equivalent to the tuple of those

two functions:

Tist#r_tupled k = (list k, list#r k)

The actual recursive definition of this tupled function is obtained by a transformation based
on the unfold-simplify-fold rules [55, 56], which eventually replaces the calls to Tist and
Tist#r with recursive calls to this function itself. To see how this avoids repetitive size
computation, observe that each recursive call to this tupled function on k—1 returns not only
the result of Tist#r (k—1) but also list (k—1), meaning that we can calculate list k

from that incrementally.
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5.5 Experiments

Our experiments consist of a set of case studies that showcase the applicability of our
approach, summarized in Figure 5.22, and a set of microbenchmarks that examine the

empirical benefits of being able to trade off security for performance.

5.5.1 Case Study: Medical Records

Our first collection of case studies are inspired by problems in the healthcare setting, where
legal and privacy concerns keep parties from freely sharing their data. These benchmarks use
a variety of data structures: patient data is represented as a record with fields for a patient’s
ID, age, height and weight, a database is encoded as a list of patient records, and a classifier is
implemented as a decision tree over health data. The oblivious types for these data structures
admit interesting public views: a particular health record may choose to keep either its ID,
or medical data (height and weight) secret, as in Figure 3.5; a database adopts the privacy
settings (i.e., revealing either ID or medical data) of its individual records, and a decision
tree obscures the threshold that a feature is compared against at a given node, but not the
overall structure. Using these representations, we have implemented a number of secure
computations: biometric matching (minimum euclidean distance) between a single record
and a database, calculating the percentage of healthy members of an age group according to
the Body Mass Index (BMI), calculating statistics such as mean and variance over multiple
private databases, and classifying a patient record using a private decision tree. Figure 5.22
includes each of these programs. Notably, the computation in each of these benchmarks was
written without a privacy policy in mind; instead, our compiler took care of enforcing each

policy, as encoded by an oblivious type and section and retraction functions.

5.5.2 Case Study: Dating Application

Consider a functionality of matching potential soulmates. Each party owns their private
profile with personal information, such as gender, income and education. They also have

a private preference for their partner, encoded as predicates over profiles of both parties.
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Computation

Alice’s input

Bob’s input

Description

is-taller

is-obese-by-id

healthy-rate-by-age

min-euclidean-distance

database-analytics

mean-squared-error

decision-tree

dating

secure-calculator

voting

k-means

record

database

database

database

database

database

decision tree

profile and
predicate

expression and
assignment

tabulated votes

list of vectors

record

ID

a range of ages

record

database

database of
BMIs

record

profile and
predicate

expression and
assignment

tabulated votes

list of vectors

a variant of the millionaire
problem, comparing height

whether the record of a given
ID is obese (according to
BMI)

the percentage of healthy
members of an age range (ac-
cording to BMI)

the minimum euclidean dis-
tance between a database and
a given record

calculate the mean and vari-
ance of the ages over these
databases

the mean squared error be-
tween the estimated BMIs
(from Bob) and the actual
BMIs (from Alice); the two
databases may not contain
the same records, and are
matched with IDs (similar to
joining tables)

classify a medical record via
a private decision tree

match the dating preferences
of two parties; each party pro-
vides a private profile and a
preference encoded as a pred-
icate over profiles

a 2-round arithmetic expres-
sion evaluation; each party
provides a private arithmetic
expression and some private
variable assignment depend-
ing on the round

return the candidate with the
most votes

partition vectors using the k-
means clustering algorithm

Figure 5.22. Summary of programs used in our case studies
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These predicates are expressions with boolean connectives, integer arithmetic and numeric
comparisons. For example, one user may stipulate that the sum of both parties’ income
exceeds a particular amount. The peer matching function takes these private profiles and
predicates, and returns a boolean indicating whether they are a good match, by evaluating the
predicate expression on the profiles. The private predicates have many potential policies. As
predicates are essentially ASTs, participating parties may agree on disclosing only the depth
of the predicates, or revealing the AST nodes but not the operands, or even revealing only
the boolean connectives but keep the integer expressions secret. In TAYPE, the peer matching
function, its auxiliary functions, and the data types they depend on can be implemented in
the conventional way, without knowing the policies. The private matching function can be
obtained by composing with the desired policy. Updating policy or updating the matching

algorithm can be done independently.

5.5.3 Case Study: Secure Calculator

To showcase our support for computations involv-

ing richly structured data, we have implemented a Bob’s inputs

L L

Alice’s Alice’s

secure interpreter for a simple arithmetic expression

language. In this case study, each user provides a . .
expression | input

private expression and an assignment to some vari- T 1

Bob’s expression
3

ables. The result is securely computed by evaluating

the first party’s expression using the second party’s
patty P & party Figure 5.23. Workflow
assignment; the result of this expression is then used of the secure calculator

to evaluate the second party’s expression, along with

the first party’s private value, as shown in Figure 5.23. Not only does this case study use a

rich data structure for expression, it also shows that we can readily compose the generated

library functions to implement a more complex workflow, such as a multi-round computation.

126



5.5.4 Discussion

As mentioned in Chapter 1, in existing frameworks, it is the program’s responsibility to
enforce the privacy policy. In contrast, our medical records, dating application and secure
calculator case studies demonstrate that, in our framework secure functionality can be written
in a conventional functional language, agnostic to a particular privacy policy. On the other
hand, implementing oblivious types, section and retraction functions is analogous to other
common programming tasks: an oblivious type is essentially a different representation of
the underlying data type, while section and retraction functions are effectively conversion
functions between oblivious and public data types. Importantly, our abstraction allows
programmers to write all these ”boilerplate” functions once and for all, regardless of a

particular target computation.

5.5.5 Microbenchmarks

To evaluate the performance of our compiler,” we have built a number of microbench-
marks that showcase the performance tradeoffs between privacy and performance. Our first
microbenchmark is a standard classification scenario, where one party wants to classify their
private data using a decision tree belonging to another party [57-59]. The data being classified
is given as a tuple with eight private integers as features. This experiment considers 4 public
views for the decision tree: maximum height, the spine, spine including the feature index
of each node, and the whole tree. Note that this last view is not unrealistic: in outsourced
secure computation, such as FHE [7], the decision tree owner may perform all computation,
independent of the other party. In this scenario, the whole tree can be revealed because the
computing party owns it, but the computation should not reveal any information about the
other party’s data. The definition of the decision tree is shown in Figure 5.24a, together with
an “oblivious” version that simply reveals the whole tree. Figure 5.24 also includes views
for three other policies. The section and retraction functions for each view are analogous

to those in Figure 5.3. For each public view, we test on a small tree of depth 1, and other

71 All results are averaged across 10 runs, on an M1 MacBook Pro with 16 GB memory. All parties run on
the same host with local network communication.
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// The payload of Leaf is a decision, obliv 1§e\emax k : Z)

// and that of Node is a feature index if k =0
// and a threshold. then Z
data tree = Leaf Z else Z F
| Node 7Z 7 tree tree 7 X7 % t/raamax (k—1)
obliv trees; (_ : tree) = 1 X treeg., (k—1)
(a) All information (b) Maximum height
data spine = SLeaf data spineF = SFLeaf
| SNode spine spine | SFNode 7 spineF spineF
obliv @spme (s : spine) = obliv @SpmeF (s : spineF) =
match s with match s with
| SLeaf = 7 | SFLeaf = 7
| SNode 1 r = | SFNode = 1 r =
Z X Z X t/re\espine 1 X -Ee\espine r Z X 1Easpinex? 1 X t/re\espineF r
(c) Tree spine (d) Tree spine with feature indices

Figure 5.24. Definitions of oblivious decision trees with different public views

trees of depth 16. A full tree has exponentially many nodes, while an eighth sparse tree has
roughly 1/8 of the nodes in a full tree, and a very sparse tree has only 16 nodes.
Figure 5.25 reports the performance im-

pact of each view on the total run time. The

- ol
results are as expected: revealing the whole ;3103 E g:%ztip:;erse
tree results in the best performance, while :%f

sharing only the maximum height is quite ElOQ

slow. In the case of maximum height, the 4:% 10!

number of nodes in the actual decision tree § .

does not affect the performance, as the struc- -1 [ |I ™ | sl
ture of the tree is kept secret. Knowing both max height  spine spine w/ feat. all
the spine and the feature index of each node Figure 5.25. Decision tree

improves performance, compared to knowing
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Figure 5.26. Microbenchmarks

only the spine, as the computation does not need to obscure which feature is used at each
decision point. When the underlying decision tree is relatively full, leaking more information
about its structure does not improve performance, as the program does not need to perform
wasted computation to ensure a constant time algorithm. Indeed, the fuller the private tree
is, the less is gained by a more permissive public view. Of course, the owner of the tree must
ultimately decide if they are willing to reveal how the tree is close to this worst case scenario.
Again, the decision algorithm is agnostic of the actual public views, allowing for swapping

privacy policies without any changes to the program logic.
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We also evaluate the performance of a set of standard operations on trees, using its
maximum height as the public view. These benchmarks consist of a membership test,
computing the probability of an event given a probability tree diagram, and a map function
that adds a private integer to each node in a tree. Figure 5.26a presents the performance
results for these benchmarks. Despite the inherently expensive cryptography required by the
conservative public view, all the benchmarks finish in under 15 seconds.

Finally, we have implemented a similar set of microbenchmarks for oblivious lists, using
the length of the list as the public view. We subdivide these benchmarks into those that
return a primitive value (i.e., an integer or boolean), and those that return an oblivious list.
Even though the returned lists often reveal too much about the private input, they could be
useful as an intermediate result of a bigger computation or as an input to the next round of
computation. Figure 5.26b presents the performance for the first category, which includes a
membership check, computing of the hamming and euclidean distances between two lists, and
taking the dot product of two lists. All of these examples are amenable to the optimization
mentioned in the previous section, resulting in reasonable running times. We use a dotted
line for results without our tupling optimization, and a solid line for when the optimization
is enabled. With tupling is used, their performance is linear in the size of the input list (as it
is in the insecure setting). The second category includes insertion into a sorted list, and two
higher-order examples: mapping a function that adds a private integer to all the elements of
a list, and a filter function that drops all the elements greater than a private integer. Since
these examples do not return primitive values, the early-tape optimization does not apply,
resulting in slower performance, as Figure 5.26¢ shows. The tupling optimization does not
have much impact, as its gains are overshadowed by the complexity of having to delay repairs

to the leaky result values.

5.6 Conclusion

Secure multiparty computation enables different parties to compute functions over private
data without leaking extra information, but writing these applications remains challenging.

Existing high-level MPC languages require programs to explicitly enforce privacy policies,
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making it difficult to update policies and to explore tradeoffs between privacy guarantees and
performance. This chapter presented TAYPE, a language for secure multiparty applications
that decouples these concerns. Our experiments feature a diverse set of benchmarks that
were written without security policies in mind, and a wide range of security policies that went
beyond whether a particular field is “secret or not”. Our results demonstrate the performance

benefits that can result from being able to easily trade off privacy for performance.
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6. TAYPSI: STATIC ENFORCEMENT OF POLICIES

TAYPE (Chapter 5) decouples privacy policies from programmatic concerns, allowing users to
write applications over structured data that are agnostic to any particular privacy policy. To
do so, TAYPE implements a novel form of the tape semantics (Chapter 4). This semantics
allows insecure operations whose evaluation could violate a policy to appear in a program,
as long as the results of these operations are eventually protected. Under tape semantics,
such operations are lazily deferred until it is safe to execute them, effectively dynamically
“repairing” potential leaks at runtime. Using TAYPE, programmers can thus build a privacy-
preserving version of a standard functional program by composing it with a policy, specified
as a dependent type equipped with security labels, relying on tape semantics to enforce the
policy during execution. Unfortunately, while this enforcement strategy disentangles privacy
concerns from program logic, it also introduces considerable overhead for applications that
construct or manipulate structured data with complex privacy requirements. Thus, this
strategy does not scale to the sorts of complex applications that could greatly benefit from
this separation of concerns.

This chapter presents TAYPSI, a policy-agnostic language for writing MPC applications
that eliminates this overhead by instead transforming a non-secure function into a version
that statically enforces a user-provided privacy policy. TAYPSI extends TAYPE with a form of
dependent sums, which we call W-types, that package together the public and private compo-
nents of an algebraic data type (ADT). Each W-type is equipped with a set of W-structures
which play an important role in our translation, enabling it to, e.g., efficiently combine
subcomputations that produce ADTs with different privacy policies. Our experimental
evaluation demonstrates that this strategy yields considerable performance improvements
over the enforcement strategy used by TAYPE, yielding exponential improvements on the
most complex benchmarks in our evaluation suite.

To summarize, the contributions of this chapter are as follows:

o We present TAYPSI, a version of TAYPE extended with W-types, a form of dependent
sums that enables modular translation of non-secure programs into efficient, secure

versions. This language is equipped with a security type system that offers the same
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guarantees as TAYPE: after jointly computing a well-typed function, neither party can
learn more about the other’s private data than what can be gleaned from their own

data and the output of the function.

o We develop an algorithm that combines a program written in the standard fragment of
TavPpst with a privacy policy to produce a secure version that statically enforces the
desired policy. We prove that this algorithm generates well-typed (and hence secure)

target programs that are guaranteed to preserve the semantics of the source programs.

o We evaluate our approach on a range of case studies and microbenchmarks. Our exper-
imental results demonstrate exponential performance improvements over the previous
state-of-the-art (TAYPE) on several complicated benchmarks, while simultaneously

showing no performance regression on the remaining benchmarks.

An artifact containing the Coq mechanization of the core calculus Agapry, the implemen-
tation of TAYPSI, its source code, and the source for all the benchmarks in our experiments

with instructions is publicly available [60].

6.1 Overview

Before presenting the full details of our ap-
proach, we begin with an overview of TAYPSI'S data list = Nil | Cons 7Z list
strategy for building privacy-preserving applica-

. . . . . . fn filter : list — Z — list =
tions. Consider the simple filter function in Fig-

Axs y =
ure 6.1, which drops all the elements in a list above natch xs with
a certain bound.® Suppose Alice owns some inte- | Nil = Nil
gers, and wants to know which of those integers | Cons x xs’ =
if x <y

are less than some threshold integer belonging to
then Cons x (filter xs’ y)

Bob, but neither party wants to share their data else filter xs' y

with the other. Using oblivious algebraic data Figure 6.1. Filtering a list

types (OADTs) and the oblivious language from

84TAYPSI supports higher-order functions, but our overview will use this specialized version for presentation
purposes.
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Chapter 3, we can encode a secure version of this filter function, allowing Alice and Bob
to encrypt their data and then jointly compute filter, without leaking information about
the encrypted data beyond what they can infer from the final disclosed output.

The particular policy (i.e., the chosen public view) that a secure application enforces can
greatly impact the performance of that application, since the control flow of an application
cannot depend on private data. In the case of our example, this means that the number of
recursive calls to filter depends on the public information Alice is willing to share. If Alice
only wants to share the maximum length of her list, for example, its encrypted version must
be padded with dummy encrypted values, and a secure version of filter must recurse over
these dummy elements, in order to avoid leaking information to Bob through its control flow.
On the other hand, if Alice does not mind sharing the exact number of integers she owns, the
joint computation will not have to go over these values, allowing a secure version of filter
to be computed more efficiently.

TaAypst allows Alice and Bob to encode their
private data and policies as OADTs. Figure 6.2 obliv Tist. (k : N) =
shows two OADTs for the type 1ist: list-, whose if k = 0 then 1
public view is the maximum length of a list, and ~ else 1 + 7 x ﬁag (k—1)
1/i§:, whose public view is the exact length.

obliv list_ (k : N) =
Similar to TAYPE, in the implementation of

if k = 0 then 1
TAYPSI, oblivious values are represented using ar-  ¢1se 7 x list. (k—1)

rays of secure values. To ensure that attackers
Figure 6.2. Oblivious

lists with maximum and

an OADT value, the size of this array is the same exact length public views

cannot learn anything from the “memory layout” of

for all values of a particular OADT. As an example,

the encoding of the list Cons 10 (Cons 20 Nil) as an oblivious list of type @S 2 is
inr ([10], inr ([20], ())), where inr (inl) is the oblivious counterpart of standard
sum injection inr (inl). Under the hood, this oblivious value is represented as an array
holding four secure values; in the remainder of this section, we will informally write this
value as [Cons, 10,Cons,20], where [Cons] is a synonym of the tag [inr] for readability.

As another example, the empty list Nil is encoded as inl (); it is also represented using an
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array with four elements, [Nil,—,—,—], where the last three elements are dummy encrypted
values (denoted by —). Our compiler uses the type of inl to automatically pad this array
with these values, in order to ensure that it is indistinguishable from other private values of
Iist< 2.

Users can directly implement privacy-preserving applications in TAYPSI using OADTs and
secure operations, but this requires manually instrumenting programs so that their control
flow only depends on public information. Under this discipline, the implementation of a secure
function intertwines program logic and privacy policies: the secure version of filter requires
a different implementation depending on whether Alice is willing to share the exact length of
her list, or an upper bound on that length. TAYPE (Chapter 5) decouples these concerns
by allowing programs to include unsafe computations and repairing unsafe computations
at runtime, using a novel form of semantics called tape semantics. As an example of this
approach, in TAYPE, a secure implementation of filter that allows Alice to only share an
upper bound on the size of her list can be written as:
fn filter< : (k : N) — list- k — Z — list- k =

Mk %8 § = list-#s k (filter (list-#r k x3) (Z#r §))

The type signature of fﬁrg specifies the policy it must follow. Intuitively, its imple-
mentation first “decrypts” the private inputs, applying the standard filter function to
those values, and then “re-encrypts” the filtered list. In this example, the retractions of
the private inputs xs and y are unsafe computations that would violate the desired policy
if they were computed naively. Fortunately, using the tape semantics prevents this from
occurring by deferring these computations until it is safe to do so. Less fortunately, the
runtime overhead of dynamic policy enforcement makes it hard to scale private applications
manipulating structured data. As one data point, the secure version of filter produced by
TAYPE takes more than 5 seconds to run with an oblivious list ﬁﬁg with sixteen elements,
and its performance grows exponentially worse as the number of elements increases.

To understand the source of this slowdown, consider a computation that filters a private
list containing 10 and 20 with integer 15: fﬁrg 2 [Cons,10,Cons,20] [15]. The first

step in evaluating this function is to compute l/iag#r 2 [Cons,10,Cons,20]. Completely
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reducing this expression leaks information, so tape semantics instead stops evaluation after

producing the following computation:

mux [false] Nil (Cons (Z#r [10]) (mux [false] Nil (Cons (Z#r [20]) Nil)))

The two [false]s are the results of securely checking if the two constructors in the input
list are Nil. Observe that evaluating either mux or Z#r would reveal private information, so
the evaluation of these operations is deferred. This delayed computation can be thought of
as an “if-tree” whose internal nodes are the private conditions needed to compute the final
results, and whose leaves hold the result of the computation along each corresponding control
flow path. To make progress, tape semantics distributes the context surrounding a delayed
computation, filter and then l/iag#s in this example, into each of its leaves; having done
so, those leaves can be further evaluated. Importantly, in our example, the leaves of this
if-tree are eventually re-encrypted using ﬁg#s. The tape semantics does so in a secure
way, so that Z#r [10] becomes [10] again, and each result list is converted to a secure value
of the expected OADT. Once the branches of a mux node have been reduced to oblivious
values of the same type, the node itself can be securely reduced using the secure semantics
of mux. Unfortunately, the if-tree produced by the tape semantics can grow exponentially
large before its mux nodes can be reduced. For example, after applying filter to the if-tree
produced by l/iES#r, the resulting if-tree has a leaf corresponding to every possible list that
filter could produce; the number of these leaves is exponential in the maximum length
of the input list. As any surrounding computation, i.e., ﬁag#s in our example, can be
distributed to each of these leaves, an exponential number of computations may need to be
performed before the if-tree can be collapsed.

To remedy these limitations, this chapter proposes to instead compile an insecure program
into a secure version that statically enforces a specified policy. To do so, we extend TAYPE, the
secure language from Chapter 5 with W-types, a form of dependent sums (or dependent pairs)
that packs public views and the oblivious data into a uniform representation. For example,
Wlist- is the oblivious list 1ist. with its public view: (2, inr ([10], inr ([20]1, O)))
and (2, inl ()) are elements of type Wﬁag, corresponding to the examples in the previous

section. The first component of this pair-like syntax is a public view and the second component
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is an OADT whose public view is exactly the first component. This allows users to again

derive a private filter function from its type signature:

fn filter< : Wlist- — Z — Wlist. = %lift filter

Users no longer need to explicitly provide the public views for either the output or any
intermediate subroutines: both are automatically inferred. As a result, the policy specification
of fﬁrg more directly corresponds to the type signature of filter. In addition, specifying
policies using W-types avoids mistakes in the supplied public views: using TAYPE, if the
programmer mistakenly specifies the return type 1/i§§ (k—1) for a secure version of filter,
for example, the resulting implementation may truncate the last element of the result list.
A keyword %1ift is used to translate the standard non-secure function filter to a private
version that respects the policy specification.

To understand how this translation works, consider a naive approach where each algebraic
data type (ADT) is thought of as an abstract interface, whose operations correspond to the
introduction and elimination forms of the algebraic data type”. An ADT, e.g., 1ist, as well
as any corresponding W-type, e.g., Wﬁg and ‘Pl/igz, are implementations or instances of
this interface. For example, an interface for list operations is:

ListLike t = {
Nil : 1T — t;

~

Cons : Z X t — t;
match:t—>(]l—>oc)—>(2><t—>oc)—>oc

As long as ‘Pﬁ&g and Wlist_ implement this interface, we could straightforwardly
translate filter to a secure version, as shown in Figure 6.3. This strategy does not rely on
unsafe retractions like ﬁag#r, as private data always remains in its secure form, eliminating
the need to defer unsafe computations, which is the source of exponential slowdowns in
TAavYPE. Unfortunately, there are several obstacles to directly implementing this strategy.
First, an ADT and an OADT may not agree on the type signatures of the abstract interface.

ListLike fixes the argument types of operations like Cons and match, meaning that 1ist is

91As TAYPSI already supports general recursion, we use pattern matching instead of recursion schemes as our
elimination forms.
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fnfi/l—grg :WﬁES%Z%Wl/i&§=Axsy:>
ﬁag#ma‘cch X8
(_ = Tist_#Nil )
Ax, x8) =
mix (x < y) (Iist-#Cons x (fﬁrg xs' y))
(fﬁrg xs' y))

(a) Secure filter using OADT li/s\tg

fn filter_ :Wl/iE:%Z—)‘Pl/is\t:=)\xsy:>
ﬁ&:#match Xs
(A = Llist_#Nil ()
Mx, xs') =
mx (x < y) (list_#Cons x (filter_ xs’ y))

(filter_ xs' y))
(b) Secure filter using OADT list_

Figure 6.3. Naive translation of filter to secure versions

not an instance of this abstract interface, despite 1ist being a very reasonable (albeit very
permissive) policy! In general, different OADTs may only be able to implement operations
with specific signatures. Second, a private function may involve a mixture of oblivious types.
Thus, some functions may need to coerce from one type to a “more” secure version. For
example, if the policy of fﬁrg is Wﬁﬁg — 7 — ‘Pl/iag, its second argument y will
need to be converted to Z in order to evaluate x < y. A secure list that discloses its exact
length may similarly need to be converted to one disclosing its maximum length. Third,
this naive translation results in ill-typed programs, because the branches of a mux may have
mismatched public views. In fﬁrg, for example, the branches of mux may evaluate to
(2, [Cons,10,Cons,20]) and (1, [Cons,20]), respectively. Thus, TAYPSI’'s secure type
system will (rightly) reject fi/IEIS as leaky. Lastly, the signatures that should be ascribed

to any subsidiary function calls may not be obvious. Consider the following client of filter:

fn filter5 : list — list = \xs = filter xs 5
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If filter5 is given a signature Wﬁg — wﬁg, we would like to use a secure version of
the filter function with the type ‘Pl/igg — L — Wﬁg, as the threshold argument is
publicly known. In general, a function may have many private versions, and we should infer
which version to use at each callsite: a recursive function may even recursively call a different
“version” of itself.

To solve these challenges, we generalize the abstract interface described above into a
set of more flexible structures, which we collectively refer to as W-structures (Section 6.3).
Intuitively, each category of W-structures solves one of the challenges described above. Our
translation algorithm (Section 6.4) generates a set of typing constraints for the intermediate
expressions in a program. These constraints are then solved using the set of available W-
structures, resulting in multiple private versions of the necessary functions and ruling out the
infeasible ones, e.g., filter_.

Figure 6.4 presents the methods of each category of W-structures of 1/i§§. The first two
methods, ﬁg#s and ﬁg#r, are its section and retraction functions, belonging to the
OADT-structure category. Unlike TAYPE, these two functions are not directly used to derive
secure implementations of functions. In fact, our type system guarantees that retraction
functions are never used in a secure computation, because TAYPSI does not rely on tape
semantics to repair unsafe computation (the unsafe fn keyword tells our type checker that
l/iazg#r is potentially leaky). Our implementation of TAYPSI exposes section and retraction
functions as part of the API of the secure library it generates, however, so that client programs
can conceal their private input and reveal the output of secure computations. This structure
also includes a view method, which our translation uses to select the public view needed to
safely convert a 1ist into a ‘Pl/iES. Figure 6.4 does not show coercion methods, but the
programmers can define a coercion from Wlist_ to Wﬁ;g, for example.

The next set of methods belong to the intro-structure and elim-structure category.
These introduction (l/iazg#Nil and ﬁS#Cons) and elimination (l/iag#match) methods
construct and destruct private list, respectively. As we construct and manipulate data,
these methods build the private version, calculate its public view, and record that view in
W-types. Their type signatures are specified by the programmers, as long as the signatures

are compatible with Z x 1list (Section 6.3).
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OADT-STRUCTURE

fn Tist-#s : (k : N) — list — list- k = \k x5 =
if k = 0 then ()
else match xs with
| Nil = inl O
| Cons x xs' = inr (Z#s x, list-#s (k—1) xs')

unsafe fn 1/i§§#r (ko N) — l/iag k — list = \k =
if k = 0 then \_ = Nil
else \xs = match xs with
| inl _ = Nil

| inr (x, xs') = Cons (Z#r x) (list_#r (k—1) xs')

fn ﬁg#view : list —+ N = length

INTRO/ELIM-STRUCTURE

fn Tist-#Nil : 1 — Ylist- = A_ = (0, O)
fn l/iES#Cons VAR ‘Pl/iag — 1lll/iag = \Mx, (k, xs)) = (k+1, inr (x, xs))

fn 1/i§§#match : ‘Pl/i§§ - (I = o) = (Z x Wﬁ&g — &) — o =
Mk, xs) f1 £2 =
(if k = 0 then A\_ = f1 O
else \xs = match xs with
| inl _ = f1 O
| inr (x, xs') = £2 (x, (k—1, xs')) : list- k — &) xs

JOIN-STRUCTURE

fn l/iazg#join : N =+ N — N = max

fn Tist-#reshape : (k : N) — (¥ : N) — Tist- k — list- ¥ = )k ¥ =
if ¥ = 0 then A\_ = O
else if k = 0 then A_ = inl ()
else A\xs => match xs with
| inl _ = inl O
| inr (x, x8') = inr (x, l/iES#reshape (k—1) (K'—-1) xs)

Figure 6.4. W-structures of ﬁg
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The join and reshape methods in the join-structure category enable translated programs
to include private conditionals whose branches return OADT values with different public

views. As an example, consider the following private conditional whose branches have W-types:

mux [true] (2, [Cons,10,Cons,20]) (1, [Cons,20])

To build a version of this program that does not reveal [true], TAYPSI uses join to calculate
a common public view that “covers” both branches. In this example, l/i§§# join chooses
a public view of 2, as a list with at most one element also has at most two elements. Our
translation then uses the reshape method to convert both branches to use this common public
view. In our example, [Cons,20], an oblivious list of maximum length 1, is converted into the
list [Cons,20,Nil,—], which has maximum length 2. Since both branches in the resulting
program have the same public view, it is safe to evaluate mux: the resulting list is equivalent
to (2, mux [true] [Cons,10,Cons,20] [Cons,20,Nil,—]). As we will see later, not all
OADTs admit join structures, e.g., ﬁE:, but our translation generates constraints that take
advantage of any that are available, failing when these constraints cannot be resolved in a
way that guarantees security. Note that these two methods are key to avoiding the slowdown
exhibited by TAYPE’s enforcement strategy: they allow functions that may return different
private representations to be eagerly evaluated, instead of being lazily deferred in a way that
requires an exponential number of subcomputations to resolve.

In summary, to develop a secure application in TAYPSI, programmers first implement its
desired functionality, e.g., filter, in the public fragment of TAYPSI, independently of any
particular privacy policy. Policies are separately defined as oblivious algebraic data types,
e.g., 1/159 and their W-structures. Users can then automatically derive a secure version of
their application by providing the desired policy in the form of a type signature involving
W-types, relying on TAYPSI's compiler to produce a privacy-preserving implementation.
The type system of TAvPsi, like TAYPE’s, provides a strong security guarantee in the
form of an obliviousness theorem (Theorem 6.2.1). This obliviousness theorem is a variant
of noninterference [21], and ensures that well-typed programs in TAYPSI are secure by
construction: no private information can be inferred even by an attacker capable of observing

every state of a program’s execution. Our compilation algorithm is further guaranteed

141



to generate a secure implementation that preserves the behavior of the original program
(Theorem 6.3.3). TAYPSI's formal guarantees (Section 6.3.7) do not cover equi-termination of
the source and target programs: when the public view lacks sufficient information to bound
the computation of the original program, the secure version will not terminate, in order to
avoid leaking information through its termination behavior.

The following three sections formally develop the language TAYPsI, the W-structures, and

our translation algorithm.

6.2 Taypsi, Formally

This section presents Agapry, the core calculus for secure computation that we will use to
explain our translation. This calculus extends the existing Agppr calculus (Chapter 3) with W-
types, and uses ML-style ADTs in lieu of explicit fold and unfold operations. For simplicity,

Aaapry does not include public sums and oblivious integers, which are straightforward to add.

6.2.1 Syntax

Figure 6.5 presents the syntax of A\gppry. Types and expressions are in the same syntax
class, as A\gapry is dependently typed, but we use e for expressions and T for types when possible.
A Agppry program consists of a set of global definitions of data types, functions and oblivious
types. Definitions in each of these classes are allowed to refer to themselves, permitting
recursive types and general recursion in both function and oblivious type definitions. We use
x for variable names, C for constructor names, T for type names, and T for oblivious type
names. Each constructor of an ADT definition takes exactly one argument, but this does
not harm expressivity: this argument is 1 for constructors that take no arguments, e.g., Nil,
and a tuple of types for constructors that have more than one argument, e.g., Cons takes an
argument of type Z x list.

In addition to standard types and dependent function types (I1), Agppry includes oblivious
booleans (B) and oblivious sum types (+). The elimination forms of these types are oblivious
conditionals mux and oblivious case analysis m, respectively. The branches of both

expressions must be private and each branch has to be fully evaluated before the expression
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e, T = EXPRESSIONS:
| 1|B|B|TxT| 1T simple types
| lx:T,T dependent function type
| VT Y-type
| x|T variable and type names
| O|b unit and boolean constants
| Ax:T=e function abstraction
| let x = e in e let binding
| ee|Cel|Te applications
| if e then e else e conditional
| mux e e e oblivious conditional
| (e,e) pair
| (e,e) dependent pair (W-pair)
| moe product and W-type projection
| <> e oblivious sum injection
| match e with x=>elx=e oblivious sum elimination
| match e with C x=e ADT elimination
| Bi#s e boolean section
| [b] | [p<wo> V] runtime boxed values
D :u= GLOBAL DEFINITIONS
| dataT=Cn1 algebraic data type definition
| fn x:T=e (recursive) function definition
| obliv T (x:1) =7 (recursive) oblivious type definition
@ = 1|B|oxw|dFw® OBLIVIOUS TYPE VALUES
v o= O ]| &9 | <w> ¥] OBLIVIOUS VALUES
v = V|b|(v,v)|(v,v)| Ax:t=e|C v VALUES

Figure 6.5. \gypry syntax with extensions to Agapr highlighted

can take an atomic step to a final result. Boolean section B#s is a primitive operation that
“encrypts” a boolean expression to an oblivious version. Oblivious injection 7, (i.e., inl
and inr) are the oblivious counterparts of the standard constructors for sums. Other terms
are mostly standard, although let bindings (1et), conditionals (if) and pattern matching
(match) are allowed to return a type, as Agapry supports type-level computation.

The key addition over Agapr is the W-type, WT. It is constructed from a pair expression (-,

that packs the public view and the oblivious data together, and has the same eliminators 71,
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and 715 as normal products. As an example, (3, ﬁg#s 3 (Cons 1 Nil)) creates a W-pair
of type Wﬁg with public view 3, using the section function from Figure 6.4. Projecting
out the second component of a pair using 715 produces a value of type ﬁg 3. A W-type is
essentially a dependent sum type (ZX:T,T x), with the restriction that T is the public view
of T, and that T x is an oblivious type.

Since Agppry has type-level computation, oblivious types have normal forms; oblivious
type values (w) are essentially polynomials formed by primitive oblivious types. We also
have the oblivious values of oblivious boolean and sum type. Note that these “boxed” values
only appear at runtime, our semantics use these to model encrypted booleans and tagged

suis.

6.2.2 Semantics

Figure 6.6 shows a selection of the small-step semantics rules of Agppry (the omitted
rules are identical to Agppr), with judgment ¥ - e — €’. The global context X is a map
from names to a global definition, which is elided for brevity as it is fixed in these rules.
The semantics of Agapry is similar to Agapr, with the addition of S-PSIPROJ to handle the
projection of dependent pairs, which is simply the same as normal projection. S-CTX reduces
subterms according to the evaluation contexts defined in Figure 6.6. The first few contexts
take care of the type-level reduction of product and oblivious sum type. The type annotation
of oblivious injection ¢, is reduced to a type value first, before reducing the payload. The
evaluation contexts for mux capture the intuition that all components of a private conditional
have to be normalized to values first to avoid leaking the private condition through control
flow channels.

S-OMATCH evaluates a pattern matching expression for oblivious sums. Similar to mux,
oblivious pattern matching needs to ensure the reduction does not reveal private information
about the discriminee, e.g., whether it is the left injection or right injection. To do so, we reduce
a match to an oblivious conditional that uses the private tag. The pattern variable in the
“correct” branch is of course instantiated by the payload in the discriminee, while the pattern

variable in the “wrong” branch is an arbitrary value of the corresponding type, synthesized
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S-CTX S-Fun S-OADT
e — ¢ fnx:T=e€cX obliv T (x:1) =17 €X
Ele]l — E[€] X —>e T v— [v/x]7
S-App S-1r
(Ax:1t=e) v — [v/x]e if b then e; else es — ite(b,eq,es)
S-Mux S-MATCH
mux [b] vy v — ite(b,vy,vy) match C; v with C x=e — [v/x]e;
S-PRroJ S-SEC S-OINJ
m (vi,vy) — ite(b,vy,vs) B#s b — [b] <> ¥ — [1p<> V]
S-PsiProJ

7Ty <V1,V2> — ite(b,vy,vy)

S-OMATCH
PR /(51 Vy < a)\g
mux [b] ite(b, [¥/x]ey, [Vi/x]e1)
ite(b, [Vo/x]eq, [V/x]e3)

match [Lb</(131:|\-/(52> v] with x=eilx=ey —

EVALUATION CONTEXTS

£ = Oxt|wxO|0%t|w+0

| letx=0inele0|Ov|CcO|TO

| if O then e else e|mux J e e|mux v 0 e |mux v v O
| (@O,e) | (v, | (@O,e) | (v,O) | m, O

| <0> e | 7p<@> O | match O with x=elx=e

| match O with C x = e | B#s O

Figure 6.6. Selected small-step semantics rules of Agapry

from the judgment v < w, whose definition has been presented in Figure 3.9. When
evaluating a match statement whose discriminee is [inl<BFBxB> [truel], the pattern
variable in the second branch can be substituted by ([truel, [true]), ([false], [true]),

or any other pair of oblivious booleans.
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T-Conv T-ABS
'kFe:7t T="7 | R x:1,'Fe:Ty | R S
Fe: 7 ' Xx:ti=e: Ilx:T1,To
T-Ir
T-AprPpP Fl_eoiB
I'key:llx:ty,To I'kFe:m I'ke;: [true/zlT ' ey: [false/z]T
I'kFey e : [er/x]Te I'Fif ey then e; else ey : [ep/zlT
T-CToR T-MATCH
data T=CTEX data T=CTEX 'Feg:T
I'Fe:m Vi.x 1,0 e [C; x/z]T
'-C; e:T ' match ey with C x=e: [eg/z]T
T-Mux T-PsIPAIR
Thep:B Thrusd obliv T (x:1) = T €Y
Fke:t Thkey:t I'Fe:t They:T ey

I'Fmux eg e eg: T

T-PsiProJ;
obliv T (x:1) =T €X

F'Fe: VYT

'k (e),ey) : VT

T-PSIPRrROJy

obliv T (x:1) =T € Fke: VYT

'Fm e:t

F"T[Q e:T (7'[1 e)

Figure 6.7. Selected typing rules of Agapry

6.2.3 Type System

Similar to Agapr, types in Agapry are classified by kinds which specify how protected a type
is, in addition to ensuring the types are well-formed. For example, an oblivious type, e.g.,
B, kinded by *O, can be used as branches of an oblivious conditional, but not as a public
view, which can only be kinded by «F. A mixed kind " is used to classify function types
and types that consist of both public and oblivious components, e.g., BxB. A type with a
mixed kind cannot be used as a public view or in private context.

The type system of Agapry is defined by a pair of typing and kinding judgments, ;' e : T
and ;' T 2 k, with global context ¥ (which is again elided for brevity) and the standard
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K-SuB K-OADT
Ptk kK C K obliv T (x:1) =T €X 'Fe:T
N Fl—Te::*O
K-P1 K-OSum
'y ox X:T, [ F1oux FI—’rl::*D FI—T2::*O
I'-1Ilx:ty,To = 51 | s R 40
K-Pst K-Ir
obliv T (x:1) = T €% They:B TFrusd  Trasd
T FWT o sl I'-if eg then T; else Ty 40
K-MaTrcan
data T=CTE€EX I'Feg:T
Vi.x: T, I'FT = «0
'+ match ey with C x=1 = %0
Figure 6.8. Selected kinding rules of Agapry
>FD
DT-FUN DT-ADT DT-OADT
Tk Fe:T Vi.-l—’l’i::*P N Ll XZTI—T/II*O
YFfn x:T=e Yhrdata T=Cr YFobliv T (x:1) = T

Figure 6.9. \gupry global definitions typing

typing context I'. Figure 6.7 and Figure 6.8 presents a subset of our typing and kinding rules;

the omitted rules are identical to the ones in Agapr.

The security type system [27] of Agppry enforces a few key invariants. First, oblivious types

can only be constructed from oblivious types, which is enforced by the kinding rules, such as

K-OSuM. Otherwise, the attacker could infer the private tag of an oblivious sum, e.g., BF1,

by observing its public payload. Second, oblivious operations, e.g., mux, require their subterms

to be oblivious, to avoid leaking private information via control flow channels. T-MUX, for

example, requires both branches to be typed by an oblivious type, otherwise an attacker may

infer the private condition by observing the result, as in mux [true] true false. Third,
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type-level computation is only defined for oblivious types and cannot depend on private
information. Thus, K-IF and K-MATCH requires all branches to have oblivious kinds, and
the condition to be public. The type mux [true] 1 B is ill-typed, since the “shape” of the
data reveals the private condition.

The typing rules for W-types are defined similarly to the rules of standard dependent sums.
T-PsIPAIR introduces a dependent pair, where the type of the second component depends on
the first component. In contrast to standard dependent sum type, W-type has the restriction
that the first component must be public, and the second component must be oblivious. This
condition is implicitly enforced by the side condition that T is an OADT with public view
type T. Figure 6.9 shows the typing rules for global definitions; DT-OADT prescribes exactly
this restriction. The rules for the first and second projection of W-type, T-PSIPROJ; and
T-PsiPRrOJ,, are very similar to the corresponding rules for standard dependent sum types.
Observe that a W-type always has mixed kind, as in K-PsI, because it consists of both public
and oblivious components.

T-Conv allows conversion between equivalent types, such as if true then B else 1
and B. The equivalence judgment T = T’ is defined by a set of parallel reduction rules, which
are mostly identical to the rules in Agappr. The converted type is nonetheless required to be
well-kinded.

Note that these rules cannot be used to type check retraction functions, e.g., l/is\tg#r from
Figure 6.4, and for good reason: these functions reveal private information. Nevertheless, we
still want to check that these sorts of “leaky” functions have standard type safety properties,
i.e., progress and preservation. To do so, we use a version of these rules that simply omit
some security-related side-conditions about oblivious kinding: removing I' - T 0 from
T-Mux allows the branches of a mux to disclose the private condition, for example. The
implementation of TAYPSI’s type checker uses a “mode” flag to indicate whether security-
related side-conditions should be checked. Our implementation ensures that secure functions

never use any leaky functions.
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6.2.4 Metatheory

With our addition of W-types, Agwpry enjoys the standard type safety properties (i.e.,

progress and preservation), and, more importantly, the same security guarantees as Agppr:
Theorem 6.2.1 (Obliviousness). If e; & ey and -+ ey : 1y and -+ es : Ty, then

1. e; —" &) if and only if e; —" €, for some €.

2. if e —" €] and ey —™ €}, , then €| =~ €.

Here, e ~ ¢’ means the two expressions are indistinguishable, i.e., they only differ in
their unobservable oblivious values, and e —" ¢’ means e reduces to €’ in exactly n steps.
This obliviousness theorem provides a strong security guarantee: well-typed programs that
are indistinguishable produce traces that are pairwise indistinguishable. In other words,
an attacker cannot infer any private information even by observing the execution trace
of a program. All these results are mechanized in the Coq theorem prover, including the

formalization of the core calculus and the proofs of soundness and obliviousness theorems.

6.3 VY-structures and Declarative Lifting

While our secure language makes it possible to encode structured data and privacy policies,
and use them in a secure way, it does not quite achieve our main goal yet, i.e., to decouple
privacy policies and programmatic concerns. To do so, we allow the programmers to implement
the functionality of their secure application in a conventional way, that is using only the
public, nondependent fragment of TAYPSI. We make this fragment explicit by requiring such
programs to have simple types, denoted by n, defined in Figure 6.10. For example, filter
has simple type 1list — Z — list. Programs of simple types are the source programs to
our lifting process that translates them to a private version against a policy, which stipulates
the public information allowed to disclose in the program input and output. This policy
on private functionality is specified by a specification type, denoted by 0, defined also in
Figure 6.10. For example, fﬁrg has specification type Wﬁg — 7 = ‘Pl/is\tg. Note

that dependent types are not directly allowed in specifications, they are instead encapsulated
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SIMPLE TYPES

n = L|B[T[nxn|[n—=n 1) =1 [B] = |B| =B
SPECIFICATION TYPES T/ =T whereT isan ADT
0 == 1|B|B|T|YT . ~
| 0x0|0—0 |WT| =T where T is an OADT for T
|0x0] = |6]x|0] |0—0] = [0]—[0]

Figure 6.10. Simple types, specification types and erasure

in W-types. Simple types and specification types are additionally required to be well-kinded
under empty local context, i.e., all ADTs and OADTs appear in them are defined.

However, not all specification types are valid with respect to a simple type. It is nonsensical
to give filter the specification type Z — B, for example. The specification types should
still correspond to the simple types in some way: the specification type corresponding to
list should at least be “list-like”. This correspondence is formally captured in the erasure
function in Figure 6.10, which maps a specification type to the “underlying” simple type. For
example, Wﬁg is erased to 1ist. This function clearly induces an equivalence relation:
the erasure |0] is the representative of the equivalence class. We call this equivalence class a
compatibility class, and say two types are compatible if they belong to the same compatibility
class. For example, 1ist, qfﬁg and W1ist_ are in the same compatibility class [1ist].
This erasure operation is straightforwardly extended to typing contexts, |I'|, by erasing every
specification type in I' and leaving other types untouched.

Our translation transforms source programs with simple types into target programs with
the desired (compatible) specification types. As mentioned in Section 6.1, this lifting process
depends on a set of W-structures which explain how to translate certain operations associated

with an OADT.

6.3.1 OADT Structures

Every global OADT definition T must be equipped with an OADT-structure, defined

below.
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Definition 6.3.1 (OADT-structure). An OADT-structure of an OADT T, with public view

type T, consists of the following (TAYPSI) type and functions:
o A public type T = *P, which is the public counterpart of T. We say T is an OADT for T.

A section function s : ITk:T,T—T k, which converts a public type to its oblivious

counterpart.

A retraction function r : ITk:T,T k—T, which converts an oblivious type to its public

version.

A public view function v : T—T, which creates a valid view of the public type.

A binary relation < over values of types T and T; v < k reads as v has public view k,

or k is a valid public view of v.
These operations are required to satisfy the following axioms:

e (A-Oy) s and r are a valid section and retraction, i.e., r is a left-inverse for s, given a
valid public view: for any values v : T,k :Tand ¥: T k, ifv<kand s k v —"* ¥,

thenr k v —* v.

e (A-Ogy) the result of r always has valid public view: r k v —* v implies v < k for all

valuesk: T, v:T kand v : T.

e (A-O3) v produces a valid public view: v v —* k implies v < k, given any values

v:Tand k: T.

For example, EES is equipped with the OADT-structure with the public type list,
section function ﬁg#s, retraction function ﬁg#r and view function l/igg#view, all of
which are shown in Figure 6.4. TAYPSI users do not need to explicitly give the public type of
an OADT-structure, as it can be inferred from the types of the other functions. The binary
relation < is only used in the proof of correctness of our translation, so TAYPSI users can
also elide it. In the case of l/iES, < simply states the length of the list is no larger than the

public view.

151



6.3.2 Join Structures

In order for W-types to be flexibly used in the branches of secure control flow structures, our
translation must be able to find a common public view for both branches, and to convert an

OADT to use this view. To do so, an OADT can optionally be equipped with a join-structure.

Definition 6.3.2 (join-structure). A join-structure of an OADT T for T, with public view

type T, consists of the following operations:
e A binary relation C on T, used to compare two public views.
¢ A join function U : T—t—T, which computes an upper bound of two public views!’.

« A reshape function 7 : ITk:T,IIK :7,T k—T Kk, which converts an OADT to one with

a different public view.

such that:

(A-Rq) C is a partial order on T.

(A-Rz2) the join function produces an upper bound: given values k;, ko and k of type T,

if killky —* k, then ki Ck and ko C k.

e (A-Rj3) the validity of public views is monotone with respect to the binary relation C:

for any values v : T, k: Tand k' : T, if v X k and k C ¥/, then v 5 k.

e (A-Ry) the reshape function produces equivalent value, as long as the new public view
is valid: for any values v : T, k: T, kK :7,9: T kand ¥ : T ¥, ifr k ¥ —* v and

~

vxKkKand] k k¥ v —* ¥, thenr k¥ ¥ —*v.

Figure 6.4 defines the join and reshape functions ﬁg# join and ﬁag#reshape. The
partial order for this join structure is simply the total order on integers, and the join is simply
the maximum of the two numbers. Not all OADTs have a sensible join-structure: oblivious

lists using their exact length as a public view cannot be combined if they have different

1041t is a bit misleading to call the operation LI “join”, as it only computes an upper bound, not necessarily
the lowest one. However, it should compute a supremum for performance reasons: intuitively, larger public
view means more padding.
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A0 > ite

0ec{l,B}
AO> b x y=mux b x y

RO > ite ROy > itesy
AO1x0y > Ab x y=(ite; b (7 x) (7 y),ites b (71n x) (71p ¥))

ﬂeg > j?-t\GQ
A0 —0,> \b x y:>/\z:>i/t\e2 b (x z) (y z)

(T,,]) € S,
M x y=let k =m x U m y in
AVT > (k,mux b (I (¢ x) k (7 x))
¢ (m oy k (1 y)))

Figure 6.11. Mergeability

lengths. If such lists are the branches of an oblivious conditional, lifting will either fail or
coerce both to an OADT with a join-structure.

Join structures induce a mergeability relation, defined in Figure 6.11, that can be used to
decide if a specification type can be used in oblivious conditionals. We say 0 is mergeable
if A0 > ite, with witness ite of type B—0—0—0. We will write A8 when we do not care
about the witness. This witness can be thought of as a generalized, drop-in replacement of
mux: we simply translate mux to the derived ite if the result type is mergeable. The case
of W-type captures this intuition: we first join the public views, and reshape all branches
to this common public view, before we select the correct one privately using mux. This rule
looks up the necessary methods from the context of join structures §,. Other cases are
straightforward: we simply fall back to mux for primitive types, and the derivation for product

and function types are done congruently.

6.3.3 Introduction and Elimination Structures

An ADT is manipulated by its introduction and elimination forms. To successfully lift

a public program using ADTs, we need structures to explain how the primitive operations
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of its ADTs are handled in their OADT counterparts. Thus, an OADT T can optionally
be equipped with an introduction-structure (intro-structure) and an elimination-structure
(elim-structure), defined below. These structures are optional because some programs only
consume ADTs, without constructing any new ADT values (and vice versa): a function that
checks membership in a list only requires an elim-structure on lists, for example. Intuitively,
the axioms of these structures require the introduction and elimination methods of an OADT
to behave like those of the corresponding ADT. This is formalized using a pair of logical
refinement relations on values (V,,[-]) and expressions (&,[-]); these relations are formally

defined in Section 6.3.6.

Definition 6.3.3 (intro-structure). An intro-structure of an OADT T for ADT T, with global
definition data T = C 1, consists of a set of functions C;, each corresponding to a constructor
C;. The type of C; is ,—WT, where 10;] =1 (note that DT-ADT guarantees that n; is a
simple type). The particular 6; an intro-structure uses is determined by the author of that
structure.

Each C; is required to logically refine the corresponding constructor (A-I): given any

values v : |0 and v’ : 0, if (v,v') € V,[0], then (C; v,C; v') € E,[VT].

Definition 6.3.4 (elim-structure). An elim-structure of an OADT T for ADT T, with global
definition data T = C m, consists of a family of functions m“, indexed by the possible
return types. The type of matchy, is YT—(0—a) —ot, where [0;] = m; for each 0; in the
function arguments corresponding to alternatives.

Each m(x is required to logically refine the pattern matching expression, specialized
with ADT T and return type «. The sole axiom of this structure (A-E;) only consid-
ers return type « being a specification type: given values v; : 1;, (k,v) : T k, \x=e; :
10;] = || and \x=€] : 0,—, if r k¥ ¥ —* C; v; and (\x=e;, \x=¢}) € V,[0;,—«] then
([vi/x]e;,match (k,7) Ox=e)) € & [«].

The types of the oblivious introduction and elimination forms in these structures are
only required to be compatible with the public counterparts. The programmers can choose

which specific OADTs to use according to their desired privacy policy. Figure 6.4 shows the

constructors and pattern matching functions for EES.
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(T,T,S,r,l/,%) G‘S‘w

00— 0> A\x=x B— B> \x=B#s x T— YT> A\x=( x,s (v x) X)
T YVT=YT € S, 00— 0\ >1T 03— 0,1y
YT — YT >4 01x0y — 0] x0, > A\x= (11 (71, x),T2(my %))

e/1>—>61|>T1 92>—>9’2>T2
0105 — 01—05 > Ax= A y=Te (x (T1y))

Figure 6.12. Coercion

The elim-structure of an OADT consists of a family of destructors, whose return type
« does not necessarily range over all types. For example, m(x of 1/is\t§, 1/i§:§#match
in Figure 6.4, requires & to be a mergeable type, due to the use of m, which imposes a

restriction similarly to mux. Such constraints on o are automatically inferred and enforced.

6.3.4 Coercion Structures

As discussed in Section 6.1, we may need to convert an oblivious type to another, either
due to a mismatch from input to output, or due to its lack of certain structures. For example,
Tist_ does not have join structure, so if the branches of an oblivious conditional has type
Wﬁ:, they should be coerced to Wﬁag, when such a coercion is available.

Two compatible OADTs may form a coercion-structure, shown below.

Definition 6.3.5 (coercion-structure). A coercion-structure of a pair of compatible OADTs
T and T’ for T, with public view type T and T’ respectively, consists of a coercion function 1
of type YVT—YT.

The coercion should produce an equivalent value (A-Cy): given values v : T, (k,¥) : WT

and (k',¥) : VT, if r k ¥ —* v and 1(k,¥) —* (K',¥'), then r ¥ ¥ —* v.

This structure only defines the coercion between two W-types. Figure 6.12 generalizes
the coercion relation to any (compatible) specification types. We say 0 is coercible to 0’ if

0 — 0’ > 1, with witness 1 of type 6—0'. We may write 6 — 6’ when we do not care about
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the witness. The rules of this relation are straightforward. The context of coercion structures
S; and the context of OADT structures S, are used to look up the necessary methods in the
corresponding rules. The rule for coercing a function type is contravariant. Note that we can
always coerce a public type to an OADT by running the section function, and the public

view can be selected by the view function in the OADT structure.

6.3.5 Declarative Lifting

With these W-structures, we define a declarative lifting relation, which describes what
the lifting procedure is allowed to derive at a high level. This lifting relation is given by the
judgment S; L; ;T F e : 0> é. It is read as the expression e of type |0] is lifted to the
expression € of target type 0, under various contexts. The W-structure context S consists of
the set of OADT-structures (S,,), join-structures (S.), intro-structures (Sy), elim-structures
(Sg) and coercion-structures (Sy), respectively. The global definition context X is the same as
the one used in the typing relation. The local context I is also similar to the one in the typing
relation, but it keeps track of the target types of local variables instead of source types. Finally,
the lifting context £ consists of entries of the form x : 8 > x, which associates the global
function x of type |0 with a generated function x of the target type 0. A single global function
may have multiple target types, i.e., multiple private versions, either specified by the users or
by the callsites. For example, £ may contain filter : ‘Pl/is\tg — 7 — ‘Pl/iag > filter,
and filter : Wlist. — Z — ‘Pl/iag > filter,.

Figurc 6.13 shows a selection of rules of the declarative lifting relation (the full rules
are in Appendix B.1). We elide most contexts as they are fixed, and simply write I' F
e : 0 > é for brevity. Most rules are simply congruences and similar to typing rules. L-
FuUN outsources the lifting of a function call to the lifting context. L-IFy; handles the
case when the condition is lifted to an oblivious boolean by delegating the translation to
the mergeability relation. Similarly, L-CTOR, and L-MATCH; query the contexts of the
intro-structures and elim-structures, and use the corresponding instances as the drop-in
replacement, when we are constructing or destructing W-types. Lastly, L-COERCE coerces an

expression nondeterministically using the coercion relation.
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L-VAR L-Fun L-ABS
x:0el x:0>pxel x:0,'Fe:0,>¢

'Fb:Br>b 'Fx:0>x 'Fx:0>x I'FAx:|01]|=e:0;—0;> \x:0,=¢

L-LiT

L-Aprp
Fl—e2:91—>92>é2 Fl—el:91>é1

F"GQ 61192\>é2 él

L-LET
I'Fe :0,> ¢ x:01,'Fey: 0> &

I'Flet x = e in eg: 05> 1let x = é; in éy

L-IFr;
eroiBDéo
Fl—e1:6>é1 Fl—e2:9>é2

I'-if ey then e; else eq: 0> if &g then & else &,

L-IFs - L-CTOR;
I'Fey: B> é A0 D> ite data T=Cmnex
I'e; :0p> ¢ I'Fey:0> €9 'Fe:m;>é
[k if ey then e; else ey: 0> ite & &; & I'-C;, e:T>C; é
L-CTORg L-MATCH;
C;,:0,—-VYT e S; data T=Cnex
Ne:0,>¢ ['Fey:T>é Vi.x :n;,[Fe:0>¢
F'HC e:YT>C; & '+ match ey with C x=e: 0 >match ¢, with C x=¢é
L-MATCHy

match: YT—(0—0) =0 €Sy Dhey:VTeé, Vix:0,0 ke :0>eé
' - match ey with C x=e: 0’ > match gy (\x:0=¢)

L-COERCE
'e:0>¢& 00— 0 >1
F'Fe:0'>1e

Figure 6.13. Selected declarative lifting rules
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This lifting relation in Figure 6.13 only considers one expression. In practice, the users
specify a set of functions and their target types to lift. The result of our lifting procedure is a
lifting context £ which maps these functions and target types to the corresponding generated
functions, as well as any other functions and the inferred target types that these functions
depend on. The global context ¥ is also extended with the definitions of the generated
functions. To make this more clear, we say a lifting context is derivable, denoted by + L,
if and only if, forany x : 0> % € £, fn x:|0] = e € ¥ and fn x:0 = é € X for some e
and é, such that S; £; ;- F e : 0> é. In other words, any definitions of the lifted functions
in £ can be derived from the lifting relation in Figure 6.13. Note that the derivation of a
function definition is under a lifting context with possibly an entry of this function itself.
This is similar to the role of global context in type checking, as TAYPSI supports mutually
recursive functions. The goal of our algorithm (Section 6.4) is then to find such a derivable

lifting context that includes the user-specified liftings.

6.3.6 Logical Refinement

The correctness of the lifting procedure is framed as a logical refinement between ex-
pressions of specification types and those of simple types; this relationship is defined as a
step-indexed logical relation [61]. As is common, this relation is defined via a pair of set-valued
type denotations: a value interpretation V), [0] and an expression interpretation &,[0]. We
say an expression e’ of type 0 refines e of type | 0] (within n steps) if (e, e’) € £,[0]. In other
words, e’ preserves the behavior of e, in that if € terminates at a value, e must terminate at
an equivalent value. The equivalence between values is dictated by V), [0].

Figure 6.14 shows the complete definition of the logical relation. All pairs in the relations

must be closed and well-typed, i.e., their interpretations have the forms:

Va0l ={ (v,v') | - Fv:|0|]A-FV :OA...}
E0] ={(e,&)|-Fe:|[0]A-Fe&:0AN...}

For brevity, we leave this requirement implicit in Figure 6.14.
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Vo[l] = Vu[B] = Vu[T] = { (v,v') [ 0<n = v=v1"}
VBl ={(b, 1) [0<n = b=1}
V[T = { (v, (,%)) | 0<n = 1 k ¥ —"v}
Val01x0s] = { (Gri,va), (W, v)) | (vi,v)) € Val[01] A (v2,v)) € Val[0:] }

Vn[[el_>62]] = { (/\X: LelJ =e, )\X191:>e’) Vi < n. V(V,V,) [ V,[[el]] }

([v/x]e, [v//x1e') € &[]

&a[0]

£10] = { (. )

Vi<n W.e —'v = Iv.e —"vA(v,V)E Vn_i[[e]]}

Figure 6.14. A logical relation for refinement

The definitions are mostly standard. The most interesting case is the value interpretation
of W-type: we say the pair of a public view and an oblivious value of an OADT is equivalent
to a public value of the corresponding ADT when the oblivious value can be retracted to
the public value. Intuitively, an encrypted value is equivalent to the value it decrypts to.
The base cases of the value interpretation are also guarded by the condition that we still
have steps left, i.e., greater than 0. This requirement maintains the pleasant property that
the interpretations V,[0] and &[0] are total relations on closed values and expressions,
respectively, of type 0. The proof also uses a straightforward interpretation of typing context,
Gn[I'], whose definition is in Appendix B.L1.

This relation also gives rise to a semantic characterization of the lifting context. We say a
lifting context is n-valid, denoted by F,, £, if and only if, for any x : 0> % € L, (x,%) € &,[0].
If F, £ for any n, we say L is valid, denoted by F £. The validity is essentially a semantic

correctness of L.
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6.3.7 Metatheory of Lifting

The first key property of the lifting relation is well-typedness, which guarantees the

security of translated programs, thanks to Theorem 6.2.1.

Theorem 6.3.1 (Regularity of declarative lifting). Suppose L is well-typed and S; L; ;T +
e:0>é. Wehave ¥;|T'| Fe:[0] and ;T Fé: 0.

Our lifting relation ensures that lifted expressions refine source expressions in fewer than
n steps, as long as every lifted program in £ is also semantically correct in fewer than n steps.
As is common in logical relation proofs, this proof requires a more general theorem about

open terms.

Theorem 6.3.2 (Correctness of declarative lifting of closed terms). Suppose S;L;%;-F e :
0> ¢é and F, L. We have (e, é) € E,[0].

Finally, Theorem 6.3.3 provides a strong result of the correctness of our translation. Any
lifting context that is derived using the rules of Figure 6.13 is semantically correct. In other
words, if every pair of source program and lifted program in £ are in our lifting relation, they

also satisfy our refinement criteria.
Theorem 6.3.3 (Correctness of declarative lifting). = £ implies F L.

Our notion of logical refinement only provides partial correctness guarantees, as can be seen
in the definition of &,[-]. As a result, the lifting relation does not guarantee equi-termination:
it is possible that a lifted program will diverge when the source program terminates. This
can occur when an if is replaced by a mux: since the latter fully executes both branches,
this effectively changes the semantics of a conditional from a lazy evaluation strategy to an
eager strategy. Using a public value to bound the recursion depth in order to guarantee
termination is a common practice in data-oblivious computation, for the reasons discussed in
Section 6.1. While the public view of an OADT naturally serves as a measure in many cases,
including all of the case studies and benchmarks in our evaluation, in theory it is possible for

a user to provide a policy to a function that results in a nonterminating lifted version. In
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this situation, users must either specify a different policy, or rewrite the functions to recurse
on a different argument, e.g., a fuel value.

All the proofs in this section are available in Appendix B.3.

6.4 Algorithmic Lifting

Figure 6.15 presents the overall workflow

of our lifting algorithm. This algorithm starts goals from %1ift

with a set of goals, i.e., pairs of source func- | )
dependency analysis

tions tagged with the %1ift keywords and their 1

desired specification types. We then run our ’functions to hft‘

lifting algorithm on all the functions in these / lifting \

goals, as well as any functions they depend ||ifted functions with | | constraints over

on, transforming each of these functions to an | macros & type var. type var.

oblivious version parameterized by typed macros {
constraint solving

and type variables, along with a set of con- 1

type assignments

straints over these type variables. After solving

the constraints, we obtain a set of type assign- instantiation

ments for each function. Note that a single N/
lifted functions

function may have multiple type assignments,

' _ with macros
one for each occurrence in a goal and callsite. ‘

For example, filter may have the type assign- elabOjation
ment for the goal Wﬁg — 7 — ‘Pl/is\tg well-typed & correct
generated by 7%1lift, and the assignment for lifted functions

Wﬁg — L — \Pﬁg generated by the
Figure 6.15. Translation pipeline
call in filter5 from Section 6.1. Finally, we
generate the private versions of all the lifted
functions by instantiating their type variables and expanding away any macros. The lifting

context from the last section is simply these lifted functions and their generated private

versions.
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The lifting algorithm is defined using the judgment 3;I'Fe:n ~X>é|C. It reads as
the source expression e of type n is lifted to the target expression é whose type is a type
variable X as a placeholder for the specification type, and generates constraints C. The source
expression e is required to be in administrative normal form (ANF) [51], which is guaranteed
by our type checker. In particular, type annotations are added to let-bindings, and the body
of every let is either another let or a variable. Importantly, this means the last expression
of a sequence of let must be a variable. The output of this algorithm is an expression
é containing macros (which will be discussed shortly), and the constraints C. Unlike the
declarative rules, this algorithm keeps track of the source type 1, which is used to restrict
the range of the type variables. Consequently, every entry of the typing context I' has the
form x : 1 ~ X, meaning that local variable x has type 1 in the source program and type X
in the target program. For example, after the lifting algorithm has processed the function
arguments of filter in Figure 6.1, the typing context contains entries xs : 1ist ~ X; and
y : Z ~ Xo, with freshly generated type variables X; and Xs.

The typed macros, defined in Figure 6.16, are an essential part of the output of the lifting
algorithm, and permit a form of ad-hoc polymorphism, that allows the algorithm to cleanly
separate constraint solving from program generation. These macros take types as parameters
and elaborate to expressions, under the contexts S, £ and ¥ implicitly. These macros are
effectively thin “wrappers” of their corresponding language constructs and the previously
defined relations. The conditional macro %ite, for example, corresponds to the if expression,
but the condition may be oblivious. The constructor macro %C is a “smart” constructor
that may construct a W-type. The pattern matching macro %match is similar to %C but for
eliminating a type compatible with an ADT. Lastly, %1 and %x is simply a direct wrapper of
the mergeable relation and the lifting context £, respectively. Note that the derivation of
these macro are completely determined by the type parameters.

Figure 6.17 defines the constraints used in the algorithm, where 07 is the specification
types extended with type variables. The constraint X € [n] means type variable X belongs
to the compatibility class of n. In other words, |X] = 1. Each macro is accompanied by a
constraint on its type parameters. These constraints mean that the corresponding macros are

resolvable. More formally, this means they can elaborate to some expressions according to the
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%ite(eo,e;eo,el,eg) > e

A0 > ite
%ite(B,0;ep,e1,e9) > if ey then e; else ey %ite(@,e;eo,el,eﬁ > ite ey €1 €9

%C(0,0;e) > ¢

data T=Cnex C,:0,0VYTe S,
%Ci(ni,T;e) DCZ e %Cl(e“‘PT,e) D@Z e

Ymatch(0y,0,0";¢e0,8) > é

data T=Cnex
Jmatch(T,7,0 ;e9,€) >match ey with C x=e

match : YT—(0—0) =0 € Sg
Ymatch(WT,0,0;e0,8) > match ey (\x:0=e)

51(0,0;e) >é hx(0) > é

00— 0 >1 x:0>x€e Ll
%1(0,0;e) > Te %x(0) > %

Figure 6.16. Typed macros

CONSTRAINTS
c = Xen|ot=0" -
| %ite(0T,07) |%C(0F,0") | Ymatch (0,07 ,07) | %1 (0F,01) | %x(O1)

Figure 6.17. Constraints

rules in Figure 6.16 for any expression arguments. As a result, after solving all constraints and
concretizing the type variables, all macros in the lifted expression & can be fully elaborated
away.

Figure 6.18 shows a selection of lifting algorithm rules (the full rules are in Appendix B.2).
Coercions only happen when we lift variables, as in A-VAR. This works because the source
program is in ANF, so each expression is bound to a variable which has the opportunity
to get coerced. For example, the argument to a function or constructor, in A-APP and

A-CTOR, is always a variable in ANF, and recursively lifting it allows the application of
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F'Fe:m~Xp>é|C

A-VAR
A-Lrr x:m~Xel
F'Fb:B~X>b|X=B8 FEx:n~X %W E&EX5%) | 5HEX)
A-Fun
fn xim =eeX
FEx:n~Xp %@ | %xX)
A-ABs

X1, Xy fresh x:m~X,[Fe:ma~X>é|C
'+ /\x:n1:>e M —Ne ~ X D> Ax:Xj=¢é | Xy € [T]l],XQ € [T]z},x :X1—>X2,C

A-App
X; fresh X23T]1—>T]2NX€F Fl_XllT]lNX1|>é1’C

I'kFxy x1 ‘Mo ~ X9 > X9 € |X1 S [nl],X:X1—>X2,C

A-LET
leresh Fl—e1:n1~X1>é1|C1 XlT]lNXl,F'_eQIT]QNXQDé2|C2

I'Flet xiM; = e; in ex:Ma~Xy>let x:X; = & in & | X € ny1],C1,Co

A-IF
Xg:B~Xy€l FFer:m~Xp>é |G FFey:m~XD>é|Cy
'k if %o then e; else ey :m ~XD>%ite(Xy,X;%0,€1,82) | hite(Xo,X),Cq,Co

A-Ctor
data T=Cnex X; fresh Fkx:n~X>eél|C

r l_CZ x:T NXD%Cy(XZ,X,e) |XZ < [T]Z],%CZ(XZ,X),C

A-MATCH
data T=CmneXx
X fresh XoiTNXOGF \V/ZXT],LNX“Fl_elT]/NX/|>61|CZ
' Fmatch xg with C x=e :n ~X > %match(Xy,X,X';%g,e)

| X € ], %match(Xy,X,X),C

Figure 6.18. Selected algorithmic lifting rules
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A-VAR. On the other hand, the top-level program is always in let-binding form, whose last
expression is always a variable too, allowing coercion of the whole program. However, not all
variables are subject to coercions: the function x, in A-APP, the condition xq in A-IF and
the discriminee xg in A-MATCH are kept as they are, for example. Coercing these variables
would be unnecessary and undesirable. For example, coercing the condition in a conditional
only makes the generated program more expensive: there is no reason to coerce from B to B,
and use mux instead of if. Another key invariant we enforce in our algorithmic rules is that
every fresh variable is “guarded” by a compatibility class constraint. For example, in A-ABS,
the freshly generated variables X; and X5 belong to the classes 7 and ns, respectively. This
constraint ensures that every type variable can be finitely enumerated, as every compatibility
class is a finite set, bounded by the number of available OADTs. As a result, constraint
solving in our context is decidable. Finally, if an expression is translated to a macro, a
corresponding constraint is added to ensure this macro is resolvable.

We use the judgment S; L;¥; 0 E C to mean the assignment o satisfies a set of constraints
C, under the context of W-structure, lifting context and global definition context. The
constraints generated by our lifting algorithm use type variables X as placeholders for the
target type of the function being lifted. To solve a goal with a particular target type 0, we
add a constraint to C that equates the placeholder with the stipulated type, i.e., X = 0. Our
constraint solver then attempts to find type assignments that satisfy the constraints in C;
the resulting assignment is used to generate private versions of all the functions in the set of

goals, as well as the accompanying lifting context.

6.4.1 Constraint Solving

At a high level, our solver reduces all constraints, except for function call constraints
(%x), to quantifier-free formulas in a finite domain theory, which can be efficiently solved
using an off-the-shelf solver. Function call constraints are recursively solved once their type
arguments have been concretized by discharging the other constraints. When a function
call constraint is unsatisfiable, we add a new refutation constraint and invoke the solver

again to find a new instantiation of type parameters. As an example of this process, in
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order to ascribe filter the type Ylist. — 7 — Wﬁg, we first add the constraint
X = Wlist. — Z — ‘Pl/iES to the constraints generated by the lifting algorithm - F
...t list = Z — list ~ X D> é | C. Solving the other constraints may concretize the
type variable of function call constraint %filter(X), i.e., the type of the recursive call to
filter, to % filter (Wlist. — Z — Wﬁag). Recursively solving this subgoal assuming
the original goal is solved, i.e., extending the lifting context with the original goal, results
in immediate success, as the subgoal is simply in the lifting context. On the other hand,
if the type of the recursive call is instantiated as yfilter (Wlist. — 7 — W@:),
the same constraints generated by lifting filter are solved, with an additional constraint
X = Wlist. — Z — Wlist_. However, this set of constraints is unsatisfiable, as Iist_
has no join structure, so we add a refutation constraint to the context that forces the solver
to not generate this assignment again. In general, the type of the recursive call to filter
may be concretized to any types compatible with 1ist — 7Z — list. The number of such
compatible types is bounded, as the number of arguments of this function and the number
of OADTs are themselves bounded. The function filter has 3 x 2 x 3 = 18 possible type
assignments. In the worst case scenario, the algorithm eventually terminates after exhausting
all 18 combinations.

More formally, the constraint solving algorithm uses two maps. F maps function names
to the generated constraints with a type variable X as the placeholder for the potential
specification type, resulting from the lifting algorithm: every entry of F has the form
f — (X,C,C’). The generated constraints are partitioned into C, which consists of all
constraints except for function call constraints, and C’, which consists of the functional call
constraints (%x). Initially, F consists of all functions collected from the keyword %1ift and
the functions they depend on. M maps a pair of function name f and its target type 0, called
a goal, to a type assignment o: each entry has the form (f,0) — o. Initially M is empty.

The constraint solving algorithm takes an initial 7 and M, and a goal, and returns an
updated M that consists of the type assignments for the goal and all the subgoals this goal
depends on. The constraint solver is applied to all goals from %1ift, and the final M is the
union of all returned M. With M, we can generate functions from the type assignments for

each goal. The global context is subsequently extended by these generated functions, and
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Inputs: Constraint map F, type assignment map M, function name f and target type 0
Output: Updated type assignment map M’
function SOLVE(F, M, £, 0)
if (£,0) — 0 € M then return M
(X,C,C") «+ F(£)
¢ < LOWER(X = 6,C)
if QF-FD-SOLVE(¢) returns unsat then fail
else if QF-FD-SOLVE(¢) returns sat with ¢ then
if there is a %g(0') € C’ s.t. SOLVE(F, M|(£f,0) — o], g, 0(0)) fails then
. SOLVE(F[f — (X,CU{0' #0(0')},C)], M, £, 0)
else
- {(£,0) = o} UU SOLVE(F, M|(£,0) — o], g, 0(0")) for all %g(0’) €’

Figure 6.19. Constraint solving algorithm

the final lifting context is constructed by pairing each goal with its corresponding generated
function.

Figure 6.19 presents a naive algorithm for constraint solving. The subroutine LOWER
is used to reduce all constraints except for function call constraints to formulas in the
quantifier-free finite domain theory (QF_FD), then an off-the-shelf solver (73 [40]) is used to
solve them. LOWER first decomposes all compatibility class constraints, i.e., X € [n], into
atomic classes. For example, X € [list — 7] is decomposed into X; € [1list] and Xy € [Z],
with X substituted by X;—Xs in all other constraints. Then the newly generated compatibility
class constraints can be reduced to a disjunction of all possible specification types in this
class. For example, X; € [List] reduces to X; = 1list VX; = Wﬁg VX = ‘Pl/iE::, if l/is\tg
and 1ist_ are the only OADTs for 1ist. After this step, all type variables are compatible
with an atomic simple type, so we can also decompose other constraints into a set of base
cases according to the rules of their relations. Note that while mergeability is not one of
the constraints generated by the lifting algorithm, such constraints still arise from %ite
and match. When multiple assignments are valid for a particular type variable, we prefer
the “cheaper”, i.e., more permissive, solution. For example, we prefer public type list
over OADTs if possible, and prefer Tist_ over ﬁﬁg. We encode these preferences as soft

constraints, and assign a bigger penalty to more restrictive types. The penalty is inferred by
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analyzing the coercion relations: a more permissive type can be coerced to a more restrictive
type but not the other way around, because the more restrictive type hides more information.

Once other constraints are solved, the type parameters of function call constraints are
concretized. The algorithm is then recursively applied to this subgoal, i.e., the functional call
paired with the concretized type, assuming the original goal is solved by extending M with
the original goal and its type assignments. This handles potential (mutual) recursion. If a
subgoal fails, its target type will be added as a refutation to the corresponding constraints,
and backtrack.

It is easy to see that this algorithm terminates: every recursive call to SOLVE either adds
a refutation that reduces the search space of the non-function-call constraints, or extends
M which is finitely bounded by the number of functions and the number of OADTs, hence
reducing the search space of function-call constraints.

Our implementation maintains a more sophisticated state of M and applies several
optimizations to reduce the number of calls to the external solver. We also exploit the

incremental solver of Z3 to help with performance.

6.4.2 Metatheory of Algorithmic Lifting

The lifting algorithm enjoys a soundness theorem with respect to the declarative lifting
relation. As a result, our algorithm inherits the well-typedness and correctness properties of
the declarative version. The statement of this theorem follows how the algorithm is used: if
the generated constraints, equating the function type variable with the specification type, are
satisfiable by the type assignment o, instantiating the lifted expression with o and elaborating

the macros results in a target expression that is valid under the declarative lifting relation:

Theorem 6.4.1 (Soundness of algorithmic lifting). Suppose ¥;-Fe:n~X>é|C. Given a
specification type 0, if S;L;%;0 EX =0,C, then o(é) elaborates to an expression &', such
that S; L;%;-Fe:0>¢é.

The proof of this theorem is available in Appendix B.3.
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6.5 Implementation

Our compilation pipeline takes as input a source program, including any OADTs, W-
structures, and macros (e.g., %1ift), in the public fragment of TAYPSI and privacy policies
(i.e., security-type signatures) for all target functions. After typing the source program using a
bidirectional type checker, our lifting pass generates secure versions of the specified functions
and their dependencies, using Z3 [40] as its constraint solver. The resulting TAYPSI functions
are translated into OIL (Section 5.3), an ML-style functional language equipped with oblivious
arrays and secure array operations: OADTs are converted to serialized versions which are
stored in secure arrays, and all oblivious operations are translated into secure array operations.
After applying some optimizations, our pipeline outputs an OCaml library providing secure
implementations of all the specified functions, including section and retraction functions for
encrypting private data and decrypting the results of a joint computation. After linking
this library to a driver that provides the necessary cryptographic primitives (i.e., secure
integer arithmetic), programmers can build secure MPC applications on top of this API. The
evaluation in Scction 6.6 uses a driver implemented using the popular open-source EMP

toolkit [52].

6.5.1 Optimizations

Our implementation of TAYPSI implements three optimizations which further improve
the performance of the programs it generates.

The smart array optimization supports zero-cost array slicing and concatenation, and
eliminates redundant operations over the serialized representation of oblivious data. To
reduce the overhead of constructing and destructing oblivious data, our implementation
does not create new arrays when performing array slicing and concatenation. It allows
the results to follow the original structure in TAYPSI for as long as possible, until a mux
forces them to be flattened. Conceptually, the smart arrays delay these operations, per-
forming them all at once when flattening is required. On the other hand, to eliminate
the redundant cryptographic operations, one observation underlying this optimization is

that evaluating a mux whose branches are encrypted versions of publicly-known values is
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unnecessary: mux [b] (B#s true) (B#s false) is equivalent to [b], for example. This
situation frequently occurs in map-like functions, where the constructor used in each branch
of a function is publicly known. Under the hood, the serialized encoding of the result of
map uses a boolean tag to indicate which constructor was used to build it, i.e., Nil or Cons;
this boolean is determined by the tag of the input list, e.g., mux [tag] [true] [false].
Of course, the tag used in each branch is publicly known: map always returns Nil if the
input list is empty, and returns a Cons otherwise. Thus, we can safely reuse the [tag] of the
input list to label the result of map, for similar reasons as the previous example. The smart
array optimization exploits this observation by marking when section functions are applied
to public values instead of, for example, immediately evaluating B#s true to the encrypted
value [true]. Then, when performing a mux, the smart array first checks if both branches are
“fake” private values, safely reducing the mux to its private condition if so, without actually
performing any cryptographic operations. In addition, we keep track of whether a value
is “arbitrary”; e.g., used for padding. We can simply return a branch of a mux if the other
branch is an arbitrary value.

The reshape guard optimization instruments reshape instances to first check if the public
views of two private values are identical, omitting the reshape operation if so. Reshaping
OADTs to the same public view is a common scenario, especially when the partial order
defined on a public view type is a total order. For example, the join of the public views of
l/i§§ is the maximum one, which is always one of these public views. Therefore, reshaping
the private lists of this maximum length should not require any additional work.

The memoization optimization caches the sizes of the private representation of data in
order to avoid recalculating this information, which is needed to create and slice oblivious
arrays. Similar to TAYPE, invoking these size computations in a recursive function can
potentially introduce asymptotic slowdown. TAYPE eliminates these repeated computations
using a tupling optimization that merges the size functions with the section and retraction
functions. However, in TAYPSI, this size calculation can happen in any arbitrary private
functions, in addition to section and retraction functions, making tupling optimization
brittle to apply. Instead, TAYPSI memoizes the map from public views to the sizes of the

private representation to avoid recalculation. If an OADT uses integer public view, then the
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memoization technique is standard using a hash table for retrieving the calculated sizes. On
the other hand, it is not efficient to use ADT public views as keys of a hash table. We instead
automatically embed the sizes within a public view type itself, and rewrite its introduction
and elimination forms and all TAYPSI programs that use them accordingly. For example, a
Peano number public view peano is augmented as follows.

data peano = peano_memo X N

data peano_memo = Zero | Succ peano

Whenever we need to calculate the size of a private representation using this public view

peano, we simply project out its size (of type N), without recalculating the size function.

6.6 Evaluation

Our evaluation considers the following research questions:

RQ1 How does the performance of TAYPSI’s transformation-based approach compare to the

dynamic enforcement strategy of TAYPE?

RQ2 What is the compilation overhead of TAYPSI’s translation strategy?

6.6.1 Microbenchmark Performance

To answer RQ1, we have evaluated the performance of a set of microbenchmarks compiled
with both TAYPsI and TAYPE. Both approaches are equipped with optimizations that are
unique to their enforcement strategies: TAYPSI’s reshape guard optimization is not applicable
to TAYPE, and TAYPE features an early tape optimization that does not make sense for
TAYPSL!! Our evaluation also includes a version of TAYPE that implements TAYPSI's smart
array optimization (TAYPE-SA), in order to provide a comparison of the two approaches at
their full potential.

Our benchmarks are a superset of the benchmarks from Section 5.5. Figure 6.20 presents

the experimental results.!? These experiments fix the public views of private lists and trees

14 TAYPE also implements a tupling optimization, but this is analogous to TAYPSI’s memoization optimization.
124 A1l results are averaged across 5 runs, on an M1 MacBook Pro with 16 GB memory. All parties run on
the same host with local network communication.

171



Benchmark TAYPE (ms) TAYPE-SA (ms) TAYPSI (ms)

elem_1000" 8.15 8.11 8.02 (98.47%, 98.89%)
hamming 10001  15.09 15.21 1446 (95.79%, 95.04%)
euclidean 10007 67.43 67.55 67.32 (99.84%, 99.66%)
dot_prod_1000"  66.12 66.19 66.41 (100.43%, 100.33%)
nth_10007 11.98 12.05 12.04  (100.54%, 99.93%)
map_1000 2139.55 5.07 514 (0.24%, 101.44%)
filter_200 failed failed 86.86 (N/A, N/A)
insert_200 5796.69 88.92 88.07 (1.52%, 99.04%)
insert_list_100 failed failed 4667.66 (N/A, N/A)
append_100 4274.7 45.09 4418 (1.03%, 97.99%)
take_200 169.07 3.05 3.09 (1.83%, 101.15%)
flat_map_200 failed failed 7.3 (N/A, N/A)
span_200 13529.34 124.79 91.22 (0.67%, 73.09%)
partition_200 failed failed 176.49 (N/A, N/A)
elem_ 16! 446.81 459.1 404.9  (90.62%, 88.19%)
prob_16' 13082.52  12761.7 12735.16 (97.34%, 99.79%)
map_16 4414.69 262.14 215.67  (4.80%, 82.27%)
filter_16 8644.14 452.04 433.7 (5.02%, 95.94%)
swap_16 failed failed 4251.36 (N/A, N/A)
path_16 failed 6657.07 894.88 (N/A, 13.44%)
insert_16 83135.81 8093.81 1438.87  (1.73%, 17.78%)
bind_8 21885.65 494.98 532.86  (2.43%, 107.65%)
collect_8 failed failed 143.38 (N/A, N/A)

Figure 6.20. Running times for each benchmark in milliseconds. The TAYPSI
column also reports the percentage of running time relative to TAYPE and
TAYPE-SA. A failed entry indicates the benchmark either timed out after 5
minutes or exceeded the memory bound of 8 GB. List and tree benchmarks
appear above and below the double line, respectively.

to be their maximum length and maximum depth, respectively; the suffix of each benchmark
name indicates the public view used. The benchmarks annotated with { simply traverse the
data type in order to produce a primitive value, e.g., an integer; these include membership
(elem), hamming distance (hamming), minimum euclidean distance (euclidean), dot product
(dot_prod), secure index look up (nth) and computing the probability of an event given a
probability tree diagram (prob). The programs generated by TAYPE, TAYPE-SA and TAYPSI
all exhibit similar performance on these benchmarks. The remaining benchmarks all construct

structured data values, i.e., the sort of application on which TAYPSI is expected to shine.
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In addition to standard list operations, the list benchmarks include insertion into a sorted
list (insert) and insertion of a list of elements into a sorted list (insert_list) (both lists
have public view 100). The tree examples include a filter function that removes all nodes
(including any subtrees) greater than a given private integer (filter), swapping subtrees if
the node matches a private integer (swap), computing a subtree reached following a list of
“going left” and “going right” directions (path), insertion into a binary search tree (insert),
replacing the leaves of a tree with a given tree (bind), and collecting all nodes smaller than a
private integer into a list (collect).

Dynamic policy enforcement either fails to finish within 5 minutes or exceeds an 8 GB
memory bound on almost half of the last set of benchmarks, due to the exponential blowup
discussed in Section 6.1. For those benchmarks that do finish, TAYPSI’s enforcement strategy
results in a fraction of the total execution time compared to TAYPE. Compared to the version
of TAYPE using smart arrays, TAYPSI still performs comparably or better, although the gap
is somewhat narrowed: functions like map do not suffer from exponential blowup, so these
benchmarks benefit mostly from the smart array optimization. In summary, these results
demonstrate that a static enforcement strategy performs considerably better than a dynamic

one on many benchmarks, and works roughly as well on the remainder.

6.6.2 Impact of Optimization

To evaluate the performance impact of TAYPSI’s three optimizations, we conducted an
ablation study on their effect. The results, shown in Figurc 6.21, indicate that our smart array
optimization is the most important, providing up to almost 800x speedup in the best case.
As suggested by Figure 6.20, this optimization also helps significantly with the performance
of TAYPE, although not enough to outweigh the exponential blowup innate in its dynamic
approach. The other optimizations also improve performance, albeit not as significantly.
As our memoization pass caches public views of arbitrary type, we have also conducted an
ablation study for these examples using ADT public views instead: the list examples use

Peano number to encode the maximum length of a list, and the tree examples use the upper
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Benchmark No SA (ms) No RG (ms) No Memo (ms)

elem_1000 1837 (2.29x) 8.06  (L.0x) 17.76 (2.21x)
hamming 1000 5173 (3.58x) 14.53 (1.01x) 35.5  (2.46x)
euclidean 1000 79.07  (L.17x) 67.31  (L.0x) 76.36 (1.13x)
dot_prod_1000 87.77 (1.32x) 66.15  (1.0x) 77.33 (1.16x)
nth_1000 22.69 (1.88x) 12.18 (1.01x) 20.53 (1.7x)
map_1000 2106.43 (409.89x) 139.91 (27.23x) 37.71 (7.34x)
filter_200 5757.28 (66.29x) 93.93 (1.08x) 114.7 (1.32x)
insert 200 25543 (2.9x) 94.61 (1.07x) 89.32 (1.0lx)
insert_list 100 22806.87 (4.89x) 5186.07 (1.11x) 4771.28 (1.02x)
append_100 4226.32 (95.66x) 50.79 (1.15x) 61.77  (1.4x)
take_200 169.45 (54.91x) 12.92 (4.19x) 4.68  (1.52x)
flat map 200  5762.63 (789.08x) 16.99 (2.33x) 60.03 (8.22x)
span_200 5924.1  (64.95x) 99.83 (L09x) 120.09 (1.32x)
partition_200 11528.0 (65.32x) 185.16 (1.05x) 231.06 (1.31x)
elem_16 433.73  (1.07x) 404.05 (1.0x) 402.15 (0.99x)
prob_16 13019.56 (1.02x) 12746.24 (1.0x) 12731.89 (1.0x)
map_16 4410.84 (20.45%) 635.18 (2.95x) 213.96 (0.99x)
filter 16 8674.71  (20.0x) 1131.02 (2.61x) 440.16 (1.0lx)
swap_16 867152 (2.04x) 54714 (1.29x) 4246.39 (1.0x)
path_16 9108.54 (10.18x) 1083.21 (1.21x) 888.95 (0.99x)
insert_16 19101.36 (13.28x) 2151.83 (1.5x) 1432.92 (1.0x)
bind_8 19647.83 (36.87x) 870.93 (1.63x) 5343  (1.0x)
collect 8 11830.6 (82.51x) 152.29 (1.06x) 186.92 (1.3x)

Figure 6.21. Impact of turning off the smart array (No SA), reshape guard
(No RG), and public view memoization (No Memo) optimizations. Each column
presents running time in milliseconds and the slowdown relative to that of the
fully optimized version reported in Figure 6.20.

bound of the spines. In this study (Figurc 6.22), we observe up to 9 times speed up in the

list examples, with minimal regression in tree examples.

6.6.3 Compilation Overhead

To measure the overhead of TAYPSI’s use of an external solver to resolve constraints,
we have profiled the compilation of a set of larger programs drawn from TAYPE’s bench-
mark suite. The first two benchmark suites (List and Tree) in Figure 6.23 include all the

microbenchmarks from previous section. The next benchmark, List (stress), consists of the
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Benchmark Base (ms) No Memoization (m

5)
elem_1000 13.45 18.2 (1.35x)
hamming_1000 25.98 36.35 (1.4x)
euclidean 1000  73.22 77.07 (1.05x)
dot_prod_1000 77.65 77.92 (1.0x)
nth_1000 17.8 20.89 (1.17x)
map_1000 19.95 42.53 (2.13x)
filter 200 87.22 118.54 (1.36%)
insert_200 89.01 89.77 (1.01x)
insert_list_100 4719.13 4809.16 (1.02x)
append_100 45.05 63.83 (1.42x)
take_200 4.08 5.17 (1.27x)
flat_map_200 7.32 69.1 (9.45x)
span_200 92.73 124.06 (1.34x)
partition_200 176.68 238.27 (1.35%)
clem 16 42541 416.13 (0.98)
prob_16 12772.3  12762.84 (1.0x)
map_16 268.07  255.66 (0.95%)
filter_16 494.38 485.96 (0.98x)
swap_16 4407.25 4329.39 (0.98x)
path_16 010.83  944.69 (1.0x)
insert_16 1603.88 1770.76 (1.1x)
bind_8 553.0 585.06 (1.06x)
collect_8 143.79 187.25 (1.3x)

Figure 6.22. Impact of turning off the public view memoization (No Mem-
oization) optimization for the examples using ADT public views. The No
Memoization column also reports the slowdown relative to Base, the fully
optimized version.

same microbenchmarks as List with 5 additional list OADTs. The purpose of this synthetic
suite is to examine the impact of the number of OADTs on the search space. The remaining
benchmarks represent larger, more realistic applications which demonstrate the expressivity
and usability of TAYPSI.

The last three columns of Figure 6.23 report the results of these experiments: total
compilation time (Total), time spent on constraint solving (Solver) and the number of
solver queries (#Queries). The group of columns in the middle of the table describes

features that can impact the performance of our constraint-based approach: the number
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Suite ‘ #Functions #Types #Atoms ‘ #Queries Total (s) Solver (s)

List 20 7 70 84 0.47 0.081
Tree 14 9 44 31 0.47 0.024
List (stress) 20 12 70 295 3.45 2.8
Dating 4 13 16 10 0.58 0.019
Medical Records 20 19 58 51 0.48 0.072
Secure Calculator 2 9 6 5 1.34 0.013
Decision Tree 2 13 6 16 0.28 0.016
K-means 16 11 68 86 1.62 0.95
Miscellaneous 11 7 42 47 0.26 0.065

Figure 6.23. Impact of constraint solving on compilation speed

of functions (#Functions) being translated, the number of atomic types (#Types), and
the total number of atomic types used in function types (#Atoms). For example, the List
benchmark features 7 atomic types: public and oblivious booleans, integers and lists, as
well as an unsigned integer type (i.e., natural numbers). The number of atomic types in
the function filter : list — 7Z — 1list is 3. In the worst case scenario, our constraint
solving algorithm will explore every combination of types that are compatible with this
signature, resulting in the constraints associated with filter being solved 2 % 2 % 2 = 8 times.
Exactly how many compatible types the constraint solving algorithm explores depends on
many factors: the user-specified policies, the complexity of the functions, the calls to other
functions and so on. We chose these 3 metrics as a coarse approximation of the solution
space. Our results show that the solver overhead is quite minimal for most benchmarks, and
in general solving time per query is low thanks to our encoding of constraints in an efficiently

decidable logic.

6.7 Conclusion

Secure multiparty computation allows joint computation over private data from multiple
parties, while keeping that data secure. TAYPE has considered how to make languages for
MPC more accessible by allowing privacy requirements to be decoupled from functionality,
relying on dynamic enforcement of polices. Unfortunately, the resulting overhead of this

strategy made it difficult to scale applications manipulating structured data. This chapter
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presents TAYPSI, a policy-agnostic language for oblivious computation that transforms
programs to instead statically enforce a user-provided privacy policy. The resulting programs
are guaranteed to be both well-typed, and hence secure, and equivalent to the source program.
Our experimental results show this strategy yields considerable performance improvements
over prior approaches, while maintaining a clean separation between privacy and programmatic

concerns.
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7. RELATED WORK

Secure computation was first formally introduced by Yao [1] alongside his proposed solution,
Garbled Circuits. In secure computation, an untrusted party may observe the whole execution
of the secure program, or infer some private information from other side-channels. Enabling
secure computations that use algebraic data types that also hide their structures is a key
motivation of this work. Secure computation techniques can be broadly divided into those
using multiparty computation and those relying on outsourced computation [2, 62]. Those in
the former category typically use protocols based on either Garbled Circuits or secret-sharing
schemes [5, 6, 63]. In the realm of outsourced computation, solutions are typically based on
fully homomorphic encryption [7, 8], but can also be supported by virtualization [9, 10] or
secure processors [11]. Our implementation uses the EMP toolkit [52] for its secure backend,
but is compatible with other solutions under the mild requirement that they implement
primitives for secure integer operations.

Many high-level programming languages have been proposed that support some form
of secure computation [4]. Their goals are similar to ours in that they provide high-level
language support for writing secure programs. However, most do not support (recursive)
data structures at all, or assume the structural information is always public. To the best
of our knowledge, none of these languages decouple security policies and program logic, as
TAYPE and TAYPsI do. Obliv-C [13] is a C-like oblivious language. Algebraic data types can
be encoded with the C-style struct keyword with pointers. Since their oblivious types are
restricted to base C types, however, the structure of the defined ADT is public. It would
be possible to implement oblivious ADT in Obliv-C by manually padding and using the
data types according to their public views. The language provides a ~obliv keyword that
can be used to dynamically track the maximum bound of a data type, at the cost of some
additional user effort. Moreover, if the programmers decide to use a different public view,
they have to fix every place where this data type is used. PICCO [14, 64] is also a C-like
language for secure computation, which supports C pointers to private data (possibly at
private locations) and dynamic memory allocation [65]. ObliVM [15] is a Java-like language

which also has a struct keyword to define data types, but only supports public structures,
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much like Obliv-C. Wysteria and Wys* [16, 17| are functional languages that focus on mixed-
mode computation. While they do not support recursive data types, both languages include
simple polynomial types and primitive arrays. In contrast, our languages do not consider
mixed-mode computation. Symphony [20, 66] is a successor of Wysteria which permits more
reactive applications through a combination of first-class support for coordinating parties
and primitives for secret-sharing and -recombination. Symphony also supports recursive data
types which may contain private data, e.g., a tree whose leaves contain oblivious payloads, but
does not obfuscate the structure of those datatypes. Aopiv [18] is a functional programming
language for oblivious computation that focuses on probabilistic programs, making it suitable
for implementing some oblivious cryptographic algorithms, such as ORAM, although it
does not include algebraic data types. In contrast, our work does not consider probabilistic
programs, though it could be an interesting future direction. Our approach and theirs share
similar threat models and guarantees of obliviousness. Other secure computation toolchains
include FairplayMP [67], Sharemind [68], CBMC-GC [69], SCVM [70], TinyGarble [71], and
Frigate [72].

Several prior works have considered how to compile secure programs into more efficient
secure versions. Viaduct [19, 73] is a compiler that transforms high-level programs into
secure distributed versions by intelligently selecting an efficient combination of protocols for
subcomputations. The HyCC toolchain [74] similarly transforms a C program into a version
that combines different MPC protocols to optimize performance. TASTY [75], ABY [76],
EzPC [77] and MOTION [78] are similar frameworks for enabling mized-protocol computation.
The HACCLE toolchain [79] uses staging to generate efficient garbled circuits from a high-level
language. Compiler techniques, e.g., vectorization, have been studied for optimizing fully
homomorphic encryption (FHE) applications [59, 80-83].

Constant-time languages protect programs from inadvertently leaking private information
through timing channels by providing atomic constructs and carefully tracking information
control. This is also a goal of our system, and our solution to this problem is similar. The
first formal study of constant time algorithms was in the context of cache-based attacks [9].
Barthe et al. [84] extended the formally verified CompCert compiler [85] to ensure constant

time execution. Our obliviousness theorem provides a formal guarantee of a constant-time
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property. Jasmin [86, 87] is a framework for implementing high-performance cryptography. It
achieves constant-time security by embedding Jasmin programs into Dafny [88] which enables
automated proofs of this property (and memory safety). FaCT [89] is a high-level language
for writing constant-time computation using (non-recursive) data types. One of its unique
features is a front-end compiler to transform a well-typed (but potentially not constant-time)
FaCT program into a constant-time FaCT program. In TAYPE and TAYPSI, the programmers
can simply encode programs in the conventional fragment and then convert them to oblivious
programs (that are constant-time) by composing privacy policies and the standard programs.

Another popular cryptographic technique for hiding private information of data structures
is oblivious RAM [26, 90, 91] (ORAM). ORAM provides primitives to access an encrypted
memory buffer without revealing the access pattern, except for the number of accesses. There
have been proposals for generically constructing oblivious data structures using ORAM [92].
Oblivious data structures constructed this way hide the access patterns of a sequence of
data structure operations. This line of work in general does not consider leakage through
side-channels. While our solution also naturally hides access patterns, we also assume a much
stronger adversary who can observe the whole computation. On the other hand, certain data
structures may yield asymptotically better performance if encoded using ORAM. Integrating
ORAM into our systems for performance gains while maintaining strong security guarantees
is a promising future direction.

Our approach of type-based information flow control to enforce obliviousness, a form
of noninterference, follows a body of work in security-type systems [27, 29]. To the best
of our knowledge, our system is the first to combine a dependent type system with large
elimination and a security-type system. While most security-type systems tag types with
labels classifying the sensitivity of data, our dependent type system tags kinds instead to
keep track of whether a term is oblivious. On the other hand, our leakage labels are similar to
these security labels, and used to track if a term is leaky. Our notion of retraction bears some
resemblance to delimited information release [93]. In a system with delimited information
release, the programmers may choose to reveal some private information, similar to retraction
functions in Agypr4. However, our semantics guarantees retraction never releases any private

information. Another difference from a standard security-type system is that we use explicit
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coercion via section functions instead of implicit subtyping to convert public types to secure
types. On the one hand, our typing rules and semantics for oblivious types and non-oblivious
types are quite different. On the other hand, implicit subtyping does not make sense in the
case of ADTs. To convert a public ADT to an oblivious one, we not only need to know how
the oblivious ADT is represented, but also to infer the public views.

Our obliviousness guarantee is a strengthened variant of memory trace obliviousness
(MTO) [28], which itself provides stronger guarantees than most information flow type
systems. Under MTO, the patterns of memory access generated by a program are required to
be indistinguishable, in addition to its result. This work also proposed a language based on
Oblivious RAM [26, 90, 91] and transformation techniques to ensure this property. However,
this threat model is weaker than that of this dissertation. On the one hand, it does not
consider timing channel: while memory access traces include instruction fetches, which
ensures the branches of a secure conditional always run the same number of instructions, the
instructions themselves can still exhibit different timing behaviors. For example, the program
if s > 0 then s := p + p else s := p * p is secure in their model, as both branches
produce the same memory access pattern (including instruction fetches), but the second branch
is slower, assuming multiplication is slower than addition in the CPU. On the other hand, under
MTO, adversaries cannot observe the instructions executed by the CPU. This is not the case in
the MPC setting (especially in the secret-sharing-based schemes), as every party is a potential
adversary that can observe instructions: if s > 0 then s := p + 1 else s := p + 2is
accepted in their model, but an adversary in our model is able to discern if the program is
computing p+1 or p+2, even if they have the same timing behavior. In contrast, the traces
we consider include every program state under a small-step semantics, which rules out these
two examples.

Jeeves [94] and our work have a shared goal of decoupling security policies from program
logic. While they both employ a similar high-level strategy of relying on the language to
automatically enforce policies, their different settings result in very different solutions. In
Jeeves’ programming model, each piece of data is equipped with a pair of high- and low-level
views: a username, for example, may have a high confidentiality view of “Alice”, but a low

view of “Anonymous”. The language then uses the view stipulated by the privacy policy and
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current execution context, ensuring that information is only visible to observers with the
proper authority. In the MPC setting, however, no party is allowed to observe the private data
of other parties. Thus, no party can view all the data necessary for the computation, making
it impossible to compute a correct result by simply replacing data with some predetermined
value, like “Anonymous”.

Our oblivious types can also be viewed as a kind of refinement types [36-38]: the oblivious
tree in Chapter 3 can be understood as trees with a maximum depth stipulated by the type
index, for example. However, this declarative specification does not explain how to represent
such an oblivious tree. Nonetheless, this view of subset types suggests a future direction
of integrating refinement typing into our system to ensure the correct use of public indices
and to enable simpler policy specifications. Dependent type systems with large elimination
can be found in many theorem provers, such as Coq [33] and Agda [35]. These languages
are designed more towards theorem proving and thus only admit total functions, while our
languages allow general recursion and hence nontermination. A notable dependently typed
language with nontermination is Zombie [41-43], though our goals are drastically different.

Nanevski et al. [95] show how Relational Hoare Type Theory can be used to encode
and verify a variety of security policies in a theorem prover using dependent types. While
capable of specifying security policies like noninterference, their encoding does not address
termination behavior and only characterizes the final output value, and thus does not protect
against control flow leaks. In addition, users have to manually verify these properties in
the proof assistant. In contrast, we consider a much stronger threat model, and all of our
oblivious calculi protect against a larger class of leaks. The calculi additionally provide a fixed
security guarantee in the form of our obliviousness theorem, which any well-typed program
enjoys “for free”, without any additional user effort.

In our mechanized formalization, the correctness and security guarantees provided by
the underlying cryptographic primitives are baked into our semantics and notion of indistin-
guishability. There is a body of work about formally verified cryptography [96-99], which
could be integrated into our work in the future to provide a stronger formal guarantee. Some

of these solutions have focused on verifying multiparty computation [100, 101].
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8. CONCLUSIONS AND FUTURE WORK

Writing secure applications that do not leak private information presents challenges in several
dimensions. The limited support for rich data structures in existing oblivious languages
discourages users from implementing general applications. The inability to express complex
policies makes it difficult to comply with real-world privacy requirements. The intermixing
of application logic and privacy policies forces programmers to write specialized versions of
the same program for each set of privacy requirements. This dissertation introduced various
programming language techniques that tackle these problems: private structured data and
complex policies can be encoded using oblivious algebraic data types, and a form of modularity
that decouples privacy and programmatic concerns can be achieved using tape semantics
or static program transformations. This thesis has formally developed these techniques via
a family of core calculi, which it used to establish key metatheoretic results, including a
strong security guarantee called obliviousness and the standard type safety property. These
techniques have been implemented in the languages and compilation pipelines, TAYPE and
TAYPSI, providing an end-to-end programming environment for developing secure applications
and evaluating performance and usability.

The work presented in this dissertation is a step towards wider adoption of privacy-
preserving techniques, but there is still much room to make these policy-agnostic languages
more practical. First, to enable a wider range of applications, we should increase the
expressivity of these languages: adding support for mutable data, probabilistic computation
and reactive programs that allow for interaction between participating entities in a policy-
agnostic way are all important directions. Another limitation of the current approach is
that OADTs can only encode tree-like structures, similar to ADTs. Supporting graph data
structures will enable more secure applications. Second, while the separation of policies and
application logic reduces user burden, many potential improvements to usability remain.
As one example, TAYPE and TAYPSI do not support type polymorphism, and as a result,
users need to define, e.g., distinct types for lists of integers and lists of booleans. Writing
OADTs and their associated methods requires programmers to be proficient in dependent

types. At the same time, many of these definitions are straightforward but tedious boilerplate.
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A better approach would be to derive OADTs from a higher-level predicate that specifies the
publicly shared information and synthesize the associated methods. The current implement of
TAYPSI can generate nonterminating programs if a specified policy does not provide enough
public information to bound the recursion depth. Guaranteeing equi-termination for the
generated secure programs would free users from manually reasoning about termination.
Third, good performance is necessary for encouraging adoption of these language techniques.
The abstractions developed for the modularity described in this dissertation often come with
performance penalty. Users may sometimes need to manually optimize a program to avoid
some efficiency pitfalls caused by the secure semantics of mux, for example. Thus, additional
optimization techniques are needed to generate secure programs that are as efficient as
hand-crafted versions. One promising direction is to rewrite program control flow in a way

that exploits publicly available information to remove secure operations.
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A. OMITTED RULES AND PROOFS FOR TAYPE

This chapter documents the omitted rules from Chapter 5: full semantics rules (Appendix A.1),
typing and kinding rules (Appendix A.2), and TAYPE-to-OIL translation rules (Appendix A.3).
A proof of the totality of the translation algorithm is also included (Appendix A.4).

A.1 Semantics

Figure A.2 and Figure A.3 show the small-step operational semantics relation of core
TAYPE: X e — ¢'. The global context X is fixed in the rules, so we elide it for brevity.
We also elide type annotations in conditionals and pattern matching expressions as they are
not relevant in these rules. The auxiliary relation used in S-OMATCH is exactly the same as

the one in Agppr (Figure 3.9). S-CTX refers to evaluation contexts £ shown in Figure A.1.

EVALUATION CONTEXTS

£ = Oxt|oxO|0%t|wid

| letxyt=0ine|led|Ov|cO|TO

| if O then e else e|mux 0 e e|mux v 0 e |mux v v O

| if O then e else e |if v then [ else e|if v then v else O
| (@,e) | (v,0D | (O,e) | (v,O) | <> e | p<w> O

| Oge | vel | O®e | v

|  match O with C x = e|match O with (x;,x2)=e

| match [0 with x=e|x=e | match O with [x1,%X9] =€

| B#s 0| Z#s O | Z#r O] tape O |10

Figure A.1. Core TAYPE evaluation context

S-ADD and S-OADD simply evaluate the integer operations according to the denotational
domain. Most rules involving promotions (e.g., S-SECINTPrROM, S-APPPROM and S-
ADDPROM) require the resulting expressions also get promoted, because the T leakage label
should be preserved in each step. However, this is not explicitly necessary for S-IFPROM, as
both branches of a conditional with promoted discriminee already have T labels, which is
enforced by the typing rules (e.g., the side condition in T-IFNODEP). S-PMATCHPROM and
S-MATCHPROM are similar: the expressions these rules step to do not need to be promoted

again, although their pattern variables are substituted by promoted values.

199



S-CTx
e —> e/ S-ApPp S-LET
Ele] — E[€] Ox:yT=e) v — [v/x]e let x3;T = v in e — [v/x]e
S-IF
if b then e; else ey — ite(b,e;,eq)
S-PMATCH
match (vy,ve) with (X1,X9)=e — [vo/xo] [vi/x1]e
SM S-OADT S-Fun
-MIATCH obliv T (x:1) =T €X fn xytT=e€X
match C; v with C x=e — [v/x]e; T v— [v/x]7 X —e
S-SEcBooL S-SECINT S-ADD S-OADD
B#s b — [b] Z#s n — [n] n;®ny — [n;@n,] [n,]1@ [ny] — [[n;®n,]]
S-OIny S-Mux

//,\b<(/l)\> v — [[,b<(/1)\> V] mux [b] Vi Vo — ite(b,Vl,Vz)

S-OPMATCH

match [vy,ve] with [x;,%0]=e — [vo/%o] [vi/x]e

S-OIr

E[if [b] then v, else vy] —> if [b] then SA[Vl] else g[v2]
S-OMATCH

\/}1<:/(51 9242/(52

/\ o if [b] then ite(b,[v , [V
match [(p<W;+Wy> V] with x=elx=ey — it 1 ] on i o [V/AX] e1, [V1/x]er)
else ite(b, [Vy/x]eq, [V/x]es)

Figure A.2. Core TAYPE semantics rules
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S-TAPEOIF

tape (if [b] then v; else vy) —> mux [b] (tape vy) (tape vi)

S-TAPEPROM S-RETADD;

tape (Jv) — v (Z#r [m])®(Z#r [no]) — Z#r ([n;13[no])

S-RETADDy

(Z#r [n;1)®(tny) — Z#r ([n,18 (Z#s ny))

S-RETADD3 S-SECRETINT
(1n) & (Z#r [no]) — Z#r ((Z#s n1)&[ny]) Z#s (Z#r [nl) — 1[n]
S-SECINTPROM S-SECBOOLPROM S-AppPRroM

Z#s (1n) — 1 (Z#s n) B#s (1b) — 1 (B#s b) (Tn) ®(Tny) — 1(n;®ny)

S-ApPPROM S-IFPrROM

(TOxyt=e)) v— T([v/x]e) if b then e; else ey —> ite(b,eq,eq)

S-PMATCHPROM

match T(vqy,vy) with (x1,x9)=e — [Tvo/xo] [Tvi/x1]e

S-MATCHPROM

match 7C; v with C x=e — [lv/x]e;

Figure A.3. Core TAYPE semantics rules (cont.)
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A.2 Type System

Programs in TAYPE are typed using a pair of typing and kinding judgments: ;' e ;T
and ;' F 1 = k. The global context ¥ is elided for brevity, as it is fixed in all typing and
kinding rules. Figure A.4 shows the kinding rules, while Figure A.5 and Figure A.6 present
the typing rules.

K-SuB K-ADT K-OADT
| R 'S k C k' data T=CT€EY obliv T (x:1) =T €X ke: T
| SN DT sf TFT e 0
K-UNIT K-BooL K-OBooL K-INT K-OINT
N TFB:«f I TFZ P I
K-P1 K-PRrobD
'ty Xy T, T it x 'tk I'kFTy ik
' Ilx:;t,T0 = 51 't xT, sk
K-OPROD K-OSum
I‘}—’cl::*o FI—TQ::*O Fl—Tli:*O FI—TQ::*O
T 1%, %9 I 1,51, o +0
K-LET K-Ir
The: 1t x: 1,0FT:x0 The B TFras9 TE1ye

I'Flet x:,T =¢e in v 40

K-PMATCH
'+ €p | T1XTo

I'-if ey then T else Ty «0

X1 1] T1,X0 01 To, ' T %0

' Fmatch ey with (x1,X9)=T: %

K-MATCH
data T=C T€ X

Fl_eoij_T

0

Vi.x: T, [T 40

0

' Fmatch ey with C x=1 = *

Figure A.4. Core TAYPE kinding rules
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T-ConNv
eyt T=7 T-VAR
TET xyTeTl T-UNIT T-LitBooL T-LiTINT
eyt 'kxyt 'O 1 I'Fb: B I'bn: Z
T-ABS T-App
x:y T, 'Fey, T I'Fequy, Hxiy, 1,70
I'ETyoox F'Feryym
I'EAxgmi=e y, [x,1,T0 I'-es ey, [e1/x]To
T-LET T-FuN
'Fe T Xy T, ey, T2 fn xytT=e€X
I'Flet x:,T1 = e; in eg iy, [e1/x] T 'FxygT
T-IF T-IFNODEP
I'Feg: B I'-eypuy, B Ll
I'keyy [true/zlT '+ eq: [false/z]lT eyt I'Fegyt

I'Fif eg then ey else eq:y [eg/z]T I'-if; ey then e; else ey T

T-PAIR
Fl—el:l’tl Fl_egil’fg

'+ (el,eg) i T1 X Ty

T-PMATCH

Fl_eo 1 T1 X Ty X1 i1 T1,X9 :l’rg,f‘l—e:l [(Xl,Xg)/Z]’f

I' - match ey with (x1,x9)=e : [eg/z]T

T-PMATCHNODEP

T-CTtor
' eq iy T1 X T2 hC1 T-ADD data T=C 1€ X
XliloTl,Xgllo’fg,Fl_e:lT Fl—el:lZ Fl_egilZ Fl—e:l’rl-
I' - match, eg with (x1,x9)=ey T I'-e ey Z '-¢;, eyT
T-MATCH L T-MATCcHNODEP
data T=CTEX I'Fey: T data T=CT1T€EX 'Feyy, T
Vi.x: 1, ' Fe;y [C x/z]17 hCl Vi.x y, T, [Feuyt

' match ey with C x=e 3 [eo/z]T [ matchy ey with C x=e T

Figure A.5. Core TAYPE typing rules
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T-Mux T-OPAIrR
'Fep: 1 B T s 'Fer:im I'Fey:l To
I'Fe ;| T I'Fey: | T FI—TI::*O FI—TQ::*O

I' F mux €y €1 €91 T

['F [er,e0] 1 TIXTo

T-OPMATCH T-OADD -
Fl_eoij_'leTg XliLTl,XQZJ_TQ,Fl_e:lT Fl—elzLZ Fl_egij_Z
Fl_ml e0:11;<12 with [Xl,X2]Z>e qT Fl—eléeg :J_Z

T-OInNg T-OMATCH ~
I'Fe: ite(b,Ty,T2) I'Feg:l 1147
FI—THA—TQ::*O x: T, 'Fe 1T

X T, 'Fey:ir T
'k /[Tb<T1—T—TQ> e Tl:i':TQ

['Fmatch, eg:T;+Ty with x=e;lx=ey:7 T

T-BoXEDINJ T-SEcBooL
T-BoxEpLiTBooL T-BoOXEDLITINT [L,<@> V] < @ TFeyB
CH[bl: B Ok [nl: Z LF [p<w> 9] @ [+ B#s ey B
T-SECINT T-RETINT T-OIrF R
I'keyZ I'be: Z I'Feyg: B I'kFe it I'kFey: 7

[+ Z#s e:lZ Fl—z#re:TZ ['Fif ey then e; else ey :T T

T-PROMOTE T-TAPE

I'Fe:| T

I'Fe:rT7t DFr:sd
'Ffe:rT

'Ftape e:; T

Figure A.6. Core TAYPE typing rules (cont.)
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A.3 Translation Algorithm

Figure A.7 translates TAYPE oblivious types to OIL expressions of size type. Figure A.8

and Figure A.9 translate TAYPE expressions to OIL expressions.

TR-OPROD

TR-UNITT TR-OBooL TR-OINT Th Ty~ sy TF Ty~ s,
'F1~0 THB~1 L7~ 1 [T XTy ~ s1+82

TR-OSuMm

'+ T1 ~* 81 '+ To ~ S9 TR-TAPP

I'F 14Ty ~ 14+max s; s F'FT x~T x

TR-TLET
I'Fe~, & X T, 'FT~ 8

I'Flet x: Ty = e in T~ let x = é in s

TR-TIF
P|_T1M->Sl FPTQWSQ

I'-if xg then T; else T9 ~» if Xy then s; else s,

TR-TPMATCH
Xo 1L TIXTe €T X1 T1,X0 01 To, [T~ s

I' - match xg with (%y,X2)=T ~ match xg with (Xy,X3)=s

TR-TMATCH
data T=C t€X Xp:, . Tel Vi.XiLTi,Fl_T;WSi

I' - match xo with C x=T ~» match xy with C x=s

Figure A.7. Translating core TAYPE oblivious types to OIL sizes
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TR-BooL TR-INT TR-VAR TR_A.BS .
xy T, 'Fe~sé
I'Fb~, b 'n~ n I'Fx -~ x I'EAx:Ti=e v Ax=¢
TR-APP TR-PAIR

F}_X.Q X1 v X9 X1

pair x; xo ifl=T

s ifl=_1
T b (x1,%0) ~ {(Xl %2) :

TR-CTOR TR-ADD
C iflp =1 if lp=_L1
I'FC x~p ¢~ x 1 0 ' x1®x9 ~ X1@~9X2 1 ’
Cx ifly=T x1Pxy iflg=T
TR-SECcBooL TR-SECINT

_ B# ifl =1 _ T# if =1
Tk B#s xg { Th Zs x4 00 X0
B#s x ifl=T Z#s x ifl=T

TR-LET
Fl—el My é1 Xy Tl,Fl_eg g é2

I'E1let x:,T1 = e; in ey~ let x = &1 in &

TR-IF
XollOBGF I'e; ~; & I'F ey~ é9

if xg then & else é& ifly= L
I'Fif; xo then e; else ey ~y { 0 ! 2 0

j,.\f E(T) X0 é1 é2 lfl():—[_
TR-PMATCH
X0 iy T1XTe €T X1 i, T1,X i, To, ' e~y é
I' - match, x¢9 with (x1,%x2)=e
match xg with (x1,x3)=¢ iflg=1
T matehy prom(ty) prom(ty) if(T) xo Oxidxe=é) iflp=T

TR-MATCH L
data T=CTteX X0, TETD Vi.x oy, T, ' F e~ &

match xy with C x=¢ if lp =L

[' Fmatch, x9 with C x=e ~; ¢ ——— .
matchr if(T) x9 (Ax=e) iflp=T

Figure A.8. Translating core TAYPE expressions to OIL expressions
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TR-UNIT TR-OPAIR
'O ~, A0) I'F [x1,%x9] ~ | x1+Hx%o
TR-OPMATCH
XliLTl,XgiLTg,Fl_eré FI_T1W81 F}_TQWSQ

let x; = x0(0,s1) in
I'Fmatch xo:T;XTy with [x;,xs]=>e ~»; let xy = xo(sy,sy) in

e
TR-OINJ
I'= T1 ~ Sq Tk To ~> S9 TR-Mux
['F <ty 419> x ~», ite(b,inl,inr) s; sy X I' - mux xg X; X9 ~ | MUX Xg X1 X2
TR-PROMOTE
TR-TAPE x Tel TR-RETINT
I'F tape x ~», tape x I'F 7% ~7 prom(T) x [+ 7Z#r x ~7 17 X
TR-OIr
xp:7rtel
['Fif xo then x; else X~ if (1) Xo X1 Xo
TR-OMATCH
X:J_Tl,Fl—eleél X:LTQ,FFGQWTéQ Fl_’leSl Fl_Tg’V“)SQ

let tag = x0(0,1) in
I Fmatchy Xo:Ti+Ty with x=ejlx=ey ~»1 if(T) tag (let x = xo(1,s1) in &)
(let x x9(1,89) in éy)

Figure A.9. Translating core TAYPE expressions to OIL expressions (cont.)
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A.4 Totality of the Translation Algorithm

The totality theorem relies on a few lemmas that we state as follows.
Lemma A.4.1 (Regularity). If T'tk ey T, then I' - T2 k for some kind k.

Lemma A.4.2 (Conversion of typing context). If x ;p t;,I' b e 3y T and t1 = To with
I'F19 %, thenx iy 19, ' ey T.

Ifxpm,'F1Tuokand Ty =71 with ' F 19 2 %, then x :p T, ' T 21 K.
Lemma A.4.3 (Equality of equivalent public types).

1. If TFTi*x and T =B, then T =B.

2.IfTEFxux, 'FTu*x and T=T, then T=T.

S IfTErox, I'F1ixXTy % and T = Ty XTy, then T = T) X7, for some T} and T, such

that T1 = T} and 13 = T}

We will also use the expected typing and kinding inversion lemmas. The proofs of these
lemmas are omitted here, which are available in the Coq formalization [49]. The last lemma
essentially says if a well-kinded type is equivalent to a well-kinded public type, then they are
equal. The case of product also falls into this interpretation if we consider the type former x
itself public, even though x can be used to connect non-public components. In other words,
the “heads” of the public type formers are equal.

Now we prove the following totality theorem.

Theorem A.4.4 (Totality of translation). If ' e :; T and e is in ANF, then I'F e ~»; é
for some OIL expression é.

IfT'FTx 0 and T is in ANF, then I' =1 ~» s for some OIL expression s.

Proof. By induction on the ANF structure of e and T, we prove these two statements
simultaneously. Every subterm of an ANF term is also in ANF, so we can always apply the
induction hypotheses to subterms.

It is trivial to prove the cases on base oblivious types, literals, variable, constructor,

(function and type) application, public and oblivious pairs, integer operations, primitive
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sections and retractions, atomic conditional mux and the tape operation. We simply apply
their corresponding translation rules, which do not have any assumptions.

The cases on public types (booleans, integers and public products) and function type
vacuously hold, since they are not obliviously kinded.

Case on lambda abstraction Ax:;, T;=e: By the well-typedness assumption and the
inversion lemma, we have x ;;; T;,I' F e ;; T for some T'. It then follows that x :;, T;,[' F
e ~»; é for some é, by the induction hypothesis. Applying TR-ABS concludes this case.

Case on let binding let x:;, Ty = e; in ey: The proof for the first part (when this
expression is well-typed) is similar to the case on lambda abstraction using rule TR-LET.
On the other hand, if this is obliviously kinded, we have I' -e; :| Ty and x ;) 11, F ey = %0,
By the induction hypotheses, I' - e; ~~, é; and x ;| Ty, es ~» s for some é; and s. We
then discharge this case by TR-TLET.

Case on oblivious injection 7,<T> x: By the well-typedness assumption and the inversion
lemma, we know [ = | and T is some T, 4T such that I' - 7,41, = *0, which implies that T,
and Ty are also obliviously kinded by the kinding inversion lemma. The conclusion follows by
TR-OINJ.

Case on promotion Tx: We have I' - x ;| T from the assumption. By the inversion lemma
for variables, we get x :; T € I' for some equivalent type . This case then follows by
TR-PROMOTE.

Cases on oblivious product and sum types, their pattern matching expressions and leaky
conditional are similar.

The remaining cases on conditional, product and ADT pattern matching are the trickiest
ones. We show the proofs for conditional and product pattern matching here; the case of of
ADT pattern matching is analogous.

In the case of well-typed conditional, if; x, then e; else ey, we know e; and ey are
well-typed with some label 1, which discharges the two corresponding conditions in TR-IF by
the induction hypotheses. By the inversion lemma for variables and the fact that I' = x¢ 3, B,
we have x¢ 1, T € I, for some T such that 7 = B and 1’ is well-kinded. However, v must
equal to B by Lemma A.4.3, thus x¢ ;;, B € I, required by TR-IF. The case of obliviously

kinded conditional is similar using TR-TIF.
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In the case of well-typed product pattern matching, match; xq with (x;,x2)=-e, we
know I' F x¢ 3, T)xT,, and e is well-typed under the context x; :, T),%2 1, T, [. By the
inversion lemma for variables, x¢ ;;, T € I for some well-kinded v’ and v’ = 1) xT5. As T) X7,
is well-kinded by Lemma A.4.1, it follows from Lemma A.4.3 that T = Ty X T for some T; and
Ty, such that ) = 1y and 1, = 15. We then conclude this case by applying TR-PMATCH,
whose translation premise is obtained by Lemma A.4.2 and the induction hypothesis. The

case for obliviously kinded product pattern matching is similar. [
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B. OMITTED RULES AND PROOFS FOR TAYPSI

This chapter documents the omitted rules from Chapter 6: full logical refinement definitions
and declarative lifting rules (Appendix B.1), as well as full algorithmic lifting rules (Ap-
pendix B.2). Appendix B.3 proves the correctness of declarative lifting and the soundness of

algorithmic lifting.

B.1 Declarative Lifting

Figure B.1 gives the full definitions of the logical refinement from Section 6.3.6. In
particular, Figure B.1 defines an interpretation for typing contexts that range over specification

types, G,[I']. The codomain of this interpretation is substitutions (o) of related value pairs.

Va6l

Vu[l] = Va[B] = V[Tl = { (v,v') | O <nn => v=v'}
VBl ={(b,[t'])|0<n = b=1"}
Vo[WT] = { (v, (k, %) | 0<n = 1 k ¥ —" v}
Voll01x05] = { ((vy,va), (v),vh)) | (vi,v)) € Vo [0:1] A (va, 7)) € V,[02] }

Vul01—02] = { (A\x:|01]=e, \x:0,=¢) Vi <n.V(v,v') € Vi[64]. }

([v/x]e, [Vv//x1€') € &][02]

&a[0]

Vi<n W.e —'v = Iv.e —"vA(V,V)EV, 0] }

£.[0] = { (e, ¢

Gnll]

Gul-1={0} Gnlx: 6,17 = {olx = (v,v)] | 0 € Gu[TT A (v, ') € V,,[6] }

Figure B.1. Refinement as logical relation

Figure B.2 presents the full rules of the declarative lifting relation, S; £;3;T'Fe: 0> é.

We elide most contexts as they are fixed in these rules for brevity.

211



L-VAR L-Fun
L-UnrT L-LiT x:0e€Tl x:0pxe Ll
r-Q: 10 'Fb:Br>b F'Fx:0>x Fx:0>x

L-ABs
x:0,'Fe: 0> €
[FAx:[01|=e:0,—0,> \x:0,=¢

L-App
I'Heqy:0,—05 > é I'e; :0;>é
I‘l—e2 e1:92|>é2 é1

L-PAIR
I'e;:0;>¢ I'Feg:050>é9
I'F (e;,e9) : 01x05 > (&1,€9)

L-ProJ
I'Fe:0,x05> €

I'-m e:ite(b,0:,05) >, €

L-LET L-COERCE
I'e;:0;>¢ x:el,Fl—e2:92>é2 'e:0>¢ 9>—>9’>T
I'Flet x = e; in ey : 0> let x = & in &, 'Fe:0'>1e
L-CTOR; L-CTORs

data T=Cnex 'Fe:n;>é

Gizei—ﬂﬁe& 'Fe:0,>¢

L-Ir;
Fl_e()ilBgDéo I'Fe :0>¢ I'Fey:00éy

I'-if ey then e; else ey : 0> if &g then & else &,
L—IF2
I'bey:Bréy AO>ite TDhe:0>é Ihey:0>é,

I'Hif ey then e; else ey : 0D ite €y €1 €9

L-MATCH;

data T=Cnex I'Feg:Tr> ¢ Vi.x:n;, TFe:0>¢
'+ match e with C x=>e: 0’ >match &, with C x=¢

L-MATCH>

match : YT—(0—0) =0 €Sy Theg:¥T>e, Vix:0,lFe 0 >é

I' Fmatch ¢y with C x=e: 0’ > match &y (\x:0=¢)

Figure B.2. Declarative lifting rules
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B.2 Algorithmic Lifting

Figure B.3 and Figure B.4 presents the full rules of the lifting algorithm, ;' e : 1 ~

X>eé|C.
F'Fe:n~Xp>é|C

A-UnNiT A-LiT

FrEFO:1~X>0 [X=1 FFb:B~X>b|X=DB
A-VAR A-FuN

x:m~Xel fn xim=eecX

F'Ex:n~X%W&X;x) | W&, xD FEx:n~X> %) | %xX)
A-ABs

X1, Xs fresh x:m~X,Fe:m~X>é|C
'k )\XZT]1:>e M —MNe ~ X D> )\XIX1:>é | X, € [T]l],XQ S [T]QLX :X1—>X2,C

A-App
X; fresh Xo M= ~Xel FExy-m~X>é|C

FI_XQ X1 ZT]QNXQ > Xo él |X1 € [ﬂl],X:X1—>X2,C

A-LET
leresh Fi—el:n1~X1>é1|C1 XiT]lf\Jxl,Fl_egiT]QNXQDé2|CQ

I'k let XMy = e in ey :MNg ~Xo > let x:X; = e, in éQ‘Xl S [T]l],Cl,CQ

A-PAIR
Xliﬂleler XQIT]QNXQEF

['F (x1,%x2) :MixXNe ~ XD (x1,%) | X =X xXy

A-ProJ
ite(b,XQ,Xl) fresh XZT'|1><T]2NXEF
I'Fm x: ite(b,nl,ng) ~ite(b,X;,Xs) > X
‘ ite(b,XQ,Xl) € [ite(b,ng,nl)],X = X1 xXX9

Figure B.3. Algorithmic lifting rules
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FFe:m~X>eé|C

A-IF
Xg:B~Xy€el 'Fep:n~X>é |G FFey:n~XD>éy|Cy

I'kif Xo then e; else eg 3T]NX>%ite(X0,X;X0,é1,é2) |%ite(X0,X),C1,C2

A-CTOR

data T=Cnex X; fresh Fkx:n~X>é|C
FHC x:T~XD>UC(X,X;8) | X € ], %Ci (X:,%X),C

A-MATCH
data T=CneX
X fresh X:T~Xy €l Viiex:m; ~X, ke ~X1>é|C

'+ match xg with C x=e:n ~ X > Ymatch(Xy,X,X ;x9,€)

| X € ], %match(X,,X,X),C

Figure B.4. Algorithmic lifting rules (cont.)

B.3 Metatheory of Lifting

We say a lifting context £ is well-typed (under ) if and only if, for any x : 6 > % € L,
Y-k x:|0] and ¥;- Fx: 0. A lifting context is derivable, denoted by F L, if and only if,
foranyx:0>%€ L, fn x:|0] = e€ X and fn x:0 = é € X for some e and ¢, such that
S;L;%;-Fe: 0> e A lifting context is n-valid, denoted by F, L, if and only if, for any
x:0>x €L, (x,%) € E[0]. If E, L for any n, we say L is valid, denoted by F L. Obviously,
derivability or validity implies well-typedness.

The lemmas and theorems in this section assume a well-typed global context . We
also (explicitly or implicitly) use some standard results about Agypry that are proved in the
Coq formalization [60]: weakening lemmas, substitution lemmas, preservation theorem and
canonical forms of values. We do not state these lemmas formally here, as they are all

standard.
Lemma B.3.1. n] =n.
Proof. By routine induction on n. O

Lemma B.3.2 (Regularity of mergeability). A0 t> ite implies - - ite : B—0—0—0.
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Proof. By routine induction on the derivation of A8 > ite and applying typing rules as
needed. [

Lemma B.3.3 (Regularity of coercibility). 6 — 0’ > 1 implies |0] = |0’ and - -1 : 6—0".

Proof. By routine induction on the derivation of 6 — 0’ > 1 and applying typing rules as
needed. O

The following regularity theorem ensures that all lifted expressions are well-typed, which in
turn provides the security guarantees, as well-typed programs are oblivious by the obliviousness

theorem.

Theorem B.3.4 (Regularity of declarative lifting). Suppose L is well-typed and S; L; ;T +
e:0>¢é. Wehave ¥;[I'|Fe:|0] and ;T Fé:6.

Proof. By induction on the derivation of the declarative lifting judgment.

The cases on L-UNIT, L-LIT, L-VAR and L-FUN are trivial.

The cases on L-ABS, L-Aprp, L-LET, L-PAIR, L-PrOJ, L-IF;, L-CTOR; and L-MATCH;
are straightforward to prove, as they are simply congruence cases. L-CTOR; and L-MATCH;
also rely on Lemma B.3.1. Here we show only the proof on L-ABS. Other cases are similar.

To prove I' - \x:0;,=¢ : 0;—05, by T-ABS, we need to show x : 8;,I' - & : 05, which
follows immediately by the induction hypothesis. The side condition of 0; being well-kinded
under I' is immediate from the fact that specification types are well-kinded and the weakening
lemma. The other part of this case, I' F \x:|0;]=e : [0;—03] = [01]—|02] proceeds
similarly.

Case L-IFy: By Lemma B.3.2, we know - - ite : B—»0—0—0. Applying T-APP and
the induction hypothesis, we have I' F ite &, &; &, : 0, as desired. The other half is
straightforward.

Cases L-CTORy and L-MATCH; rely on the properties of structures S; and Sg, but
otherwise proceed similarly to other cases.

Case L-COERCE: By the induction hypothesis, we have [I'| Fe: |0] and ' - é : 6. Since
10] = |0] by Lemma B.3.3, |[I'| F e: |0'] as required. On the other hand, - +1: 6—6 by
Lemma B.3.3. It follows immediately that I' - 1é : 0. O
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Recall that a substitution in the denotation of typing contexts maps names to pairs of
related values. In the next lemma (and the rest of this section), we use the notations oy and
oo for the substitution projections, i.e., substitutions that only use the first or the second

component of the pairs.

Lemma B.3.5 (Multi-substitution). Let 0 € G,[I']. If T'F e : 0, then -+ os(e) : 0, and if
|[I'|Fe:m, then - - oi(e) :m.

Proof. By routine induction on the structure of I'; and applying substitution lemma when
needed. Note that 0 and 11 do not contain any local variables, so substitution on these types

does nothing. O

Lemma B.3.6. Suppose - -1 = «F. We have (v,v) € Vu[n] for any v : . Conversely, if
(v,v') € Vu[n] forn >0, then v =v'.

Proof. By routine induction on the structure of n. O

Lemma B.3.7 (Anti-monotonicity). If m < n, then V,[0] C V,,[0], and &,[0] C &,.[0],
and G,[I'] € G,[T'], and &, L = F,, L.

Proof. To prove the case of value interpretation, proceed by routine induction on 6. The

cases of other interpretations are straightforward. [

Lemma B.3.8 (Correctness of mergeability). Suppose AQ > ite. If (vi,v1) € V,[0] and

(vy,72) € Vu[0], and ite [b] vy Vo —* ¥, then (ite(b,vy,vs),¥) € V,[0].

Proof. By induction on the derivation of mergeability. We assume n > 0 because otherwise it
is trivial. The cases when 0 is 1 or B are trivial. The case of product type is routine, similar
to the case of function type.

Case on function type 8;—05: By assumption,
e v = Az=-e; for some e;
e Vi = Az=-¢; for some &,

e Vo = Az=-ey for some e,
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e Vo = \z=-&, for some é,

Suppose ite [b] ¥, Vo —* v, i.e., vV = Az=itey, [b] (¥; z) (V5 z). Suppose i < n, and
(u,4) € V;[6:]. We want to show (ite(b, [u/zle;, [u/z]ey),itey [b] (¥ 1) (¥, 1)) €

&i[02]. Suppose j < i. We have the following trace:

itey [b] (v 0) (¥p w) —' itey [b] (v; 0) ([u/z]éy)
—72 ite; [b] (¥ ) W
—! itey [b] ([u/z]é)) W
—7 itey [b] W W

).73 W

where j = j1 + jo + js + 2, with [u/z]é; —7 wy and [u/z]é; —7' w;. We instantiate the
assumptions with ¢ and u and u to get:

o ([u/zley, [u/zlé;) € &[62]

o ([u/zleq, [u/z]1éy) € &E[05]
It then follows that:

e [u/z]le; —* w; for some value w;

o (w1,w1) € Vi, [62]

e [u/z]les —* wy for some value wo

o (w2, w2) € Vij,[02]

Thus ite(b, [u/z]e;, [u/z]ey) —* ite(b,wy,we). It remains to show (ite(b,wy,we),w) €
Vi—;[62], but it follows immediately by the induction hypothesis and Lemma B.3.7.
Case on W-type WT: By assumption,

o v; = (ky,Vvy) for some values k; and v;
e T kg 91 —* vy
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o vy = (kg, Vo) for some values ky and v
e 1T ky Vg —>" vy
Suppose ite [b] ¥ ¥o —* v. We get the following trace:

let k = m \'/'1 L 71 VQ in
ite [b] ¥y Vo —" (k,mux [b] (J ¢y ¥1) k (71 ¥1))
(j\ (m vo) k (7mp VQ))>

—* let k = killky in ...

" (k,mux [b] (F (m ¥1) k (p v)) (...)

*

k,mux [b] (T ki k ¥1) (...))

*

k,mux [b] V) (T (m ¥2) k (71p V2)))

*

k,mux [b] ¥} (J ke k ¥3))

*(k,mux [b] V| V)

Lol L

{
{
{
(
{
*(k,ite(b,V],V5)) =V

with kilLky —* k, T ky k ¥; —* ¥} and T ke k V5 —* ¥). Because vi < k; by A-Oa,
and k; C k by A-Ry, we have v; < k by A-Rs. It follows that r k ¥}, —* v; by A-Ry,.
EN AN

Similarly, we get r k v, —* vo. Hence, r k ite(b,¥|,v,) —* ite(b,vy,vy). That is to

say (ite(b,vy,vy),v) € V,[WT], as desired. O

Lemma B.3.9 (Correctness of coercibility). Suppose 0 — 0" > 1. If (v,v) € V,[0] and
N —* Vv, then (v,V') € V,[0'].

Proof. By induction on the derivation of coercibility. We only consider n > 0 since it is
otherwise trivial. The cases on identity coercion and boolean coercion are trivial. The case
on YT — VT is immediate from A-C;. The case on product type is routine, similar to the

case of function type.
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Case on T — WT: Suppose (v,v) € V,[T], i.e., v = ¥ by definition, and 1v = v —* ¥’

We have the following trace:

tv— (v v,s (v v) V)
—" (k,s k v)

—" (k,V) =V

with v v —* k and s k v —* ¥. Knowing v < k by A-Og3, we have r k v —* v by
A-O;. But that is (v, (k,¥)) € V,[VT], as desired.

Case on 0;—0, — 07—0,: By assumption,
e v = Ay=-e for some e
e V= \y=¢ for some &

Suppose Tv —* ¥/, i.e.,, vV = A\y=T2 (¥ (T1y)). We want to show (v,v') € V,[0]—65,]. To-
wards this goal fix i < n and (vy,Vv)) € V;[0]]. It suffices to show ([vi/yle, T2 (v (11¥)))) €

&i[04]. Suppose j < i. We have the following trace:

T (v (1)) —7 1o (v ¥y)
— 1y ([ /y18)
—72 1oy

).73 V/2

where j = j1 + Jo + j3 + 1, with 1, ¥) —7' ¥, and [¥,/ylé —7* ¥,. By the induction
hypothesis, we get (vy,v;) € V;[0:]. It follows, by assumption, that ([vi/yle, [vi/y]é) €
&i[02]. Hence [vi/yle —* vy for some vy such that (v, Va) € V;_j,[02]. It then follows by
the induction hypothesis that (vq, V) € V;_;,[05], which concludes the proof by Lemma B.3.7.

O

Theorem B.3.10 (Correctness of declarative lifting of expressions). Suppose S; L;%; T F e :
0> é and F, L. Given a substitution o € G,[I'], we have (o1(e),02(&)) € &,[0].
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Proof. By induction on the derivation of the declarative lifting judgment. Note that we do
not fix step n in the induction. That means we can instantiate it when applying the induction
hypothesis, but we also need to discharge F,, £ for the n we pick. We will not explicitly show
this side-condition for brevity, because it is simply a consequence of Lemma B.3.7 as long as
we pick the same or a smaller step. The well-typedness side-conditions in logical relations are
omitted, because they are trivial from Theorem B.3.4 and preservation theorem. In addition,
we only consider step n > 0 because the cases when n = 0 are always trivial.

The cases L-UNIT, L-LIT, L-VAR and L-FUN are trivial.

Case T-ABs: We need to show (Ax:[0|=01(e), \x:0=05(¢é)) € &,[01—02]. Suppose
1 < n. Because lambda abstraction can not take step, ¢ = 0, and it suffices to show
(Ax:|0]|=01(e), \x:0=03(¢é)) € V,[0:—02]. To this end fix i < n and suppose that (v,v) €
Vi[01] for some v and v. We know o[x — (v,Vv)] € Gi[x : 01,I'], by assumption and
Lemma B.3.7. Now we specialize the induction hypothesis with n = i and substitution
olx — (v,V)] to get (o1[x — v|(e),02[x — V|(€)) = ([v/x]oi(e), [V/x102(é)) € &[O2], as
required.

Case T-APP: We need to show (o1(es) o1(e1),02(é2) 0a(é1)) € E,[02]. Suppose that
i <n,and o9(é) 09(&;) —' V. By the semantics definition, we have the following reduction

trace:

02(é2) O'Q(él) —>i1 Uz(ég) \}'1
—"2 ¥y T
—! [¥1/x] €,

—B 5

where vy is \x=-&, for some &}, and i = i1 +iy+i3+1, with o9(&;) —* ¥; and 09(&3) —™ .

Instantiating the two induction hypotheses with step n and o, we get:

o (01(e2),02(é2)) € E,[0:—07]

o (01(e1),02(é1)) € E,[64]

It follows that:
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o 01(ez) —* vy for some vy

(Vg,\}'g) c aniz ﬂ91—>92]]

o o1(e;) —* v; for some vy

(V17 Vl) S Vn—il [[61]]

where vy is A\x=-¢€, for some e),. It follows that ([vi/x]e}, [Vi/x1&}) € Euiy—i,—1[02], by
specializing the value interpretation of function type to n —i; —is — 1. Asiz <n—1i; —is— 1,

we know [v;/x]e), —* v for some v, such that (v,v) € V,,_;, _i,—i5—1[02]. Therefore,

0'1<62) 0'1(61) —* 0'1(92) V1
— Vo V1
— [vi/x]é€)

—* v

and (v,v) € V,,_;[02], as desired.

Case L-LET: Observe the trace of the lifted expression:

let x = 09(&1) in oy(8y) —" let x = ¥, in 0y(éy)
—! [vi/x] 02(é2)

—"2 5

The rest of the proof is similar to L-APpP and L-ABS, with the induction hypothesis of the
let-body specialized to step n — 1.

Case L-PAIRr: Similarly with the trace:

(O'Q(él) ,02(é2>) —>i1 (Vl ,02(é2))

—2 (¥, 79)
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Case L-PRroJ: Similarly with the trace:

M, 09(&) —" T, (¥1,V2)

—)1 ite(b,vy,vs)
Case L-IF;: Similarly with the trace:

if 09(&g) then 09(é1) else 09(éy) —™ if b then 0y(é1) else 0y(é)
—>1 ite(b,O'g(él),O'g(ég))

—7 ¥

Case L-CTOR;: Similarly with the trace C; o9(é) —' C; v. We also need to apply
Lemma B.3.6 to complete the proof.

Case L-MATCH;: Similarly with the trace:

match g9(&y) with C x=09(é) —° match C; Vo with C x=0,(é)
—>1 [VQ/X]UQ(GZ)

_)]1 V

Similar to L-CTOR;, Lemma B.3.6 is used.

Case L-IFy: Suppose i < n. We have the following trace:

— —

ite O'Q(éo) Ug(él) O'Q(ég) —>i2 ite O'Q(éo) O'Q(él) Vg
—>i1 11:/\e O'Q(é()) V1 Vo
—>i0 ite [b] Vl Vg
—B g
where 7 = io + il + ig —+ ig, with O'Q(éo) —>i0 [b], 0'2(é1> —>i1 Vl and UQ(éQ) —>i2 Vz. By
the induction hypothesis, it follows that:
o 0'1(60) —*b
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e o1(e1) —* vy for some v;

(vi,71) € Vi, [0]

o 01(eg) —* vy for some vy

(Vg,\}'g) S Vn—ig [[6]]
Hence we have:
if o1(eg) then oy(eq) else oi(ey) —* if b then oy(e;) else oy(es)

— ite(b,al(el),al(ez))

—* ite(b,vy,Vs)

and (ite(b,vy,v2),V) € V,,_;[0] by Lemma B.3.8, as required.

Case L-CTORy: Similarly with the trace:

We complete the proof by A-I;.

Case L-MATCH,: Similarly with the trace:

match oy(&y) (Mx=02(&)) — match o (\x=02(&))

>]1 V

We complete the proof by A-E;, whose assumptions are discharged by the induction hypoth-
esis.

Case L-COERCE: The goal is (0y(e), To2(&)) € &,[0']. Suppose i < n. We have the trace:

102(6) — 19

12 v/
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where i = i1 + 19, with 09(é) —% v. It follows by the induction hypothesis that o;(e) —* v
for some v such that (v,v) € V,_;,[0]. Then, by Lemma B.3.9, (v,v') € V,;[0'], as
desired. O]

Corollary B.3.11 (Correctness of declarative lifting of closed terms). Suppose S; L;%; - F
e:0>¢é and E, L. We have (e, &) € &,[0].

Theorem B.3.12 (Correctness of declarative lifting). - £ implies E L.

Proof. We need to show F,, L for any n, i.e., (x,x) € &,[0] for any x : 8 > x. The proof is a
straightforward induction on n.

The base case is trivial, as &[0] is a total relation as long as x and x are well-typed,
which is immediate from ~ L.

Suppose F,, L. We need to show (x,%) € &,41[0]. From - £, we know x and x are defined
by e and é in X, respectively. It is easy to see it suffices to prove (e, é) € &,[0], because x

and x take exactly one step to e and é. But that is immediate by Corollary B.3.11. [

In the following theorem, we write o(I's) to obtain the second projection of the typing
context with the type variables substituted, i.e., each x : 1 ~ X in I' is mapped to x : o(X).
It may be counterintuitive that we do not require 0 to be compatible with 1 or each pair
in the typing context to be compatible, but these side conditions are indeed not needed; if
the generated constraints (under empty context) are satisfiable, the compatibility conditions

should hold by construction.

Theorem B.3.13 (Soundness of algorithmic lifting of open terms). Suppose ¥;T'F e :n ~
Xr>é|C. Given a specification type 0, if S;L;3;0 EX =0,C, then o(é) elaborates to an
expression &', such that S; L;5;0(0) Fe: 01> ¢

Proof. By induction on the derivation of the algorithmic lifting judgment. The cases of
A-UnNiT, A-LIT and A-FUN are trivial. The cases of A-LET, A-PAIR and A-PROJ are
similar to A-ABS and A-APP, so we only show the proofs of these two cases. The cases of
A-CtoR and A-MATCH are similar to A-IF (and other cases), so we only show the proof of
A-IF.

Case A-VAR: Suppose 0 EX' = 0,%1(X,X). It follows that:
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e 0=0(X)
« oK) — o (V) >
o W (o(X),0(X);x) > 1x

Therefore, o(%1(X,X';x)) = %T(o(X),0(X);x) elaborates to 1tx. Since x : n ~ X € I’
by assumption, x : ¢(X) € o(I'y). We can then apply L-COERCE and L-VAR to derive

o) Fx:oX)>Tx.
Case A-ABs: Suppose 0 FX = 0,X; € n1],Xs € 2], X = X;—X»,C. Tt follows that:

e 0=0(X)=0(Xy)—0c(X2)
« o)) =m
o [0(X2)] =m2
Because ¢ F Xy = 0(X3),C, we have by the induction hypothesis:
« o(é) elaborates to some &'
e x:0(Xy),0(l2) Fe:o(Xe)>¢

Thus o(Ax:X1=¢) = Ax:0(X;)=0(é) elaborates to \x:0(X;)=¢', and o(I's) F Ax:n;=e :
o(X1)—0o(X2) > Ax:0(X;)=¢, by L-ABs.
Case A-APP: Suppose 0 FXy = 0,X; € [n1],X = X3—Xs,C. It follows that:

e 0=0(Xs)
o [o(X)] =m
e 0(X) =0(X1)—0(X2)
Because ¢ F X; = 0(X;),C, we have by the induction hypothesis:
e (&) elaborates to some &}

e 0(To)Fxy:0(Xy)>¢]
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Therefore, o(xs €1) = x2 0(é;) elaborates to xo €], and o(I'y) F x5 %1 : 0(Xg) > %9 €], by
L-ApP and L-VAR.

Case A-IF: Suppose 0 F X = 0,%ite(X,X),C1,Co. We know o(X) = 0. Because
o EX=0(X),C; and 0 EX = 0(X),Cs, we have by the induction hypothesis:

o(é1) elaborates to some &

o(ly) Fer:oX)>é]

o(éy) elaborates to some &),

o(ly) Fey:o(X)>é)

Since o F ite(X,X), hite(o(Xo),0(X);x0,€],é5) > é for some é. By inverting this judg-

ment, we consider two cases. In the first case, the condition has type B:
o %ite(o(Xp),0(X);x%0,€],85) > if xo then &) else &)
° U(Xo) =B

In this case, %ite(o(Xo),0(X);%0,0(€1),0(é2)) elaborates to if xo then é&| else &), and,
by L-Ir; and L-VAR, o(I's) F if xo then e else ey : 0(X) > if xq then &| else é).
The second case has condition type B:

o Ao(X) > ite

o %ite(o(Xo),0(X);x0,8,,8)) > ite xo &) &)

° O'(XO) =B

In this case, %ite (o(Xo),0(X);%0,0(é1),0(é2)) elaborates to ite xo €| &), and, by L-IF,

and L-VAR, o(I';) - if %, then e; else ey:o(X) > ite xo &) &). O

Corollary B.3.14 (Soundness of algorithmic lifting). Suppose ;- Fe:n~X>eé|C. Given
a specification type 0, if S;L;X;0 EX =0,C, then o(é) elaborates to an expression &', such

that S; L;%;-Fe:0>¢é.
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