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Tags can be useful in many applications. Tags on streaming data can enrich exist­

ing stream-based applications, e.g., [23–25], and can enable and inspire novel useful 

services as described in Section 1.2. Other ways of leveraging tags associated with 

streaming data may include: (1) Stream data tracking, where  tagged  objects  can  be  

located and tracked unambiguously. (2) Creation of rich user profiles, where  infor­

mation about a user’s interests, mood, observations, and character can be revealed 

based on the tags employed by him or her in real time, and used in privacy preser­

vation or tailored services. (3) Exploration and browsing of streaming data, which  

can be achieved by exploiting tags as a navigation mechanism allowing users to find 

related streaming data based on the tags (see Section 4.4.1). (4) Social communica­

tion, where  by  allowing  other  people  to  tag  a  specific  subset  of  real-time  data  with  

their own tags, one can find out what different people think about the same piece of 

information. For instance, one scientist’s opinion (expressed via a tag) on real-time 

measurements in an experiment might vary significantly from the tags attached by 

other researchers. In general, we envision stream tagging being useful in almost any 

application in which streams are produced or consumed. 

1.3.3 Diversity-Aware Query Processing 

Most modern query optimizers determine a single “best” plan at compile time for 

executing a given query [26]. The execution cost for alternative plans is estimated and 

the one with the overall cheapest cost is chosen. The cost typically is estimated based 

on the average statistics of the data as a whole, as  the  objective  is  to  find  one plan 

for all data. Such optimization approach largely relies on the uniformity of attribute 

values. As a result, the single plan approach ignores the fact that various data 

tuples from the same stream may have distinct statistical properties (e.g., frequencies, 

correlations, etc.). While in some cases such simple and “monolithic” approach to 

execution plan selection is adequate, the strong assumption of uniformity is often 
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adopts a divide-and-union approach. A relation is partitioned according to selectiv­

ities, and subsequently the query is rewritten as a union of constituent queries over 

the computed partitions. The approach presented in [29], however, only focuses on 

the partitioning algorithm, rather than a systematic approach to generate different 

plans for different subsets of data – the focus of our work. In practice, the lack of 

a comprehensive  system  support  for  concurrent  multi-plan  execution  may  reduce  (or  

completely cancel out) the effectiveness of such query processing strategy. The au­

thors in [29] also do not address the issue of overhead associated with partitioning 

(classification) incurred at runtime when the data arrives and the important issue of 

concurrent multi-plan runtime execution efficiency. Our work addresses these issues 

and employs a very efficient novel “Self-Routing Fabric” data structure for efficient 

runtime execution. 

Conditional plans [70] generalize serial plans by allowing different predicate eval­

uation orders to be used for different tuples based on the values of certain attributes. 

This class of plans can be beneficial when the attributes are highly correlated, and 

when there is a large disparity in the acquisition and evaluation costs of the predi­

cates. Conditional plans primarily focus on often selecting a single and very cheap to 

acquire partitioning attribute, since query processing is done in the context of sensor 

networks. Such attribute is not necessarily the “best” splitting attribute in a more 

general context of DSMSs. In that respect, query mesh is a more general model that 

can employ an arbitrary number of attributes for partitining (classification) of data. 

QM, being  a  general  model,  can  exploit  the  data  security  and  the  tagging  metadata  

(described in Chapters 3 and 4) to partition data into distinct data subsets. 

A common  problem  with  pre-computed  solutions  is  that  they  might  become  in­

efficient over time. One approach to address inaccuracy or potential changes in an 

environment during query execution is through eager re-optimization and runtime 

adaptation of execution, e.g., [34, 71, 72]. Systems like IBM’s LEO (LEarning Opti­

mizer) and more recently Microsoft SQL Server use monitoring and feedback to repair 
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incorrect cardinality estimations and statistics [73–75]. For a survey of adaptive query 

processing techniques, we refer the reader to [76]. 

Some works have proposed robust and uncertainty-aware solutions for query op­

timization e.g., [77–79], but they primarily focus on a single-plan strategy for query 

execution. 

Proactive re-optimization in Rio [78] is a robust query optimization technique 

based on the concept of bounding boxes. Bounding boxes specify range of values that 

a parameter  can  take,  thus  representing  uncertainty.  The  optimizer  finds  a  (set  of)  

plan(s) that behave well in the bounding box, and at run-time, if observed statistics 

fall inside the bounding box, the best plan in that box (based on the latest statistics) 

is chosen, else the re-optimization is invoked. 

Error-aware optimization (eao) [80], similar to Rio, makes use of intervals over 

query cost estimates. Eao, however, focuses on memory usage uncertainty rather 

than selectivity uncertainty. 

Babcock et.al. [77] tackle cardinality estimation uncertainty and consider a prob­

ability distribution over possible selectivities instead of a point estimate of selectivity. 

Using probability distribution, the optimizer selects the appropriate query plan after 

considering the relative importance of predictability vs. performance preference of 

the user. Prior to optimization, the user selects the trade-off between the two goals 

of predictability and performance (which could be at odds sometimes) to find the 

appropriate query plan. 

Chu et al. [81] describe the least expected cost optimization technique. Here, 

instead of finding the lowest cost plan for the expected values of the parameters, 

the optimizer attempts to find the plan that has the lowest expected cost over the 

different values the parameters can take. The goal here is to find a “conservative” 

plan that is likely to perform reasonably well in many situations, rather than a more 

“aggressive” plan that may work better if the cost estimate is accurate, but much 

worse if the estimates are slightly off. 
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Ioannidis et al. [82] present parametric query optimization method, whereby mul­

tiple alternative plans are identified at compile-time, after which an actual single plan 

is chosen at run-time, when the actual parameter values are known. 

A large  body  of  work  has  been dedicated  to  extend  support  for  uncertain data  

inside databases [83–86] including several efforts in building systems for managing 

uncertainty [87–89]. While many of these works study efficient algorithms for query 

processing on uncertain data, none of them actually consider uncertainty in the query 

processing itself, which is the focus of our paper. 

To the best of our knowledge, none of the existing works tackle the problem 

of uncertainty when multiple query execution plans are employed concurrently for 

processing of distinct subsets of data. 

2.3 Adaptive Query Processing Techniques 

Related to our work are several techniques from adaptive query processing [3,6,76]. 

Here, at different times, tuples may be processed differently, as data statistics or 

system environment change. Similar to compile-time optimization, most adaptive 

query processing works still focus on adapting a single query plan as data properties 

and system conditions change at runtime [73, 78]. 

A very  recent  survey  of  systems  and techniques  for  adaptive  query  processing  

is given in [90]. Previous work on adaptive query processing considers primarily 

traditional relational query processing. One technique, which is being incorporated 

into commercial databases, is to collect statistics about query subexpressions dur­

ing execution and to use the accurate statistics to generate better plans for future 

queries [73, 91]. Two other approaches [92, 93] re-optimize parts of a query plan fol­

lowing a (blocking) materialization point, based on accurate statistics collected on 

the materialized subexpression. 

Convergent query processing is proposed in [68,94]: a query is processed in stages, 

each stage leveraging its increased knowledge of input statistics from the previous 
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stage to improve the query plan. The algorithms proposed in [68,94] do not extend to 

continuous queries and provide no guarantees on convergence. Reference [95] explores 

the idea of moving execution to different parts of a query plan adaptively when input 

relations transferred from remote nodes incur high latency. The POP approach adds 

checks to conventional query plans in DBMSs to detect sub-optimalities during query 

execution, invoking re-optimization if required [79]. 

The previously-mentioned Eddies architecture [4, 33, 34, 65, 96, 97] enables fine-

grained adaptivity by eliminating query plans, by instead routing each tuple adap­

tively across operators that need to process it. Eddies [34], which can potentially 

adapt at the tuple granularity, is observed to mostly be using a single plan for nearly 

all tuples as also indicated in [28]. Closely related to the QM paradigm is the content-

based routing (CBR) extension of Eddies [28] that considers not only properties of 

operators (such as their selectivities and backlog) but also the content of the data. 

CBR, an extension to Eddies, however inherits several problems associated with Ed­

dies, such as expensive on-the-fly decision-making and often unnecessary tuple-level 

granularity of adaptivity. [33] adds batching to the Eddies routing to reduce the 

tuple-level routing overhead. This work differs from ours in that it is still “route­

less”. Further, the batching process is still neither content- nor route-based: batches 

of k tuples (i.e., continuous chunks of tuples that happened to arrive together in time) 

are routed together to aim to reduce the rather significant overhead associated with 

Eddies. Our QM solution is more coarse-grained than Eddies in that at a given point 

in time one execution plan is followed by all input tuples for a continuous query. 

Apart from Eddies, the CAPE [8] and Gigascope [5] DSMSs support adaptive 

query processing over data streams. CAPE supports adaptive processing at the level 

of operators, e.g., within a join operator, as well at the level of query plans, e.g., 

switching among different plans for a query. CAPE also supports adaptive placement 

of query plan fragments across machines in a parallel processing environment. The 

two-level query processor in Gigascope can adapt the partitioning of work between 

the two levels, based on the characteristics of the input streams. 
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2.4 Streaming Metadata 

Punctuations as sub-stream delimiters inside data streams have been first pre­

sented in [98]. PJoin [99] and PWJoin [100] apply punctuations to achieve join 

optimizations on streaming data. [101] uses punctuation-like annotations to inject 

dynamic schema-knowledge into XML stream to facilitate query optimization and 

out-of-order processing. [102] uses punctuations for execution safety checking of con­

tinuous join queries (CJQs). Punctuation uses continue to expand beyond their orig­

inal semantics – delimiting epochs in the stream. 

The authors in [103] propose a feedback mechanism based on punctuations that 

flow against the stream direction, and carry an intent, as opposed to embedded punc­

tuations [104, 105]. DSMSs have focused on collecting and distributing feedback in­

formation by statically placing monitors in the query plan and directly sending pa­

rameter changes to operators. The approach in [103] differs significantly in at least 

two aspects: (1) the use of punctuation to convey the feedback messages, and (2) 

giving operators the ability to create, consume, and propagate feedback, eliminating 

the need for centralized managers. 

AT&T’s Gigascope DSMS includes a type of punctuations – called “heartbeats” 

– that  signal  the  passing  of  time,  but  their  work  does  not  exploit  punctuations  as  

feedback mechanisms for optimization [106]. 

This thesis is the first work proposing to use punctuations as (1) security con­

straints to enact access control policies, (2) as semantic labels (tags) to attach addi­

tional semantics to streaming data, and (3) as routing “itineraries” to process various 

subsets of data using different execution plans. 

2.5 Learning Techniques 

Related to the QM concept presented in this thesis are several techniques in 

machine learning. There has been plenty of work on building mining models over 

continuous data streams, including clustering [107, 108], decision trees [109] [110], 
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nearest neighbors [111], and heavy hitters [112, 113]. New algorithms have also been 

proposed for maintaining statistics over data streams, e.g., samples [114], histograms 

[115], and quantiles [116]. 

A number  of  algorithms  have  been  proposed  in  the  literature  for  extracting  knowl­

edge from data, using clustering [117, 118], classification [109, 110, 119], frequency 

counting [120, 121] and time series analysis techniques [122, 123]. These techniques 

can be integrated into the classifier component of the QM, the  subject  we  plan  to  

investigate further. 

Decision tree construction is an important problem in data mining [124–127]. 

Most of the proposed algorithms address the problem of decision tree construction 

for static data. The key issue in mining on streaming data is that only one pass 

is allowed over the entire data. Moreover, there is a real-time constraint, i.e., the 

processing time is limited by the rate of arrival of instances in the data stream, and 

the memory available to store any summary information may be bounded. For most 

data mining problems, a one pass algorithm cannot be very accurate. The existing 

algorithms typically achieve either a deterministic bound on the accuracy [108], or 

a probabilistic  bound  [110].  A  good  survey  of  data mining  techniques  for  streaming  

environments is presented in [128]. 

Several methods have been proposed to deal with time changing concepts [109, 

129,130]. The two basic methods are based on temporal windows, where  the  window  

fixes the training set for the learning algorithm and weighting tuples that ages the 

training tuples by shrinking the importance of the oldest tuples. The time window 

method can be improved by adapting its size [129, 131]. 

VFDT [110] is a very fast decision tree algorithm for data-streams. The main 

innovation in VFDT is the use of the Hoeffding bound to decide when a leaf should 

be expanded to a decision node. Later, VFDT has been extended with the ability to 

detect changes in the underlying distribution of the examples. CVFDT [109] is an 

algorithm for mining decision trees from continuous-changing data streams. CVFDT 

works by keeping its model consistent with a sliding window of the most recent ex­
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amples. When a new example arrives it increments the counts corresponding to the 

new example and decrements the counts to the oldest example in the window which 

is now forgotten. Each node in the tree maintains sufficient statistics. Periodically, 

the splitting-test is recomputed. If a new test is chosen, CVFDT starts growing an 

alternate subtree. The old one is replaced only when the new one becomes more 

accurate. 

Other learning techniques in artificial intelligence, such as neural networks [132], 

intelligent agents and reasoning [133], intelligent information systems [134], logic and 

logic programming [135], planning and scheduling [136,137], bayesian networks [138], 

genetic programming [139] have also received a lot of attention from the research 

community in the recent years. 

Works dealing with uncertainty in classification and machine learning [140] focus 

primarily on the prediction accuracy of the models. Classical versions of classifica­

tion algorithms typically are not designed to handle uncertainty [141]. To overcome 

this limitation, probabilistic decision trees [142], bayesian decision trees [143], and 

classifier ensembles [144] have been proposed to deal with classification of data with 

missing, imprecise, or updated attribute values. 

2.6 Security and Access Control Enforcement 

Agrawal et al. have coined the concept of Hippocratic databases [145] to incor­

porate the privacy protection within relational DBMS. Hippocratic databases use 

privacy metadata to represent the data owner’s privacy preferences and the the data 

collector’s privacy policies. The data is returned to users only when the policies meet 

the preferences. The work focuses on relational databases only and does not address 

the challenges present in the streaming context. 

The problem of access control in dynamic environments has raised significant in­

terests in research community in recent years [146–148]. [149] extends RBAC model 

to Temporal-RBAC, which supports periodic role enabling and disabling and tempo­
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ral dependencies among permissions. GEO-RBAC [150] extends RBAC model with 

spatial awareness. For most of these access control models, however, the changes in 

the policies do not get reflected on the results until the query is re-executed after the 

change. While the focus of our work is to enforce access control throughout the long 

running time of continuous queries in a DSMS. 

The notion of continuous access control has been introduced by Ravi Sandhu et 

al. as part of the UCON model [151,152]. To the best of our knowledge, apart from 

the initial theoretical paper, our on continuous access control enforcement in DSMSs 

is the first real instance of the UCON model. One of the reasons for the lack of real 

systems is that it is difficult to implement in practice [151]. We believe that we are 

the first to do so. 

Fine-grained access control in relational databases has received a lot of atten­

tion recently [153–155]. Fine-grained access control allows control of access at the 

granularity of individual rows, and to specific columns within those rows and is 

often required in many database applications. Wang et.al. [153] design a labeling 

scheme to hide information in a database. To answer queries the authors propose a 

query modification approach to evaluate the queries over tables with masked cells. 

Chaudhuri et.al. [154] propose a model for fine-grained authorization based on adding 

predicates to authorization grants. The model supports predicated authorization to 

specific columns, cell-level authorization with null-ification, authorization for func­

tion/procedure execution, and grants with grant option. The model also incorporates 

other novel features, such as query defined user groups, and authorization groups, 

which are designed to simplify administration of authorizations. The model is de­

signed to be a strict generalization of the current SQL authorization mechanism. 

Kabra et.al. [155] make an observation that the majority of models for fine grained 

access control follow a view replacement strategy which suffers from the overhead of 

the access control predicates when they are redundant and potentially may leak in­

formation through channels such as user-defined functions, and operations that cause 

exceptions and error messages. The authors propose techniques for redundancy re­
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moval and define when a query plan is safe with respect to UDFs and other unsafe 

functions. To address the potential information leakage, the authors propose tech­

niques to generate safe query plans. To the best of our knowledge, none of works on 

fine-grained access control address the simulteneous enforcement of multiple policies 

(server side and client side) and typically consider a static relational database context 

instead of dynamic data streams – the focus of our work. 

Another area of related work is the context-awareness in access control and context-

aware adaptation of access-control policies, e.g., for crisis management (or emer­

gency). The main idea here is to employ contextual parameters as inputs to the 

access control model (e.g., a context-sensitive RBAC model [156]). In our paper, 

we accomodate the requirements of context-aware access control by providing sup­

port for: (1) generation of security punctuations based on the real-time context data 

streams, and (2) support for the immediate enforcement of security policiesto tackle 

emergency situations. 

2.7 Tagging Methods 

There are several ongoing projects that deal with annotation propagation and 

management for scientific databases, e.g., DBNotes [157], Mondrian [158], bdbms 

[159], and MMS [160]. Social bookmarking systems, such as Flickr [161], Delicious 

[162] and Technorati [163] support annotations of web resources and images with 

free-text keywords. For more examples of tagging systems and their taxonomy, we 

refer the reader to [164]. To the best of our knowledge, none of these existing works 

address the problem of tagging in the context of dynamic data stream environments. 

Chi et al. [165] study the entropy of tagging systems, in an effort to understand 

how tags grow, and how the groupings of tags change over time and affect browsing 

of data. Halpin et al.’s work [166] looks at the nature of tag distributions with 

information theoretic tools. There has been some work on association rules in tagging 

systems, including [167, 167] and [168]. [168] primarily focuses on prediction of tags. 
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Oldenburg et al. [169] look at how to integrate tags across tagging systems by using 

Jaccard measure and discuss different types of tagging systems: social bookmarking, 

research paper tagging systems, but not DSMSs. 

Research on self-describing streaming XML which can be viewed as “data tags” 

has received a lot of attention in recent years [170–172]. XML processing is typically 

more expensive compared to traditional stream data processing, and requires a special 

XML stream management functionality (in addition to the XML-aware optimizer and 

executor). Our proposed tagging approach is simpler in design and more light-weight 

compared to streaming XML, while at the same time it provides support for rich 

user-based tag semantics. 

Relational data-bases have had an extraordinarily successful history of commercial 

success and fertile research. It is not surprising, therefore, that database researchers 

have attempted to understand annotations and “tagging” in the context of relational 

databases [157]. 

One of the biggest challenges in relational databases is the correct propagation 

of annotations through queries’ pipelines. This is similar to the problem we’ve dis­

cussed in the context of tag-aware query processing. In [157], a practical approach 

is taken to handling annotation in which an extension of SQL is developed support­

ing explicit user control over the propagation of annotations. The idea is to allow 

the user to control the flow of annotations by adding propagation instructions to the 

SQL query language. In our implementation, the tagging system performs (by de­

fault) the system-driven propagation, when processing tag-aware continuous queries. 

Adding support for user preferences regarding tag propagation in tag-aware queries 

is a subject of our future work. 

Most of the work on annotations of relational data focuses on annotating individ­

ual values in a table. Geerts et al. [158] have taken a more sophisticated approach and 

provide support for annotating associations between values in a tuple. For example, 

in a query one might want to annotate fields A and B in the output with informa­

tion that they came from input table R, and  the  fields  B and C with information 
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that they came from table S. The  authors  introduce  the  concept  of  a  “block”  –  a  

set of fields in a tuple to which one attaches an annotation and a “colour” which is 

essentially the content or some property of the annotation. They investigate both the 

theoretical aspects and the overhead needed to implement the system. Our approach 

supports various tagging granularity by using regular expressions in the Applicability 

field in the tick-tags, and  to  maintain  the  tags’  “lineage”  we  employ  the  streaming  

stix concept. 

We are unaware of any work that addresses the problem of real-time data tagging 

in the context of DSMSs and provides support for both explicit and implicit tag 

querying. Furthermore, our proposed approach is unique in that it is stream-centric: 

tags attached to streaming data are interleaved with the actual data tuples in the data 

streams, and the processing of these streaming tags is encapsulated inside the tag-

based query operators that can be combined with regular continuous query operators. 

2.8 Summary 

In this chapter, we have described work related to the concepts and algorithms 

proposed in this thesis, including an overview of various DSMSs, static and adaptive 

query optimization approaches, existing streaming metadata techniques in DSMSs. 

We have also discussed relevant access control solutions from the security area and 

the tagging and annotation approaches in various systems. 
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3 SECURITY AND ACCESS CONTROL FOR STREAMING DATA 

In this chapter, we address the problem of continuous access control enforcement in 

dynamic data stream environments, where both data and query security restrictions 

may potentially change in real-time and must be enforced online. 

We present the FENCE (short for Continuous Access Control Enforcement in 

Dynamic Data Stream Environments) framework that effectively addresses this prob­

lem. The distinguishing characteristics of FENCE include: (1) the stream-centric 

approach to dynamic security, (2) the symmetric security model for both continuous 

queries and streaming data, and (3) two alternative security-aware query processing 

methods, that can optimize the execution based on data-related as well as security-

related selectivities. In FENCE, both  data  and  query  security  restrictions  are  modeled  

symmetrically in the form of security metadata, called “security punctuations”. Secu­

rity punctuations stream together with the data instead of being persistently stored 

on the server. We distinguish between two types of security punctuations, namely, 

the data security punctuations (or short, dsps) which  represent  the  access  control  

policies of the streaming data, and the query security punctuations (or short, qsps) 

which describe the access authorizations of the continuous queries running on the 

server. With respect to the problem of efficient execution of continuous queries, we 

propose and compare two security-aware query processing methods, namely: (1) the 

Security Filter Approach (SFA), and (2) the Query Rewrite Approach (QRA). 

The rest of this chapter is organized as follows. In Section 3.1, we motivate the 

need to address the problem of continuous and online access control enforcement for 

streaming data. We give the problem definition in Section 3.2. Section 3.3 presents 

the FENCE architecture. Section 3.4 describes our security model with data and 

query security punctuations and their semantics. Section 3.5 presents the alternative 
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security-aware query processing methods. We describe the results of our experimental 

study in Section 3.6. We conclude in Section 3.7. 

3.1 Security in Data Stream Management Systems 

Due to recent developments in pervasive and ubiquitous computing, many enter­

prises begin to provide high-quality services based on real-time data, e.g., patient 

monitoring, location-based services and ubiquitous social networking [2, 173, 174]. 

The information in such applications arrives in the form of infinite data streams to a 

DSMS, where continuous queries are evaluated. 

One of the biggest challenges in such dynamic data stream environments is the 

access control enforcement – the ability to permit or deny a request to perform an op­

eration (e.g., a read operation). Given the long-running nature of continuous queries, 

the content of the streaming data and along with it its “sensitivity” may change 

frequently over the lifetime of query execution. Furthermore, queries on the server 

may also experience frequent changes in their access control privileges while being 

executed. Such changes in security privileges may be due to mobility and varying 

context of the users receiving the results of continuous queries: query results may 

be accessed via mobile phones, PDAs or IPhones from any place and at any time. 

Clearly, the users sending their streaming data can be rightly concerned about pos­

sible unauthorized accesses to their real-time information and potential violations of 

their privacy. One of the major challenges here comes from the fact that the security 

policies of both data and queries can be concurrently very dynamic. 

Example 1: Ubiquitous healthcare system. Healthcare  systems  support  real-time  

monitoring and access to vital signs data of patients by doctors, emergency personnel, 

and pharmacies. Consider a physician executing a continuous query Q that monitors 

the health state of his patients, e.g., heart rate, blood pressure, etc. Over time, 

while the query Q is being executed, the physician may continuously acquire different 
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roles1, which may have different access privileges, e.g., a hospital employee (R1), a 

doctor with unrestricted access (R2), or a doctor with restricted access (R3). Possibly, 

multiple combinations of these roles can be active at any time depending on the 

policy and the doctor’s context. While working in the emergency room, the doctor’s 

active set of roles may be: {R1,R2}. When  entering  an  insurance  building  to  settle  a  

claim, the doctor’s active set of roles immediately changes to: {R3}. In  the  evening,  

when the doctor comes back home, his active role set becomes: {R1}. The  patients,  

transmitting their data through their monitoring devices, should have the ability 

to continuously regulate in which role their doctor can access their real-time health 

information. 

Example 2: Location-Based Services. Recent  improvements  in  location-based  tech­

nologies and the drop in prices of location-tracking devices have spurred a new wave 

of mobile services, such as location-based services and geo-social networking applica­

tions [19]. Such applications naturally raise privacy concerns. Users consider their 

physical location and travel patterns highly privacy-sensitive and demand solutions 

that are able to protect their information. Therefore, it is essential to provide support 

for users to be able to frequently change their access control policies based on their 

preferences, to restrict who can “see” their real-time information (e.g., where they 

are, whom they are with, or what they are doing). 

Based on these real-life examples, we can observe that dynamic changes in policies 

are natural and represent an essential part of an access control environment in data 

streams. We can also observe that changes in security may arise not only because of 

(1) the dynamic preferences of the users sending their data (i.e., the data providers) 

but also from (2) the dynamic privileges of the users receiving the results of continuous 

queries running on DSMS (i.e., the query specifiers). To the best of our knowledge, 

our work is the first to address the problem of online access control enforcement with 

concurrent dynamic changes in security for both data and queries. 

1Here, we assume the system is using a role-based access control (RBAC) model [175]. 
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3.1.1 Challenges 

Due to the characteristics of streaming data, there are a number of inherent chal­

lenges that make continuous access control enforcement a challenging task. 

•	 Fast data arrival rate. A  common  characteristic  of  data  streams  is  a  high  data  

volume and a rapid arrival rate [2]. It is not feasible to store all data from 

all streams and take random accesses to the data as it is done in traditional 

databases. Therefore, the security policies associated with a data must be 

determined as fast as possible and the speed of the access control enforcement 

algorithm must be faster than the incoming data rate. 

•	 Single scan of data. Due  to  the  massive  volumes  of  data,  there  may  be  not  

enough space to store all streaming data and its security policies (which may be 

numerous and of fine granularity). Therefore, one scan of data and its security 

restrictions with compact memory usage is required. 

•	 Dynamic changes in security. The  widespread  usage  of  portable  devices  and  

the users’ mobility are likely to lead to frequent changes in transmitted stream­

ing data and possibly its “sensitivity”. In addition to that, the mobility and 

the changing context of the users receiving the results may translate into fre­

quent changes in the access control authorizations. Thus, an access control 

enforcement mechanism must be adaptive to runtime changes in security. 

•	 Correctness of enforcement. The  foremost  challenge  is  the  prevention  of  any  

information leaks that may occur when access is no longer authorized. It is 

also important to ensure that the access to data is not denied, when an access 

privilege has, in fact, been granted, especially when it is crucial to see the data 

immediately (e.g., in the case of an emergency). At any time, only the data 

elements that satisfy both the query and the data security policies at the same 

time must be returned as query results. 
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•	 Low overhead. The  results  in  streaming  environments  are  expected  to  be  pro­

duced in near-real-time. Since access control enforcement is nothing but an 

added “overhead” compared to the traditional continuous query processing, its 

cost must be as low as possible not to decrease the utility of the DSMS. 

3.1.2 Our Contributions: The FENCE Framework 

To address the above-mentioned challenges, we propose the FENCE (short for 

Continuous Access Control Enforcement in Dynamic Data Stream Environments) 

framework that supports the online enforcement of changes in the security policies of 

the data as well as in authorizations of the continuous queries while they are being 

executed. FENCE employs the Security Punctuation (SP) model  [38]  for  both  the  

streaming data and the continuous queries. Furthermore, FENCE enables a much 

richer security semantics for various applications’ needs. These features introduce new 

technical challenges for which we present our solutions in the rest of this chapter. Our 

major contributions can be summarized as follows: 

•	 FENCE models both data-side and query-side dynamic security restrictions 

symmetrically using streaming “security punctuations”2 metadata. FENCE 

extends the SP Framework [38] scheme by distinguishing between the two types 

of sps, namely, the data security punctuations (dsps) and the query security 

punctuations (qsps) to enforce security for both data and queries in a simple 

and efficient manner. 

•	 FENCE framework supports security-aware continuous query processing with 

combined dsps and  qsps. Compared to [38], which supports only one security-

aware query processing method, FENCE is equipped with two adaptive tech­

niques, namely: (1) the Security Filter Approach (SFA), and (2) the Query 

2We chose to  name the streaming  security  metadata  “security  punctuations”  (or  short  sps), because by introducing 

sps into  data  streams,  we  subdivide  (i.e.,  punctuate)  infinite  data  streams into  finite  partitions with  associated  access  

control policies. 
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Rewrite Approach (QRA). We discuss the advantages and the limitations of 

each of the methods, and describe how both methods can support security-

aware and compliant query processing, and can adapt to both data as well as 

security-related selectivities. 

•	 Since in data stream environments, the access control policies may change in 

the middle of query execution, FENCE distinguishes between two types of se­

curity policy enforcement semantics, namely the deferred and the immediate 

enforcement. In the former, the access control policies are enforced on only the 

data tuples that arrive after the policy change. Alternatively, in immediate 

enforcement (e.g., in emergency scenarios), the access constrol is enforced in­

stantly including the tuples that have arrived before the policy change and are 

not yet returned as query results. We formally address this issue and provide 

an efficient solution to support both types of security policy enforcements. 

•	 We have implemented FENCE in a general DSMS prototype [8]. Our exper­

imental study shows that FENCE efficiently supports access control on data 

streams with data and query security policy changes and security-related over­

head with sps is low  relative  to  continuous  query  execution  cost.  

3.2 Problem Formulation 

To formulate the problem we address in this chapter, we first give the definition for 

the concept of continuous query processing (or CQP for short). In traditional CQP, 

continuous queries are registered in DSMS, and only the data tuples that satisfy the 

predicates of the continuous queries are produced as results. We call these predicates 

– query predicates – and  formally  define  CQP  as  follows:  

Definition 3.2.1 (Continuous Query Processing (CQP)) Suppose that a data 

element d=(v1, v2,...,vn) from  a data stream  has  n attributes and a query predicate 

ϕQ(attr1, attr2, ..., attrn) on  d represents the condition of a given continuous query 
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Q. Then, whenever d arrives, the continuous query processing mechanism produces d 

as a result of Q if and only if ϕQ(v1, v2, ...,  vn) is true. 

In Security-Aware Continuous Query Processing (SA-CQP), in addition to the query 

predicates, there is an additional type of predicates, called security predicates, which  

determine whether the query may access the arriving data tuples based on the current 

access control policies. We distinguish between two types of security predicates, 

namely: (1) the data-side security predicates, which  represent  the  data  provider’s  

security policies on the streaming data and (2) the query-side security predicates, 

which describe the query specifier’s current access authorizations. Continuous queries, 

registered by a user (i.e., query specifier) implicitly acquire the access authorizations of 

that query specifier. Consequently, SA-CQP enforces access control on data streams 

by only producing the results that satisfy both the query predicates and the security 

predicates at the same time. SA-CQP can be formally defined as follows: 

Definition 3.2.2 (Security-Aware Continuous Query Processing (SA-CQP)) 

Suppose that a data element d = (v1, v2, ...,  vn) from a data stream has n attributes, 

a query  predicate  ϕQ(attr1, attr2, ..., attrn) on d represents the condition of a given 

continuous query Q, and  a  security  predicate  ϕS (attr1, attr2, ..., attrn) on d represents 

a security  policy  S. Then,  whenever  d arrives, the security-aware continuous query 

processing returns d as a result of Q if and only if ϕQ(v1, v2, ...,  vn) ∧ ϕS (v1, v2, ...,  

vn) are both true. 

Figure 3.1 visually depicts the SA-CQP concept. Query predicates are denoted by ϕQ, 

and security predicates ϕS are composed of two types of security predicates, namely 

the data-side security predicates and the query-side security predicates denoted by 

ϕds and ϕqs, respectively.  

In our work, we address one of the key aspects of security in data stream envi­

ronments, namely, the dynamic changes in security policies (specifically, the changes 

in access control), while continuous queries are being executed. Dynamic security 

means that during query execution access control policies affecting the processing 
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Figure 3.1. Conceptual idea of security-aware continuous query pro­
cessing (SA-CQP). 

(and the results) of the query may frequently change to support the real-time needs 

of users and the requirements of applications. Data-side dynamic security represents 

the changes in the data providers’ security preferences and query-side dynamic secu­

rity represents the changes in the query specifiers’ access authorizations. In our work, 

we provide a solution for SA-CQP in the presence of both types of dynamic security. 

3.3 Overview of FENCE Framework 

In this section, we present the general FENCE architecture and then describe a 

specific instance of the framework that we consider in the rest of the paper. 

3.3.1 FENCE Architecture 

To model dynamic access control in a data stream environment, FENCE extends 

the concept of security punctuations introduced in [38]. Security punctuations (or 

short, sps) are meta-data embedded inside data streams that describe the following 

aspects: (a) who has access rights, (b) to which streaming data objects, and (c) when. 

Compared to the original sps in  [38],  which  only describe  the  data-side  security  poli­

cies, FENCE extends the sp paradigm to model both the data-side dynamic security 

policies as well as the query-side dynamic access authorizations that may be both 
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Figure 3.2. Overview of FENCE architecture. 

continuously changing. By uniformly representing the security settings for data and 

queries using a single concept, namely the security punctuations, FENCE facilitates 

a simpler  security  model,  code  re-use  and  enables  similar  security  processing  for  both  

data and queries. Using streaming sps, a DSMS can support online flexible, dynamic, 

and fast access control enforcement over infinite data streams, while queries are being 

evaluated. We will discuss the concept of security punctuations, as applicable to data 

and queries, in Section 3.4. 

Figure 3.2 shows a high level overview of the FENCE architecture. In a typical 

streaming environment, we distinguish between three types of users: (1) The data 

provider – a  user  continuously  sending  his  or  her  streaming  data with  the  interleaved  

sps, that describe the real-time security preferences on his or her streaming data. 

(2) The query specifier – a user  who  registers  a continuous  query  on  the  server  to  

be evaluated on the incoming streaming data. As can be seen from Figure 3.2, a 

query specifier also streams his or her real-time context (via a data stream), based on 

which qsps that describe the real-time access privileges of the continuous query are 

generated. For example, if a query specifier is a physician and he is out on a lunch 

break, the current location of the physician (“outside the hospital premises”) will 

generate a punctuation that limits the data (the health information of his patients) 
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the doctor can access from his portable device. (3) The DSMS administrator is a 

user responsible for registering security policies that guarantee that correct privileges 

are given to the queries based on the context of the query specifiers. The Security 

Analyzer component in Figure 3.2 is responsible for generating correct qsps according  

to the organization’s security policy registered by the DSMS administrator. Both data 

and query-side security are symmetrically modeled by security punctuations. This 

symmetry facilitates a simpler model and similar processing for both data and query 

security medatadata inside DSMS. When streaming security punctuations arrive to 

the system, the query processor interprets sps as security  predicates  by  processing  the  

data-side and the query-side sps alike,  and  then,  produces  results  that  satisfy  both  

the query predicates as well as the security predicates (as shown in Figure 3.2). In 

FENCE, dsps are  assumed  to  be  directly  generated  by  the  data  providers3 and qsps 

can either arrive from the query specifiers (or from a third-party security service) or 

most likely are generated locally in DSMS by the Security Analyzer module based on 

the query specifiers’ current context4. We  discuss  the  different  possible  scenarios  of  

sp generation in Section 3.4.4. 

3.3.2 An Instance of the FENCE Framework 

FENCE is a general framework and is not restricted to any particular data or 

access control model. But to make our discussion concrete, here, we describe an 

instance of FENCE framework, with a specific data and an access control model that 

we will consider in the rest of the paper. 

3The data security punctuations (dsps) may also be generated on the DSMS by evaluating continuous security policy 

queries on the incoming data streams (see Section 3.4.4), but for simplicity of discussion, we assume that the dsps 

arrive to the DSMS already interleaved with the data. 
4We asssume that the context of the query specifiers is represented by additional incoming data streams, e.g., stream 

of location updates. 

http:context4.We
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Data and Query Model 

We consider a centralized DSMS processing long-running select-project-join (SPJ) 

queries on a set of infinite data streams. A continuous data stream S is a potentially 

infinite sequence of tuples that arrive over time. The general schema of tuples in 

a data stream  is  described  by:  [sid, tid, A, ts ], where sid is the stream identifier, 

tid is the tuple identifier, A is a set of attribute values in the tuple, and ts is the 

timestamp of the tuple. As commonly considered in other streaming systems, e.g., 

[43, 176], the timestamps of the stream elements are assumed to be ordered. For 

simplicity of discussion, we consider a single continuous query Qi, registered  by  a  

query specifier in the DSMS, to be executed over data streams A,B,...Z. The  security  

restrictions applicable to the query specifier get implicitly inherited by Qi. Query  Qi 

is represented by a query execution plan composed of operators op1,..., opk, where  each  

operator acquires the security restrictions associated with the query Qi for which it 

processes the incoming data tuples. 

Access Control Model 

An access control policy specifies who has access to which objects and when. In its 

general form, an access control policy can be described by a triple <object, subject, 

operation>. An  object is an entity that contains the information. Examples of objects 

in data stream environments are: streams, tuples, tuple attributes and data values. 

A subject may invoke a request to access an object to perform an operation, e.g., a 

“read operation” on a data tuple. The subjects in FENCE are the query specifiers. 

Subjects acquire the access rights which are the set of privileges that they can hold 

and execute on an object. In our work, we consider a read right (operation) only. Due 

to the fact that just about all stream systems are read-only, this is a natural focus. 

However, the model can be easily extended to support other operations as well, such 

as update, delete, etc. Access to an object implies the right to use the information 

http:operation>.An
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it contains. An access is granted, if the corresponding subject owns a permission for 

the requested operation. Authorization is the granting of the access permissions. 

As an example of an access control model, we consider a Role-Based Access Control 

(RBAC ) model  [175]  in  our  work,  and  show  how  it  can  be  implemented  in  FENCE. 

RBAC is one of the most well-known and widely-used access control models in modern 

systems today [175]. The main idea of RBAC is to introduce roles as an abstraction 

layer to decouple subjects and permissions [175]. Under the assumption of using 

RBAC, the streaming dsps describe  which  roles  have  currently  the  access  rights  to  

which streaming objects, and the streaming qsps depict  the  current  roles of  a  con­

tinuous query. Query specifiers activate their default roles when they sign into the 

DSMS. We require that each query specifier belongs to at least one role. However, 

this assignment may change while the query specifier is receiving the results of his or 

her continuous query. 

3.4 Dynamic Security Policy Model 

In this section, we present the schema and the semantics of the security punctu­

ations in FENCE. We  provide  examples  of  various  sps and  describe  the  scenarios  of  

sp generation. 

3.4.1 General Security Punctuation Schema 

In FENCE, we  employ  security  punctuations  to  model symmetrically  both  the  

data and the query-side dynamic security restrictions. Such symmetric model makes 

SA-CQP simpler and allows security-related code re-use in DSMS. We call the sps 

representing data provider’s preferences for security – the data security punctuations 

(dsps) and the sps representing  the  query  specifiers’  access  privileges  –  the  query 

security punctuations (qsps). Figure 3.3 shows a general sp schema applicable to 

both dsps and  qsps. We discuss each field in the sp schema next. 

http:FENCE.We
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Figure 3.3. General security punctuation schema. 

•	 Punctuation Type (pt): describes whether the punctuation is a data or a query 

security punctuation. 

•	 Data Description Part (ddp): specifies which object(s) the access control pol­

icy applies to, e.g., which stream(s), tuple(s), or tuple attribute(s) [38]. For 

compactness of storage, we use regular expressions to describe objects and their 

policies inside sps. 

•	 Security Restriction Part (srp): denotes both the access control model type and 

the subjects authorized by the policy. Since we use RBAC in this work (see 

Section 3.3.2), the srp specifies RBAC as the model type and a set of role(s) 

that are authorized by the sp. 

•	 Sign: indicates  whether  the  authorization  represented  by  the  sp is positive or 

negative (see [177] for more details). 

•	 Timestamp (ts): records the time when the sp was generated. 

•	 Enforcement (et): indicates the security policy enforcement setting. We distin­

guish between two types of enforcement, namely the Deferred (D) enforcement  

and the Immediate (I ) enforcement.  We  describe  the  details  of  this  attribute  

in Section 3.4.2. 

3.4.2 Semantics of Security Punctuations 

A security  policy  may  be  expressed  by  one  or  more  sps and  may apply  to  zero  

or more tuples. A set of consecutive dsps or  qsps form  a  “batch” of  sps which  is  

interpreted as a single access control policy or a complex authorization. All sps of  
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Figure 5.29. Overhead when no adaptation is needed. 

no benefit is possible, ST-QM is on average between 2.2 - 4.8% worse than static QM 

in the total number of results produced. This result confirms that ST-QM approach 

has detected that changes were insignificant, based on its monitoring and concept 

drift detection and did not invoke the optimizer. By discarding such insignificant 

adaptivity cases early, it minimized its adaptivity overhead. This overhead can be 

further reduced in the system by minimizing the monitoring frequency of both data 

and execution statistics. 

5.11.3 Summary of ST-QM Experimental Conclusions 

The main points of our experimental study can be summarized as follows: 

1.	 ST-QM can give up to 44% improvement in execution time and output rate. 

2.	 ST-QM is highly adaptive to virtual, real and hybrid concept drifts and can 

result in some cases in up-to 41% improvement compared to non-adaptive QM. 

3. The runtime overhead of ST-QM relative to query execution is small (at most 

7%) . The actuation cost of physical adaptivity is nearly negligible resulting in 

0.02% of total execution cost. 
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4. Even  if  no  adaptivity  is  needed,  ST-QM ’s performance in the worst case will 

be at most 2-4% slower than of static QM. 

5.12 ST-QM Conclusion 

Here we addressed the problem of adaptivity in the multi-plan-based query pro­

cessing engines. We have presented a Self-Tuning Query Mesh (ST-QM ) achitecture  

that uses multiple plans for processing different subsets of data, and yet is as adap­

tive as the “plan-less” systems. ST-QM increases the efficiency of query processing 

in highly dynamic environments, by adapting the multi-plan solution, so that differ­

ent subsets of data may benefit from different execution plans over time. ST-QM 

approach is unique in that it abstracts the problem of adaptive query processing as 

a concept  drift  problem.  Such  abstraction  allows  ST-QM to discard adaptivity can­

didates early in the process, if the changes are insignificant to adapt to and thus 

minimize the adaptivity overhead. The key characteristic of the ST-QM approach 

is that all logical changes to the current QM solution get translated into a simple 

physical operation, namely the classifier change. Our most important contribution 

is that we have shown in our prototype implementation that ST-QM approach can 

be simultaneously inexpensive and adaptive. Our experimental study indicates that 

ST-QM can adapt to different types of concept drifts very efficiently. Furthermore, 

the run-time overhead of ST-QM execution is fully amortized by the performance 

benefits of the better multi-plan-based query processing. 

Here, we address the problem of adaptive query processing on non-uniform data 

streams. We propose a Self-Tuning Query Mesh infrastructure (or short ST-QM ) 

that continuously adapts to data streams’ characteristics and to system conditions, 

e.g., memory, CPU resources availability. The fundamental challenge for self-tuning 

query mesh is the problem of determining the discrepancy between the previously 

learned query mesh model and the current model based on the characteristics of the 

new data and the system condition, what we denote as optimization concept drift 

problem. The self-tuning query mesh has the ability to judiciously determine when 
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and how to adapt its infrastructure to accurately match the changed concept of the 

data streams and employ the best query mesh for the current system conditions. ST­

QM used a three-fold adaptation process - classifier tuning, multi-route configuration 

tuning, and runtime route tuning - to ensure efficient processing of continuous queries 

on non-uniform data streams. We have described the tuning techniques in ST-QM 

and have presented detailed experimental evaluation. 

5.13 Uncertainty-Aware Query Mesh (UA-QM) 

Recent years have witnessed the emergence of novel applications where incoming 

data arrives in the form of continuous data streams, for example, location-based ser­

vices, sensor networks and financial tickers. Data in such applications tends to be 

non-uniformly distributed, and query processing can often benefit from employing 

multiple execution plans, each  optimally  serving  a  subset  of  data  with  distinct  statis­

tical properties. Recently proposed Query Mesh (QM ) framework  implements  such  

multi-plan (or multi-route21) execution  paradigm  very  efficiently.  However,  similar  to  

most query processing systems, QM optimizer assumes all knowledge to be certain 

and complete when determining a low cost multi-route solution. Such assumption 

is unrealistic for streaming environments which are riddled with uncertainty, due to 

measurement inaccuracies, incomplete or unknown information or data arrival laten­

cies. Here, we focus on the problem of uncertainty in the multi-route query processing 

context, and propose a novel Uncertainty-Aware Query Mesh solution (or short UA­

QM ) to  address  this  problem.  The  goal  of  UA-QM is two-fold: (1) to model and 

measure various types of uncertainty to represent real-life scenarios in streaming en­

vironments more accurately and (2) to process data in an uncertainty-aware and 

multi-route fashion. We have implemented our approach in a prototype DSMS, and 

our experimental evaluation shows the benefits of our proposed UA-QM approach. 

21We use  terms  “plans”  and  “routes”  interchangeably  in  our  work.  Both  mean  the same  thing  in  the  context  of  this  

paper. 
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5.13.1 Problems with Uncertainty Ignorance 

Compared to traditional relational databases where the entire dataset is present 

and so are the complete statistics about it, this luxury is not available in DSMSs. 

Here, the knowledge about the environment such as data input rate, operator selec­

tivities, attribute values and their distributions is typically incomplete and is con­

tinuously changing. Thus, uncertainty naturally arises during query optimization in 

the streaming context. Most query processors in Data Stream Management Systems 

(similar to relational counterparts), however, consider all knowledge to be certain 

and complete during optimization phase, which may significantly limit query perfor­

mance at runtime [77]. Existing solutions dealing with uncertainty e.g., [77–79] are 

primarily single-plan-based and focus on cardinality estimations for the data as a 

whole. A  more  complex  structure  and  a  different  execution  paradigm  (that  employs  

unique plans for distinct subsets of data) makes these uncertainty solutions insuffi­

cient for a multi-route solution like query mesh (see Section 5.14.2 for more detailed 

explanation). 

As a motivating example, consider a geo-social networking application, such as 

BrightKite [18]. Here, an input data stream people may be transmitting real-time 

location updates from the users looking to get together to socialize in a given geo­

graphic area. A continuous query Q (shown at the top left in Figure 5.30) is executing 

to match people based on similar age, interests and location. For simplicity of dis­

cussion, we assume that the stream people has two distinct data subsets, denoted as 

the “city” and  the  “suburbs” subsets22. Figure  5.30  (the  table  at  the  bottom  left)  

shows the selectivities of operators OP1 -OP3 for each of the subsets, and the over­

all selectivity. Here, the selectivities are represented as “certain” point estimates – 

a common  approach  in  most  database  systems.  Assuming  that  operators  have  the  

same execution costs and only overall selectivities are considered, the best ordering 

for people stream tuples for query Q is OP2, OP3, OP1. However,  if  we  distinguish  

22This could be people living in a city and in the suburbs. 
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SELECT name, age, location 
FROM people OP1 OP2 OP3
WHERE age BETWEEN 22 AND 28 
AND marital_status = ‘single’ 
AND interest = ‘theatre’ 22 < age 

< 28 
status = 
‘single’ 

Location 22 < 
age < 28 

status = 
‘single’ 

city 

suburbs 

interest = 
‘theatre’ 

interest = 
‘theatre’ 

22 < 
age < 28 

interest = 
‘theatre’ 

status = 
‘single’ 

Data 

possibly 

possibly 

Classifier Multiple execution routes 

Location OP1 OP2 Location OP3 OP1 OP2 OP3 

city 45% 50% city 65% [40,50]% [45,55]% [40,70]% 

suburbs 35% 10% suburbs 5% [30,40]% [5,15]% [0,10]% 

overall 40% 30% overall 35% [35,45]% [25,35]% [20,40]% 

Selectivities as point estimates Selectivities as intervals 

Figure 5.30. Geo-social networking query example. 

operators’ selectivities based on the different subsets, we can see that for the “city” 

tuples, the ordering OP1, OP2, OP3 will outperform OP2, OP3, OP1, while  OP3, OP2, 

OP1 will outperform OP2, OP3, OP1 for the “suburbs” tuples.  

While the above example clearly motivates the benefit of processing different data 

using different plans, it has a major limitation: it completely ignores uncertainty. 

For example, uncertainty may be present in the operator selectivities due to vary­

ing estimates based on (several) data samples, each roughly approximating the real 

data, or due to data arrival latency. Uncertainty in operator statistics translates into 

uncertainty in execution routes. Furthermore, the classifier, which is used to assign 

routes to data tuples, due to the training set quality or its limited size, may contain 

some uncertainty as well. 

Consider the same example in Figure 5.30 at the bottom right, where instead 

of certain point estimates, we use selectivity intervals to represent uncertainty in 
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operator selectivities. With uncertain selectivities, it becomes much more challenging 

to determine which data tuples should be processed using which of the present routes. 

For example, the “city” tuples  may  benefit  from  the  ordering  OP1, OP2, OP3, but  

also in some cases, it could benefit from the alternative ordering OP2, OP3, OP1 

(depicted by a dashed line) due to the overlap in the operators’ selectivitiy intervals. 

Similarly, some “suburbs” tuples  may  benefit  from  the  alternative  routes  if uncertainty  

is considered during query optimization. 

In addition to uncertainty in routes, classifier may also face uncertainty. For 

simplicity of presentation, the classifier in our example consists of a single test on 

the location attribute. However, in real-life scenarios, a classifier is likely to have 

multiple test nodes based on which tuples are assigned to their best routes. Thus, 

given uncertain routes and uncertain route assignments, as well as the training set only 

roughly approximating the real data, a classifier is likely to contain some uncertainty 

as well. 

In summary, the problem with many current optimization techniques is that they 

are: (1) mostly uncertainty-oblivious; and (2) those that are uncertainty-aware, pri­

marily focus on uncertainty in a single query plan execution strategy. Here, we 

propose to address the open problem of uncertainty in multi-route query processing 

in the context of data streams. 

5.13.2 Challenges 

A number  of  characteristics  inherent  in  streaming  environments  make  the  problem  

of handling uncertainty in a multi-route solution a challenging task. 

•	 Fast data arrival rate. A  common  characteristic  of  data  streams  is  a  high  data  

volume and a rapid arrival rate. Therefore, uncertainty estimation algorithm 

needs to be as fast as possible and the speed of decision-making regarding 

uncertainty must be faster than the data incoming rate. 
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•	 Different types of uncertainty. Uncertainty  in  a  multi-route  solution  may  occur  

in both routes as well as in classifier which is responsible for assigning tuples to 

routes. Moreover, uncertainty may be “absolute” (with  regard  to actual  values,  

such as statistics measurements, e.g., order of operators), or it may be “relative” 

(with regard to the best choice among multiple possible alternatives). Thus, an 

uncertainty mechanism must be able to model and measure various types of 

uncertainty in both routes and classifier as well. 

•	 User preferences. Users executing continuous queries may have different pref­

erences regarding the best way of dealing with uncertainty. Users may want to 

decide what should be a reasonable tradeoff between certainty vs. possibility (in 

other words, expectation and ambiguity) when their query is being executed. 

Thus, uncertainty mechanism should provide support for user preferences with 

regard to how to handle uncertainty during query processing. 

•	 Low overhead. The  results  in  streaming  environments  are  expected  to  be  pro­

duced in near-real time. Since the added uncertainty-awareness functional­

ity adds processing and storage overheads (compared to regular “uncertainty­

oblivious” query processing), the overhead must be as low as possible not to 

seriously impact the performance of DSMS. 

We address the above-mentioned challenges in the context of data streams and 

present a solution, based on the multi-route query mesh model [219], which we call 

Uncertainty-Aware Query Mesh (UA-QM ). 

5.13.3 Our Proposed Solution: UA-QM 

UA-QM contributions can be summarized as follows: 

1.	 Model. We  propose  uncertainty  model  where  both  absolute and relative uncer­

tainties are modeled symmetrically for both execution routes and classifier in 

http:Model.We
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a query mesh. Absolute uncertainties are represented using uncertainty inter­

vals and relative uncertainties using belief functions. The  symmetric property 

provides a simpler model and similar uncertainty processing in different com­

ponents of query mesh. (Section 5.14). 

2.	 Optimization. We  describe  uncertainty-aware  optimization  algorithms  including  

the computation of multiple execution routes and classifier induction under 

various uncertainty scenarios (Section 5.15). 

3.	 Execution. We  discuss  how  uncertainty  is  handled  at  runtime  when  executing  

a continuous  query  in  the  UA-QM framework (Section 5.16). 

4.	 Experiments. We  have  implemented  UA-QM in a prototype DSMS called 

CAPE [8]. We present our experimental analysis showing the benefits of our 

proposed approach. 

5.14 UA-QM Framework 

5.14.1 UA-QM Architecture 

Figure 5.31 gives an overview of UA-QM architecture which builds on top of the 

core query mesh framework [27, 219]. We have designed UA-QM to be highly mod­

ular, enabling uncertainty-awareness functionality to be turned on/off with complete 

transparency to the core QM framework (bottom of the Figure 5.31). The architec­

ture is easily extensible: new algorithms, heuristics and metrics can be added without 

much disturbance to the rest of the system. 

The key components of UA-QM inlcude: (1) QM optimizer with uncertainty ex­

tensions, (shaded half-way in Figure 5.31) and described in Section 5.15, (2) Belief 

Space nodes, used to represent uncertainty in routes and classifier (Section 5.15), (3) 

Belief Handler, a  component  responsible  for  resolving  uncertainty  by  taking  into  con­

sideration user preferences (described in Section 5.16), and (4) Uncertainty encoding 

http:Experiments.We
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Figure 5.31. UA-QM architecture. 

used in routes’ specifications (discussed in Section 5.16). We present each of these 

components, their functionality and execution in detail in the rest of the paper. 

5.14.2 Uncertainty Cases in Query Mesh 

Compared to a single plan solution, where uncertainty may be present in only one 

route, a multi-route solution may have uncertainty in several routes, as well as in the 

classifier. For classifier, we employ a decision tree model, as it is one of the most 

commonly used and efficient classification models. Under route uncertainty, we focus 

on uncertainty in operators’ selectivities, and  under  classifier  uncertainty,  we  consider  
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uncertainty in the impurity measures (specifically, in information gain23 [141]) that 

have a direct impact on the structure and size of the classifier. Next, we describe the 

three possible uncertainty cases that may occur in a multi-route QM solution. 

Case 1: Certain Classifier and Uncertain Routes. By  uncertainty  in  routes  we  mean  

uncertainty in the routes’ costs as a result of imprecision in individual operators’ 

selectivities. This leads to ambiguity about the best operator ordering and it may 

occur when the query mesh optimizer uses a strategy similar to Content-Learns algo­

rithm [28], or Content-Based Approach (CBA) [219]  to  find  a  low  cost  QM solution. 

The main idea of these optimization strategies is to partition the training dataset into 

groups based on the similarity of data values first, and then compute the routes for 

each content group. Different data values may imply unique distributions and statis­

tics, and thus possibly various execution routes. Here, the statistics of the routes may 

be imprecise, yet the classification based on the training data and the partitions they 

belong to (determined based on the training data values) is considered to be certain 

(Figure 5.32(a)). 

Case 2: Uncertain Classifier and Certain Routes. This  scenario  is  the  reverse  of  

the above case. Here, routes are assumed to be certain and the classification may 

be uncertain (Figure 5.32(b)). This case may occur when the QM optimizer uses a 

Route-Based Approach (RBA) [219]  to  find  the  best  multi-route  query  mesh  solution  

for a given query. The main idea of this optimization strategy is to compute routes 

first, using all avilable statistics (possibly coming from multiple samples of data), and 

then assign the training data to the existing routes. The statistics used for routes’ 

computations are assumed to be complete and reliable (after being collected over 

many runs of the same query), yet the training dataset (of limited size) used for 

the classifier induction may depict real data with some inaccuracy, thus resulting in 

classification model with uncertainty. This case may also occur when using a large 

training dataset for classifier induction is prohibitive [141], and some training data 

23Other measures of impurity, such as entropy or gini index [141] could be used here as well. 
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d1 d2 d3 d1 d2 d3 d1 d2 d3 

- certain 
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(a) Certain classifier and (b) Uncertain classifier and (c) Uncertain classifier and 
uncertain routes certain routes uncertain routes 

Figure 5.32. Uncertainty scenarios in QM. 

must be eliminated from being used in classifier induction – the phenomenon known 

in machine learning as “pruning” [229]. 

Case 3: Uncertain Classifier and Uncertain Routes. The  third  case  is  the  composite  

of the above two cases, where uncertainty is present in both the routes and the 

classifier (Figure 5.32(c)). Here, a data tuple may belong to more than one data subset 

(or a distinct group), and more than one route may be considered to be possible for 

processing of that subset. This case may occur when a hybrid optimization approach 

is used by the QM optimizer: two QM solutions are computed, one using the CBA 

method and another using the RBA method (as described above), and then “merged” 

to produce the “best” overall QM solution. 

5.14.3 Reasoning About Uncertainty 

In order to address the problem of uncertainty, we need a method for representing 

and measuring it. In robust query processing, the common approaches for modeling 

uncertainty include probability distributions (or short PDs) [77] or bounding boxes 

(or short BBs) (also known as bounding intervals) [78]. Both methods have their 

advantages and limitations. PDs, for instance, give an intuitive representation for 

users to decide how much uncertainty they are willing to “tolerate” when planning an 
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execution strategy at compile-time. BBs, on the other hand, easily capture variations 

and imprecisions in statistics, e.g., possible min, max and expected bounds. It also 

allows a query processor to check the latest statistics at runtime, and determine which 

concrete execution solution applicable within the bounding interval should actually 

be employed. 

Our uncertainty model includes the strengths of both of the above approaches 

and enables both user-driven [77] and system-driven [78] responses to handling un­

certainty. What sets our model apart from the existing techniques is that we model 

two types of uncertainty, namely the absolute uncertainty and the relative uncertainty, 

and we model them symmetrically for both routes and classifier in query mesh. We 

believe that such two-way uncertainty modeling can represent real-life scenarios more 

accurately, and the symmetric property facilitates a simpler model and similar pro­

cessing for different components in query mesh. 

Informally, absolute uncertainty represents the uncertainty in actual values (e.g., 

in operator statistics or in attribute impurity estimates), whereas relative uncertainty 

models the ambiguity about the choice among possible alternatives (e.g., the best 

order of operators in routes, or the choice of the best splitting attribute in classifier 

when multiple options are possible). In UA-QM, we  employ  uncertainty intervals for 

modeling absolute uncertainties (see Section 5.14.4) and belief functions from Belief 

Function theory to represent relative uncertainties (see Section 5.14.5). 

5.14.4 Absolute Uncertainty 

We distinguish between two types of uncertainty intervals in UA-QM, namely  the  

selectivity intervals and the classification intervals to model absolute uncertainty. 

Selectivity intervals (or short SIN s) represent uncertainty in operators’ statistics. 

Table 5.5 shows an example. Here, the selectivity of OP1 for the distinct subset d1 

might be not known with certainty, but it is known to be between 40% and 50%, and 

is represented by the inverval [40,50]. Hence, the interval describes the possibility 
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Figure 5.33. Symmetric modeling of SIN s and  CIN s. 

distribution of OP1 selectivity for subset d1. Viewed  in  this  perspective,  the  entries  

in Table 5.5 in the column SIN are the possibility distributions of the values of 

selectivities for different subsets of data. 

Table 5.5
 
Selectivity intervals for various subsets.
 

Stream Operator Subset SIN 

d1 [40,50] 

S1 OP1 d2 [30,40] 

d3 [35,45] 

Classification intervals24 (or short CIN s) represent uncertainty in the informa­

tion gain values of different attributes that are used in determining the best splitting 

attribute when constructing QM classifier. One of the basic steps in decision tree 

classification is to select the splits based on attributes and data values that are used 

to predict membership in the terminal nodes of the decision tree classifier (in the 

context of our work, terminal nodes represent the various execution routes). In gen­

eral terms, the split at each node found will generate the greatest improvement in 

predictive accuracy. This is usually measured with an impurity measure, which pro­

vides an indication of the relative “homogeneity” of tuples in the terminal nodes of 

24A more  precise  term  would  be  “impurity measure intervals”, but we decided to choose a more general name – 

“classification intervals” – to characterize  where  in  QM the uncertainty takes place. 
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U 

Figure 5.34. Belief function for a relative uncertainty. 

the classifier. For example, if all training tuples in each terminal node have identical 

values, then node impurity is minimal, homogeneity is maximal, and prediction is 

perfect (at least for the case of training tuples used in the induction of classifier). We 

omit the discussion of information gain and how it is computed and refer the reader 

to [141] or any machine learning textbook. 

A classifier  interval  CIN =[0.4,0.5] represents a range of impurity measure values 

between 0.4 and 0.5 (or in absolute terms [40,50], meaning between 40% and 50%). 

Due to symmetric property of our model, both SIN s and  CIN s are  represented  by  

the same physical data structure (shown on the left in Figure 5.33). Consider, for 

example, an uncertainty interval UI [40,50] (which could be either a SIN or a CIN ). 

UI.Interval stores the interval value, between 40 and 50. UI.PointValues represent 

the original point value estimates measured and used in determining the overall in­

terval. UI.Weights correspond to the weights of their respective UI.PointValues. For  

example, in Figure 5.33 in the case of a SIN, the  weight  of  800  represents  the  count  

of tuples that reported to have the point estimate of selectivity equal 40% and the 

weight of 200 indicates, that 200 tuples contributed to the selectivity point estimate 

50%. The weight values could be based on the absolute count of tuples from the 

samples that have resulted in that particular point estimate value, when the selectiv­

ity interval was computed. Alternatively, weights can be represented using relative 

percent values instead of absolute counts. 
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5.14.5 Relative Uncertainty 

To model relative uncertainty, we  use  the  concepts  from  the  Belief Function Theory 

also known as Dempster-Shafer Theory [230,231]. Relative uncertainties in routes and 

in the classifier are expressed in the form of belief functions. Belief  functions  provide  a  

very intuitive way to model ambiguity (compared to classical probability framework), 

and allow incorporating subjectiveness in uncertainty [77]. Furthermore, if evidences 

come from multiple sources (e.g., from different samples of data collected at different 

times), the model provides a flexible and adaptive way to combine those evidences25 . 

Another attractive aspect of belief functions framework is its flexibility – it can be 

reduced to the Bayesian framework under certain conditions. Figure 5.34 shows a 

conceptual idea of a belief function. Here, two uncertainty intervals (which could 

be either SIN s or  CIN s) are depicted as UI1 and UI2. Under  relative  uncertainty,  

the question Q we are interested in is – how large is the overlap between the two 

intervals UI1 and UI2? This  question  Q denotes the intersection of the uncertainty 

intervals and precisely characterizes the relative uncertainty regarding UI1 and UI2. 

Since both UI1 and UI2 are uncertain, the answer to this question can be constructed 

to have two parts, one relating to the certainty C in the answer and the other to 

its possibility P , and symbolically  can be  expressed  as  BF (Q)=(C(Q),P (Q)). The 

certainty parameter can be viewed as the expectation and the possibility parameter as 

the ambiguity. Similar to absolute uncertainties, relative uncertainties, are modelled 

symmetrically for both routes and classifier in QM as described below. 

A Selectivity Belief Function (SBF ) represents  a  belief  in  the  intersection  of  any  

two SIN s. A route (query plan) optimization algorithm26 must determine the best 

order of operators. If any of the operators’ SIN s are  overlapping,  this  translates  into  

the uncertainty about which operator should come first. Figure 5.35 illustrates the 

possible cases for uncertainty intervals’ intersections27: UI s may  be  completely  non­

25Here, we use a basic form of belief functions. More advanced features like adding subjectiveness to evidence, etc., 

we reserve for our future work. 
26This can be any of the state-of-the-art techniques from the literature, e.g., [58, 66, 209, 210]. 
27Due to model symmetricity, the same logic applies to CIN s as  well.  
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Figure 5.35. Cases for uncertainty intervals’ overlaps. 

overlapping (5.35a), completely-overlapping (5.35b) or partially overlapping (5.35c). 

For overlapping selectivity intervals, SBF s are  computed  for  the  following  three  cases:  

(1) SBF1: operator with SIN1 must come first 

(2) SBF2: operator with SIN2 must come first 

(3) SBF3: either of operators may come first 

Figure 5.36 shows a concrete example of partially overlapping SIN s. The values of 

SBF s for  this  example  are  as follows:  SBF1 = (800,1000),  SBF2 = (400,1000),  and  

SBF3 = (800,2000)  when  expressed  in  absolute  terms,  and  after normalization:  SBF1 

= (0.8,1),  SBF2 = (0.4,1),  and  SBF3 = (0.8,2).  

Classification Belief Functions (CBF s) represent beliefs in the relative intersec­

tions of CIN s and  are  modeled  similar  to  SBF s. Thus, we omit the details of CBF s 

computation, as it is the same as for SBF s. CBF s represent  relative  uncertainty  about  

impurity measures for various attributes, which translates into uncertainty about the 

best order of splitting attributes when computing the classifier. 

In UA-QM, Belief  functions  (both  SBF s and  CBF s) are resolved to concrete 

answers, e.g., specific classification nodes and operators in the routes based on user 

preferences with respect to uncertainty. Belief functions can be resolved in an “eager” 

and a “lazy” manner during execution as described in Section 5.16. 

5.15 UA-QM Optimization 

In this section, we describe uncertainty-aware multi-route query optimization al­

gorithm. We consider three possible uncertainty cases presented in Section 5.14.2. 
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Figure 5.37. UA-QM optimization approaches. 

Figure 5.38 illustrates the pseudocode for the overall uncertainty-aware multi-route 

query optimization algorithm and Figure 5.37 visually depicts the cases. 

Case 1: Certain Classifier and Uncertain Routes: As  we  have  previously  stated,  

this case may occur when QM optimizer uses a Content-Based Approach (CBA) to 

find a good query mesh (Figure 5.37(a)). Using CBA, the algorithm first divides data 

into partitions based on similarity of values (Figure 5.38, Line 2), and then computes 

the execution routes for each content-based partition (Figure 5.38, Line 3). 

Computation of Uncertain Routes : The  pseudocode  for  the  procedure  computing  un­

certain routes is shown in Figure 5.39. It starts off by computing selectivity intervals 

for each operator and each content-based partition (Line 1). The operators are then 

ordered by the monotonically increasing selectivity intervals (Line 2). After the SIN s 
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UA-QM-Optimization (T training dataset represented 

by a collection of data samples {k1,k2...kn}=T )) 

// Case 1: Certain Classifier and Uncertain Routes 

01 if (optimization method == Content-Based ) 

02 D = {d1,d2...dn} // content-based partitions 

03 Ru = ComputeUncertainRoutes(T ,D) 

04 Cc = InduceCertainClassifier(T ,D) 

05 return new UA-QM (Cc,Ru) 

// Case 2: Uncertain Classifier and Certain Routes 

06 else if (optimization method == Route-Based ) 

07 (Rc,D) = ComputeCertainRoutes(T ) 

08 Cu = InduceUncertainClassifier(T ,D,Rc) 

09 return new UA-QM (Cu,Rc) 

// Case 3: Uncertain Classifier and Uncertain Routes 

10 else if (optimization method == Hybrid ) 

11 Let UA-QM1 = solution  from  steps  1-5  

12 Let UA-QM2 = solution  from  steps  6-9  

13 return new MergeUAQMSolutions(UA-QM1,UA-QM2) 

Figure 5.38. UA-QM Optimization. 

ComputeUncertainRoutes (T training dataset,
 

D content-based partitions)
 

01 SIN = ComputeSelectivityIntervals(T ,D)
 

02 oSIN = OrderSelectivityIntervals(SIN)
 

03 uSIN = GetOverlappingSelectivityIntervals(oSIN)
 

04 SBF = ComputeSBFsForSelectivityIntervals(uSIN)
 

05 uR = OrderOperatorsWithSINsAndSBFs(uSIN,SBF )
 

06 return uR
 

Figure 5.39. Computing uncertain routes. 
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ComputeSelectivityIntervals (T training dataset,
 

D content-based partitions)
 

SIN -- a hashtable storing SINs of all 
  

operators for different subsets of data
 

01 for (each operator OP)
 

02 SIN[OP] = NULL  // No precomputed statistics
 

// Compute selectivities using different samples 

03 for each sample ki ∈ T 

04 for each partition dj ∈ D 

05 compute selectivity s(OP) for  dj based on ki 

// Merge point selectivity into selectivity interval 

06 sin = MergeIntoSIN(OP,dj,s(OP),|ki|) 

07 SIN[OP, dj ] =  sin 

08 SIN[OP].Update(SIN[OP, dj]) 

09 return SIN 

Figure 5.40. Computing selectivity intervals. 
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Figure 5.41. Conceptual idea of uncertain routes and classifier. 
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MergeIntoSIN (OP operator, dj partition,
 

s selectivity value, w weight)
 

01 sin = SIN[OP, dj]
 

// if SIN is null, initialize it 

02 if (sin == null), then 

03 sin.Min = sin.Max = s; 

04 return sin; 

// if s is far from the SIN mid-point, return a “conflict” 

05 mid = (sin.Max - sin.Min)/2; 

06 if (Δ = diff(s, mid) > ΔMAX) then  return  null;  

// update SIN attributes 

07 if (s >  sin.Max) then  sin.Max = s 

08 else if (s <  sin.Min) then  sin.Min = s 

09 sin.P ointV alue[s] =  w 

10 return sin 

Figure 5.42. Merging point estimate into a SIN. 

have been ordered, the algorithm determines if any of them are overlapping (Line 

3). For all overlapping SIN s, SBF s are computed (Line 4) as described in Section 

5.14.5. After the selectivity belief functions have been established, the algorithm 

determines the routes by ordering the operators. In every case, where uncertainty 

intervals are overlapping, i.e., a choice between the operators is uncertain (and there 

is a corresponding SBF ), a “belief space node” is  created  in  the  route  (pseudocode  

is not shown). Figure 5.41 (top) shows a conceptual idea of an uncertain route with 

belief space nodes. 

To complete the uncertainty-aware QM solution, the optimizer induces the clas­

sifier28 based on the training data tuples and the subsets they belong to (Fig. 5.38, 

Line 4), which are the certain partitions defined based on the data content. 

The induction algorithm for a “certain classifier” is the same as for to regular decision trees, such as ID3, C4.5 from 

the literature. 

28
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ComputeUncertainClassifier (T training tuples, S - set of attributes  

that may be tested by the decison tree, R - target  route  attribute  

(predicted by the decision tree), M - data  samples)  

01 Root = DecisionTreeNode(T ) 

02 if (all tuples of T are assigned to the same route ri) 

03 Root = single-node  tree  with label  =  ri 

04 else if (S	 is empty) 

05 root = single node tree with label = most common value of R in T 

06 else 

07 G ← members of S that maximize InfoGain(T ,A,M) 

08 if (|G|	 > 1) // there are overlapping CINs 

09 BS is belief space node ∀A ∈ G 

10 Root.addBeliefSpaceNode(BS) 

11 Root	 = BS 

12 for (every A ∈ G) 

13 perform the same steps as in Lines 15-22 

14 else if (|G| == 1) // there are no overlapping CINs 

15 A ∈ G is decision attribute for Root 

16 for (each possible value v of A) 

17 add a branch below Root testing for A = v 

18 Tv ← subset of T with A = v 

19 if (Tv is empty) 

20	 below the new branch add a leaf with 

label = most common value of R ∈ T 

21 else 

// below the new branch add subtree 

22 Root.addBranch(ComputeUncertainClassifier(Tv,S - {A}),R) 

23 return Root 

Figure 5.43. Computing uncertain classifier. 
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SIN Computation: Figures  5.40  and  5.42  illustrate  the  pseudocode  describing  the  

details of SIN computation. In Figure 5.40, after the SIN hashtable that stores se­

lectivity intervals for all operators is initialized (Fig. 5.40, Line 1), for each operator 

and partition combination, a point selectivity is estimated using every available col­

lected data sample. The computed value for each data sample is then merged with 

other point estimates to form a selectivity interval for that operator with respect to 

that partition (Lines 3-6). 

Figure 5.42 shows the pseudocode describing how a point estimate is merged with 

other estimates to form a SIN for an operator. First, if the SIN is null, then  the  

point estimate s becomes the min and the max value of the SIN (Lines 2-4). If s 

is far from the mid-point of the SIN, this  is  viewed  as  a  “conflict” with  the  current  

selectivity interval and a null value is returned (Lines 5-6). The conflict flag (or a null 

value returned by the procedure) indicates that the selectivity value is significantly 

different from the selectivity estimates from other samples in that SIN. The  limit  for  

how far a value may be from the mid-point without causing a conflict is controlled by 

the system parameterΔ MAX . A  significant  difference  may  indicate  a  possible  sample  

outlier or a change in the environment, thus calling for more samples (representing 

the latest data) to be collected to be used in QM optimization. Otherwise, if s is not 

conflicting and s is either smaller or larger that the current min and max, these  values  

are updated accordingly. The point value estimate with its weight, which corresponds 

to the cardinality of the sample (used in estimating that measure) is stored inside the 

SIN data structure (Lines (7-9)). 

Case 2: Uncertain Classifier and Certain Routes This case occurs, when QM op­

timizer uses the Route-Based optimization approach (RBA) (see Section 5.14.2 and 

Figure 5.37(b)). Here routes are computed first, based on all available samples of 

data and their statistics (Figure 5.38, Line 7). The statistics are considered to be 

certain, and thus computed routes are assumed to be certain as well. To induce a 

classifier, the impurity measures for classifying attributes are computed based on all 

available data samples. Impurity measures for the same attribute may vary for each 
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data sample, thus leading classification intervals or CIN s. The presence of CIN s 

leads to an uncertain classifier. Figure 5.41 (bottom) shows a conceptual view of an 

uncertain classifier29 . 

Computation of Uncertain Classifier : Figure  5.43  shows  the  pseudocode  for  construct­

ing uncertain classifier. First, root node is created (Line 1). If all training tuples are 

assigned to one route, then the classifier is a singleton, or we refer to it “empty” 

classifier. The understanding here is that all data should be processed using a single 

route. 

Case 3: Uncertain Classifier and Uncertain Routes The third case for multi-route 

optimization is when both routes and classifier may be uncertain, as a result of merg­

ing uncertain QM solutions computed using two different optimization approaches 

(CBA and RBA) – to get a better overall QM solution (Figure 5.37(c)). 

MergeUAQMSolutions (UA-QM1 - CBA -based QM, 

UA-QM2 - RBA -based QM) 

// UA-QM final is the final (merged) QM 

01 UA-QM final.C = UA-QM 2.C // classifier from RBA-based QM 

02 UA-QM final.R = MergeRoutes(UA-QM 1.R, UA-QM 2.R) 

03 return UA-QMfinal 

Figure 5.44. Merging uncertain query meshes. 

Merging Uncertainty-Aware QMs: Figure  5.44  shows  the  pseudocode  for  merging  two  

query meshes. 

5.16 UA-QM Execution 

UA-QM Executor receives logical QM specification from the optimizer and in­

stantiates physical runtime infrastructure. Conceptually, at runtime, we may have 

either the classifier with belief space nodes or the routes with belief space nodes which 

29CN stands short for “classifier test node”. 
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represent the uncertainty about the best option (among several possible alternatives). 

In this section, we describe how these belief space nodes are resolved at runtime to 

determine the concrete execution solution. In Section 5.16.2 we describe how beliefs 

are resolved in UA-QM. 

Belief Space Belief Space 

200% 2000 

OP1 

OP2

OP1/OP2 

OP1

OP2 

OP1/OP2 

Threshold 
Function 

1000 1000 100% 100% 
800 80%
 

600
 60%500 

0 0 00 

certainty plausibility certainty plausibility 

(a) Before normalization (b) After normalization 

Figure 5.45. Resolving belief functions (route example). 

5.16.1 Runtime Infrastructure 

For efficient query execution, QM Executor uses an infrastructure, called the Self-

Routing Fabric (SRF ) (see  Figure  5.31)  [27,219],  which  implements  query  processing  

via multiple routes with near-zero route execution overhead. In contrast to current 

adaptive systems, SRF eliminates the expensive central data router operator, such as 

Eddy operator [33,34,97] and enables de-centralized self-routing of data by operators. 

Route specifications are encoded in meta-data tuples, called “routing tokens” (or  short  

r-tokens). R-tokens are then embedded inside data streams along with their data 

tuples by the online classifier operator. To  keep  memory  and  CPU  overheads  minimal,  

the tuples are assigned to an existing route in groups called “routable clusters” or  

short “rusters” rather  than  individual  tuples.  Rusters distinguish themselves from 

traditional batching, e.g., [33, 217], in that they are formed by probing the classifier. 

Hence, only the tuples that share the same best route get assigned to the same ruster. 

http:operator.To
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To enable  de-centralized  routing,  routes  in  the  r-tokens are specified in the form of 

an operator stack based on the design of SRF. The  stack  nodes  represent  the  indexes  

of the operators in the SRF, e.g., the  r-token <2,3,1,4> indicates that ‘2’ is the first 

operator in the route, ‘3’ is the next, and so on. A ruster is always sent to the 

operator that is currently the top node in the routing stack. After an operator is 

done processing the ruster, the  operator  “pops”  the  top  of  the  routing  stack  –  its  

unique identifier in the r-token, and  then  puts  the  ruster into the next (now the 

top) operator’s input queue. When the operator stack is empty, the ruster tuples 

are forwarded to the global output queue reserved by index “0” and then to the 

application(s). 

To enable uncertain route specification, we introduce a small modification to the 

route encoding: the r-token <2,{3|1},4> indicates that ‘2’ is the first operator in the 

route, ‘3’ or ‘1’ is the next, etc. The encoding {3 | 1} depicts the uncertainty about 

the order of operators. 

5.16.2 Belief Space Handling 

Figure 5.45 visually depicts belief functions using a “relationship graph” (or we 

denote it as “belief space”) where certainty vs. plausibility of each belief are plotted 

against each other. Thus, resulting BFs represent the uncertainty in the overlapping 

selectivity sub-intervals. 

In this scenario, we have a certain classifier and uncertain routes, i.e., routes with 

“belief spaces”. In order to determine the concrete physical sequence of operators in 

an uncertain route, the user receiving results of the query provides a threshold function 

to specify how much he or she is willing to believe in (certainty and possibility of) 

a relative  uncertainty.  To make  this  more  intuitive,  let’s  consider  what  is  the  act  of  

believing: it consists of creating a threshold of belief at some probability, assembling 

evidence for the question, and when the probability exceeds that threshold, accepting 

it as true. Thus, a threshold function specifies the preference of the user with regard to 
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uncertainty and symbolically is described as TF=(C,P ), where C and P are certainty 

and possibility parameters. 

Given the threshold function, a concrete route is determined as follows (see Figure 

5.45): for every belief space (depicting relateive uncertainty in the order of operators 

in the route), and the specified threshold function we find the closest belief function. 

If we were to plot belief functions together with the threshold function, we would get 

something like in Figure 5.45. The threshold function line does not serve as a “cut 

off” parameter in a traditional sense of a threhold, but rather a desired belief of the 

user. In order to determine the closest belief function to the threshold function, we 

employ integration techniques from mathematics (since we need to find a line with 

the smallest area between that line and the threshold function line). 

Definition 5.16.1 (Smallest Distance Property) Let  A denote area, y(x) = 

BF (OPi) represent  the belief  function  of  an  operator  OPi, and  z(x) = TF () rep­
x=1 x=1

resent the threshold function line. Let AOPi = 
� 

y(x)dx, and  ATF  = 
� 

z(x)dx . 
x=0 x=0 

We choose an operator OPi if it satisfies the following property: AΔ = |ATF  − ABF | 

is the smallest ∀ BFs in the belief space. 

Thus, using mathematical integration we can find the closest line (belief function) to 

the treshhold function, and make a choice among possible alternatives while consid­

ering the preferences of the user. 

5.17 UA-QM Conclusion 

Uncertainty-awareness addresses a major limitation of the most of the existing 

query processing solutions which typically ignore uncertainty and could result in 

poor performance, or may lead to frequent re-optimizations, further impeding query 

performance. Here, we have proposed using the concepts of the belief function theory 

of evidence can be used as basis for a method that makes multi-route query optimiza­

tion more robust to uncertainty – both in the plan computation as well as in plan 

assignment. 
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Figure 5.46. UA-QM execution. 

In this paper, we propose to address the challenges above and present a frame­

work handling uncertainty problem in a multi-plan (or multi-route) query execution 

systems. To be practical, an uncertainty mechanism in a data stream environment 

must provide: (1) fast measurement of uncertainty, (2) efficient and meaningful rep­

resentationg of different types of uncertainty in a multi-route solution, (3) support 

for user preferences in uncertainty processing, (4) adaptivity to dynamic changes in 

uncertainty, and (5) very low overhead compared to traditional continuous query 

processing. Our uncertainty modeling procedure captures both absolute and rela­

tive uncertainty and is compatible with the architecture of existing query optimizers, 

allowing it to be easily integrated into traditional single-plan-based database man­

agement system. 
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6 CONCLUSION AND FUTURE RESEARCH DIRECTIONS 

6.1 Summary 

The main goal of this dissertation is to introduce several new features inside Data 

Stream Management Systems (DSMSs) that are becoming increasingly important 

requirements for many emerging stream-based applications. Specifically, we tackle 

the problems of the access control enforcement on streaming data, the tagging of 

streaming data and the diversity-aware query processing inside DSMSs. The three 

main contributions of this dissertation can be summarized as follows. 

First, the dissertation addresses the problem of continuous access control enforce­

ment in dynamic data stream environments, where both the data and the query 

security restrictions may potentially change in real-time. The proposed approach ad­

vances the state of the art of data stream management systems by introducing: (1) 

the stream-centric approach to dynamic security, (2) the symmetric security model for 

both continuous queries and streaming data, and (3) the alternative security-aware 

query processing methods, that can optimize the execution based on data-related as 

well as security-related selectivities. Experimental evaluation shows that our pro­

posed approach outperforms other possible alternatives and the security-aware query 

processing can achieve significant performance benefits over the previously proposed 

naive pre-filtering and post-filtering methods. 

Second, the dissertation proposes a solution for tagging streaming data using a 

special type of streaming metadata calleda tick-tags. Tick-tags can serve a variety of 

purposes, including labelling or describing some underlying real-time information, and 

serving as means of disseminating useful knowledge in addition to what is captured 

by the content of data tuples. Exploiting tags embedded in a data stream increases 

the kinds of queries that can be executed over data streams. Our experimental results 
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show the scalability and performance benefits of the tick-tag approach compared to 

alternative solutions. We have also evaluated the costs of executing tag-aware and 

tag-oriented continuous queries. 

The third contribution in this dissertation is the development of a data diversity-

aware query processing framework, called query mesh, that enables different subsets 

of data to be processed by different query execution plans. We addressed the prob­

lem of optimization and efficient runtime execution using query mesh framework, the 

adaptivity to changing conditions at runtime, and the problem of imprecision and 

uncertainty in the context of query mesh. The query mesh framework is general, 

offering numerous advantages over current state-of-the-art solutions. It is applicable 

to streaming engines and potentially to relational DBMSs as well. Our preliminary 

experimental results verify the effectiveness of the query mesh approach and demon­

strate its potential as a paradigm for continuous query optimization for rich and 

diverse data. 

6.2 Future Research Directions 

Next we describe the possible directions for future research based on the concepts 

presented in this dissertation. 

6.2.1 Security Extensions in DSMSs 

Security is paramount to the functioning of any system. In this thesis, we have 

considered only the problem of access control. However, a full-fledged DSMSs needs 

a comprehensive  security  support,  which  involves  different  issues  of security  [232]:  

authentication, authorization and access control, confidentiality and integrity, avail­

ability, auditing, privacy, physical, hardware security, and operating system security. 

One interesting direction is to expand security punctuation mechanism further to 

support streaming data integrity, e.g., providing assurance that real-time data traffic 

is not altered during the transmission. Another area worth examining is the mining 
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of security  preferences  (depicted  by  streaming  security  punctuations)  of the  users  and  

building security policy profiles, based on which the best query execution plans can 

be constructed in advance and anticipated to be used in the future. 

6.2.2 Tagging Extensions in DSMSs 

In our approach, we tag streaming data using words (strings of characters). An 

alternative to string-based tags could be object-based tags. An interesting research 

direction is the investigation whether streaming data could be tagged with objects 

instead of keywords. Instead of tagging objects with strings, which falls back on a 

simple full-text search, users could tag something with an actual representation. 

Another interesting problem to investigate is whether the tick-tag awareness can 

also be used in query optimization at compile-time when determining a query exe­

cution plan, as well as at runtime (similar to punctuations [105]) to adapt the query 

execution strategy based on the observed streaming tick-tags. Clearly,  not  all  punctu­

ations are useful to a particular query, and it would be useful to make a determination 

of when they are. That is, we would like to answer the question “Can stream query 

Q benefit from a particular set of punctuations?” To that end, we first define punc­

tuation schemes to specify the collection of punctuations that will be presented to 

a query  on  a particular  data  stream.  We  show  how  both  punctuations  and  query  

operators induce groupings over the items in the domain of the input(s). We show 

that a query benefits from an input punctuation scheme (in terms of being able to 

produce a given output scheme), if each set in the groupings induced by the operators 

of the query is covered by a finite number of punctuations in the scheme a kind of 

compactness. 

Finally, real-time tag mining and tag classification can be of interest to many 

stream-based applications, e.g., real-time auction monitoring, social networking, and 

scientific monitoring. This problem refers to extending the support for real-time 

mining and classification to streaming tags. 
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6.2.3 Query Mesh Extensions 

While so far, this thesis has focused on the core issues of the query mesh op­

timization and execution, many other topics could potentially be explored in this 

context. 

One interesting direction is to employ learning methods towards different problems 

inside data stream engine. One such problem in continuous environments is resource 

limitations problem. Currently there is an underlying assumption that a query mesh 

produces exact answers under constrained resources. Since query processing even­

tually may “fail” due to finite resources, alternate solutions may ultimately need to 

be employed. Here, to reduce the volume of data processed under duress, learning 

methods may be employed towards adaptive load shedding, results approximation, 

and disk-spilling. This direction would also help in expanding the understanding of 

the power and limitations of machine learning techniques in the “guts” of a database 

engine. 

A very  important  problem  is  shared  multi-query  processing  using  query  mesh  

paradigm. Here, methods for sharing execution routes and classification would need 

to be investigated not only among subsets of tuples for one query but also among 

different query meshes for multiple queries executing on the system. 

In the long term, it is essential to expand the query mesh scope to consider 

processing in the context of large-scale distributed environments. Here, issues like 

resource discovery, business process coordination and resource negotiation must be 

tackled. Resilience under failures of the network (unreliable communication), servers 

(fault tolerance), or components of a server (recovery) are critical services, which I 

would like to explore in my future work. 

In both static and streaming databases, a query plan operator typically maintains 

a single queue (see Figure 6.1(a)). Such setup has several disadvantages in the context 

of multi-route execution: (1) only a single type of scheduling policy can be used by 
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Figure 6.1. Operator queue management. 

an operator to dequeue tuples, namely First-In-First-Out (FIFO), and (2) operator 

processing can be biased towards “bursty” inputs. 

Another direction worth examining is the so-called horizontal queue partitioning 

scheme (see Figure 6.1(b)), where the operator input queue is partitioned into mul­

tiple sub-queues. Based on horizontally partitioned queues, operators can perform 

queue management for further improvement for query mesh-based execution. With 

horizontal queue partitioning approach, there are many possibilities for scheduling 

tuples for execution by the operators, e.g., FIFO, Priority Queuing, Fair Queuing, 

Round Robin Weighted Fair Queuing, etc [63]. Other advantages of the proposed 

operator queue management scheme include: (1) operator can control average queue 

size, (2) bursts can be absorbed without dropping tuples, (3) operators can prevents 

bias against “bursty” inputs, and (4) operators can possibly “punish” bursty flows. 

The idea of operator-assisted monitoring approach, inspired by the resource man­

agement approach in ATM networks [63] (see Figure 6.2(a)) could potentially also be 

beneficial in the context of query mesh. The performance metadata, denoted resource 

management (RM ) cells,  are  injected  into  the  network  by  the  intermediate  switches  

and routers and are used to convey network status (e.g., available bandwidth, con­

gestion levels) to the source and destination systems. In the query mesh context, the 

main idea is for operators to attach their status information, e.g., number of tuples 

in the queue, current processing rate, etc., to the performance metadata tuples (p­

tokens) streaming  together  with  the  data,  so  that other operators  (e.g.,  the  operators  

next in route) can become aware of this performance information and possibly exploit 
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Figure 6.2. Switch and operator-assisted tuning. 

it by adapting the routes of the future rusters that may contain those bottlenecked 

operators. 

The attractiveness of such operator-assisted performance and state information 

“diffusion” is in the fact that in a sense it comes for “free”. Since the tuple rusters 

may still have to be routed to other operators, a small “performance signal” with a 

timestamp can be interleaved with streaming tuples, and then the operators that are 

left in the route can become “aware” of the current situation at the other operator(s). 

They can use this information (within a time window) to possibly “detour” some 

rusters if the immediate operators are “overloaded”. Furthermore, these runtime 

performance metadata can be streamed back to the optimizer to determine how the 

overall query mesh (not just the runtime routes) can be adapted. 

Finally, while our focus in this thesis is on applying diversity-aware query pro­

cessing in a DSMS, the query mesh model can also useful in conventional DBMSs, 

addressing the issue that optimizers sometimes pick plans that perform poorly com­

pared to the actual best plan. 

6.2.4 Generalized Punctuation (GPUNCT) 

One potentially very effective research direction to explore is the idea of a general­

ized punctuation in DSMSs. To make the idea more intuitive to the reader, consider 

0 1 2 3 ... 
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the concept of a Generalized Search Tree (GiST ) [233]  in  Database  Management  Sys­

tems, which is an index structure supporting an extensible set of queries and data 

types. The GiST is an extensible data structure, which allows users to develop indices 

over any kind of data, supporting any lookup over that data. It unifies a number of 

popular search trees in one data structure (the list includes R-trees, B+-trees, hB­

trees, TV-trees, Ch-Trees, partial sum trees, ranked B+-trees, and many others), 

eliminating the need to build multiple search trees for handling diverse applications. 

The similar in spirit idea could be extended to the concept of punctuations in Data 

Stream Management Systems. We refer to this notion – a generalized punctuation 

or GPUNCT for short. In a single data structure, the GPUNCT can provide vari­

ous punctuation logics required by a DSMS, thereby unifying disparate punctuation-

based mechanisms. GPUNCT can be used to easily implement a range of well-known 

punctuation mechanisms, including as sub-stream delimiters inside data streams [98], 

security metadata [38], feedback mechanisms [103], routing lineage [27], and many 

others; it can also allow for easy development of specialized metadata for new data 

types or queries. GPUNCT, like GiST, would represent an example of software ex­

tensibility in the context of DSMSs. It will enable the smooth evolution of DSMS 

towards supporting new punctuation-based algorithms. This would allow authors of 

new punctuation-based algorithms to focus on implementing the novel features of the 

new punctuation type – for example, the way in which subsets of the data should be 

described for search – without becoming experts in DSMS internals. 
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