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Abstract

Content-Based Publish-Subscribe (CBPS) is an asynchsonmssaging paradigm that supports
a highly dynamic and many-to-many communication pattersedaon the content of the messages
themselves. In general, a CBPS system has three distirnt@gpaContent Publishers Content Brokers
andSubscribers working in a highly decoupled fashion. The ability to seassly scale on demand has
made CBPS systems the choice of distributingssages/documengsoduced byContent Publisherso
many SubscriberghroughContent BrokersMost of the current systems assume t@antent Brokers
are trusted for the confidentiality of the data publisheddmntent Publisherand the privacy of the
subscriptions, which specify their interests, madeSwposcribers However, with the increased use of
technologies, such as service oriented architectures knd computing, essentially outsourcing the
broker functionality to third-party providers, one can nader assume the trust relationship to hold. The
problem of providing privacy/confidentiality in CBPS sysig is challenging, since the solution to the
problem should allowContent Brokerdo make routing decisions based on the content without liexea
the content to them. The problem may appear unsolvable gimoelves conflicting goals, but in this
paper, we propose a novel approach to preserve the privattyecdubscriptions made yubscribers
and confidentiality of the data published Bpntent Publishersising cryptographic techniques when
third-party Content Brokersre utilized to make routing decisions based on the conigatanalyze the
security of our approach to show that it is indeed sound aodige experimental results to show that

it is practical.
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. INTRODUCTION

Many systems, including online news delivery, stock quoadé report dissemination and
weather channels, have been or can be modeled as Content-Babksh-Subscribe (CBPS)
systems. Full decoupling of the involved parties, thatGsntent PublishergPubs), Content
Brokers (Brokers) and Subscribers(Subs), in time, space, and synchronization has been the
key [15] to seamlessly scale these systems on demand. In a GBRSns eaclSub selectively
subscribes to receive different messages with sBna&ers. In the most common setting, when
Pubs publish messages to sorBeokers, theseBrokers, in turn, selectively distribute these

messages to othdrokers and finally toSubs based on theisubscriptionsthat is, what they



subscribed to. These systems, in general, follopuah basedlissemination approach, that is,
whenever new messages arriBrpkers selectively distribute the messagesSuabs.

Because content represents the critical resource in many CiR&hss, its confidentiality is
important. Consider the case of publishing stock market epi@thereSubs payPub, that is
the stock exchange, either for the types of quotes they vastedeive or per usage basis. In
such a domain, whenever a new stock quote, referred to irrglese anotification is published,
Brokers selectively send such a notification only to authoridetys. Confidentiality is important
here becaus®ubs want to make sure that only paying customers have accese tquiotes.
Throughout our paper, we assume that a message consistsebboh attribute-value pairs. We
say that a CBPS system providesblication confidentialityif Brokers can neither identify the
content of the messages publishedRwbs nor infer the distribution oéttribute valuesof the
message. In the absencemiblication confidentialityBrokers may collect stock quotes, re-sell
to others, and/or sell derived market data without any econancentive toPubs.

At the same time, the privacy of subscribers is also cru@alniany reasons, like business
confidentiality or personal privacy. We say that a CBPS systemmigies subscription privacy
if Brokers can neither identify what subscriptio®sibs made nor relate a set of subscriptions
of a specificSub. Consider again the stock quote example. Suppose for exatmuiea Sub
subscribes to somBrokers for receiving stock quotes characterized by certainbaiiei values
(e.g. bid price< 2438, bid size> 1000, symbol = “MSFT”, etc.). In the absence s@ibscription
privacy, such a subscription can reveal the business strategy &ube Further,Brokers may
profile subscriptionsof eachSub and sell them to third parties.

Current trends in computing infrastructures like Servicée@ed Architectures (SOAs) and
cloud computing are further pushing brokering functions dontent distribution to third-party
providers. While such a strategy provides economies of sitafereases the risk of breaches in
publication confidentiality and subscription privacy. Breas may result from malicious insiders
or from platforms that are poorly configured and managed,thatddo not have in place proper
security techniques. It is thus essential that effectivd efficient techniques for publication
confidentiality and subscription privacy be devised towlparties involved in the production and
distribution of contents to take full advantages from thesgerging computing infrastructures.

Privacy and confidentiality issues in CBPS have long beenifteh{33], but little progress has

been made to address these issues in a holistic manner. Mastrowork on data confidentiality



techniques in the context of CBPS systems is based on the assnrti@at Brokers are trusted
with respect to the privacy of the subscriptions 8ybs [5], [31], [24]. However, when such
an assumption does not hold, both publication confidetyti@ihd subscription privacy are at
risk; in the absence of subscription privacy, subscrigiane available in clear text tSubs.
Brokers can infer the content of the notifications by comparing amdching notifications with
subscriptions since CBPS systems must allow them to make sat$i@hs to route notifications.
As more subscriptions become availableBimkers, the inference is likely to be more accurate.
It should also be noted that the above approaches re&rakers’ ability to make routing
decisions based on the content of the messages and thue faibvide a CBPS system as
expressive as a CBPS system that do not address security acypissues. Approaches have also
been proposed to assure confidentiality/privacy in thegmes of untrusted third-par@§rokers.
These approaches however suffer from one or two major limita [28], [22]: inaccurate content
delivery, because of the limited ability &rokers to make routing decisions based on content;
lack of privacy guarantees. For example, these approackegrane to false positives, that is,
sending irrelevant content t8ubs. In addition to these approaches, there has been research
work on online subscription privacy [32], [6]. However, tineodel in such work is different
from that of CBPS systems in that they followpall baseddissemination approach and do not
have third-partyBrokers.

In this paper, we propose a novel cryptographic approachattidresses those shortcomings
in CBPS systems. To the best of our knowledge, no existing egypphic solution is able
to protect both publication confidentiality and subscaptiprivacy in CBPS systems without
sending irrelevant content fromrokers to Subs. A key design goal of our privacy-preserving
approach is to design a system which is as expressive asearstistit does not consider privacy
or security issues.

The main results presented in our paper are the design jtyeamalysis, and performance eval-
uation of a CBPS system which supports all the publish/subsdiS) protocols implemented
by current CBPS systems and exhibits the following properties

« The published content is hidden froBrokers.

« The subscriptions made ubs are hidden fronBrokers.

« Both publication confidentiality and subscription privaae assured without limiting the

ability of Brokers to compare notifications with subscriptions and subsoriptwith other



subscriptions.

The paper is organized as follows. Section Il discussesetlaork. Section Il overviews the
CBPS model and the protocols supported by our system. Sedtipnoivides some background
knowledge about the main cryptographic primitives used #oedtrust model assumed in our
approach. Section V provides a detailed description of topgsed protocols, and also illustrates
our approach by an example. Section VI analyzes the seafritye proposed scheme, whereas
Section VII reports experimental results. Section VIII claes the paper and outlines future

work.

[l. RELATED WORK

In addition to the research work discussed in Section |, oorkws related to research in
proxy re-encryption systems [21], [3], [2], searchablergption [30], [7], [8], secure multiparty
computation [34], [16], [13] and private information rewal [12], [18], [9], [23], [17], [25].

a) Proxy re-encryption systenmin a proxy re-encryption system one partydelegates its
decryption rights to another parti via a third party called a “proxy.” More specifically, the
proxy transforms a ciphertext computed under patty public key into a different ciphertext
which can be decrypted by party with B’s private key. In such a system neither the proxy
nor party B alone can obtain the plaintext.

A direct application of the proxy re-encryption system does solve the problem of CBPS:
with the proxy as théBroker, it does not by default have the capability of selectivelykmg
content-based routing decisions. However, it might s&@llgossible to use proxy re-encryption
as a building block in the construction of a CBPS system for datdidentiality.

b) Searchable encryptionSearch in encrypted data is a privacy-preserving technigee
in the outsourced storage modeVhere a user’s data are stored on a third-party server and
encrypted using the user’s public key. The user can use & dudhe form of an encrypted
token to retrieve relevant data from the server, whereassémeer does not learn any more
information about the query other than whether the retumeta matches the search criteria.
There have been efforts to support simple equality queB6§ [7] and more recently complex
ones involving conjunctions and disjunctions of range tpsef8]. These approaches cannot be
applied directly to the CBPS model: keyword-only search maghas in [30], [7] limit the

application of the CBPS system; the approach proposed in {Riines the search criteria to be



known to every one, including thBroker, which thus cannot provide full privacy protection to
both Pub and Subs.

c) Secure Multiparty Computation (SMCBMC allows a set of participants to compute
the value of a public function using their private values @sut, but without revealing their
individual private values to other participants. The pesblwas initially introduced by Yao [34].
Since then improvements have been proposed to the initiddigmm [16], [13]. SMC solutions
rely on some form of zero-knowledge proof of knowledge (ZKRKoblivious transfer protocols
which are in general interactive. Interactive protocoks ot suitable for the CBPS model. Hence
SMC solutions do not work for the CBPS model. Further, thesetisols usually have a higher
computational and/or communication cost which may not liepiable for a CBPS system.

d) Private Information Retrieval (PIR):A PIR scheme allows a client to retrieve an
item from a database server without revealing which itemeisiaved. Approaches of PIR
assume either the server is computationally bounded, winergproblem reduces to oblivious
transfer, or there are multiple non-cooperating servech éaving the same copy. Having only
two communication parties, PIR schemes are not directhlicgige to thePub-Sub-Broker
architecture of the CBPS model. Moreover, similar to SMC sohg, PIR schemes in general

require higher communication complexity which may not beegtable for a CBPS system.

1. OVERVIEW

In this section we give an overview of our proposed schemeHowsg the interactions
betweenPubs, Subs andBrokers using the privacy-preserving protocols we have designed.
Unless otherwise stated, we describe our approach forPate mainly for brevity. However,
our approach can be trivially applied to a system with any loeinof Pubs. In practice, all the
parties in a CBPS system are software programs that act onflefhadal entities like actual
organizations or end users, and therefore many of the opesabf the protocols we propose
are performed transparently to real entities.

There are two types of messages in a CBPS syssihscriptionsand notifications The
messages published IRubs are referred to asotifications Each message is characterized by a
set of Attribute-Value PairsAVPs). A notification consists of two parts: the actual message i
the encrypted form, which we call thEayload messag@nd a set oblinded AVPs derived from

the payload message. Without loss of generality, we asshateatpayload message consists of



a set ofAVPs. In a blindedAVP, the value is blinded, but the attribute name remains inrclea
text. The blinding encrypts the value in a special way sueélt ithis computationally infeasible

to obtain the value from the blinded values, and that thedelihvalues are secure under chosen-
ciphertext attacks. The blinde&VPs are placed in the header and the payload message is in
the body of the notification. There is a one-to-one mappingvéen theAVPs in the payload
message and the blindéd/Ps. Since our scheme currently supports only equality ohgtand
numerical attributes (e.g. symbel “MSFT”, bid size = 10000), and inequality of numerical

attributes (e.g. bid pricec 50), Pub blinds only those numerical and string attributes.
In an XML-like syntax, a notification has the following forma

<notification>
<header >
/1blinded AVPs
</ header >
<body>
/I encrypted payl oad nessage
</ body>

</notification>

Depending on the representation, each attribute name antbitesponding value may be
interpreted differently. For example, the payload couldrba simple property-value format or a
complex XML format. If the payload is in XML, attribute namean be the XPaths and values
can be the immediate child nodes of XPaths.

A subscriptionspecifies a condition on one of the attributes of s associated with the
notifications. It is an expression of the forax{r, bval,, bvals, bvals, op) whereattr is the name
of the attribute pvaly, bvals, bvals are the blinded values of the actual conterand its additive
inverse! andop is a comparison operator in the sgt, > and=}. All the other comparison

operators are derived from the operators in this set.
Example 1:In the stock market quote dissemination system, a payloaskage, that is, a
guote, looks like:
<quot e>
<symbol >MSFT</ synbol >

The additive inverse of a numbere Z,, can be represented by the number— v.



<bi d>
<price>2328</price>

<si ze>10000</ si ze>

</ bi d>
<of fer >
<price>2355</price>

<si ze>5000</ si ze>

</offer>

</ quot e>

The set ofAVPs, as a collection of pairs,

(“/quote/symbol”, “MSFT”), (“/quote/bid/price”, 2328),
(“/quote/bid/size”, 10000), (“/quote/offer/price”, 2355),
(“/quote/offer/size”, 5000)

from the payload message is blinded and placed in the he&tle aotification. The notification

for the above quote will look like follows:

<notification>

<header >
<quot e>
<synbol >126452</ synbol >
<bi d>
<pri ce>765482</pri ce>
<si ze>345219</ si ze>
</ bi d>
<of fer>
<pri ce>976294</ pri ce>
<si ze>765291</ si ze>
</ of fer>
</ quot e>
</ header >
<body>

/1 encrypted quote
</ body>



</ notification>
We now present an overview of the protocols proposed in our C8R&m:I nitialize,
Regi st er,Subscri be, Publ i sh,Mat ch (orFi | t er),2 Cover, Revoke andUnsubscri be.
Initialize protocol initializes the system parametelRegi st er protocol registersSubs
with Pubs. Subscri be protocol subscribeSubs to Brokers. Publ i sh protocol publishes
notifications fromPubs to Brokers. Mat ch protocol matches notifications with subscriptions at
Brokers. Cover protocol finds relationships among subscription8wtkers. Revoke protocol
allows Pubs to removeSubs from the systemnsubscr i be protocol allowsSubs to remove
their subscriptions fronBrokers.
« Initialize:
There is a set of system defined public parameters th&tudds, Brokers andSubs use. In
addition to these parameteiBubs also generate some public and private parameters that
are used for subsequent protocols and publish the publenpeters. If there are several
Pubs, eachPub generates its own public and private parameters.
o Register:
Subs register themselves witRAub to obtain aprivate keyand access tokensAn access
tokenincludesSub’s identity (id) and allows aSub to subsequently authenticate itself to
the Broker from which it intends to request notifications. Agentity is a pseudonym that
uniquely identifies &ub in the system. Aprivate keyallows aSub to decrypt the payload
of notifications.
« Subscri be:
After authenticating themselves using access tokerRRutzs, Subs receive the content in
their subscriptions blinded by the correspondifgps. In this stepSub performs as much
computation as it can before sending the subscriptiofutnso that the overhead dPubs
is minimized. Further, this overhead &ubs is negligible as subscriptions are fairly stable
and the rate of subscriptions is usually way less than thabtfications in a typical CBPS
system. Once this step is dorfybs authenticate themselvesBookers without revealing
their identities and present these blinded subscriptiorBrokers. These subscriptions are

blinded in such a way thaBrokers do not learn the actual subscription criteria, that is,

2In this paper, we use the termviat ch andFi | t er interchangeably.
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Brokers cannot decrypt the blinded values. However, they can parfidat ch andCover
protocols based on the blinded subscriptions. Furthernmarévo subscriptions for the same
value are distinguishable bgrokers. In order to prevenBrokers from linking different
subscriptions from the san®&ub, Subs may request for multiple access tokens such that all
these access tokens have the same identity but are indistivadple. For each subscription,
Subs may present these different valid access tokens soSihlas’ identities are further
protected fromBrokers.

Publ i sh:

Using the counterparts of the secret values used to blindcsiygtions, Pubs blind the
notifications and publish them to the trusted lisBobkers. We assumPubs are able to find
the list of Brokers who are trusted to perform PS protocols correctly. A bichdetification
has a set of blindedVPs and an encrypted payload message. These notificationbrateco

in such a way thaBrokers do not learn actual values in the messages, but can perform
Mat ch andCover protocols based on the subscriptions. Further, no two oatifins for
the same content are distinguishableBrpkers.

Mat ch:

For each notification fronfPubs, Brokers compare it withfSubs’ subscriptions. If there is a
match, that is, the subscription satisfies the notificatitnokers forward the notification to
the correctSubs. The outcome of th&ht ch protocol allowsBrokers to learn neither the
notification nor the publication values. It also preveBtekers from learning the distribution

of the values.

Cover:

For each subscription received frdunibs, Brokers check ifcoveringrelationship holds with
existing subscriptions. A subscriptidfy covers another subscriptia$y if all notifications
that matchS, also matchS;. Finding covering relationships among subscriptionsvesido
reduce the size of the subscription tables maintained bly Bagker, and hence improves
the efficiency of matching. Like thi¥at ch protocol, the outcome of th€over protocol
does not allow théBrokers to learn the subscription values nor their distribution.
Revoke:

A Pub may decide to revoke &ub for various reasons such as subscription expiration

and misbehavior oSub. Pub presents all the access tokens associated Suthis identity
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to Brokers. Brokers remove all the subscriptions associated with these toKdms may
trigger Cover protocol to be executed one or more times in order to adjwestctvering
relationships affected by the removal of these subscnptio

« Unsubscri be:
Subs have the option of unsubscribing from some of the subsoniptthey made so that
they do not receive notifications matching with these supsons. A Sub authenticates
itself with the same token it used to subscribeBimker and request that subscription be

removed. Similar tdRevoke, this may triggerCover protocol.

IV. BACKGROUND

Our approach focuses on the following trust model and isdasethe mathematical notions
and the cryptographic building blocks described below.

A. Trust model

In the system design, we consider threats and assumptionstfre point of view ofPubs
and Subs with respect to third-partrokers.

We assume thdrokers are honest but curious; they perfolat ch, Cover, Subscri be,
Revoke andUnsubscri be protocols correctly, but curious to know whtibs publish and
Subs consume. In other words, they are trusted for these PSamistbut not for the content in
the notifications and subscriptions nor for the privacysabs if they make multiple subscription
requests.

Pubs are trusted to maintain the privacy 8ubs. However, our approach can be easily
modified to relax this trust assumptioBubs are also trusted to correctly perform PS protocols

and not to collude with any other parties.

B. Pedersen commitment

A cryptographic “commitment” is a piece of information thalows one to commit to a
value while keeping it hidden, and preserving the abilitydweeal the value at a later time. The
Pedersen commitmef#t7] is an unconditionally hiding and computationally bimgl commitment

scheme which is based on the intractability of the discregarithm problem. Other well known
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cryptographic schemes, like the Zero-knowledge proof awedge (ZKPK), are built on top
of the Pedersen commitment.

Pedersen Commitment

Setup A trusted third partyT chooses a multiplicatively written finite cyclic group of large
prime orderp so that the computational Diffie-Hellman problem is hardii T chooses two
generatorg; and h of G such that it is hard to find the discrete logarithm/otvith respect to
g, i.e., an integerr such thath = ¢*. It is not required thal know the secret number. T
publishes(G, p, g, h) as the system parameters.

Commit The domain of committed values is the finite fidig of p elements, which can be
represented as the set of integ@s= {0,1,...,p — 1}. For a partyU to commit a value
« € F,, U chooses3 € F, at random, and computes the commitment g*h” € G.

Open U shows the valuesx and 6 to open a commitment. The verifier checks whether
c = g*hP.

C. Zero-knowledge proof of knowledge (Schnorr’'s scheme)

The zero-knowledge proof of knowledge (ZKPptptocol used in this paper can be viewed
a natural extension of Schnorr's scheme [29]. In our propageproach, we use ZKPK as a
privacy-preserving means of subscriber authenticatiotinéobrokers.

As in the case of the Pedersen commitment scheme, a trustgd Ppagenerates public
parameterss, p, g, h. A Prover which holds private knowledge of valuesand 3 can convince
a Verifier that Prover can open the Pedersen commitment ¢®h° as follows.

1) Prover randomly choosesg, s € IF;, and send¥/erifier the element! = ¢g"h* € G.

2) Verifier picks a random value € F}, and sends as a challenge t&rover.

3) Prover sendsu =y + e, v = s + ef3, both inF,, to Verifier.

4) Verifier accepts the proof if and only §“h" =d - ¢ in G.

D. Euler’s totient functionp(-) and Euler’s theorem

Let Z be the set of integers. Lét™ denote all positive integers. Let € Z*. The Euler’s

totient functiong(m) is defined as the number of integersZn less than or equal te» and

3For a multiplicatively written cyclic groug of ordergq, with a generatoy € G, the Computational Diffie-Hellman problem

(CDH) is the following problem: Givey® and g® for randomly-chosen secretb € {0,...,q — 1}, computeg®®.
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relatively prime tom.

Theorem 1 (Euler's Theorem)et m € Z*. If ged(a, m) = 1, thena®™ =1 (mod m).

E. Paillier homomorphic cryptosystem

The Paillier homomorphic cryptosysteis a public key cryptosystem by Paillier [26] based
on the “Composite Residuosity assumption (CRA).” The Paillgptosystem is homomorphic
in that, by using public key, the encryption of the sum + m, of two messages:; andm.
can be computed from the encryptionsaf andm,. It works as follows.

Key generation

Setn = pq, wherep andq are two large prime numbers. Set= Icm(p—1,q— 1), i.e., the least
common multiple ofp — 1 andq — 1. Randomly select a basee Z/(n?)* such that the order
of g, is a multiple ofn. Such ag, can be efficiently found by randomly choosipge Z/(n?)*,
then verifying that

ged (L(g)  (mod n?),n)) =1,

p

where

L(u) = (u—1)/n, (1)

for u € S, = {u < n?|lu =1 (mod n)}. In this case, set = (L(g) (mod nz)))f1 (mod n).
The public encryption key is a pair., g,). The private decryption key i€\, 1), or equivalently
(D, ¢, 11)-

Encryption E(m,r)

Given plaintextm € {0,1,...,n— 1}, select a random € {1,2,...,n— 1}, and encryptn as

n

E(m,r) =g, -r" (mod n).

When the value of- is not important to the context, we sometimes simply writeharshand
E(m) instead ofE(m,r) for the Paillier ciphertext ofn.

Decryption D(c)

Given ciphertext € Z/(n?)*, decryptc as

D(c) = L(¢* (mod n?))-u (mod n). 2)
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More specifically, the homomorphic properties of Pailliegyatosystem are:
D(E(my,r1)E(my,m2) (mod n?)) =m; +my (mod n),
D(g"™E(mi,m1) (mod n®)) =mi +my (mod n),
D(E(my,r)*  (mod n?)) = km; (mod n).

Also note that the Palillier cryptosystem described abowveeimantically secure against chosen-
plaintext attacks (IND-CPA).

In the construction of our CBPS system, the Paillier homomiorphyptosystem is used in
a way that public and private keys are judiciously distrdaglmongPubs, Subs, andBrokers
to that privacy is assured based on homomorphic encryp#ouletailed description of the

construction will be presented in Section V.

V. PROPOSEDSCHEME

In this section, we provide a detailed description of thergmy preserving CBPS system we
propose. As introduced in Section Ill, the system consiét8 protocols: 1)I niti ali ze,
2) Regi ster, 3) Subscri be, 4) Publ i sh, 5) Match, 6) Cover, 7) Revoke, and 8)
Unsubscri be. We discuss only the first 6 protocols in this section, as #tied two are more
related to subscription management which is not the focukisfpaper, and has been researched
extensively [10], [11], [4], [19], [20].

A. Initialize

A trusted party, which could be one of tReibs, runs a Pedersen commitment setup algorithm
to generate system wide parametécs p,g,h). These parameters have the same meaning
and purpose as mentioned in Section IV. The same party als® auPaillier key generation
algorithm to generate the parametérsp, g, g,, A, it). Only Pubs know the parameter®, ¢, \)
and(n, g,, 1) are public parameters. The system paraméterthe upper bound on the number
of bits required to represent any data values published vwandefer to it asdomain size For
example, if an attribute can take values from 0 upst0 (< 2°), [ should be at leasd bits

long. For reasons that will soon become clear in this sestierchoosé such that?? < n.*

*We use notatiom < b to denote thatd is sufficiently smaller tham.”
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In addition to these parameters, ed®lb has a key paif K., K,.;) where K,,,; is the private
key used to sign access tokensSfbs and K, is the public key used bfrokers to verify
authenticity and integrity of them. EadPub also has a symmetric kelf which it shares only
with Subs and is used to encrypt the payload messages. BEablcomputes two pairs of secret
values ¢,,, d,,) and €., d.) such thak,,+d,, =0 (mod ¢(n?)), ande.+d. =0 (mod ¢(n?)),
where ¢(-) is Euler’s totient function and,, # e.. Note that we havge‘gim = g¢gde = 1
(mod n?) by Theorem 1Pub usese,, to blind Paillier encrypted notifications ant,, d., d.

to blind Paillier encrypted subscriptioRsThe list B of Brokers from whichSubs may request
notifications fromPub is also public. Lets be the largest number Z such tha® < n. Finally,
eachPub chooses two secret random valugs r. € Z such that- < 25~'~! andr,, # r.. This
value is used to preverrokers from learning the distribution of the difference of theued
that are being matched. In summafs, p. g, h;n, g,, 11, K,up,8) are the public parameters that
all the parties know(p, ¢, X\, Kpri, T, T, (€m, dm ), (ec, d.)) are private parameters Bubs. Note
that in a practical implementation, most of these parammetan be auto-generated by a computer
program which usually only requird3ub to pre-determin€ depending on the domain of the

content of notifications.

B. Register
EachSub registers itself with thd®ub by presenting amd (identity), a pseudonym uniquely

identifying Sub. In a real-world system, registration may invol8eb presenting other creden-
tials and/or making payment. Upon successful registratfturb sendsk, the symmetric key,
to Sub.® During this protocol,Sub also creates its initial access token, a Pedersen comntitmen
signed byPub.

An access token allows &ub to authenticate itself to thBroker from which it intends to
request notifications as well as to create additional acd®ns in consultation witfPub. To
create the first access tokeBub encodes itsd as an elementid) € F,, chooses a random

a € F,, and sends the commitmentm((id)) = ¢/®hr* and the values({d), a). Pub signs

5The “blind” operation will be introduced in Section V-C.
®We use a symmetric encryption algorithm in the presentation. In pratides andSubs can choose any encryption scheme,
symmetric or not, to hide the payload messages in transmission. Pr@ncrgption, as mentioned in Section Il, can be one of

such choices.
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com((id)) and sends the digital signatufg,,;(com((id))) back toSub. Figure 1 shows a high-

level interaction betweeRub and Sub for this protocol.

(1) Id, other credentials

(2) Authentication Successtul

Pub (3) com(<id>) = g**h*, a Sub

Show the opening of access token

(4) K,q(com(<ids))

Fig. 1. Sub registering withPub

C. Subscribe

During this protocol,Subs inform their interests tdrokers as subscriptions. The blinded
values in the subscriptionudtr, bval(v, d.,r.), bval(—v, e., 1), bval(—v, d,,, r.), op) are com-
puted with the help oPub where the value is the original valueSub computes the Paillier

encryption ofv, E(v), and that of the additive inversev, E(—v) as
E(v) =g, -r{ (mod n?),
E(—v) = S o (mod n?),
wherer; and r, are random values if1,2,...,n — 1}. The first two blinded values in the
subscription are used groker for Cover protocol and the third on fokat ch protocol.
Sub sendsE(v) and E(—v) to Pub who computedwal(v,d.,r.), the blinded value o,

bval(—v, e.,r.) and bval(—v, d,,, ), the blinded values of-v, usingd,,e., d,,, respectively,

where the “blinding” operation is
bval(z,y,r) = g" - (E(x))™  (mod n?), ©)

andd,, e.,d,,, ., Tm, A are private parameters Bub generated duringni ti al i ze. Sub then
sends the computddal(v, d., r.), bval(—v, e., r.) andbval(—v, d,,, r,,) back toSub. Figure 2
shows a high-level interaction betwePub, Sub and Broker for this protocol.
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(1) E(v), E(-v)
Pub (2) bval(-v, dn, rm), bval(v, e, rg), .
bval(-v, d;, r;) "
Sub
(3) (attr, bval(-v, dm, ryn), bval(v,
Bro e, fo), bval(-v, d, 1), op)

Fig. 2. Sub authenticating itself t@roker

Before subscribing to messages, as Figure 3 illustr&elss must authenticate themselves to
Brokers. Sub gives a zero-knowledge proof of knowledge (ZKPK) of the ipilo open of the

commitmentcom((id)) signed byPub:

ZKPK{((id), a) : com((id)) = ¢ ha}

(1) Kgr(com(<id=)}), com(<id=>)

(2) Valid Signature

Bro (3) Open com(<id>) = g™ h* Sub
ZKPK of the opening of access token

(4) Owner of the access token
verified

>

Fig. 3. Sub authenticating itself t@roker

If the ZKPK is successfulSub may submit one or more subscriptions. Notice that the ZKPK of
the commitment opening does not reveal the identity ofSbb. Further,Sub may use different
access tokens by having different randamalues for different subscriptions to prevdsrokers
from linking its subscriptions to one access token.

Example 2:A Sub wants to get all the notifications with bid price greater ttgh The
subscription has the formétquote/bid/price”, 346213, 152311, 453280, >) where the second
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and third parameters are the blind values2dfand —22, respectively, forCover protocol to

use, and the fourth is the blinded value-e$2 for Mat ch protocol to use.

D. Publish

Usinge,,, the counterpart of,,, which is used to blind subscriptions fdhat ch protocol, and
other private parameterBubs blind the notifications using formula (3), and publish thiens.

A notification has a set of blindeBVPs and an encrypted payload message. These notifications
are blinded in such a way th&rokers do not learn actual content in the notifications, but they
can performMat ch andCover protocols based on the notifications.

The header of a notification is a list of blinde&vPs. Similar to the payload message,
these blindedAVPs can be represented in different formats such as Java piesper XML
representations.

For an illustration purpose, let us assume thA¥®s are numbered from to ¢, wheret is
the number of attributes of the payload messagebeing considered. The blinded content is

formatted as follows:

(attry, bval(xy, €m,Tm)),

(attry, bval(xg, €m, Tim)),

(attry, bval(zy, €y Tm)),

where attr; is the i attribute namepval(z;, e,,,7,) is the corresponding blinded value with
the original value bingr; ande,,, r,,, are secret parameters Btib.
Pub computes eachval(x;, e,,,r.,) (1 = 1,2,...,t) as follows and publishes t8 as a single

notification along with the encrypted payload messagei (M).

boal(z;, €y rm) = ¢° - (B(z;))™  (mod n?)

E. Match

For each notification fronPubs, Brokers compare it witfSubs’ subscriptions to make routing
decisions. We explain th&ht ch operation for one attribute in the message, but it can be

naturally extended to perform on multiple attributes. Ifl@ast one of the attributes in the
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TABLE |

MATCHING DECISION

diff Decision
0 ="
< 2571 T >0
> 2571 T <

message matches, we say that the subscription matchestifigation, and in this casBrokers
forward the notification to the correspondiggibs.

Let the blinded values bval(z, e,,, ,,,) andbval(—v, d,,, r,,) thatBroker has received from
Pub andSub, respectively, for an attributettr with subscription value being and notification
value beingz. Broker computes the following valudiff and then makes the matching decision

based on Table I:
diff = L(bval(x, ep, 1) - bval(—v, dp, 1)
(mod n?)) - (mod n),

where L, i are Paillier parameters. The above computation gives thed r,, - (z —v). When
the system initializes, the range of values is seftoThe difference of any two values less
than2! is either between 0 ang! if the difference is positive, or betwedn — 2!) andn if the
difference is negative. Notice that the values betweand (n — 2!) are not used. In order to
hide the difference, we take advantage of this unused randemaltiply the actual difference
with a random secret value, selected byPub. The idea behind,, is to expand) ~ 2! range
close to0 ~ (n/2) and(n —2') ~ n close ton/2 ~ n. This still allowsBroker to make correct
matching decisions without resulting in false positivesnegatives. The idea is illustrated in
Figure 4. In order to ease the presentation, in our discnsgedeal with2*, instead ofn, where

s is defined in the description dfni ti al i ze.

During the Mat ch protocol, Broker does not learn the content under comparison. This is
achieved due to the fact that without knowing Broker cannot perform Paillier decryption
freely, but is force to engage into the protocol describelbviaeNot knowing the valuer,,,
Broker does not learn the exact difference of the two values undewpeason as well.

In the following we shall show how our approach intelliggndistribute Paillier parameters
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X>V Not Used X<V

0 2 n/2 (close to 25 n-2 n
x—vin (0, 2) x—vin{n-2, n)

(a) Matching decision without random r

% = notification v = subscription

X>V X<V

0 2 n/2 (close to 2°7) n-2 n
x—vin (0, n/2) x—vin (n/2, n)

(a) Matching decision with random r

Fig. 4. Using the unused range to hide the difference

to allow Brokers to recover the blinded difference without knowikgLet
y = bval(, ep, ™) - bval(—v, dp, ) (mod n?).

It can be easily checked that

Then

diff = L(y) - (mod n) = ry,(z —v). 4)

F. Cover

Subscriptions are categorized into groups based on theinguelationships so thdrokers
can performMat ch protocol efficiently. For each subscription received fr@ubs, Brokers
check if covering relationship holds within the existingosariptions. If it existsBroker adds
the new subscription to the group with the covering subsionp otherwise a new group is

created for the new subscription.
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Notice that we have not used the blinded valbes!(—v, d.,r.) andbval(v,e.,r.) in sub-
scriptions yet. These two values are used in@&er protocol. In what follows, we explain
how theCover protocol works.

Let S; and S; be two subscriptions for the samegtr and compatibleop. Two op’s are
compatible if either both of them are of the same type or atleae of them is= operation.
bval(vy, e.,r.) and bval(—wvy,d.,r.) refer to the so far unused blinded valueswgfand of its
additive inverse, respectively, of the subscriptiSn The blinded valuegval(vs,e.,r.) and
bval(—v,y, d.,r.) have similar interpretations.

Broker computes one of the following two values in order to decidedbvering relationship.
diff ; = L(bval(vy, ec,7e) - bval(—vq, de, 1)
(mod n%)) - i (mod )
diff o = L(bval(va, e, r.) - bval(—vy, de, 1)

(mod n?)) - (mod n) (5)

diff , and diff , give resultsr. - (v; — v9) andr, - (vo — v1). The Broker uses the same table
Table | that is used for making matching decision to make thwexing decision. Similar to
Mat ch, Brokers does not learn the actual subscription values. Notice dhatto the secret
factor r., Brokers will not learn the actual difference of two different sufysttons made for
the same attribute.

G. A Simple Example

We now walk through a simple example to demonstrate the setmoposed earlier in this
section. For simplicity and without loss of generality, weetsmall numbers in the presentation.
In a real-world system much larger numbers will be used ta&mptactical security requirements.

Assume that the system hasPiib, 1 Broker, 3 Subs and the messages have two numerical
attributesattr; andattrs.

Set up:

We setn = 13 bits and/ = 5 bits, that is,attr; andattr, can take value$, 1,--- ,31.
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We choose the following parameters for constructing théi®acryptosystem in this example.
Py =5, qp = 41, n, = 2173, n? = 4721929
9 =2, A = 520, = 83.
Pub generatese,,, d,., e., d. such thate,, + d,, = 0 (mod ¢(n?)), ande. +d. = 0
(mod ¢(n?)), whereg(n?) = 4519840:
em = 3374905, d,, = 1144935,

e. = 502817, d. = 4017023.

We haves = 12 (2'? < n,). Pub chooses random,, andr. such thatr,,, . < 257/~ = 64:

The triples ¢,,, d.., r,) and g, d., r.) are used irMat ch andCover protocols, respectively.
Subscri be:
Assume thaBub; andSub, make subscriptionsu{tr; < 20) and (@ttr; < 18), respectively, and
Subs makes a subscriptioru{tr, > 15). In rest of this section, we shall show how to execute
privacy preservingvat ch andCover protocols using these three subscription instances.

Table Il shows the two Paillier encrypted values e&elb sends toPub.

TABLE Il

ENCRYPTED VALUES FROMSUBS TO PuB

Sub Actual | E(v) E(-v)

v
Suby 20 2209050 2600328
Sub, 18 3332492 3317148
Subs 15 2515030 3069803

For each of the requests in Table Rub generates 3 blinded values as shown in Table Il
and sends t&ubs.

Subs subscribe wittBroker by providing the information in Table 1V along with the blied
values in Table III.
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TABLE Il

BLINDED VALUES FROM PUB TO SUBS

s [ gt EmN o) | g B w) | gt B ()

Sub 3286610 1722651 3310307

Subs 3358319 2676598 3286404

Subs 1104918 1746554 889585
TABLE IV

SUBSCRIPTION CRITERIA OFSUBS

Sub attr op
Sub; attry

Subs attry

Subs attry >

Cover:

For the three subscriptionBroker has, it can only find covering relationships for the same
attribute and compatible operators. TherefdBeoker can only compareSub,’s and Subs’s
subscriptions for covering relationshiBroker checks if theSub;’s subscription is greater than
Sub,’s to determine if the former covers the latter. From Table Broker multiplies Sub;’s

g% Em*(v) with Suby’s g% E™*(—v) and unblinds to obtains the valgs. Since96 < 25!

= 1024, Broker decides that thé&ub,’s subscription covers th8ub,’s subscription. In other
words, if a notification matches th®8ub,’s subscription,Broker can infer that it matches the
Sub;’s subscription as well, without executing anothéat ch protocol. Notice thatBroker
carries out dvhat ch protocol without knowing either subscriptions in clearttex

Publ i sh:

Pub publishes a notification tBroker. Broker has access only to the blinded values in the third
column of Table V. Sincédroker knows thatSub;’s subscription cover§ub,’s subscription,
Broker first performs thévat ch protocol forSub,’s subscriptionBroker then multipliesSub,’s
blinded valueg?~ E™*(—v) (as in Table Ill) with attr,’s blinded valueg®~ E™*(z) (as in
Table V), and unblinds, using formula (4), to find that thidueais greater thar*~! = 1024.

Since Sub,’s subscription matches the notification, it also matcBeb,’s subscription. Thus
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TABLE V

CONTENT OF THE NOTIFICATION

attr x e ETm A (1)
attry 16 1502764
attrs 10 1667912

Broker forwards the notification to bot®sub; and Sub,. With a similar computationBroker
finds thatSubs's subscription does not match the notification by ussulps’'s g% E™*(—v) and
attry's g E™(x), and thus does not forward the notificationSabs. As illustrated,Broker

can perform PS protocols without learning the actual canmdémotifications and subscriptions.

VI. SECURITY ANALYSIS

In this section, we analyze the security of the proposed CBR&sy
The proposed system is built upon provably secure cryppigcgrimitives: digital signatures,
Pedersen commitment, Schnorr's zero-knowledge proofopabt and Paillier homomorphic

encryption.

A. Privacy-preserving subscription

The subscription protocol is privacy preserving in that upgorts anonymous credential
authentication of th&ubs to Brokers. When aSub subscribes to &8roker, it shows an access
token containing a Pedersen commitmentSafb’s identity attribute value(id) together with
a digital signature from @&ub. Broker verifies the digital signature usingub’s public key
K., to make sure that the Pedersen commitment is a valid one \sgaptwy Pub. Due to the
unconditional hiding property of the Pedersen commitmeheme Broker learns nothing about
the value(id) from com((id)) = ¢g'®he. By performing a zero-knowledge proof of knowledge
protocol, Sub can convinceBroker that Sub knows the valuegid) anda, thus has the ability
to open the commitment, but prevemdsoker from learning the actual values. Without knowing
the values(id) and a, anyone without valid ownership to the access token canpetdhe
commitment. This provides a mechanism to defend identigéftthn such a way, the combined

use of digital signatures and the ZKPK technique realizesvaqy-preserving authentication.
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B. Privacy-preserving matching and covering

Mat ch and Cover protocols are privacy preserving in that whiB¥okers are performing
matching and covering operations correctly, they do notnléhe actual values iSubs’ sub-
scriptions orPubs’ notifications.

To see thaiat ch preserve$ub andSub’s privacy, we look at the way Paillier homomorphic
encryption is used. WheBub subscribesBroker gets a subscription specified with blinded
valuesbhval (v, d,, r.), bval(—v, e, r.), andbval (—v, d,,, r,) from which the actual value cannot
be recovered with only the public parameters. Note Bratkker even may not be able to feed
these blinded values into formula (1) in an attempt to recelve unblinded values, because in
general the blinded values are not in the dom&jrof function L(-) (see Section IV-E). In this
way Broker is forced to follow theMat ch protocol as specified and make matching decisions
using Table 1.

Similarly, in Cover protocol, althougtBroker is able to perform operation as in formula (5)
to obtainr. - (v — vy) Or r. - (v2 — v1), then use Table | to make covering decisions, it cannot
perform decryption to get either or v, from the blinded values. In this wagubs’ subscription
privacy is protected.

Note that having the same value over a long period of time may alloBroker to gather
enough information to discovet thus the real difference of two unblinded values, by conmgut
the greatest common divisor of the values returned fiahch or Cover protocol. Therefore,
we suggest thaPubs change their values periodically and notify involveBrokers with the
change. Determination of the frequency of the update wdlues depends on various issues like
the message exchange rate and the number of subscriptiahs, @etailed discussion is out of
the scope of this paper. We want to remark that periodicgilyatingr at Pubs makes it harder
for Brokers to discover the real differences, but it does not completeiinate the attack via
computation of the gcd, which our scheme currently does ddtess. In any case, the actual

values inPub notifications andSub subscriptions are kept secret frddmokers.

VIl. EXPERIMENTAL RESULTS

In this section, we present experimental results for varioperations of the protocols in our
system. We have built a prototype system in Java that incate® our techniques for privacy

preservingvat ch and Cover protocols as described in Section V.
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The experiments were performed on an I@eCore™ 2 Duo CPU T9300 2.50GHz machine
running GNU/Linux kernel version 2.6.27 with 4 Gbytes memna¥e utilized only one processor
for computation. The code is built with Java version 1.616ng with Bouncy Castle lightweight
APIs [1] for most cryptographic operations including themsyetric-key encryption. The Paillier
cryptosystem is implemented as in the paper [26], exceptvwiramodified the algorithms to fit
our scheme.

In our experiments we vary values afin Paillier cryptosystem and the domain sizeand
fix the parameters for Pedersen commitment generatiortatigignature generation/verification,
zero-knowledge proof of knowledge protocol, and symmekag encryption/decryption which
have already been evaluated elsewhere. However, we corpargrotocol results with these
well established computations to show that our approacHfisemt and practical. In all our
experiments we only measure computational cost, and assiseneommunication cost to be
negligible. Note that in a distributed setting the commatian cost can be an important factor.
However its evaluation is beyond the scope of our work. Alladabtained by our experiments
correspond to the average time taken oM@&0 executions of the protocols with varying values

for the bit length ofn in the Paillier cryptosystem and the domain size

TABLE VI

AVERAGE COMPUTATION TIME FOR GENERAL OPERATIONS

Computation Time (in ms)
Create access tokesiib) 4.21

Open access tokerP(b) 4.17

Sign access tokerP(b) 4.10

Verify token signature Broker) 0.36

ZKP of access tokenSub) 4.18

ZKP of access tokenBfoker) 6.31
Encrypt payload messageuyb) 34.56
Decrypt payload messag8&ib) 0.36

Table VI shows the average running time for various opematifor which we kept the
parameters constant. Access token creation, openingngigine performed duringRegi st er
protocol and based on Pedersen commitment schBuoie signs the access token using SHA-1

and RSA with1024-bit long private keykK,,;. Verification of the signature on the access token
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using the public keyK,.,, and the ownership proof of the access token via the ZKPK are
performed duringSubscri be protocol. Zero-Knowledge Proof (ZKP) protocols are gelgra
considered time consuming, but in our approach ZKP comioutas comparable to other
operations in the system, in that it takes merely a few meitids. For the experiments, we
set the payload size to 4 Kbytes and used AES-128 as the syimrkey algorithm. These
performance results demonstrate that the constructs weandethe computations are very
efficient.

In the experiment shown in Figure 5, we vary the bit lengtn o the Paillier cryptosystem.
Figure 5 shows the time to generate blinded subscriptionlsreifications whose values are
less than2' where!, the domain size, is fixed at00, a reasonably large value. The time to
generate blinded values increases as the bit lengthin€reases, but even for large bit lengths,
it takes only a few milliseconds. The time required to blindbscription is split into two tasks
with Sub performing the encryption anflub performing the blinding, but to blind notifications,

Pub performs both operations as one task.

100

"Encrypt Subscription (Sub) —a—
Blind Encrypted Subscription (Pub) ---&---
Blind i ) (Pub) ---0---

90 ,‘

80

70

60

50

Time (in ms)

40 |

30

20

or

0 7 . . . . . . .
200 400 600 800 1000 1200 1400 1600 1800 2000 2200
Bit length of n (Paillier)

Fig. 5. Time to blind subscriptions and notifications for different bit lengths

We measure in our experiment the performance impact onibfindhen/, the domain size,
is changed. We fix. to be of length 1024 bits and measure the time to blind syttsmnis and
notifications forl = 10, 20, - - - , 100. As shown in Figure 6, the domain size does not significantly
affect the performance of the blinding operations. Furthsrindicated by both Figures 5 and
6, the time for either component of the subscription bligdia less than that for notification

blinding. Since for each subscription, the overheaBuwt is less compared to the time required
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to blind a notification, our decision to blind part of the sciystion at Pub is comparable to

blinding additional notifications.

! Encrypt Subscription (SUb) —a— |
Blind Encrypted Subscription (Pub) ——a—
Blind Notiication (Pub)

cgeee

Time (in ms)
! :
R 6
L ; L

""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""

. . . . . . . .
10 20 30 40 50 60 70 80 90 100
Bit length of content (1)

Fig. 6. Time to blind subscriptions and noatifications for differént

In a CBPSMat ch is the most executed protocol. Hence, it should be very efficso as not
to overloadBrokers. For eactSubscri be, Revoke andUnsubscri be, Broker may need
to invoke theCover protocol and, therefore, we want to have a very efficient Cgretocol
as well. In the following two experiments, we observe theetito perform these protocols.

Figure 7 shows the execution time bht ch andCover protocols as the bit length of in
the Paillier cryptosystem is changed while the domain siefixed at 100 bits. The time for
both protocols increases approximately linearly with tiiddngth of n. Note that they take only
a fraction of a millisecond (less than 100 microsecondshdee large bit lengths of.. This
indicates that ouat ch andCover protocols are very efficient for large bit lengths of

Figure 8 shows the time to execubdt ch and Cover protocols as the domain size
is changed while the bit length of is fixed at 1024. Similar to the blind computations,
computational times remain largely unchanged for diffeievalues.

An observation made through all our experiments is that tmeadn sizd does not significantly
affect the computational time of the key protocBlsbl i sh, Subscri be, Mat ch andCover,
but the bit lengthn of the Palillier cryptosystem does. However, even for lanjeeingths ofn,
our protocols take only a few microseconds or milliseconus hus they are very efficient and

practical.
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Fig. 7. Time to perform match and cover for different bit lengths.of
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Fig. 8. Time to perform match and cover for differdnt

VIIl. CONCLUSIONS ANDFUTURE WORK

We have presented an efficient cryptography-based apptogateserve subscription privacy
and publication confidentiality in a CBPS system in which tipedty Brokers performMat ch
and Cover protocols to make routing decisions for subscriptions authlearning the actual
content of the notifications published Pybs and the subscriptions made ybs. As described
in Section VI, our protocols are secure and privacy presgrvifhe experimental results in
Section VII show that the protocols are practical and efficidheir executions take only a few
milliseconds even for sufficiently large system parameters

Managing subscriptions to effectively route notificatidnsm Pubs to Sub through a large
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network ofBrokers is a non-trivial task. There has been a considerable anoduesearch trying
to address this problem in CBPS systems, without security aivdqgy issues being consid-
ered [10], [11], [4], [19], [20]. The privacy-preserving ohale our protocols create complements
such research efforts, and can be used as a building bloastgrdCBPS systems that efficiently
route notifications while preserving the subscription aci and publication confidentiality.

Our approach employs the Paillier homomorphic cryptosgste our future work, we plan to
generalize the result by investigating the application thieo additive homomorphic cryptosys-
tems [14], [13]. We also plan to combine the current systeth wther techniques, including
but not limited to, proxy re-encryption, searchable entioyp secure multiparty computation,
and private information retrieval, to build a privacy-pgegng CBPS system that can support a

weaker trust model than we currently assume.
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