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ABSTRACT

Bhargav-Spantzel, Abhilasha Ph.D., Purdue Universitycdd#ber, 2007. Protocols and
Systems for Privacy Preserving Protection of Digital Idlgnt Major Professor: Elisa
Bertino.

To support emerging online activities within the digitaiarmation infrastructure, such
as commerce, healthcare, entertainment and scientifiabaottion, it is increasingly im-
portant to verify and protect the digital identity of the imiduals involved. Identity man-
agement systems manage the digital identity life cycle dividuals which includes is-
suance, usage and revocation of digital identifiers.

Identity management systems have improved the managerhiglgntity information
and user convenience; however they do not provide speclfiti@os to address protection
of identity from threats such as identity theft and privamyjation. One major shortcoming
of current approaches is the lack of strong verification éples for issuance and usage
of digital identifiers. In the absence of verification medkars, digital identifiers can
be misused to commit identity theft. Another shortcominghis inability of individuals
to disclose minimal data while satisfying strong identigrification requirements. The
extraneous data collected can potentially be aggregatedem in a manner that would
lead to violation of an individual’s privacy. Finally, cemt identity management systems
do not consider biometric and history-based identifierschSdentifiers are increasingly
becoming an integral part of an individual's identity. Sugpes of identity data also need
to be used with other digital identifiers and protected agjaimsuse.

In this thesis we introduce a number of techniques that additee above problems.
Our approach is based on the concept of privacy preservirt-factor identity verifica-
tion. The technique consists of verifying multiple idermtifclaims of an individual, without

revealing extraneous identity information. A distingurghfeature of our approach is that



Xiv

we employ identity protection and verification techniquesili stages of the identity life
cycle. We also enhance our approach with the use of bionmeatdchistory-based identi-
fiers. In particular we provide the following key contribaris:

e A new cryptographic primitive referred to aggregate proof of knowledge achieve
privacy preserving multi-factor verification. This priivié uses aggregate signatures
on commitments that are then used for aggregate zero-kdge/ieroof of knowledge
(ZKPK) protocols. Our cryptographic scheme is better imieof the performance,
flexibility and storage requirements than existing effici&KPK techniques that may

be used to prove, under zero-knowledge, the knowledge dipteutecrets.

¢ Algorithms to generate biometric keys reliably from an indual’'s biometric im-
ages. These keys are used to create biometric commitmexttarth subsequently
used to perform multi-factor identity verification using BK. Several factors, in-
cluding various traditional identity attributes, can thesused in conjunction with
one or more biometrics of the individual. We also ensure igigcand privacy of the
biometric data and show how the biometric key is not revealeh if all the data,

including cryptographic secrets, stored at the client rimechre compromised.

e A series of protocols for the establishment and manageniemt imdividual’s trans-
action history-based identifiers encoded as receipts framn@merce transactions.
These receipt protocols satisfy the security and privaguirements related to the
management of the electronic receipts. We also demonstoatehe users receipt
protocols can be employed in the context of mobile phonegahticular we pro-
vide techniques to manage the portable identity infornmedio such devices, and use

them at physical locations of the service providers.



1. INTRODUCTION

1.1 Motivations

The emerging information infrastructure connects rematetigs worldwide through
the use of large scale networks, and through a diverse anglerrset of software tech-
nologies. Activities in various domains, such as commegoggrtainment, scientific col-
laboration, healthcare and so forth, are increasinglydearried out based on the use of
remote resources and services. These resources and samgaengaged at various levels
within those domains. The interaction between differemtipaat remote locations may be
(and sometimes should be) based on only little knowledgetadech other.

To better support these activities and collaborationggrin&tion Technology (IT) in-
frastructure and systems are needed that are more cont/eniese. We expect, for exam-
ple, that personal preferences and profiles of individualghdily available when shopping
over the Internet or when running jobs on a computing gridheuat requiring the indi-
viduals to repeatedly enter them. In such a scenario, tligieamtity management (IdM)
technology is fundamental in customizing user experiengderpinning accountability in
transactions, and complying with regulatory controls. #as technology to fully deploy
its potential, it is crucial that strongrotection of digital identitype achieved. IdM systems
must assure that such information is not misused and ingk&d privacy is guaranteed.
The goal of the work reported in this thesis is to devise sohstto the problem of iden-
tity theft and misuse in IdM systems. We develop a fundaniepgaroach to the problem
by focusing on multi-factor identity verification, nonelégs preserving the privacy of the
individuals. Our approach to digital identifiers goes beytme traditional identifiers, for
example social security numbers, to also include biometantifiers and individuals’ his-
tory of online activities. In what follows, we introduce eghnt background information

and elaborate on the motivations and the goals of our researc



1.1.1 Digital Identity

Digital identity can be defined as the digital representatibthe information known
about a specific individual or organization. More specificaur notion of digital identity
refers to two different, not necessarily disjoint, conseptyms and partial identities. A
nymgives an individual an identity under which to operate whateracting with other
parties; an example of a nym is a login name or a pseudonym sihtgm be strongly bound
or linked to an individual, or be meaningful only in the coxitef a specific application
domain. Weakly bound or unbound nyms are useful in contexte as chat rooms and
on-line gamesPartial identitiesencompass a set of properties, such as name, birth date,
credit-cards-numbers, patient-record-number, whichiefezred to agdentity attributesor
identifiers that are associated with individuals. We use an identitipate as a synonym of
identifier. Each subset of identifiers represents the padgatity of the individual. Partial
identities may or may not be bound to the human identity ofamaore actual individuals.

It is important to note the issue adentity ownershipas the identity attributes of in-
dividuals are stored and shared among various entitiesNhsggstems. Byowner of an
identity attributewe mean the individual to whom this identity attribute isuisd to by a
trusted authority or an individual who is authoritative hviespect to the claiming of the
identifier. In the former case, the trusted issuer of thetiflenis also responsible for pro-
viding information about thealidity of that identifier. Validity of an identifier encompasses
several notions (some of which are derived from the field ¢& d@ality [1]); examples of
such notions are: correctness, that is, the identifier i'ecofpossibly with respect to the
real-world); timeliness, that is, the identifier is up toalat

When talking about identifiers, it is also important to digtiish between weak and
strong identifiers. A strong identifier uniquely identifies adividual in a population,
whereas a weak identifier can be applied to many individue#spopulation. Whether an
identifier is strong or weak depends upon the size of the @bipnl and the uniqueness of
the identity attribute. The combination of multiple wealeidifiers may lead to a unique

identification [2, 3]. Examples of strong identifiers are adividual's passport number or



social security number (SSN). Weak identifiers are atteb@uch as citizenship, age and
gender. This distinction is significant because misuserohgtidentifiers can have more
serious consequences, such as identity theft, as commaneiduse of weak identifiers.
Our notion of identity verification deals with verifying thhe identity attributes claimed
by an individual are also owned by that individual. Identigyification is coupled with the
concept of identity assurance. The notion of identity emsce deals with the confidence
about the truth of the claims related with the identity of adividual. Successful identity
verification with high assurance about an identifier claifgdn individual means that the
identifier is considered valid and the verifier is confidenat ihis owned by that individual.
Strong and weak identity assurance exist regardless oiitkegdility of the identifier to
the human identity of the actual individual. Additionallgkability among identifiers may
exist with or without being bound (or linked) to the actualiidual. Various cases exist

which are summarized in Table 1.1 and further elaboratedardllowing example.

Table 1.1 Matrix of identity assurance and identity linkepicombinations.

Linkability
Identity Assurance Strong | Weak
Strong Case 1| Case 2
Weak Case 3| Case 4

Example 1 Consider an individual whose real world name is Bob Smith Was a digital
pseudonymi omer07. In a digital interaction whet/ omer07 claims to have &SN =
123456789 and the verifier has strong assurance that the claim is ¢direc the SSN is
valid and owned by the uséfomer07) and linked to the real world individual Bob Smith,
then this corresponds to Case 1 of Table 1.1.

Consider another scenario in whiéfvmer07 claims to be haveitizenship = U.S.A.

and the verifier does not know which real world individual sitige claim belong to, but at



the same time, is confident that the claim is correct. Suchasaecorresponds to Case 2.
Notice that for a party to make a decision, such as in accegsotdinkability to a human
identity of the actual individual is not always required.

Case 3 and Case 4 correspond to the situation in which thigevesinot confident that
the claim is correct; the difference is that in Case 3 thefieerknows which is the real
individual presenting the claim, whereas in Case 4 the een$ not aware of who this

individual is.

In our view, the Case 1 and Case 2 are more interesting as bfyhamce on the cor-
rectness of identifiers would also lead to trustworthiness@nfidence on the use of such
identifiers.

In addition to the traditional identifiers, there also exigimetricidentifiers that are
increasingly included as an integral part of individualdemtity. Biometric verification
occurs when an individual presents a biometric sample, asdiply some additional iden-
tifying data such as a password, which is then compared Wwélstored sample for that
individual. Biometric verification provides some inheranivantages as compared to other
non-biometric identifiers because biometrics correspordiirect evidence of the personal
physical characteristics versus possession of secrethwan be potentially compromised.
Moreover, most of the times biometric enrollment is exeduteperson and in controlled

environments making it reliable for subsequent use [4].

1.1.2 Identity Theft

The management of identity attributes raises a number diecigges caused by conflict-
ing requirements. Although identity attributes need to li@red to speed up and facilitate
authentication of an individual and access control, thep aleed to be protected as they
may convey sensitive information about an individual and ba targets of attacks such
as identity theft. By identity theft we mean the act of imperating others’ identities by
presenting stolen identifiers or proofs of identities. Mprecisely, the act of identity theft

occurs when an individual successfully uses an identitybate or proof of an identity



which he/she does not own. Usually, identity theft in theitdigworld occurs to obtain
credit or to perform other crimes, such as accessing cledsificords without having the
appropriate authorization. People are increasingly ameckabout identity theft as it is
a serious economic crime. In 2005, the Consumer Sentineddargl Trade Commission
(FTC) complaint database, received over 685,000 consuiaed fand identity theft com-
plaints [5]. As of July 2006, the U.S. Justice Departmenbregal charging 432 individuals
with aggravated identity theft for the 2006 calendar yedr [8.S. President George W.
Bush has called identity theft “One of the most harmful aBudgersonal information” [7].
In fact, the average monetary loss per victim attributedhéocrime of identity theft is more
than the amount attributed to bank robbery [8]. There is alspeased federal and state
legislation regarding identity theft that has brought aght&@ned awareness to identity theft
in general. For instance, the Identity Theft and AssumpDeterrence Act of 1998 makes
identity theft a federal crime (18 U.S.€.1028 (2003)). The purpose of this statute is to
criminalize the act of identity theft itself, before otheimses are committed. Several other
regulations concerning protection of personal inforntatawe presented in Appendix A.
Through attacks such as password cracking, pharming,ipgi$®], and database attacks,
malicious parties can collect sensitive identity attrésuof (targeted) individuals and use
them to impersonate these individuals or to sell the idgatitributes.Even though tech-
nical solutions are available that mitigate such attack®]jla comprehensive approach
to the problem of identity theft cannot rely solely on thesshhiques and must be able to
offer protection from the threat of identity theft also wtikase solutions failWe provide
an approach which offers protection in every stage of thatitjelifecycle including the
issuance, storage, usage, modification and revocationeatity. More specifically, we

focus on strong identity verification, which is fundamerngbreventing identity theft.

1.2 Evolution of Digital Identity Management Systems

One of the key reasons for the initial development of IdM egst was the proliferation

of identity silos among various organizations and also mwiin organization. By identity



silo we mean an identity store containing individuals’ itigndata that is specific to an
organization or application within an organization, whizdmnot be used by a different
organization or other applications in the same organimatftonew identity silo is created
each time a different identity store is needed for a new appbin because existing identity
stores cannot be reused because of interoperability prablén most cases off-the-shelf
identity systems such as Microsoft Active Directory [11hsee may be used for the new
applications, thus resulting in the creation of new idgngitos. This silo-model still re-
mains as the most predominant IdM system deployed in thertiday corporate world.
This has made identity provisioning cumbersome for the es&t and the IdM system
restricted and inflexible.

Therefore the so-calledentralized modesuch as Microsoft Passport [12] emerged,
which examined a possible solution to avoid the redundaranel inconsistencies in the
silo model. Under the centralized model the individualgggrsign-on (SSO) such that
they can authenticate once and gain access to the resodinestiple software systems.
Here a central Identity Provider (IdP for brevity) becamspiansible for collecting and
provisioning individuals’ identity information. This appach has several drawbacks as
the IdP is potentially the single point of failure and in seWecases not trusted by all
participating parties.

As a next step, the goal was to decentralize the resportgitilihe IdP to multiple IdPs
that can be selected by the end-users. Such systems arecoftteled with the notion of
federation[6, 13]. The goal of federation is to provide individuals kvfirotected environ-
ments to share identities among organizations by managdigiduals’ identity attributes.
Federations provide a controlled method by which fedenati@mbers can provide more
integrated and complete services to a qualified group ofiddals. The members of a fed-
eration have trust relationships amongst themselves te stmal use individuals’ identity
attributes.

Federations are usually composed of two main entities: td&@smanage identities of
individuals, and service providers (SPs) that offer s&wito registered individuals. In a

typical federated 1dM, the individual registers with hisythocal IdP and is assigned a login



name. Based on this information a registered individual sutymit additional attributes
and corresponding attribute release policies that aredtrthe IdP. From then on, the IdP
is contacted whenever the individual interacts with any st e federation and additional
identity information is needed. The IdP is then in chargeewiting the SP the submitted
attributes of the individual in accordance with the atttételease policies. In sudhd-
erated systemsnultiple IdPs are distributed and can store partial idgmtiformation of
individuals, if required. Federations typically do not kathe problem of single point of
failure, but an IdP must be chosen that is also trusted byr a@higies. In most of these
systems individuals have thus to depend on an online IdPawige the required creden-
tials and hence these systems are referred pw@sder centric[6, 13, 14]. In some cases,
such systems do not provide user control on his/her idemtibymation, which is one of
the key drawbacks of such systems.

As aresult, an emerging paradigm in federated 1dM systertisisof user centricity
where the idea is to provide the individual full control orisactions involving his/her
identity information. This paradigm is embraced by mu&ipidustry products and initia-
tives such as the Identity Mixer Project [15]. There are ssmvierms closely associated
with the concept of user centricity, including “user comtrtuser consent,” and “user in
the middle.” In our work, by user centric we mean the user loasrol on the use of his/her
attributes. Having good user control also implies stroruggy properties such as non-
repudiation and stealing prevention. Interestingly, ileeraodel may provide user control,
however, as mentioned above, this is cumbersome for the Ubers, the new federated
IdM systems need to incorporate the advantages of previgueaches, for example SSO
and decentralization of IdP and at the same time providédéurtiser control on his/her
identity information.

There are other diverse systems emerging which are oftegaated as IdM systems
and which do not fall in the above mentioned categories. Quaenple is the form filling
IdM that supports the user when filling forms by automaticalkerting or suggesting in-
put values. These systems provide useful, but limited fanatities. We however focus

on the more comprehensive federated IdM systems that adistntasks such as provi-
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Fig. 1.1. Shortcomings of current federated IdM approaahése identity lifecy-
cle.
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sioning, multi-factor authentication, access controkadarotection, auditing and policy
enforcement. It is useful for such upcoming IdM systems t&eraconceptual distinction
of functionalities related to the management of identitiadand the use of such data. IdM
systems are constantly evolving to meet the growing needsritegrate both the manage-
ment and the use of identity information. In this thesis weubon a specific part of such

comprehensive systems that relates to identity verifinadimd misuse prevention.

Shortcomings of current federated IdM Approaches.Several projects and initiatives are
investigating digital IdM for federated systems [6,13,18!,17]. Based on the simple iden-
tity life cycle illustrated in Figure 1.1, we identify somermeral shortcomings of current

approaches that relate to both provider centric and usércétM systems.

Issue IdentityFirst, a limitation is that no information is provided abeultether the strong
and weak identifiers being enrolled and stored at the IdPs baen verified to be correct

with respect to validity and ownership, and the strengthheg verification. If an IdP



has such information then the SPs are in a position to makera atxurate judgment
concerning the trustworthiness of such identity informati

Second, most IdM systems lack flexible enrollment mechasimn the individuals
who want to enroll in their systems. Enrollment can be insparat a physical location of
an IdP or online. Current systems however, do not providalternative mechanisms for
individuals to enroll. Moreover, the types of identity ditrtes that can be enrolled in most

systems are also restricted based on the nature of the |dRipagion [6].

Identity Usage.A major drawback is that no specific techniques are providegrotect
against themisuse of identity attributestored at the IdPs and SPs. Even the notion of
misuse of such attributes has not been thoroughly investigget. By misuse we refer to
the case when dishonest individuals register fake ategoit impersonate other individuals
of the federation, leading to the threat of identity theft.

To mitigate this threat, an upcoming trend is representedtimyng authentication
Strong authentication often refers to systems that reauiriéiple factors -possibly issued
by different sources- to identify users when they accessacer and applications. How-
ever current approaches to strong authentication (sudhoae tdeployed by banks, enter-
prises, and governmental institutions) are neither flexitar fine grained. In many cases
strong authentication simply requires two forms of idgntitkens, for example password
with biometric. Through prior knowledge of these token riegments, an adversary can
steal the required identity information to compromise saathentication [2, 18]. More-
over if the same tokens are repeatedly used for strong aithgon at various SPs, then
the chances of these tokens being compromised increases tli@umplemented strong
authentication [6] does not meet the stronger protectiguirements of identities in a
federation. Individuals should be able to choose any coatimin of identity attributes
to perform strong authentication provided that the authation policies defined by the
verifying party are satisfied.

Another drawback, in the identity usage phase, is the it the individuals todis-

close minimal identitydata about themselves to the SPs and IdPs as per the need of the
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service requested. There are several security and privagyeens related to the extrane-
ous identity information of the individuals that are stoetdhe SPs and IdPs. Moreover,
such data may be aggregated or used in a manner that couidipthyeviolate the privacy
requirements of the individuals on their data.

Current approaches also do not address bimmetric datacan be used in their system;
in that digital identities are defined by digital attributesd certificates. The use of bio-
metrics as an integral part of individual identity is gamimportance. At the same time,
because of the nature of the biometric data, it is not tridalse such data in a way similar
to the traditional attributes. It should be possible to usenetric data together with other
identity attributes to provide protection against idgndittribute misuse.

Another type of identity data that is not supported in cursrstems is the one related
to individuals’ histories of online activities. If this iafmation can be verified and used
for evaluating properties about an individual, for exanmgleutation, then this information
becomes a part of the individuals’ identity. For examplensider a scenario where an
individual frequently buys books from an online store. Tihistory basednformation can
be encoded as an identity attribute of that individual, \Wwhicturn can be used to evaluate
the reputation of this individual as a buyer.

Identity Modification.Most approaches do not provide flexible mechanisms to uputate
modify enrolled identity attributes. As the informationsisared within the federation, the
updates performed on one system do not ensure consistetiwyioflividuals’ information
within the federation. Additionally, these systems failpgevent malicious updates by
attackers that impersonate the honest individual.

Identity Revocation.Finally, current federated IdM systems lack practical afidcéive
revocation mechanisms. To enable consistency and maicwaiactness of an individual
identity information revocation should be feasible. Retam in provider centric systems,
in which the IdP provides the required credential to the eseh time, is relatively simple
to solve. Such credentials are typically short term, andhoihe used without consulting

the issuer again. If, however, the credentials are storéutive user, such as a long-term
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credential issued by the appropriate authority, then mgl@ revocation system becomes

more challenging and critical.

1.3 Desired High Level Properties

Current identity management systems [6, 13, 14, 16, 17] ddeverage their under-
lying system architecture to develop techniques to protetividuals from identity theft.
Dishonest individuals can register stolen attributes grérsonate other individuals of the
IdM system. Protection from identity theft should be onehaf imain desiderata in all IdM
solutions. Even if the identity attribute of an individualstolen, the system should make
it hard for an adversary to use it successfully. Verificatbdndentity attributes is a key
component of any solution to the problem of identity atttéomisuse.

Other important requirements for a secure and privacy pregggidentity system are as

follows:

1. IdM systems main resource is represented by attributes,security of such in-
formation should always be guaranteed. Security includesnaprehensive set of
properties, including integrity, confidentiality, revdiiity, and non-repudiation of

ownership of identity attributes as described in Sectidn 1.

2. ldentity verification methods should preserve individugrivacy, and enforce a
“need to know principle” [19] when requiring identifiers. W&y refers to the con-
cept of giving an individual control over the release and afdais/her attributes. In
this contextdata minimizations required, in that only the attributes actually required
to access a service should be submitted to the SP. Data mation can be achieved
by a combination of appropriate policies, and data releasehamisms supporting

selective release of information.

3. A federated identity system should ensaomsistencyof the identity data shared
within the federation. Although validity of identifiers camly be verified by check-

ing with actual identifier issuers, which could be outside fifxderation, the system



12

should be able to detect misuse of identity attributes basetie information avail-

able within the federation.

4. The verification methods should b#icientand require a limited number of message
rounds between the SP and the individual. This would be oygevwansure usability

of the system, as it is one of the main aims of federations.

5. The system should be able to support a variety of identitipates, includingoio-

metricdata and individuals usadmstorydata referring to his/her online activity.

1.4 Main Techniques and Contributions

The goal of this dissertation is to formally define and analggproaches to the problem
of identity theft in a federated IdM system. Specifically waevelop techniques for iden-
tity verification, satisfying comprehensive security amggcy properties derived from the
high level requirements provided in the previous sectidmese techniques are built in the
context of a framework, which we refer to as VerylDX.

The underlying basic properties providing the security prgacy properties are illus-
trated in Figure 1.2 along with the key mechanisms used teaetthem. The properties
are described briefly in Table 1.2, in the context of a typldM where there are mainly
three kinds of entities — SPs, IdPs and individuals. SPsigemservices to individuals, and
IdPs issue certified attributes to individuals, store sutibates and provide them in a con-
trolled fashion. By transaction in an IdM system, we meancaegce of actions taken by
an individual, IdP and SP, to provide the identity data thee&fires to provide requested
services to the individual. The basic properties apply toralmnation of 1) the entire IdM
system, 2) transactions in the system, and 3) the identigynmation of the individuals
involved. Though this classification is not exclusive, teenantics of the properties high-
light which of the three entities they are relevant to. In iiadlows we describe the main
techniques we use to achieve such properties. Thereafteigivight the key contributions

of the thesis.
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Table 1.2 Basic properties achieving security and privaoperties.

Confidentiality deals with the protection of information from unauthoriziskclo-
sure. This property applies to identity information andhsactions in the systen
Identity information should only be accessible by the idtshrecipients.

Integrity requires data not to be altered in an unauthorized way.
Revocationof identity information is required to maintain the valyif the infor-
mation in the system. It should ensure that once invalidrmédion is recognized,
it is not used for identity verification purposes.
Unlinkability of two or more users or transactions means that the attadtesr|a
having observed the transactions, should not gain additioformation on linking
those transactions. Unlinkability prevents (illegitimpmerging of user profiles by
linking them.

User-choicemeans that the individual can choose between multiple Id&svich
attributes to release.

Verifiability means that the individual can verify that the IdP providesdbrrect
identity data about the individual and according to theviglials intention. As
such, an individual giving her consent about what data isatad, for what purpos
and to whom, means that the individual's view of the trarisaatorresponds to th
actual transaction and that the individual agrees to theuwgian of the transaction|
Non-replay of the identity data provided in transactions prevents thnaized par-
ties from successfully using an individuals identity data@nduct new transactions.
Non-replay is one prerequisite for obtaining the non-regtimh property.
Non-repudiation of transactions and identity data itself means that theisgraf
a non-repudiable identity data cannot be denied by its searttethe ownership of
the identity data cannot be denied.
Stealing protection applied to identity data is concerning the issue of promect
against unauthorized entities illegitimately retrievindividual’s data items. Stea
ing protection is required to achieve properties such asrapadiation.

Selective releasef identity information means that identity informationnche
released at a fine-granular level as controlled by the iddaf. In this way an
individual can provide only the identity information thageds to be released for|a
service without having to release additional information.

-

(4%
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1.4.1 Main Techniques

The identity verification solution is based on two key eletsenThe first element is

the notion ofmulti-factor verification of identity attributesvhich consists of verifying that
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Fig. 1.2. Desired properties and main techniques.

an individual owns an identity attribute by requiring froms individual other associated
proofs of identity, that is, of other strong identifiers. Hdbat we use the concept ioof

of identity, which consists of a cryptographic token bound to an indiald versus the
actual value of the individuals’ attribute. A proof is creatin such a way that only the
individual to whom the proof is bound can properly use it.d?soof identity attributes are
built using Zero Knowledge Proof of Knowledge (ZKPK for bitgy [20, 21] techniques.
The second key element is the notiondéntity assurance levelhat is, a level associated
with identity attributes that indicates the degree of casrick that the federation has in a
certain identity attribute. Thus, the level indicates homersg the verification is for a given
identity attribute. Such level is important for SPs in thedeation when making decisions

about granting access to services or resources.
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The multi-factor identity verification protocols we progoare supported by efficient
cryptographic primitives. We have developed a mechanigondee the knowledge of mul-
tiple strong identifiers stored as cryptographic committeesing new aggregated, ZKPK
protocols. The commitments are signed by a special federatitity, referred to agis-
trar, and the corresponding signature can be verified in an agtgeédashion at the time
of use. To achieve aggregate signature we develop tectsimpsed on the approach origi-
nally proposed by Boneét al.[22]. Boneh's signature techniques are not sufficient ag the
do not support the signature of cryptographic commitmerasdan be used later for ZKPK
protocols. We therefore use Pedersen commitment and ateegrwith Boneh'’s bilinear
aggregate signature scheme to establish a new cryptognapimitive for aggregate proof
of knowledge on those commitments.

We develop specific functions and protocols to prevent aaioais entity from secretly
misusing identifiers belonging to other individuals. Di#fat individuals may claim the
possession of a same identifier, which actually has a unigue To address this problem,
we use a mechanism based on distributed hash tables (DH,R4pP®at efficiently detect
identifier duplicates in a federation. Duplicates of idBets may be a signal of an identity
theft attempt. The duplicates can be detected through tihedstleterministic commitment
of the strong identifiers in the DHT.

As the goal of our work is to provide a comprehensive apprdacthe problem of
identity theft we explore the use of biometrics in the coh@xldM systems. Today a
large number of biometric devices and techniques are &laitnd biometric-based solu-
tions are increasingly being deployed [25, 26]. It is thupamant that our framework be
able to incorporate identifiers encoding information alghytsical features of individuals,
in addition to “attributive” identifiers (such as SSN). Tiitroduction of biometrics poses
several non-trivial security challenges because of thereit features of the biometric data
itself. Biometric matching is probabilistic in nature, whiimplies that two samples from
the same individual are never exactly the same. To presemacy and achieve interoper-
ability between biometric identifiers and the other ideetd| we develop a biometric key

generation algorithm. We build on mechanisms from imagéingq27] and data classifi-
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cation techniques [28]. We use Singular Vector Decompms{isVVD) on biometric images
to derive a hash vector representing the biometric. Biometrages of the same individual
would result in ‘similar’ hash vectors. The similarity isauated using a Support Vector
Machine (SVM) that classifies the hash vectors. We use thssifigation information to
generate the final biometric-keys. Such keys are used tageng&<PK similar to the other
strong attributes of the individual.

The notion ofhistory baseddentity attributes is motivated by the fact that such higto
can provide reliable information about the individual dweristics and behavior based
on the online activities of the individual. We extend our aggeh to support history based
identity information in the context of e-commerce trangats and history based trust man-
agement systems in which information about past trangatd the individual is used to
make trust-based decisions concerning current transasci®®]. It is important that these
decisions be based on reliable transaction history infaomand that misuse of this in-
formation be prevented. Our approach supports the managerhbistory based identity
attributes that are encoded as electronic receipts in thd[¥& framework. We have de-
vised a series of receipt protocols that use identity-basgthtures, contract signing and
certified email protocols, in addition to our ZKPK based ititgnverification protocols,
to achieve specific privacy and security properties. Moeeave show how the receipts
can be used in a mobile environment. The current convergaintetdecommunication and
computer network technologies is resulting in a broad rasfgeersonal devices and sen-
sors. We use the specific design features and capabilitteg dfear Field Communication
(NFC) enabled cell phone devices while extending the régegiocols for the mobile en-
vironment. NFC is a standards-based, short-rangeq centimeters) wireless connectivity
technology that enables two-way interactions among eeatrdevices [30].

In the next section we provide the main results obtained eyl the above tech-

niques.
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1.4.2 Contributions

This thesis research provides the first robust and compseleesolution to the problem
of identity verification and theft prevention in a federatdi¥l environment. Our approach
combines different novel techniques, each of which adéseasspecific issue that arises
when dealing with identity verification. These devised teghes are general and can thus

be potentially applicable beyond the IdM framework. The kewtribution are as follows:

1. Anew cryptographic primitive referred to aggregate proof of knowledde achieve
privacy preserving multi-factor verification used in ther®X framework. This
primitive uses aggregate signatures on commitments tedhan used for aggregate
zero-knowledge proof of knowledge (ZKPK) protocols. Theuléing signatures are
short and the zero-knowledge proofs are succinct and efficie prove the security
of our scheme under the co-gap groups for Diffie Hellman (&4Bassumption for
groups with bilinear maps. Our cryptographic scheme iebettterms of the perfor-
mance, flexibility and storage requirements than existfiigient ZKPK techniques

that may be used to prove, under zero-knowledge, the kngeletimultiple secrets.

2. Algorithms to reliably generate a cryptographic key framindividual’'s biometric
image using SVD based hashing functions and SVM classificadchniques. Our
algorithms capture generic biometric features to ensurguenand repeatable bio-
metric keys. We provide an empirical evaluation of the psmgabtechniques using
2569 images of 488 different individuals for three typesiohfetric images; namely
fingerprint image, iris image and face image. Based on theadiioc type and the
classification models, as a result of the empirical evatmaive can generate keys

ranging from 64 bits up to 214 bits.

We use the generated keys to perform multi-factor idengtyfication. Several fac-
tors, including various traditional identity attributesin thus be used in conjunction
with one or more biometrics of the individual to provide styadentity verification.
The algorithms ensure specific security and privacy prageerelated to the biomet-

ric data and the biometric verification. More specificallg analyze several attack
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scenarios including the case when all the data stored onlit@ machine is com-
promised, even in such a case the biometric key is not rededlee privacy of the
biometric is preserved, in that no information about thgioal biometric image is

revealed from the biometric key.

3. A series of protocols for the establishment and manageaiendividuals’ transac-
tion history based identity attributes using receipts freseommerce transactions.
These receipt protocols satisfy the security requiremehdsed to the management
of the electronic receipts, namely correctness, integsitygle submission, fairness
and non-repudiation. All receipt protocols are privacggarving with respect to user

consent and minimal disclosure of the receipt attributes.

We show how the user’s receipt protocols can be employederctimtext of NFC
cellular phones. In particular we provide techniques fdedevely, yet securely,
managing the identity information on such devices, andgugiem at physical loca-
tions of the SPs. This enables portability of identifiersjclhare used for identity

verification while ensuring the desired security and piyvaioperties hold.

1.4.3 Advantages of the Proposed Approach

Our approach has several advantages discussed below:

e Privacy of individuals is preserved, as minimal informatis released, both in the
registration and the usage phase. Individuals only ragistadentifiers they are will-
ing to commit. At the time of usage, the actual values of idiems are revealed only
if required for obtaining the service. Additional proofsidéntity can be provided
by the individuals without revealing the actual values @ntity attributes. The veri-
fication methods are efficient, because individuals casfggiPs multiple identifier
verification requirements by disclosing a single piece tdrimation. Because of the
aggregate ZKPK protocol, efficiency is ensured even if padimultiple identifiers

are required.
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e The federation protocols are secure with respect to thec lsgsiurity and privacy
properties described in this section. Even if some inforomestbout individual iden-
tifiers is leaked to an adversary, the adversary is not ahlséat for obtaining any
service in the federation. The main effort required by anviiddial is when it first
establishes identity proofs. Once this bootstrappingipawmpleted, the operations
needed from the individual are minimal. The protocol pra@fguired for verifica-
tion may be implemented without requiring any human intetiam if the secrets are

stored in tamper proof hardware.

e Our approach makes it possible to maintain consistency @daration with respect
to two well known invariants of individuals identifiers. Bir strong identifiers are
generally unique, unless proved otherwise by the owner® sHtond invariant is
related to the fact that several strong identifiers of anviddial have some com-
mon weak identifiers associated with them. The two invasi@otver the common

understanding of the notion of strong identifiers.

e Biometric identifiers are supported. The introduction adrbétric verification into
a framework for the verification of identity attributes isveband will result in ad-
vances to the state-of-art with respect to the integratforryptographic protocols

and biometric data in IdM systems.

e History based identity attributes are supported. Theyipea way to use individuals
online activity to generate reliable identity informatiaich can be managed and
used as any other identity attributes to evaluate reputatal other trust relationship

based related properties.

e The approach supports portable identifiers and their us@ewobile devices such
as cellular phones. Several aspects relevant to such dewvitterespect to the secu-

rity and resource usage are investigated.
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1.5 Organization of the Dissertation

We start our discussion by presenting our framework forratgel digital identity man-
agement system in Chapter 2. Chapter 3 is devoted to crygybgr protocols and mech-
anisms for supporting privacy preserving multi-factorritiy verification. Here we also
provide a detailed and formal analysis, demonstratingebargy, efficiency and flexibility
of our approach using the devised protocols. Chapter 4 gesvour biometric key genera-
tion algorithms and detailed analysis of our methods. Ghrdptlescribes our approach to
history based identity attributes which includes severegipt protocols and how they can
be used with mobile devices. Chapter 6 presents currert ctalhe art from the literature
of identity management systems, privacy enhancing sysa@chsther technologies related
to the techniques presented. Chapter 7 summarizes the thesi and points out other

applications of the proposed techniques as well as thedulivections of this work.
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2. AFRAMEWORK FOR FEDERATED IDENTITY
MANAGEMENT SYSTEM

Developing a robust and comprehensive solution to the proldf identity verification
satisfying manifold security and privacy requirements mi@entity management system
is a complex task. To address this task we have developedeitlygDX framework that
focuses on identity verification of individuals in a fede@identity management system.
This framework supports a step by step approach accordiwwgitth an individual can first
establish a digital identity followed by a secure and prieéaise of such identity.

Generally, federations rely on PKI for exchanging data agn®Rs, and for individuals
to identify SPs [31]. However, PKI has experienced numerioysdementation problems
because of its technical complexities while using it in tbatext of identifying individu-
als [32]. It is also oriented towards unique identificatidnhe individual, granted through
Registration and Certification Authorities, which is nowvays suitable for individual pri-
vacy. Hence, the assumption of relying on PKI for all typesndéraction involving indi-
viduals in the federation may not be feasible. We thus negcu&ated identity solutions
supporting multiple complementary options for digitalndigy.

In this chapter we illustrate the VeryIDX framework for a &dted system that assigns
SSO IDs to individuals within the federation, and subsetjyelows individuals to add
other identity attributes with strong guarantees agaitehtity theft. Our protocols do
not rely on PKI for identity verification of an individual, 9bat one can use uncertified
attributes and be eligible for services with low clearanEer cases in which certificates
are required, we show how certificate issuers can leverag&¥80O ID to issue certified
attributes to individuals. We can employ PKI protocols iflal ihfrastructure is available
for individuals.

The key idea behind multi-factor identity verification isadssociate the different strong

identifiers, possibly issued by different issuers, withheather and with the individuals’
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SSO ID. At the time of use, the enrolled strong identifiers areeptable only when the
proof of ownership of one or more of the associated strongtifiers is provided. We refer
to a set of such strong identifiers@scured from Identity ThegfBIT for brevity). These SIT
identifiers are associated with cryptographic commitmantscan be used by individuals
to generate proofs of identity without revealing the atttés in clear. In our approach, SIT
identifiers (or attributes) are protected: if a user wantsseany of its SIT identifiers, it has
to provide one or more associated SIT identifiers as prooigeritity. We show how with
the help of cryptographic techniques presented in Chaptez 8an preserve user privacy
without jeopardizing security.

We note that strong cryptographic techniques built upontifiers that have weak iden-
tity assurance are vulnerable to misuse. Therefore befesepting how SIT attributes are
established and used, we elaborate on the techniques ¢hased to evaluate the identity
assurance of the SIT attributes. Then we show how ident#tyrasice techniques are used
while managing SIT attributes. Revocation mechanisms @3 identity attributes are
also developed. In particular, we illustrate how the retiocetechniques can benefit from
the underlying VerylDX federation framework.

This chapter is organized as follows. In the next sectionntr@duce basic components
of the VeryIDX framework. Section 2.2 introduces the cona#SIT attributes and gives
an overview of our approach to the problem of identity theithwilustrative examples.
Section 2.3 provides details on the identity assuranceeSifi attributes, which is cru-
cial for the correct usage of such attributes. Section 2dtSection 2.5 elaborate on the

management and revocation of the SIT attributes. In Se@ti®mve provide a summary.

2.1 Basic Components

In this section we first introduce the notion of VerylDX fedon that will be used
throughout the rest of the presentation. We then presefitnimary concepts related to

establishing individuals identity attributes.
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2.1.1 VeryldX Federation

The goal of federations is to provide users with protectedrenments to share iden-
tities by the proper management of identity attributes. efations provide a controlled
method by which federation members can provide more intedrand complete services
to a qualified group of individuals. We employ a simple fedieramodel that is however
sufficient for developing our solutions for identity verditon in federated IdM systems.
Our approach to federations involves three types of estipeincipals, service providers,
and registrars. Formally, a VerylDX federation is modeledaauple = (P,SP,R),

where:

- P is the set ofprincipals. Principals are associated with a SSO ID; each SSO ID
represents a principal of the federation. An individual barassociated with several

principals in the federation.

- SP is the set ofservice providers(SP). The services offered by SPs are protected
by a set of policies defining the requirements principalshawsatisfy for their use.

Such policies are referred to as service disclosure pel[Gi&, 34].

- R is the set ofregistrars which establish and maintaidentity commitmentased
to establish proof of knowledge of SIT identifiers. At leaseaegistrar has to be in

place to achieve multi-factor identity verification of peipals.

The distinction among the above entities is logical anddtoee the same federation
host may provide the functions associated with several satties.

We assume that public keys managed under public key infictsire (PKI) and related
standards are used for identifying SPs and registrars. $aeisuch infrastructure pro-
vides secure communications among entities. The use of fideatials for authentication
between federation entities is employed in several cufegt@ration frameworks [6,13,35].

The identity information of the individuals stored at thgistrar is signed by the reg-
istrar at the time of enrollment (see Section 2.4.1). Fa thirpose, the registrar has an

additional public-private key pair that allows the regastto aggregate signatures as pro-
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posed by Bonelet al. [22]. In Chapter 3 we show how the aggregate signature of the

registrar on principals multiple SIT strong identifiers danefficiently verified.

2.1.2 Identity Attributes

Our notion of digital identity is defined in Chapter 1, Sentih1l. As mentioned digital
identity refers to nyms and partial identities. A partiamdity is a set of strong and weak
identifiers (or identity attributé¥ associated with an individual.

In our work, we employ SSO IDs (nyms) to uniquely identify apipal associated with
an individual within a federation. Individuals who enrolltivthe registrar are identified
by their chosen user name and the registrar name, sepasatsanibol@. That is, if the
chosen name of an individual &ice and it enrolls with registraReg1, then the SSO ID
would be Alice@Regl. Note that other user naming conventions could be used héee.
essential property is that a principal’s SSO ID be uniquéwvithe federation.

Once the individual has successfully established a SSO tbdriederation, then this
SSO ID is used to represent the corresponding principal pfineipal can enroll different
types of identity attributes associated with it. The SPisessthat a principal can be eligible
for depend on the satisfaction of the identity verificatiod aervice policy enforced by the
SP. Such policies specify the principal’s identity atttdmithat are required for identity
verification and to qualify for a particular service.

Identity attributes can be further distinguished into twypes: 1) uncertified attributes,
corresponding to voluntary information given by individsiaand 2) certified attributes,
corresponding to attributes that have been verified ancedssis signed digital certifi-
cates [36,37] by trusted third parties. Using its SSO ID thiegipal can log on to different
SPs and access the provided services. Here, differentrszenaay arise. In case the prin-
cipal does not have any certified attributes, it can accesgss for which only voluntary

information needs to be provided.

INote the word identifier is used synonymously with identityibute.
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For services requiring higher clearance and thus requaoergfied information from
the principal, the principal has to be issued the requirgdalicertificates from third party
trusted authorities called certificate authorities (CAR)ere is an agreement among feder-
ation entities about which CA’s are trusted. Trust on a CA ip@yased on an acceptable,
well-defined procedure for the verification and certificatad different attributes [38, 39]
thatis followed by the CA. Therefore the certificates issoyeduch CA's will be considered
reliable within the federation.

There are different approaches that can be taken by a paincipbtain certified at-
tributes or certificates. In the case when a principal dogegassess any initial digital
certificates, the certificate issuance may be performedlaysiqal location of a CA, so the
principal can obtain digital certificates based on the ppias real world credentials. For
example consider a case when a principal who has a SS/HoQ Reg1, does not possess
any digital certificate and needs to obtain a digital cedticcertifying thaiAlice SSNis
the social security number (SSN) belonging to the princiffate@QReg1. In this case, the
individual corresponding to the principal has to show thegidal credentials verifying the
ownership ofAlice_.SSNand theAlice@QRegl SSO ID, to authorized personnel at the phys-
ical CA office. If the verification is successful, the prinaipeceives a certified attribute or
certificate that asserts thatice. SSNbelongs to SSO IDAlice@QReg]1.

A second approach can be used when a principal either alteaglgome digital cer-
tificates, or the claimed information can be verified by asitgs some reliable online
databases. Additional certificates can be issued basedi®mtormation. We assume
that policies to issue such certificates are in place at the. @X's can also issue a special
type of certificate that attests the ownership of other foeaites. These certificates help as-
sociate user certified identity attributes from differeettificates. An example to illustrate

this is as follows:

Example 2 Figure 2.1 demonstrates an example for the issuance of ificaget that de-

notes credential ownership. As shown, principal Alice hes tertificates. The first cer-
tificate is issued by a registrar and states thiate@Reg1 has SSNAlice. SSN The second

certificate is from a trusted CA and states thite SSNhas aLow_Income_Status (L1.5)
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2. Verify validity of
credentials with

external trusted parties Alice@Reg?
o Alice_SSN —
_ 1 Prowde_dlgltal___ 3 Alice@Reg1
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- digital —_—
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Credentials ) Status

Fig. 2.1. Example showing ownership of credential certidasuance.

for brevity. Alice wants to get a certificate stating that g$tepresented by her SSO ID)
has aLlS to be used within the federation without revealing her SShNceAcan obtain
such a certificate by submitting to a trusted registrar/ih& certificate and the certificate
associating her SSN with her SSO ID. In return she obtainfinbecertificate associating
Alice@QRegl with LIS. Here, the actual disclosure of the SSN may not be required, b

the value only needs to be the same for the two certificates.

Following is an additional example of certificate issuanasdal on CA policies.

Example 3 When a principal requires the issuance of new certificatesust prove pos-
session of pre-requisite certificates according to théfioatie provisioning policies of reg-
istrars. IfAliceQReg1 has the certificate associating the SSO ID with her SSN, slydoma
eligible to obtain alrusted-Usecertificate. In this case the certificate provisioning pplic

of the registrar may require Alice to be uniquely identifiedste can be held accountable.

As shown by the example above, when a principal requiressigance of new cer-
tificates, it must prove possession of pre-requisite ceatifis according to the certificate
issuance policies at the CAs. In the example unique ideatibn using a strong identifier
is used here for accountability purposes. However, thiglitmm is not always needed for
accountability if pseudonymous systems [15,40-42] orgialternate techniques based on

weak identifiers [2] are used.
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Certificate management techniques to achieve the above hasle been explored exten-
sively [36,43,44]. We focus on the use of such certified idiens for SIT identifiers in the

rest of the chapter.

2.2 Identifiers Secured from Identity Theft

Identity theft occurs when a malicious individual uses adivildual’s personal infor-
mation such as the user’s name, Social Security number (2828t card number (CCN)
or other identifying information, without its permissioim this section we offer our ap-
proach to prevent identity theft in a federation. As mergmarlier in this chapter, we
refer to the strong identifiers secured from identity thefS&T strong identifiers (or simply
SIT identifiers/-attributes). The identity verificationig SIT attributes is based on a well
known technique called zero knowledge proof of knowleddgeRKs for brevity) [41, 45].
ZKPKs allow an individual to prove the possession of a pevsgcret without releasing
it. SIT attributes are associated with information theioedty secure Pedersens commit-
ments [46] which are used to provide proof of knowledge of ¢beresponding strong
identifier.

These SIT attributes can correspond to both certified orrtified strong identifiers,
although we focus primarily on certified strong identifieRegistrars are assumed to be
semi-honestfor the principals’ attributes they keep track of. A pringigan register its
SIT attributes withanyregistrar in the federation by first engaging in a bootstirgpSO
ID enrollment procedure. Once the initial registrationasnpleted, a set of SIT attributes
are associated with the principal’s SSO ID and with eachrothieese attributes are used
together with ordinary data to protect from identity théfere, and throughout the chapter,
by protection against identity theft we mean the inabilityuse a SIT attribute without the
proof of additional identity information. To protect agsindentity theft it is important
that an adversary be prevented from registering attritaftether principals as its own SIT

attributes; therefore our security model includes idgragisurance mechanisms elaborated

2According to the accepted definition of semi-honest estitiee assume registrars will follow the protocol
but may also want to learn more information than they are esigg to.
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in Section 2.3. We provide our approach to achieve the ahowibnality in the following

section.

2.2.1 Main Approach

The key components of our solution can be summarized aswsllo

1. Whenever a principaP presents a SIT strong identifier to a SP in the federation, the
SP requires additional proofs of identity according to @sal verification policies;
each SP may have different verification policies. The subimisof these additional
proofs of identity by P and the corresponding verification by the SP is executed
through the use of our new aggregated ZKPK protocols (Se@t€hd). With our
aggregated proofs the principal can prove knowledge of anybination of several
SIT strong identifiers efficiently. As the actual values of fdentifiers are not re-
vealed to the SP this approach preserves the privacy of theipals. We show that
a malicious principal cannot provide these proofs of idgntinless the values of all
the relevant SIT strong identifiers and the secrets assakcwith them are compro-

mised.

2. Each SIT strong identifier used by a principain a federation, either for direct use
or only for identify proof, must be registered with a regastthat, upon registration,
providesP with a signature on the commitment of the identifier. Ideetgican be
registered at different times and also when the party iopeihg an interaction with
a SP. The management of the registered SIT strong identi$idrased ondentity
records(ldR) created for each registering party. IdRs are elakdréirther in this

section.

3. To avoid that a malicious principal registers with a fedi@n a strong certified iden-
tifier owned by another individual, a duplicate detectioatpcol is run upon regis-
tration to determine whether the same strong identifier maa@dy been registered by

a different party. Duplicate detection requires that ptioregistration, the principal
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contacts the original issuer of the strong identifier, whieimerates a unique num-
ber which is associated with the commitment of the strongtifler in a certificate
signed by this issuer. This is achieved through the blindatigre protocols, where
the blind value of a strong identifier corresponds to the seirally secure commit-
ment of this identifier, which is subsequently used in thestegtion. At the time
of registration, duplicates are detected based on the udestibuted hash tables
(DHT).

The Identity Record (IdR) for a principal is establishedha time of registration and
collects the commitments corresponding to the SIT idensifiEach commitmentin the IdR
is signed by the registrar. The IdR also collects other patara along with a SSO ID and
relevant weak identifiers. The IdR is used to evaluatedaatity assurancef the enrolled
commitments. The IdR is updated with information about tbgistered individuals as
they progressively use the registered strong identifietiseavarious SPs. Individuals can
register new strong identifieos-the-flyat the registrar where their IdR is stored. Registrars
use the IdRs to determine the correctness of the registen@tsdentifiers and to detect
theft attempts. Each time a commitment is registered, thistrar ensures that the values
are consistent with the information present locally at #gistrar and globally within the
federation.

The content of the IdR has to be available when the individegliests a service from
a SP for enabling verification of the commitments. Availiypitan be ensured in two
ways. One way is to let the individual indicate its registrao that the SP can directly
retrieve the required content of its IdR. This approach ireguhe registrar to be online.
The other option is to encode the IdR content in a certificate, have the registrar sign
each tuple. This structure can be stored at the individuhtlaen submitted along with the
service request. To avoid the usage of stale certificates;dltificates can be short-term

and re-issued to the principal on a regular basis.

3In general several registrars may be part of a federation.
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Fig. 2.2. Example 4 illustrating the main approach (Steps@)t

2.2.2 Examples

We now provide a case scenario showing an application of olutisn for SIT at-

tributes. The steps are also illustrated in Figures 2.2 aBd 2

Example 4 Consider Alice, an individual who wants to join federatiosviall. E-Mall
offers a safe environment for online business, comparisop@ing, web hosting, domain
registration, banner advertising, website advertisind) smforth. Alice first establishes a
SSO ID and password with a registrideg1. Before registering and using the SIT identi-
fiers, Alice contacts the issuer of the strong identifier tbageertificate that contains the
commitment of the strong identifier, created by Alice, andigjue number associated with
the strong identifier that is generated by the issuer. Fomei@, in step 1 in Figure 2.2,
she contacts her bank, who issued her a credit card numb&t)(@€get a certificate that
uses the blinded or committed value of the CCN and assodiatéth a unique number
corresponding to it. Then in step 3, she registers her CCN mgistrarRegl1 to be safely

used within the federation.
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Reg1 upon receiving the CCN first verifies that the submitted CCHN hat been al-
ready registered by some other individual in federation &NMs depicted in step 4. If
this condition holds, Alice an®kegl execute the registration protocol to sign the desired
commitment for the CCN, which will be used subsequently wtiest CCN is used as a
proof of identity. This information is encoded in Alice’sddtity Record, which can also
be encoded in a certificate signed by the registrar if desired

Alice, as a member of the federation can now proceed, asn7ste Figure 2.3, with
the request of a service from an E-Mall store, say SP-Shogoing to the SP-Shop’s
policy, in the next step, this store requires Alice’s CCNnglavith a different form of
identity verification from Alice for authentication. SP-&hthus challenges Alice’s SSN.
Note that SP-Shop has no actual interest in knowing the \@fltiee SSN; but it wants to
be assured that (i) Alice knows the SSN of the owner of the C@#lthat (ii) they both
refer to Alice (as identified by her first and last name). Beea®SN is a strong identifier,
Alice wants to protect it from identity theft. As such Alicatemits an additional request,
in step 11, toReg1 for registering her SSNReg1 does the necessary checks to see if the
information provided in clear (e.g. first name and last namejonsistent with Alice’s
record, and that no one else has registered the same SSNs# thhecks are performed
successfully, therkeg1 updates the IdR of Alice with the new SSN commitment. At step
14, a corresponding certificate storing the IdR could beseed to Alice, and the previous
one discarded.

Alice, in step 15, is now in the position to send the updatetifmmate and to be able
to construct the aggregate proof of knowledge of the redudentifiers for the SP-shop to
resume her original request. SP-Shop verifies the owneashie certificate with the help
of the proof, followed by validating the CCN itself. In step, CCN validation information
is sent toReg1 if the transaction is successful. This wdgtgl now knows that the CCN
registered initially is valid and can update this informatin Alice’s IdR. Alice can thus

complete the transaction.

Our approach supports the strong verification of identitgikattes, which is a compo-

nent of comprehensive solutions against identity theftelHa basic requirement is proving
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Fig. 2.3. Example 4 illustrating the main approach (Steps I779).

the knowledge of the various committed values and this isegeld through our multiple
proof of knowledge with aggregate signatures cryptogm@pdchnique. If all but one se-
cret of the multiple factors are stolen by an adversary tlwofpcannot be constructed.
Moreover, this combination of knowledge of strong identgies determined at the time of
identity verification and is computed efficiently, adding tequired flexibility and usability
in the system.

We now extend the above example, to the case when a malicatystpes to use a

stolen identifier and show how our technique protects agairh attempts.

Example 5 Consider a malicious user Mallory, who has managed to stee¢’d CCN

after Alice has registered it. Mallory’s main goal is to béeato use Alice’s CCN to shop
at SP-Shop. When SP-Shop challenges Mallory to provide 8 Sorresponding to this
CCN, Mallory could try one of two possibilities. First, sheutd attempt to use the public
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IdR of Alice and try to construct the proof of knowledge of tfegistered commitments.
Mallory is however not able to construct such proof, as ogregate proof of knowledge
is possible only if the prover knows the actual values of themitted strong identifiers.
Moreover, Mallory does not gain any advantage, even if sheages to learn the value
of the SSN and not the random secrets associated with the itorenmts. The second
possibility Mallory has is to register the CCN of Alice, witler own SSN. However, when
Mallory sends a request to register the CCN, because of qlicdte detection mechanism,
the registrars can verify that the same strong identifierdieesady been registered and
aborts the registration. Thus Mallory cannot use Alice’dN;Gnce Alice has registered it

with the federation.

Thus we see how our system mitigates attacks from malicisessuo impersonate and

misuse the compromised SIT strong identifiers of the regadtasers in the federation.

2.3 ldentity Assurance in VerylDX

The notion of identity assurance deals with the confidencaitae truth of the claims
related with the identity of an individual. Weak identitysasance may increase the risk of
identity theft, as provenance and authenticity of the idgmiata are not certain. Hence,
strong cryptographic techniques built upon identifierd theve weak identity assurance
are vulnerable to misuse. Strong identity assurance isalarscial requirement for any
identity management system. Our approach to identity asserrelies on the use of mul-
tiple proofs of identity that are stored in the IdR. The IdRaifundamental notion of our
approach in that it actually provides a digital represeotadf user identities. In this sec-
tion we define all the components of IdRs and various notidassurance related to such
records. We describe the requirements and mechanismslt@mevand maintain assurance
about IdRs in subsection 2.4.

We now elaborate on the notion of Identity Record and theiredwsecurity checks for

ensuring identifier consistency within the federation.
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2.3.1 Identity Record and Assurance Levels

As we mentioned, each princip&l in a federation has associated one or more IdRs,
each recorded at some registrar in the federation. EachrdBrn consists of several
identity tuples denoted asr’s. Each identity tuple is associated with one SIT identifier
and records all information required for the verificationtbis identifier at the time of
usé€. In particular, each SIT identifier, is associated with two other types of identifiers: a
semantically secure commitment, and a unique identifievaated withm, denoted as/
and )}, respectively.M is generated by the principal while interacting with theuessand
submitted for registration}/ is then signed by the registrar upon registratiomof

The signature on/ is denoted by and is part of the identity tuple associated with
m. M is computed ag™h", whereg andh are generators in grou@ of prime orderg.
The commitment is created in a form that is used in the ZKPlsgm&d in Chapter 37
andq are public parameters of the registrar and chosen randomly frori,°. To allow
principals using different IdRs at different registrabg public parameters are the same for
all registrars in the federation\/ is a unique identifier which is assumed to be generated
by the issuer, at the time of issuance of the certified strdegtifierm. In the following,
we refer tolM as theidentifier binder The issuer encodes the unique identiﬂ/@ralong
with the commitmenil/ in a certificate, denoted &6. M is encoded in a hidden fashion.
T is signed by employing blind signature techniques [41, 4248] on the original strong
identifierm. It is issued to the principal, and it is crucial in determipre-registration or
duplicates, as illustrated in Section 2.3.3. Note thats conceptually tied ten and this
relation can be proven based dh Thereforel itself is not to be stored in the identity
tuple.

m is also tied to a set of weak identifiers, denoted by, . . . w;. }. For example, assume
404033004379 to be a credit card number and ‘Alice’ and ‘Bhbe the first and last
name of an individual. Here, 404033004379 is the strongtifienvalue, while ‘Alice’

“Note thatr can possibly contain null values for information that is keown.
SThese public parameters may need to be known by the issuée wreiating the unique identifier. More
details of the cryptographic commitments and mechanismsuarject of Chapter 3.
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and ‘Smith’ are the associated weak identifiers. The IdR s$s alssociated with some
other public parameters required for the cryptographitquas, as detailed in Chapter 3
Section 3.3.

All SIT strong identifier commitments and weak identifiers gagged with an identi-
fier descriptor tag and two types of assurance, namaliglity assuranceand ownership
assuranceValidity assurance corresponds to the confidence abowlidbty of the iden-
tifier based on the verification performed at the identifiem&ier. As such, it refers to the
correctness of identifiers with respect to the real worldiimfation sources and the issuers
of the identifiers, which can possibly be external to the fatlen. For example an issuer
(say M asterCard) can verify if a credit card number it issued is valid. Owingpsassur-
ance corresponds to the confidence about the claim that theigal presenting a given
identifier is its true owner.

We introduce four levels of assurance: absolute assurtagged as ‘A, corresponding
to the absolute certainty about the claim; reasonable aissey tagged as ‘B’, correspond-
ing to case when one or more assertions from trusted pawistsregarding the certainty
of the claim; unknown assurance, tagged as ‘U’, when ther®ignformation to assert
the certainty of the claim; and false assurance, tagged’adeRoting that the claim is
incorrect.

We assume that absolute validity (label ‘A’ of the validagsure) of a given strong iden-
tifier can only be determined by authorities that have isshedtrong identifiers. Because
such authorities may not always be part of a given federati@nassume that the federa-
tion is allowed to verify validity of identifiers with such thorities according to existing
agreements. Note however that our approach also suppertsae when such verifica-
tions are not possible. We mark as ‘B’ the validity assuraoica strong identifier, the
validity of which has been asserted by a principal and thiscgral has other several iden-
tifiers with ‘A’ category validity-assurance. If no entityther than the principal supports
the validity of the strong identifier, the identifier is madke&ith unknown assurance ‘U’.
Identifiers might be immediately validated by contacting torresponding issuers, either

upon registration, or they might be validated later on whetnally used by the principal.
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Alice@Registrar1| PARAMS
Strong | Signature | Commit- | valid- | owner- WeakID (list)
IdTag [o] ment [M] | assure | assure
CCN 74387264 | 3298397 A B Value | tag valid | own
87979976 | 9798749 Alice | fname | A B
66676989 | 3827983 Mars | Iname | A B
SSN 88874724 | 3987239 U A Value |tag valid | own
72323098 | 8747973 Alice | fname | A A
40923610 | 8294991 12442 | zip A A

Fig. 2.4. Simplified graphical representation of an Idgrfdecord.

The latter corresponds to the conceptady validation Precisely, strong identifiers can
be validated following either pull or apushapproach. Under theull mode the registrar
determines the validity status before the value of commitnie signed and used in the
federation. Thus, the registrar checks the validity imrataly and the validity assurance
is set to ‘A. Alternatively, the push mode implements theylaalidation. The validity is
verified by any SP in the federation receiving the actualealithe strong identifier. The
SP contacts the corresponding issuer, and sends the i@hidasult to the registrar storing
the corresponding IdR so that the IdR can be updated acgydin
The notation adopted to represent the various IdR elemgassfollows:
IdR ={{r;}, cryptographic parametefs
Ti = [(0i, M;, tag, validity-assure, ownership-assure), {Wj, }|

Wi, = (w;;, tag, validity-assure, ownership-assure)
The resultant IdR is used by the principal to perform mudtitor identity verification

using the enrolled strong identifiers. The strength of thidigation is based on verification
policies of the verifiers that may use the ownership and iglassurance of the enrolled
SIT identifiers. We now provide an illustrative example ofldR in Figure 2.4 and explain

it with the following scenario.
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Example 6 Consider a principal known as Alice@Registrarl enrollethwegistrar re-
ferred to as Registrarl. She has registered two strongifigesit a CCN and a SSN. The
signatures and commitments of each are computed and stohedCCN is validated in
the pull mode by Registrarl, therefore italidity-assure is ‘A. The CCN is enrolled on-
line and theownership-assure is ‘B’. The SSN is instead enrolled through a face-to-face
interaction. Itsvalidity-assure is set to ‘U’ as the value has not been confirmed by any

entity other than Alice, while thewnership — assure is setto ‘A.

2.3.2 Ownership and Consistency of Identity records

To effectively protect identity of registered principaddl,the identity records in the fed-
eration should collect only those identifiers, the owngrgtiiwhich has been assured. An
implied aspect to take into account deals with identifiepssistency across the federation.
Before formally defining these two key notions we need toifgldhe concept ofproof of
knowledgeof a strong identifier of valuen. We say that principaP can provide a proof
of knowledge ofn if it provides a verifiable cryptographic token used in a ZKpidtocol
(see Chapter 3, Section 3.3) that asserts thkhows: (1) the actual value of,, and (2)
cryptographic secret(s) associated with the correspgrsiimantically secure commitment
M. This is denoted a8/ > P (read “M belongs taP”).

The conditions according to which a princip@lcan prove ownership of a given IdR
are dictated by a policy. Such policy specifies which of the committed strong idestsfi
in a given IdR need to be proven to ensure ownership of theeviemord. Policyr can
either be specified separately by the various registratanibe globally defined as a part
of the federation agreement policies. Ownership of IdRPggroven according to policy
is denoted by dRp », P and is formally defined as follows.

In the definition and throughout the chapter we adopt the dtdtion to denote an
element in a given object. That is, a tupteappearing in/dR is denoted byldR.7’, and

the tag descriptor of the strong identifierihas’.tag.
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Definition 2.3.1 (Ownership of Identity Record) Let 7 be a policy and let) be the set
of tags to be verified according to. A principal P registered at registrark? can prove
ownership of an identity recorddRp if, for eacht € 1, 7 € IdRp exists, such that
T.tag = t and the following conditions hold: (i} > P; (ii) P can provide proof that

signaturer.o is valid ; (iii) T.validity-assure = A; (V) T.ownerhip-assure = A or B.

The definition states that ownership assurance of an igeetibrd is the result of the
ownership assurance of each tuple referred in the policgt By for each such tuple, it is
required that the signature on the strong identifier be eekitihe validity assurance of the

strong identifier is set to ‘A’ and the ownership-assurascet to level ‘A’ or ‘B’.

Example 7 With reference to Example 6 (see also Figure 2.4), Alice’s@whip assur-
ance on the first tuple in the IdR corresponding to the CCNAli®écause the validity
assurance of the CCN is ‘A" and ownership assurance of the GCR'. However, her
ownership assurance on the second tuple corresponding\piS3J’ because the valid-
ity assurance of the SSN is ‘U’. Thus, by taking a consereatipproach, the ownership

assurance of Alice’s IdR is ‘U".

Notice that identity assurance is a broader concept thagnawmhership and validity assur-
ance. ldentity assurance is also related tocthesistencyf the IdR. Consistency of IdR is
both a local and a global concept. Local consistency dedlstiwe information recorded

by a specific IdR. To be consistent, the collected strong asakwdentifiers should qual-
ify an individual with no evident errors. That is, no confing attribute values should be
collected in the same IdR. For instance, if the weak identthge” appears in different

weak identifiers, it should have the same value. Global stersty requires that no strong
identifier be associated with multiple principals, as theytgpically unique, unless some
specific conditions, detailed below, hold.

We formalize the concept of consistency in the following wi&tin.

Definition 2.3.2 (Consistency of Identity Records)et F = (P, SP, R) be a federation.
Let P be a principal inP, enrolled at registrark € R. Let [dRp be an identity record of
P. We say that:
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1. Idrp is locally consistent with respect t8 if Vr; € Idrp,jﬂri.mh,rj.wjk,j =+

iltagw,n = tagw,r andr; Wy, # 7;. Wig.
2. Idrp is globally consistentvith respect taF if one of the following conditions holds:

(@) AP, € P,P # P;|M, = M, andr; € Idrp, andIdrp, », P,

(b) if 3P, € P, P # P;|M, = M, andr; € Idrp,, thenldrp, », P.

3. We say thatdRp is consistenif it is locally consistentvith respect ta? andglobally

consistenwith respect toF.

Local consistency checks are executed to verify that threre@weak identifiers in the
same IdR with the same descriptor tags and different vak@sexample the value of the
weak identifier tagged bffrstnameshould be the same in all strong identifiers in which it
appears. With respect to global consistency, the first ¢mmdiequires that no duplicates
of strong identifiers exist in a federation; in most casegdrang identifier is unique to an
individual and a duplicate may represent an inconsistetowever, as stated by the second
condition, if a duplicate is detected in another identitgarel, then the principal should
be able to prove ownership of this identity record. Therefaur approach also allows
multiple principals to commit the same value for strong tife@rs, under the condition
that ownership of the duplicate strong identifier can be @noviFor instance, we let two
principals share a same credit card, if both can prove theeship of the corresponding
ldR.

A summary of identity assurance types and levels is preddant@&able 2.1. This il-
lustration is used in the rest of the dissertation. Howelverftamework can be applied to
other assurance levels and the associated policies deflrenmgquirements for each level.

Identity assurance can be achieved by enforcing specifickshag registrars.

2.3.3 Functions Enforcing ldentity Assurance

We have designed a set of functions implementing the caetded to verify identity

assurance. These functions are summarized in Table 2.Zsaitsdre provided as follows.
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Table 2.1 Summary of identity assurance types and levels.

Assurance Type ‘A ‘B’ ‘v ‘F
Validity-assure | Validated | Offline checks| No valida-| Proven
by original | using algorithmg tion done | false
issuer with known cor-
rectness criteria of
the identifier
Ownership-assure In-person | Digital introduc-| No owner-| Proven
registration | tion (§ 2.4) ship proof | false

LocalConsistency(r, IdR, P) . This function checks whether the weak identifiér's=
(wj, tag, validity — assure, ownership — assure) appearing on the input identity
tupler are locally consistent. That is, if the samig descriptors are present in any
other identity tupler’ of the same IdR, the value of the corresponding tags should
be equal taw. For example, if a credit card number (CCN) was committeci@lo
with weak identifiersfirstname andlastname, when a new identifier, say SSN, is
committed the values of the weak identifigia stname andlastname associated

with the SSN should be identical to that for CEN

FederationDuplicateDetection(r, IdR,P) This function checks whether duplicate val-
ues ofm exist in the federation, where is a strong identifier appearing in tuple
7 belonging toP. Duplicate detection can be achieved if the strong idendifie
are enrolled using certificat&s which are uniquely identified, as introduced in Sec-

tion 2.3.1. The blinded value iif is the semantically secure commitmeit

At the time of registration the individual provides the wnégess token (e.g/;, ]\/J\i))
and the commitment/; being registered. The registrar checks if a duplicatéig)f
exists. Duplicate detection is based on use of a DistribHi@sh Table (DHT) [23].
This table keeps track of the strong identifier tokens thaehalidity status equal

5We assume the same tag names corresponding to the sameisemant
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to ‘A. The DHT is maintained by the registrars of the fedevat The entries in
the DHT are tuples of the formﬁ, P, R), where P denotes the principal, ang
the identifier of the registrar storing the principal’s IdBRuplicate detection is ac-
tually executed by running algorithaokup on the DHT. Because the tables are
distributed, the duplicate lookup is efficient in that it do®t require an exhaustive
search. If a duplicate is found the algorithm returns fatsgfarther actions are taken

to detect whether a misuse has occurred.

For completeness we briefly describe the DHT in the followiAdOHT is not cen-
trally stored in that it partitions a key space amanggrvers. The keys are mapped
uniformly to the registrars. Such an approach enables tyatat partitioning of hash
tables to distribute the execution of identity verificatmperations and data storage
across the various registrars. Assuming a secure hashdnnstused [49], this hor-
izontal partitioning strategy evenly distributes load alada across registrars. Each
registrar has a partial list of where data is stored in théesys A lookup algorithm

is used to locate data given the key for that data.

ExternalValidation(r, IdR,P) This function validates the strong identifier appearing
in 7, by contacting the issuer authority, which provides v#jidissurance. If the
issuer successfully validates, the associatedalidity — assure value is set to ‘A.
It is important that the weak identifiers used for the extewvaldation correspond to

the ones enrolled in.

External validation can be initiated according to the pusghudl strategy. In the push
mode, any SP in the federation receiving the actual valueestrong identifiern

consults the issuer. The SP sends the validation resultetoeistrar storing the
corresponding IdR so that the IdR can be updated accordibglger the pull mode,
the registrar needs to determine the validity status bdfwrevalue of commitment
M is signed and used in the federation. In this case the paheimpcrypts its strong
identifiers with the issuer’s public key which we assume tabealable and sends it

to the registrar. The registrar then appends the strongi‘itﬁrbinder]\/f to it and
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Table 2.2 Identity assurance functions.

Function Description

LocalConsistency(r, IdR, | To check whether weak identifiers inare lo-

P) cally consistent.

FederationDuplicate To check whether duplicate values of the strgng
Detection(r, IdR,P) identifier commitment exists.
ExternalValidation(r, To validate the strong identifiern. appearing in
IdR,P) 7, by contacting the issuer authority.

sends it to the issuer for verification. Details of this pehoe are given in Protocol
4b in Chapter 3. Once the verification from the issuer is cetepl, the registrar

computes a signatureon the commitmend/ and adds it ta-.

2.4 Management of SIT Identity Records

The management of identity in our approach is charactedethree main phases:
enrollment, during which individuals register identifievgh the federation; usage of iden-
tifiers, requiring the verification of identity informatipand update of identifiers, allowing

individuals to modify their IdR. In what follows we discussch phases in more detail.

2.4.1 Enrollment

Individuals are required to submit strong identifier conmants to enroll in the feder-
ation, according to the policy of the registrar. These gridlentifiers are issued by various
issuers, prior to the enrollment. As our approach is basechwalti-factor verification of
identity, we assume that a minimum number of identifiers exdeel to actively participate
in the federation. The exact type and number of identifieregaster is part of the registrar
policy and is assumed to be publicly available from the tegis For example, a registrar

may require that a principal submits at least three stroegtitiers for enrolling in the fed-
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eration. As a registrar is not considered completely trasty, the values of the strong

identifiers are not to be released in clear. The main goal gitt@tion is thus to store

unique and hidden SIT attributes to such semi-honest ragsst

When a principalP’ enrolls at registraR a set of commitment&/, . . . M,,, correspond-

ing to strong identifiersny, ... m; an IdR (sayldRp) at R is created. The following steps

are then executed for eaehy (1 <1 < k) of the submitted strong identifiers:

1.

The ExternalValidation (7, IdR,P) function is executed, to assign thelidity-

assure value of the strong identifier.

If i # 1 and thus other tuples have been inserted,LihealConsistency (7,.c.,
IdRp,P) function is executed to confirm local consistency of thentdg tuples in

IdRp, with respect to the weak identifiers.

. TheFederationDuplicateDetection (7,...,, [dRp,P) function is executed to check

for duplicates of the various/, , . . . M,.

. Theownership-assure level is determined based on the following three caseB. If

is performing a face-to-face registration, themnership-assure = ‘A, else if P's
ownership claim is asserted by another principal who idédighen thewnership-

assure = ‘B’, and finally if no assurance is givenywnership-assure = ‘U’.

. M, is then signed byR to generate the signatuse,.,,.

Finally 7,,.., is added to the IdR. In this case the validation with the isbas been
performed, and the result of thelidity — assure is set according to the returned

value.

When executing th€&ederationDuplicateDetection function if duplicates are found,

the principal is asked to prove ownership of the IdR convgitire duplicate. If the principal

is unable to provide proof of the ownership, then the enretitis aborted. Once this check

is completed the newly created IdR is consistent accoraim@etfinition 2.3.2. At the time

of enroliment, ownership of the claimed strong identifids®aneeds to be ensured.

Individuals can enroll either through a face-to-face regtgon process or online.
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Physical Registration

Face-to-face registration is executed when an individhgsally enrolls at a specific
registrar office by showing credentials proving its idgntind hence proving the owner-
ship of the claimed identifiers. For example the individua go to the physical registrar
location where it shows its SSN card. A trusted official intbgistrar confirms the validity
of the physical card and supervises the enroliment proesehsuring that the correct SSN
number is entered into the system and thus stored as a corentitidere the individual
trusts the registrar's system not to store extraneousnrdton other than the commit-
ments needed for the enrollment. As per the example polibgvied in the dissertation,

face-to-face registration results in amnership-assure level equal to ‘A’

Online Registration

An alternative approach is online registration. Onlineis&gtion of strong attributes
is challenging in the absence of principals’ public keyspiatect an individual’s privacy,
we require that strong identifiers of a principal are neveegiin clear, not even to the
registrar storing this information, when such values ateneeded to qualify for a specific
service. This requirement adds a level of complexity to gggstration procedure: the reg-
istrar cannot guarantee that the information registeredrisect or owned by the principal
enrolling it. We therefore base the online registrationf@doncept otligital introduction
by strongly identified principals. The principal acting agrantor for the enrolling princi-
pal needs to have a valid IdR (S&Y R, anior) aNAId Ry anior ®, grantor wherep is the
identity verification policy of the registrar. Thyrantoressentially asserts that the enrolling
principal actually possesses the strong identifiers thensibmments of which are presented
to the registrar. Such an assurance is based on the levakbbfigrantor, theownership-
assure Of this type of registration has a level equal to ‘B’. Onliregistration will thus
require the individuals to present one assertion from aitleae grantor in addition to the

minimum number of strong identifier commitments.
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2.4.2 Update

The IdR may have to be updated for 1) adding strong identibenmitments, 2) re-
voking strong identifier commitments and 3) changingdh&dity — assure status of the
strong identifier commitments in the IdR.

When a principalP requires adding a strong identifier commitmett,.,, to its IdR
(sayIdRp) at registrarRz, it presents an identity tuple,..,, collectingM,,.,, and a set of

weak identifierdV,,..,; the following steps are then executed:

1. P proves ownership of dRp based on the policy ofz, denoted asz. Hence
IdRp w, P.

2. TheLocalConsistency(7,.., IdR,P) function is executed to confirm local consis-

tency of the new identity tuple with respect to the weak idims.

3. TheFederationDuplicateDetection(7,..,, IdR,P) function is executed to check for
duplicates on\/Znew. If a duplicate is found at another IdR, s&yR.,, thenP has to
proveldRg,, » P.

4. Theownership-assure level is determined based on the following three cases. If
P is performing a face-to-face update, themnership-assure = ‘A, else if P uses
digital introductionownership-assure = ‘B’, and finally if no assurance is given,

ownership-assure =‘U’.
5. M,.. is then signed by: to generate the signatuse.,, .

6. Finally,., is added to the IdR with thealidity — assure of each identifier set as

unknown.

Revocation of a strong identifier commitment is executedhmnging thevalidity —
assure to ‘F’. The level of validity assurance is changed when theeaeturned from the
execution ofExternalValidation function is different from that already stored in the IdR.

A detailed approach on how to revoke SIT attributes is giveBaction 2.5.
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2.4.3 Usage

Any combination of the signed values of the commitments earelguired for identity
verification purposes by a SP. The content of the IdR must bleuavailable when the
principal requests service from a SP. Availability can b&uead according to two strategies.
One strategy is to let principd? indicate its registrar, so that SP can directly retrieve the
required content of”’s IdR. This requires the registrar to be online. Anothel@ptis to
let P store the content of the IdR in a - per tuple - signed strucfiable 3.1 in Chapter 3
indicates which identity assurance functions and cryg@tplgic protocols are used in the

different stages.

2.5 Revocation of SIT ldentifiers

2.
1. Request: CCN Compute

status check H(cid):= 1.Notify cid

. Response: SP5_ID i
CCN revoked O_ @catlon
O O 3. Notify
3. Notify registrar cid status
(sps) ----::::----fiaréfam-éo
4. Update node(s) 6. Update 4. Update cid ~reauests
OO 0~ O

(a) Steps for certified SIT attribute (b) New DHT for SIT attribute revo-
revocation in gpush mode cation in apull mode

Fig. 2.5. Revocation of SIT Identifiers.

Digital attributes state certain well-defined propertiesw the principals to which they
refer. Such attributes may be indefinitely valid, or may bkdvi@r a given time interval.

Also, attributes may be revoked if some external events comise their validityRevoca-
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tion thus refers to thendoof the claim associated with an attribute. Events that magea

attribute revocation include [50]:

e Compromise of the owner key: The owner key linked to thisiteste has been

compromised.

e Compromise of the issuer key: The issuer key used to gentrigteertificate has

been compromised.

e Changes in the affiliation of the owner: The identificatioteds of the certificate are

no longer valid.
e Obsolescence of the certificate: The certificate is supedsby another certificate.

e Termination of the certificate: The certificate has reacheend of its validity period

and has not been renewed.

2.5.1 Preliminary Notions Concerning Revocation

Most of the work in the area of revocation has focused on thecagion of certified
attributes or public key certificates [51]. A widely usednstard for defining these digital
certificates is the X.509 [50] format. The two most widelyedsschemes for managing
X.509 certificate revocations are Certification Revocatigis (CRL's) [50] and Online
Certificate Status Protocol (OCSP) [52]. Both provide riglalgsis based on certificate
usage and efficient notification about the validity statushef certificate. CRL is essen-
tially a list of certificate serial numbers that have beermked and are therefore no longer
valid. The CRL is always issued by the CA which issued theesponding certificates.
A PKI-enabled application consults this CRL to verify thdidily of the certificate prior
to its use. Because of its centralized nature, CRL is notabbtalbecause of the band-
width required to communicate with all its clients. OCSPexspdes CRL's by providing
efficient notification through the use of a distributed pomio A typical OCSP defines a
request-response protocol between OCSP client and an C&3pBnder. The OCSP re-

sponder is a trusted entity that informs the requester abheutalidity information of the
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certificates. The OCSP responder can contact various baskeciuding CRL's to retrieve
the revocation information. One issue with OCSP is that dgpiester must know which
OCSP is responder for a query. This information is typicalhecified in the Authority
Info Access (AIA) extension of a certificate [52]. One limitan regarding the use of the
AlA extension is that it may be difficult to deploy becauseldd increased certificate size.
Moreover one has to ensure that there are no compatibiiteis because of the different
versions or types of certificates using the AIA extensione Pphoblem of finding OCSP
responders can be elegantly solved in a federated envimnmit the help of DHTs and
with an optional use of the AIA extension. Another more intpat limitation of OCSP,
and any current revocation mechanism, is that it cannot bd fe uncertified attributes.
This is because there is no assigned CA that can revoke suitiuegs. We leverage the
federation architecture and follow a policy based apprdacluncertified attributes. We
assume that the revocation status is essentially provigedther the uncertified attribute’s
owner, or it is the result of the feedback of other federaéntities.

A detailed description of the revocation mechanisms fowvereous types of attributes
is given in the next subsection. We show how the underlyiftalsorative environment
of a federation provides opportunities for efficient saus to the problem of attribute

revocation.

2.5.2 Revocation Techniques

The SIT attributes introduced are useful only if they can esfied and revoked reli-
ably when necessary. It is required that revocation tecl@sdpe able to provide efficient
notification to the potential consumer of the revoked atitels and prevent their subsequent
usage.Whenandhow should a SIT attribute be revoked depends on the type of the Sl
attribute. As elaborated earlier, there are two types of&éfiibutes, namely certified and
uncertified, which require different approaches to revocatThe adopted approaches are

described as follows:
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Certified SIT Attributes. Certified SIT attributes should be revoked when the original
issuer of the certificate (external CA, or an internal fetleraregistrar) disqualifies
that certificate. This corresponds to the credential revmcariteria already well
investigated [50, 53].

Referring to Example 4, consider the case wikén— Shop checks for the validity
of Alice’s CC'N with the appropriate externdl'A and is notified that thi€' C' N
certificate is revoked. As a consequence of this notificatiemocation steps have
to be taken to update the information in the federation asvehia Figure 2.5(a).
At step 35S P — Shop sends a signed revocation messag&tgl with the SSO ID
Alice@Reg1 and the tag’C'N,,,. Based on thistegl can retrieve Alice’s IdR (see
Figure 2.4). Now based on the revocation policy of the regiskeg1 can accept the
registration and either remove the row correspondingdaV,,, or add an additional
column to record the status informationrasoked In both the cases thmmmitment
that is requisite for establishing proof of ownership oftberesponding SIT attribute
is removed. As SIT attribute cannot be used without a validroatment as shown
in Chapter 3, subsequent usage of the revoked SIT attrisyteevented. This is the
IdR update corresponding to step 4 in Figure 2.5(a).

In addition to updating the attribute information at thedbiegistrar the DHT node
(as introduced in Section 2.3.3, functiBaderationDuplicateDetection) saving the
attribute commitment also has to be updated. This is becduskcates should be
detected only for valid and unique identifiers. If an ideastifnas been revoked the
federation policy may allow the re-registration of a revibladtribute or not. There-
fore in step S5Regl sends a revocation messageth;;,; that is the DHT node saving
C'CN’s deterministic commitment. Depending on the revocatiolcy, S Py, can
either simply delete this information from its hash tableét@an add the revocation
information in the value corresponding to the commitment KEhe update of the

DHT node(s) completes the revocation process.
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Uncertified SIT Attributes. Uncertified attributes correspond to voluntary claims of
principals that do not have to be signed or verified by anytédiauthority. Here the
user itself is the issuer of the SIT attribute. Thereforetthst in the claim is often
considered uncritical. However serious security problesagh as spam, phishing
and pharming [10, 54-56] attacks arise from the incorreagaf the uncertified
attributes. It should thus be possible to revoke the usagenoértified attributes.
Revocation of uncertified attributes has not been explored.

Determining when uncertified attributes should be revoketore complex than in
the case of certified attributes because there is no entityoah assert accurately the
validity of such attributes. However we assume that if a neindj distinct revoca-
tion assertions are received for a certain attribute therattribute is to be revoked.
The number of accumulated assertions should be greateattemain threshold, de-
termined by the federation security policy. For examplesider the case that user
Alice subscribes her claimed email addreasnyQmyemail.com to SP;, SP, and

S P;. Eventually because of bounced emails each obtReconcludes that the email
is invalid. To revoke the attribute they separately sendcation requests to the des-
ignated registraRkegl. Regl saves these requests in an additional column of Alice’s
IdR. If the federation accepts a threshold of three then wherthird such request
is received thdzeg1 revokes this attribute. The revocation steps thencefottovi
steps 4 to 6 of the protocol for the revocation of certifiedlates (see Figure 2.5(a)).
Further usage of possibly incorrect uncertified attribigekus prevented. A similar
revocation procedure can be adopted if a principal who hesnpeed multi-factor

identity verification requests revocation of its attribute

The notification mechanism described above for certifiedeé@lifbutes corresponds to
a pull modefor revocation notification. This is a request reply meckanwhere the reply
is valid when it is from an authorized CA. In the case of OC@&Wpcation information
can also be from an authorized OCSP responder [52]. As bigteld earlier one prob-
lem is that the requester SP should know which OCSP respainsieould contact to get

the revocation information. One approach to address thigiss to define @ush mode
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revocation notification where the main CA pushes the revocatotification to the feder-
ation SPs when a revocation event occurs. Here the SPs tivesmpéay the role of OCSP
responders and the revocation information requests caatlsied within the federation.
To support such a solution we deploy an additional DHT (refitto as revoke-DHT for
clarity) with the SPs as the distributed nodes. The revokd-Rey in this case is the cer-
tificate ID itself. An external CA has to notify any one of thB<sSin the federation. As
an example in Figure 2.5(I3)P, is notified about the certificate identified by certificate 1D
cid. SP, computes the revoke-DHT hadii(cid) to identify the DHT node § P in this
case) where thisid should be stored. Subsequently it sends the revocatiomafiton
to S P5. Henceforth any SP that needs revocation information atentificatecid can di-
rectly access$ P5 by computing the same hash, thus identifying the DHT nodearsible
for providing cid’s revocation information. This addresses the problem ehidlying the
OCSP responders outside the federation.

Note the hash values can be pre-computed and stored in thex&éhsion field called
theaccessLocation  [52]. This parameter essentially stores the location ofQGSP
responder. AIA extension configuration is useful, but itteetse done carefully as improper
use of certificate extensions has led to severe deploymebkgmns [57]. Therefore instead
of adding this information into the certificate we can leggr#he knowledge of the revoke-
DHTs hash function to calculate the responder at runtimeas ififiormation can also be
cached locally in the system. In this way we provide two akive methods that can be

used to implement OCSP for certified SIT attributes.

2.6 Summary

In this chapter we introduced VerylDX, which is an extensifsbmework for identity
verification. VerylDX employs a flexible and privacy-predeg approach that allows a
user to establish basic identifiers and then proceed tolestaither complex SIT identity
attributes that are protected from identity misuse. Usixangple policies, we elaborate

on specific identity assurance techniques that are crititélle dealing with the SIT at-
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tributes. Finally we show how such SIT attributes are erthlmanaged, used and revoked
in VeryIDX.

Having the VerylDX framework helps overcome the difficutimm understanding of
how systems and protocols satisfying the desired set ofrisg@nd privacy properties
(See Figure 1.2) can be used within a complex IdM system. Apeehrensive set of cryp-
tographic tools, protocols and mechanisms presented nesitef the dissertation are based
on those specified assumptions, and serve as specificadiofugire development of such
systems. More specifically, the cryptographic functionatesl to aggregate ZKPK pre-
sented in Chapter 3 are used to mathematically validatesthdtant security and privacy
properties regarding the multi-factor proofs within theWw®X system against the original
requirements detailed in Chapter 1. The biometric and hjidiased identifiers presented
in Chapters 4 and 5 respectively, not only ensure the sgamd privacy of the respective
identifiers, but also are used as strong identifiers in thptographic protocols. Figure 1.2
illustrates how the various conceptual components arecom@ected within the VerylDX
framework.

There are specific assumptions to consider while employiagverylDX framework
in any given IdM system. First, the existence of at least egéstrar is assumed. This reg-
istrar is semi-trusted, in that the registrar follows thetpcols for the management of SIT
attributes, but it may maliciously try to retrieve or use #émeolled strong identifier values.
The registrars do not need to be online during the multiefiaeerification if the IdRs are
stored as signed certificates at the principals. For globasistency checks performing
duplicate detection and revocation protocols using DHiTis, assumed that the registrars
cooperate to exchange messages as defined in the protocols.

Second, we assume that the SPs and principals are untrustetiay try to misuse
identity attributes. For the principals to use the VerylDXltirfactor verification protocols
it is assumed that they enroll the required strong idensifieith the registrars. It is also
required that the principals secure and manage the seomesponding to their enrolled
SIT attributes.
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One important assumption during the decision processectlat identity verification
and assurance evaluation is the existence of policiesiassdaevith them. For multi-factor
verification, the verifier’s policies determine which fact@re required from the principal.
The strength of the verification would depend on how theséication policies are defined
and enforced in the IdM system.

Policies for assurance level evaluation determine theitond required for an identi-
fier to achieve a certain level of assurance. We have provigi@esentative examples of
such policies that are used in the rest of the dissertatioweder the usage of the IdRs is
not limited to the provided example policies. This is beeatlee design of IdR separates
how the commitments are created and the policies used toaedahe assurance on the var-
ious commitments. The commitments are created in a manrteasthey can be used for
mutli-factor proofs employing ZKPK protocols provided ilm&pter 3. These commitments
are not influenced by the policies that are used to evaluatesip and validity assur-
ance. Other policies can be applied to evaluate the assulerels and recorded in the IdR.
For example, there could be fine-grained policies to evaltla resultant identity assur-
ance. Those policies could use aspects such as identitgmaoce and trustworthiness of
the software and hardware platforms used for identity meamet in the evaluation. Other
work related to levels of assurance and metrics [58, 59] n&ylze used while evaluating
the resultant identity assurance.

The VerylDX logical framework provides a way to understanel key concepts related
to providing privacy-preserving multi-factor identity nication. The set of operational
scenarios using example policies cover the various passddes that may be taken as a

starting point to explore future possibilities.
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3. MULTI-FACTOR IDENTITY VERIFICATION USING
AGGREGATE PROOF OF KNOWLEDGE

The multi-factor identity verification requirement as Highted in Chapter 2 is supported
by protocols and use of new cryptographic primitives preglds this chapter. Multi-factor
identity verification consists of verifying the ownershiproultiple strong identifiers of an
individual. Note that by multiple factors we mean that thiéedent strong identifiers come
from different issuers, so they constitute independemh$oof identity verification.

Our cryptographic protocols implement a mechanism to ptiogednowledge of multi-
ple strong identifiers stored as cryptographic commitmesitsy aggregated zero-knowledge
proofs. The commitments are signed by a special federatibtyereferred to asegistrar
(See Chapter 2 Section 2.1.1), and the corresponding signean be verified in an ag-
gregated fashion at the time of use. To achieve aggregatatsig we develop techniques
based on the approach originally proposed by Baatedd. [22].

Zero-knowledge proof of knowledge (ZKPK) is extensivelyeddor identity protec-
tion [21, 60]. Our scheme enhances such protocols by the fusellti-factor proof. Al-
though a single ZKPK has been proven to be sufficiently efiidil], multi-factor proofs
cannot maintain the same performance if a large number ofpi®considered. To address
this issue we develop aggregated ZKPK and reduce the proséveral factors that would
require several ZKPKs to one that uses only one ZKPK. In ootqmols, users always
need to compute a small constant number of exponentiatidiikg the verifier's computa-
tion of exponentials is dramatically reduced, which makasprotocols highly suited for
lightweight devices.

A key advantage of our protocols is that they are flexible wegpect to which commit-
ments are aggregated. That is, any combination of commiwif@among the ones available
for a given user) can be aggregated for computing the signatuuntime. This approach

allows different SPs in the federation to challenge the Hedge of different combinations
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of the committed identifiers. This is a substantial improeetwith respect to existing
approaches [21], which require the possible combinatidrssrong identifiers to be pre-
defined or stored for computation of multi-factor proofs.ushunder such protocols the
space required is exponential with respect to the numbeomfitted values. Our proto-
cols instead require storing only the committed values &gthsures.

Another main advantage of our solution is that, from an aechural point of view,
it requires only minimal extensions. Besides the convesticet of IdPs and SPs com-
posing a federation, our approach only requires adding gegistrars. As mentioned in
Chapter 2 the task of registrars is to enable users to rediste strong identifiers with-
out having to reveal their actual values. Registration inapproach means that users can
establish cryptographic tokens called commitments, wbashbe used subsequently for es-
tablishingproof of knowledgéor the corresponding strong identifiers. Registrars arallsm
and modular software components that can be easily addée t@r¢hitectures of current
IdM systems. Our solution is also succinct and flexible, adev¢he interacting entities
exchanging only the information actually needed for thecBjmeinteraction; no extra in-
formation needs to be exchanged. Our protocols greatlyceethe amount of information
revealed to the SP for verification of identifiers. We evervigte a protocol that allows
one to verify the signature of a commitment without knowihg value of the commitment
itself. This property greatly enhances privacy while st8suring integrity and validity of
committed data. Moreover the ZKPK commitments used are sgoadly secure requiring
the enroliment of a random secret along with the strong ifientThe use of this technique
ensures that even if an adversary learns the values of thegsitdentifiers, that is, steals
identity information, it cannot wrongly present itself &g towner of this information.

The chapter is organized as follows. In Section 3.1 we pevitk the preliminary
concepts related to cryptographic building blocks usedunprotocols. In Section 3.2
we provide the formal definitions for the aggregate ZKPK ptive. In Section 3.3 we
present the cryptographic scheme for the aggregate prdafafledge protocols. This is
followed by a detailed analysis of security, efficiency aggtem security in Section 3.4.

In Section 3.5 we provide a summary.
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3.1 Preliminary Concepts

Following are the preliminary concepts regarding committegaggregate signatures
and zero-knowledge proofs, and the corresponding protamtalkion.

Pedersen commitments:Let ¢ andh be generators of grou@ of prime orderg. A
value m is committed by choosing randomly fromZ, and giving commitment’ =
g™h" [46]. Commitment” is opened (or revealed) by disclosingandr, and the opening
is verified by checking that' is indeed equal tg"™h". A prover can prove by using zero-
knowledge proof that it knows how to open such commitmenhaeuit revealing eithem
orr.

Bilinear maps: For a security parametér letg be a prime of lengtlk, andG,, Go, Gr
be groups of ordey. Suppose; € G1, g» € G, to be generators. Functien: G; x Gy —

G is a bilinear mapping if it satisfies the following propestie
1. Bilinear: for allu € G1,v € G5 anda, b € Z, e(u®,v°) = e(u, v)®.
2. Non-degeneratel(g;,g2) # 1 € Gr.
3. There exists a computable isomorphigrfrom G, to G4, with ¢)(g2) = ¢;.

Bilinear aggregate signatures: The aggregate signature concept has been proposed
by Bonehet al. [22] based on the notion of bilinear maps. We refer to suchatige
scheme as BGLS. Informally, aggregate signatures aretsigazathat allow multiple sig-
natures to be aggregated into one signature that is vedfiaith respect the public keys
of the signers and the signed messages. The BGLS schemsteanisfive algorithms:
KeyGen, Sign, Verify, Aggregate and AggVer. Any principal P usesK eyGen to gen-
erate the private and public key p&ir, v) such thav = g5, whereg, € Gs, x is the private
key, andv is the public key.

The Sign algorithm computes the signature on input messagelts main step is the
mapping ofm; into G; by a mappingh : {0,1}* — G;. The output message, =

h(m;)X € G is the signature fom;.
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The Aggregate algorithm aggregates the signatusesos, - - - , o, for ¢ different mes-
sagesn, ms, - - - ,m; INt0 one signature = Hle o .

The AggVer algorithm verifies a signature and works like tAggregatesignature
algorithm. For a setn, ms, - - - , m; of different messages, and public keysuvy, - - - , v;
and a signature, the verifier checks i¢(o, g2) = [, e(hs, v), whereh; = h(m;) ande is
the bilinear mapping.

Zero-knowledge proof of knowledge:In our approach we use the techniques by Ca-
menisch and Stadler in [61] for the various ZKPK of discretgdrithms and proofs of the
validity of statements about discrete logarithms. We alsof@m to the same notation
as [61]. For instance to denote the ZKPK of valaeand3 such thaty = ¢*h” holds, and

u < a < v, we use the following notation:
PK{(o,3) : y=g°h’ A (u < a <)}

The convention is that Greek letters denote quantities tloevledge of which is being
proved, whereas all the other parameters are sent to thieevekising this notation, the

proof protocol is described by pointing out its goal whildihg all details.

3.2 Definitions

In this section we provide the definitions for the aggreg@i€BK. We first review the

concept of proof of knowledge and then define the new noticaggfegate ZKPK.

3.2.1 Zero knowledge Proof of Knowledge

An interactive proof system of knowledge for a certain ielaRR is a pair of algorithms,
a proverP and a verifier//, the latter running in polynomial time. Informally, a proof
knowledge is an interactive proof in which the prover sudsee ‘convincing’ a verifier
that it knows something. What it means for a prover to ‘knowething’ (say an element

y) is defined in terms of computation, in that, a prover ‘knawsf on an input stringe, it
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can compute a relatioR that depends om andy without revealingy in clear.

More precisely, leR C {0,1}* x {0, 1}* be a binary relation, then the witness set for any
input element: € {0,1}*is R(x) := {y | (z,y) € R} and elements ifk(x) are witnesses
of z. The language defined By is L := {z | R(z) # 0} is in NP andzx is an element of
the language. A relatioR is a polynomially bounded relation® satisfies that there is a
polynomialp(-) such thaty| < p(|z|) for all (z,y) € R.

In our approach, we consider only polynomial time compugainld polynomial bounded
binary relations. Therefore we I® be a polynomial time computable and polynomial
bounded relation an® andV be PPT (Probabilistic polynomial time) interactive Turing
Machines (ITM’s). As mentioned is prover andV is verifier in the interactive proof
system. For any common inputand auxiliary inputy to P, let (P, V)(x, y) be the output
of the verifierV in the execution of protocdlP(z,y), V(z)). (P,V)(z,y) € {0,1} and
(P,V)(x,y) = 1ifand only if V accepts the proof. The system of ZKPK with knowledge

errore is given as follows:

Definition 3.2.1 (Zero-knowledge proof of knowledge, ZKPK) The protocol(P, V) is a

proof of knowledge foR if the following properties hold:

e Completenesgorall (z,y) € R, we have P[(P,V)(z,y) = 1] = 1.

o \Validity. For every PPT ITMP', if Pr[(P’,V)(z,y) = 1] = p > ¢, then there exists
a PPT resetting ITME such that PfE” (z) = y A (z,y) € R] = p —e.
Here the resetting ITME executes interactively witk?’ by (if necessary) resetting

the random string of”’ to reconstruct the desired knowledge.

e Zero-knowledgenesdgor any PPT ITMV*, there exists a PPT ITM simulatad*
such that the following two ensembles are indistinguishabl
— (P V) (@) }aern

— AM"(2)}eerr

Thecompletenegsroperty states that if the inputs in the languagé , thenV always

accepts the common inputafter interacting with? whose auxiliary input ig. Thevalidity
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property requires that the success probability of a knogéesktractor® in extracting the
witness, given oracle access to a possibly malicious pré¥emust be at least as high
as the success probability of the proverin convincing the verified” about the proof
of knowledge. This property guarantees that no malicioosqrthat does not know the
witness can succeed in convincing the verifier. Finally zleeo-knowledgeroperty is
formalized by saying that there exists an efficient algaomi{lsimulator)/*) that generates
a pair of numbers that have distribution indistinguishdlben the reference string and

the proof in a real execution of the proof system.

3.2.2 Aggregate Zero Knowledge Proof of Knowledge

Following from the concepts above, consider a series oglaR, R, R, . .., R, and
the corresponding languagésL,, Lo, ..., L,,. Let H be a function froml; x Ly x - - - X
L,, to L. Informally, aggregated ZKPK is to prove the knowledge oiséslof elements
x1,Ta, . . ., T, Dy one proof of knowledge for an aggregated eleniéit, . . ., z,,). After
the successful execution of the ZKPK féf(x4, ..., z,,), the verifier will be convinced
that prover indeed possesses the knowledge of withesses . . . , y,, corresponding to

x1, T, ..., Ty respectively. We provide a formal definition as follows.

Definition 3.2.2 (Aggregate zero knowledge proof of knowledge, AgZKPK) For binary
relationsR, R, Ro, ..., R, and languages, L1, L-, ..., L,,, a efficiently sample family
of functionsH = {H | H : Ly x Ly x --- x L,, — L}, the interactive proof system
(P, V) for R is an aggregated zero knowledge proof if the following hdtdr any tuple
T = (x1,29,...,7,), thereisaH € H suchthatt = H(z) with (z,y) € R, (z;,v;) € Ri,
7= (y1,¥2,--.,ym) and the following hold

e Completenesdor all (z,y) € R, we have Pi(P,V)(z,y) = 1] = 1.
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e Validity. For every PPT ITMP', if Pr[(P",V)((z,T), (y,7)) = 1] = p > ¢, then

there exists a PPT resetting ITH such that

Pr[EP,(JJ,T) = <y7y) A ('T,y) S R/\ /\(xluyz) € RZ] =p—c
i=1
e Zero-knowledgenesgor any PPT ITMV*, there exists a PPT ITM simulataa*

such that the following two ensembles are indistinguishabl

- {(Pv V*)(x)}l’ELR

— {M"(2)}eerr

e Infeasibility. It is infeasible for any PPT ITMP to conduce the proof satisfying

validity property above without the knowledge(toy:, o, - - -, Ym)-

The infeasibility is a binding property in the sense tha formed with the knowledge
of witnesses for each aggregating element. When the laeguagre all the same a5,
then we say that has an aggregated proof of knowledge.

The noninteractive case can be defined similarly as theactige one. Where the
knowledge extractor needs to reset the common referenngsto extract the knowledge.

Note that the aggregate ZKPK can be trivially implementethwepetition of proofs
for each of aggregated elements. In that case the round e&itypbf aggregated proof
would depend on the number of aggregated elements. Howevegny applications, an
aggregate proof that is sublinear or more efficient is exgoecin the protocols following

in the next section we show how we construct efficient agdecgKPK.

3.3 Aggregate Zero-Knowledge Proof Protocols

In this section we present our protocols to enable prinsipalenroll with registrars,
and illustrate how service providers can verify the idgrditributes using privacy preserv-

ing multi-factor identity verification mechanism. More sgeally, we provide detailed



61

Table 3.1 Roadmap of the identity protocols with the idgragsurance functions.

Phase Functions Cryptographic Protocols
Enrollment | LocalConsistency; Protocol 1§3.3.1
FederationDuplicate Detection;
ExternalValidation

Update LocalConsistency; Protocol 1§3.3.1
FederationDuplicate Detection
Usage ExternalValidation Protocols 2, 3(a,b)§3.3.2,

Protocols 4(a,b}3.3.3

protocols based on aggregate ZKPK that are employed in ttodiment of the SIT iden-
tifiers, and the signing of the commitments. We also show haeeh £ommitments can
be used in the verification phase. For clarity in Table 3.1 vewide a roadmap indicating
how the identity assurance functions as defined in Chaptecfidh 2.3, and cryptographic
protocols are used in the different stages. Our approadsiscon aggregation techniques
of committed values to provide flexible and efficient zerakedge proofs. We also ex-
tend the aggregation protocols to provide signature vatiba with hidden commitments
in Section 3.3.3.

3.3.1 Commitments and Signatures at Enroliment

As stated in Chapter 2, at the time of enrollment, for each Stdng identifier, the
strong identifier binder (denoted 6\3(7) is needed as well as the semantically secure com-
mitment (denoted by/). M is signed and stored in the IdR, whilé is used by registrars
to detect duplicates. In the following protocol we show hifacan be created by the princi-
pal interacting with the issuer. We also show how the prialogian prove that the two refer
to the same secret. Finally, we illustrate how\/ is signed by the registrar. Our enroll-

ment scheme provides one with the capability of verifyirtgidan in an aggregate fashion
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several strong identifiers issued by different issuersniadly, the protocol is composed of

the following steps.

Protocol 1: Computing a signature on an information-theordic hiding committed

value.

1. Registrar’'s parametersThe registrar runs generation algorithm GenKey on irut
to generate the public parameters: a priped lengthk, three groups-,, G, G of
orderg. Two generatorg;, h, in GG; are specified such thla:tgg1 hy is unknown. An
additional generatay, € G, is needed, as well as a secret keg Z, and the public

keyv = g5. The resulting set of public parameters@,, Go, G, g1, h1, g2, v).

2. Commitment of a value: € Z,. The principal chooses a value= Z,, and computes
M = g{*h}. The first time this commitment is computed by the user whengsuer
is constructing the certificaté = Certssyer{ M| |J/\/[\} based on blind signatures. We
refer the reader to [41,42,47, 48] for details on the blirghature based certificate
issuance. We focus on the how the SIT strong identifiers isetfeertificates are

enrolled and used in the federation.

Without loss of generality, we consider the commitmé&htonstructed by the user,
when interacting with the issuer, to be the same one whicbrisitted to the regis-

trar'.

3. Zero-knowledge proof of committed valuBhe principal gives a ZKPK of opening

of the commitmeni)/ to the registrar.

PK{(a,B): M = gphl, o, B € Z,}

1At the time of enroliment with the registrar the user couldstouct a new semantically secure commitment
of the formAM’ = ¢"h] . The two commitments can be trivially proven to be on the satreng identifier
m using the following proof of knowledge:

PE{(a,B,7): M = g®hy N M' = g¥h], o, B, € Zy}
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4. Signing of a committed valudfter performing the security checks on the committed
value (namely the local consistency and federation duigidatection), the registrar
executes th&'ign algorithm on the commitment/ to outputM X as the signature

wherey is the secret key of the registrar.

3.3.2 Multi-factor Identity Verification

Assume that principaP requests a service from a SP which requiPe® first authen-
ticate by proving that it knows how to open a specified set ofirmitments. To indicate
this set of commitments a set of tags is given that is denoyed,h,;. Moreover, to
be authorized for the service the SP usually requires thecipal to open or reveal in
clear values some of the strong identifiers in its IdR. We teetinis set of tags as, e,
The signhatures and public parameters are retrieved fromrtheipal’s IdR, introduced in
Chapter 2 Section 2.3.1. As multiple commitments have todrdied and proven, and
can change according to the specific SPs identity verifiogiicy, 1,00y and,,., are
not pre-determined. As such, we need an aggregation taghngcombine any given
combination of commitments and signatures for verificati®ior instance, in Chapter 2
Example 4, when Alice requests for service from SP-Shopnskees to prove knowledge
of Yproor = {SSN,CCN} and provide in cleat),,., = {CCN}. In what follows we
illustrate how this can be achieved. Precisely, Protocalsd®3 provide aggregate proof of
knowledge of the commitments corresponding/tp,,; and,,., respectively. The pro-
tocols are two-party computations, in which the princigathie prover and the SP is the

verifier (we use the two terms interchangeably).

Protocol 2: Proving aggregated signature on committed vales The principal performs
the ZKP of the aggregated commitments corresponding toage given im,,..,; and

aggregated signature for verification.

1. Principal’'s aggregation Let oy, 09, - - - , 0y, be the signatures corresponding to the

tags iny,...r. The principal aggregates the signatures inte Hﬁzl o;, Whereo; is
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the signature of committed valug; = ¢{"'hi*. It also computes/ = H§:1 M; =

gatotmeprttre Einally the principal sends, M, M;, 1 < i < t to the verifier.

2. Zero-knowledge proof of aggregate commitmehhie principal and the verifier SP

carry out the following ZKP protocol:
PE{ (0. 8): M = gihi, o, € 2, }

3. Verification of aggregate signatureAfter the verifier accepts the zero-knowledge

proof of the commitments, it checks if the following verificas succeed:

M :H M; and e(o,g2) = e(M,v)

Only if steps 2 and 3 are successful, the SP will consider itheatures as valid. Step 2
provides an efficient approach to perform the ZKPK for eathn an aggregated manner
that avoids carrying out a proof for each of thg’s. Similarly, the aggregate signature in
step 3 provides an efficient approach to check the signaturedch of the commitment

indicated im)y,qo ;-

Protocol 3a: Opening the committed value.To satisfy SPs request to open in clear the
principal’s strong identifiers and verify the correspomdsignatures, the principal has to
show the corresponding values along with the commitmenggvas in,,.,, as well as
the aggregated signature.

The protocol relies on a random oracle hash functibrwhich is known to all entities.

Formally,

1. Principal’s aggregation and preparationUpon SPs requirement to open in clear

My, Mgy v s, My

(a) The principal aggregates the signaturesr, - - - , 0 intoo = H§:1 o; Where

o; is the signature of committed valué; = g{" hy'.
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(b) Using H, principal computes the random values, xs, ..., z;) = H(m; ||
oo |l myg || My || -+ || M;)2 It also computes = Y r;x; which is used in

the zero-knowledge proof in the next step.
The principal sendém, ..., m;), (z1,...,2;), (T1,..., ;)3 to the verifier SP.

2. Zero-knowledge proof of aggregate commitméditte principal and SP compulé =
[1._, M}"* and carry out the following ZKPK:

PK {(a,ﬁ): M=gh? a,p¢ Zq}

3. Verification of aggregate signaturdfter the verifier received/,, M, - - - , M;, and

accepts the zero-knowledge proof of the commitments, itkhd

M :H M; and e(o,g2) = e(M,v)

Only if all above checks are successful, SP validates theasiges and the strong identifier

valuesmy, mo, - - - , my.
Steps 1-3 are executed to ensure that the opened values,, - - - , m; are the same as
the ones originally committeflM, ..., M, }. The knowledge of thez;’s is not sufficient

to perform a successful proof of knowledge since also thenaiti®d random value; is
needed to complete the proof. This requirement preventsigesnisuse of the:;’s by the
verifier SP. Note also that step 1b) corresponds to the clylereation in a random oracle

model, to enable a non-interactive ZKP according to the-&reimir [62, 63] paradigm.

2Here the random functioH is from {0, 1}* onto{0, 1}°*, wherec is a constanty; is the security parameter.
Foranyz € {0,1}*, lety = H(z). Forany giverck > ¢ > 0, letm = ||y|/¢|, to denoter; is substring iny
of lengthm for 1 < i < ¢—1, anda is the suffix ofy with length of|y| — (t— 1)m, such thay = z 25 .. . 24.
We denote it agxy,...,x;) = H(x).

3Note that; = Certysuer { M;||M;}.
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Moreover, based on the provided certificales= Certlssuer{Mi||J\/4\i} the association of

M; andM; can be determined for correctness.

Protocol 3b: Hidden Strong Identifier Validation . In the following protocol we consider
the specific case of transactions where the actual valuéofsdentifiers are not required
to be released to the SP. For instance in Chapter 2, Examphly4he SP-Shop does not
really need the actual value of CCN because the issuer of @i Gossibly a bank, based
on the required information can credit SP-Shop with the ireguamount of money. In the
protocol the strong identifier is revealed only to the issafehat identifier and the strong
identifier binders are sent to the SP instead of the clearesalliVloreover, an additional
cryptographic token is passed to the SP that is in turn fade@ito the issuer. Here, we

assume that the principal knows the public key of the isde@mally,

1. Principal’s aggregation Upon SPs requirement to provide strong identifier binders

my, mo, - - -, my, the following steps are executed:
(&) The principal aggregates the signaturesr, - - - , 0y intoo = Hﬁzl o; Where
o, is the signature of committed valué; = g;"hY".

(b) The principal retrieveﬁ/fi eT, = Certfssuer{MiHJ\//E} forl < i < tand
r= ijl r;x; Which is used in the ZKP in the step 2. UsiAg it also computes
the random value&r,, oy, ..., x,) = H(My || -+ || My || My || -+ || My).

(c) The principal constructs the following message for easher.

Encrssuer ({1, . .., my, timestamp})

The principal send€Y 4, . .., 1), 0 andEncsguer({ma, . . ., my, timestamp}) to SP.

2. Zero-knowledge proof of aggregate commitmdddsed on the provided certificates
T; = Certrssuer{ M| |]\//.7i} the association af/; and}/; is determined. For the proof
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of knowledge of the strong identifiers and associated sgctie¢ principal and SP

computeM = Hle M and carry out the following ZKPK:

PK {(a,ﬁ): M= g1’ B e Zq}

3. Verification of aggregate signatur@he principal sends to the SP which can verify

the signature as follows:

M=]]M and e(o, g2) = e(M,v)

Only if steps 2 and 3 are valid, validator SP will accept thihtrof the signatures and send
the message.SP will append all the strong identifier binder numbers tortiessage for

verification by the issuer as follows:
Enc[ssuer({m17 sy Ty, timestamp}), (]W\lv ) ]/\Jt)

The issuer can then verify each of the’s for its validity as well as the freshness of the
message using thémestamp. It can also check that,;, 1 < i < t, corresponds to the

binder numbers as checked by the SP.

3.3.3 Signature Verification with Hidden Commitments

The tags associated with committed strong identifiers magmially leak information
about the individual. For example, if &SN number is enrolled it would imply that the
individual has some source of income within the U.S. This rnaynot be acceptable in

some scenarios, as highlighted by next example.

Example 8 Consider a registraR,,,, that enrolls only government officials and requires

high identity assurance for each of the commitments it sifin@ commitments of the in-

4If more than one registrars signature is involved, morenbdr mapping computations are involved in the
step 3.
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dividuals inR,,,, may correspond to the role of the individual in the organaatSuppose
principal P, has enrolled itssecret service officer ID numberiith R,,,, and has re-
ceived a signed commitment corresponding to it. Consideranbotel /¢ which provides
discounts to government official$2, while booking a room at{t wants to apply for the
discount. For this purposg, needs to prove the commitment signedmy,,. If the com-
mitment and the corresponding tags are given in clear, thiéleak information regarding
P, being a secret service officer. Therefore, it is desiratde ) be able to prove that it
has enrolledsomeidentifier with R, without revealing the exact commitment or the tag

associated with it.

The above example can be generalized to the case where Imatiipmitments should
be proven issued by a known registrar without actually dsiolg the values of the com-
mitment itself or the corresponding tags. To achieve thasuiee we introduce a new cryp-

tographic primitive.
Protocol 4a: Integrating the zero-knowledge proof into theverification.

1. Principal’s aggregation Upon SPs requirement to prowe, o, - - - , oy, the principal
aggregates the signatures imto= H§:1 o; whereo; is the signature of committed
valueM; = ¢7""h7'. The principal also computes = m; +---+m; (mod q), r =

r1+ -+ (mod q).

2. Zero-knowledge proof of aggregate commitmehte principal sends to SP, and

carries out the following ZKP protocol with SP:
PK {(a,ﬁ): e(o, go) = e(gl,v)o‘e(hl,v)ﬁ, 0<a,fB< q}

Note that the only information sent by the principabiswhile in Protocol 3 also the tags
and the commitments were sent. If the above checks are validier SP will validate the

signatures.
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Protocol 4b: Zero-knowledge proof the aggregated signatu:

Protocol 4a is a secure protocol that hides the tags and cionemis. However, it is not
a ZKP protocol because different instances of the signateniécation performed by the
same principal can be linked by the SP because the signabhemselves are deterministic.
Moreover, if the principal had revealed in an earlier tratisa, its M/; (and possibly the
tag associated with it) then the SP can link thewith it. To address this shortcoming
we provide a protocol variant in which even the actual sigreais not revealed. More
specifically, a randomized signature is used to verify thatdriginal signature has been
issued by a given registrar. As the signatures are randonaizd the proof of validity is
zero-knowledge, one signature cannot be distinguished fin@ other. The succinct ZKPK
is to convince the verifier of the possession of knowledgenef signature on a committed
value, rather than which one it is. The final submitted vakiendependent of any of
the actual signatures. Therefore it is necessary that amysignature be verified. Any
further verification of additional randomized signature®sl not provide any additional
information. This protocol has the advantage of assuriapalprincipal remains unlinkable
and anonymous even if it had initially revealed its strongnitifiers and commitments to
the verifying SP.

1. Principal’s hiding Upon SPs requirement to prove a signatay@rincipal chooses

r € Z, at random, and sends the messages o" to SP.

2. Zero-knowledge proof of aggregate commitmenhte principal carries out the fol-

lowing zero-knowledge proof protocol with the verifier SP:
PK {(a,ﬂ): e(0,92) = e(g1,v)%e(hy,v)?, 0 < a, B < q}

3.4 Analysis

In this section we analyze our solution. We first provide afakanalysis of the security
of the cryptographic protocols introduced in Section 3.3 tWen evaluate the computa-

tional complexity of the main protocols characterizing @proach. Finally, based on
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the properties of our protocols and on the identity assuwanethodologies presented in
Chapter 2 Section 2.3, we briefly analyze how identity thedtvpntion is achieved in the

resulting identity system.

3.4.1 Security Analysis of the Protocols

Before proving the security properties of our protocols,ickntify the properties that
characterize the cryptographic techniques used. Theiseofisuch cryptographic tech-
niques relies on the assumption of the co-gap Diffie-Hellrf@GDH) problem [22],
which is summarized as follows.

For multiplicative cyclic groups:1, Go, G of orderg, let g, be a generator af; andg, be

a generator ofr,. Lety be a computable isomorphism fram to G, with ¢ (¢g;) = ¢g» and

e a computable bilinear map G; x Gy — Gr. v ande can be computed efficiently. The
co-GDH gap problem is relating two problems used in crypby which are as follows:

Decisional Co-Diffie-Hellman problem: Given (g1, g2, ¢, 95, g5) for somea, b, c €
Zy, to decide ifc = ab mod q.

Computational Co-Diffie-Hellman problem: Given (gi, g, g, g5) for somea, b €
Z, to computeys® € Gs.

Groups(G,, G are said to b&€€o-GDH groups if there exists an efficient algorithm to
solve the Decisional Co-DH problem and there is no polynétimae (in |¢|) algorithm to
solve the Computational Co-DH problem. The existence ofyatographic bilinear map
ensures the existence of Co-GDH groups.

As the discrete logarithm assumption is implied by the coHz3sumption, the results
stated in the next lemma concerning the ZKPs appearing ito€uls 1, 2, 3a, 3b and 4a
are derived from [61, 64].

Lemma 3.4.1 Let G, G2 be Co-GDH groups of prime orderwith respect to generators
g1 € Gy andg, € Gy. Leth; € G, be a generator withog,, h; unknown. The ZKPK
appearing in Protocols 1, 2, 3a, 3b and 4 hold true for the #jt parameters. More

precisely:
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1. Step 3, Protocol 1, and step 2 in Protocol 3b are ZKPs of kedge of the values
m;, r; € Z, such that the same,; is committed inV/; and its strong identifier binder

—~

is M;.
2. Step 2in Protocol 2 is a ZKPK of the valugdm; mod ¢, > r; mod q.

3. Step 2 in Protocols 3a and 3b is a ZKPK of the valdegn; x z;) mod ¢, > (r; X

x;) mod ¢ wherez; € Z, are random challenges.

4. Step 2 in Protocol 4ais a ZKPK of the valdesm; mod ¢, > r; mod ¢ satisfying

the signature verification relation.

We now show that all protocols are two-party secure compurtst Security is ensured
by provingcorrectnesandunforgeabilityof each protocol.
Correctness of protocols means that honest users can, evitct data, carry out the pro-
tocols successfully, while unforgeability guaranteed #raadversary, with forged data,
cannot execute the protocols successfully. Our resultsxforgeability for Protocol 2 are
derived from Lemma 3.4.3.

Proving the security of the first protocol is straightfordarhe following lemma is given.

Lemma 3.4.2 In Protocol 1, letGG;, G5, be Co-GDH groups of prime orderwith respect
to generatorgy; € Gy andg, € G,. Leth, € G, be a generator, withlog, h; unknown.

The protocol is secure.

The truth of Lemma 3.4.2 is based on the statistical hidindg @amputational binding

properties of Pedersen commitments. Therefore, sigraturé aggregation computed on
such commitments will continue to hold those properties.e Tridependent techniques
employed in this protocol are conventional, and have beessiigated separately in several
papers [46,65-67]. The correctness proofs are similardmiies elaborated in Theorem

3.4.4 and are therefore omitted.

Lemma 3.4.3 (Unforgeability of Aggregation of Pedersen Comitment) LetG be a

group of prime orderg, in which the discrete logarithm is hard to compute. Elersent
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g,h € G are generators wittiog, h unknown.)M; = g™ h" are Pedersen commitments to
messages; € Z,, and random numbers € Z,, with1 < i < t. LetM = Hle M;.
Then, it is infeasible, given only/,, Ms, . .., M,, to computen, r» such that\/ = ¢™h" if

at least one ofn; or r; is unknown.

Proof Suppose that,...,m;_; andry,...,r, are known, andn; is unknown. If ad-

versary can computer,r € Z,, wherem = >.'_ m;,r = >.._, r; such thatM =

g™h", then it can gety™tgmitmatotmiipritetne — gmpr o This means thay™ =

g preni—e=re which impliesm; = mo— mqg — - — my_; mod ¢ andr
ri+---+r, mod ¢. Thisinturnimplies that the adversary can solve the disdogarithm
g"mt = M/(g™*t™-1h") with respect tgg. As my is an arbitrary element i, that is

contradictory with respect to the discrete log problem (Pagsumption. [ |
Theorem 3.4.4 For co-GDH groups+,, G2, Protocol 2 is a secure two-party computation.

Proof We show that the prover needs to know all the committed vadueshat the asso-
ciated signatures need to be valid to successfully exebatprbtocol.
Correctness: Let M; = g"h}i, o, = MY, thenM = [[._, M; = [[_, g/"h" =

g7k, wherem = 3"t m,;, r = >_._, r;. The prover is able to execute
PE{(a.8): M = gh{, 0, €2, }

with the knowledge oftr = m andj = r according to Lemma 3.4.1.
To prove correctness for step 3 of the protocol, which vexifiee validity of the aggre-
gated signature, we note that= [[;_, o; = [[._, M, and

e(M;, g2)¢ = H e(M;,v) =e(M,v).

t t
i=1 i=1

t
e(0,92) = e (H Mi‘,gz> =
=1

)

Unforgeability: We prove this property by showing that if the prover does maivk
even one of the messages,; }1<;<; and{r;}1<;<;, ORone ofg;, 1 < i < ¢, is not valid,

then the protocol fails.
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If the prover does not know all the secrets and the proof isueel successfully, this
would mean that there exists a knowledge extractor that xract two valuesn’ andr’
such that\/ = g7 h'. However, according to Lemma 3.4.3 this is infeasible.

For the case in which any one of the signatures is not valestap 3 of the protocol will

not succeed because of the security of the aggregated wigreest given in [22]. [ |

Theorem 3.4.5 For co-GDH groups~,, G4, the following results hold:

1. Protocol 3a is a secure two-party computation. It guaes that 1) principal has
knowledge of values, 2) the valuesn; are correctly committed id/;, and 3) sig-

natureso, oo, . .., o, are valid.

2. Protocol 3b is a secure two-party computation. It guaes® that 1) principal has
knowledge of values, 2) the values committed i#; and]\?i are the same, and 3)

signaturesry, s, . .., 0; are valid.

Proof We show that it is correct and unforgeable.

Correctness: We prove that for the honest prover, with values, - -- ,m;, M; =
g™ h'", the protocols execute correctly. After computing the galu, - - - , ;) the prover
calculatesV = [[._, M} = gi"h;. Here,m = Y. myz; andr = 3, ryz;. From this
the prover is able to carry out the ZKPRK {(c, 3) : M = ¢®h}. As such, only by
knowing allm;,1 < i < t andr;,1 < ¢ < t the correct valuen andr can be computed
and substituted forw and 5. Items 1) and 2) of the thesis are thus proved for both Proto-
cols 3a and 3b. The association/af and]\?i is clearly determined based on the provided
certificatesY; = Cert;ssuer{M,-H]\/J\i}.

The correctness of the signatures o, . . ., o; is derived from the validity of aggre-
gated signature. We omit the correctness proof ferbecause it is similar to the proof
given for Theorem 3.4.4.

Unforgeability:

1. Protocol 3aWe show by contradiction that the successful execution ®fpttotocol

guarantees that a prover cannot forge even onge @fm;.
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Assume that an adversary executes successfully the ptdiased on its knowledge
of rg,--+, 7, andmy, --- ,m; and that it does not know;. To execute step 2 of
Protocol 3a (3b), a zero-knowledge extractor that extracédr has to exist. Thus
the adversary can feasibly computand, fronyv = Zﬁzl x;r; mod ¢, it can deduce
r1. Thus it can feasibly compute which is a contradiction with respect to the

assumption that; is unknown. The same argument holds truerfor

Unforgeability ofm,; means that it is infeasible for a prover to reveal a s¢idf, - - - |
m;} which is not exactly the same 4%, --- ,m;} corresponding to the original
identifiers committed inV/;, - - - , M; and successfully execute the protocol. In this
case at least one with m # m; mod ¢ exists which would result in the random
challenges to be calculated @s, - - - ,x,) = H(m) || -~ || m} || M; || --- || My).
Step 2 of Protocol 3a performs the ZKPK, showing that= g"h’,r = Zﬁzl T
mod ¢, M = [[i_, M = g"hi. Here,m = Y.\ xm;, m' = > _, x;ml.
Sincelog, h; is unknown, g™ = g™ impliesm —m' = 0 mod ¢. That is,
S ai(mi—m;) =0 mod q. Because there exists at least éseach thatn, # m;
mod ¢, and sincéz,, - - - , z,,) is random, itis infeasible thaT'_, z;(m) —m;) = 0

mod q.

2. Protocol 3bThe same reasoning as before applies to Protocol 3b, witartlyedif-
ference that SP does not explicitly know the valuesms, . .., m;.
By using messagdsncygsyer({m1, - . ., my, timestamp}), (]\//71, e ,]\//Tt), the issuer
will check if the M, binder corresponds to the strong identifier provided. liythe
are all valid, and from the correctness of the proof, we knbat 1; is the value

committed in)M;, 1 < i < t, which were signed by registrar.

Theorem 3.4.6 For co-GDH groups, G2, Protocol 4a is a secure two-party computa-

tion in random oracle model.
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Proof We show that it is correct and unforgeable.
Correctness From the signatures,, o, . . ., 0; assigned by the registrar for messages

My = g{"hY', ..., M, = g{""h}*, the principal computes

t t t

o= Lo = TTM = TLoi i = ini

1=1 i=1 =1

Wherem = >"'_ m,;, r=>'_ ;. Then

e(0,92) = e(g7 ", g2) = e(91"h1, 92)* = e(gr, v)"e(h, 0)"

wherey andv = g5 are respectively the private and public keys of the registiidne
principal is able to successfully carry out the ZKRKr as given in step 2 of the protocol.
Unforgeability: The successful protocol execution should guarantee kieaptover
has valid signatures; and knowledge of alt:; committed in)M;. If a knowledge extractor
exists for the ZKPK at step 2 that extracts two messagand’, such that(o, g;) =
e(g1,v)™ e(hy,v)”, then it would mean that(o, g5) = e(g7" k% X, g»). More specifically,
e(gmRX gy) = e(g" ¥Rt X, g5). SinceGy, G, are Co-GDH groups, it implies that the
principal knows the values: andr. By Lemma 3.4.3, we know that the prover has the
knowledge of all the values,; committed in the messagésg; 1 < ¢ < t. Thus, the validity

of signatures, . . ., o, is obtained from the security of aggregation signature.[22] &

Theorem 3.4.7 Protocol 4b is a ZKP of a signature on a message under sigaacieme

of Protocol 1.

Proof To show the zero-knowledge property, we construct a siraufaias follows. Be-
cause the message that the principal sent in the first stagdepéndent of any actual sig-

nature,S randomly chooses,, s, € Z,, and formsg;' 23> that has the following property:

6(9;1 h? ) 92) = 6(917 gQ)Sle(hlv 92)82 = 6(917 ’U)Sl/xe(hlv 'U)SQ/U



Table 3.2 Comparison on the number of exponentiations foripg ¢ factors.

Protoco| Protoco| Protocol Protocol Protoco
2 3a 3b 4a 4b
Our provers | 2+ 2 3+2 3+2 2 2
Protocols | verifiers| 3 2t+3 | 2t+3 |3 3
Without provers | 2t 4t 4t 2t X
Aggregation| verifiers | 3t 5t ot 3t X
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The above results in the correct form of the required sigeatiBecause in step 2, the
principal and SP execute a ZKP, it follows that there exisssnaulatorS’ for that step.
WhenS" is run, it is easy to deduce that the simulatoronstructed is the zero-knowledge
simulator for the protocol.

Next, we show that Protocol 4b is a proof of knowledge. Sup@oprover can give an
acceptance proof following the protocol, the knowledgeastor for it will obtain values

mo, o € Zg, SUCh that

e(o,g2) = e(gr,v)™e(h1,v)™ = e(g1, g2)"%e(h1, g2)"X = e((97"°h1°)*, g2)

This forms a signature pajy;"°h}°, o). u

3.4.2 Complexity Evaluation of the Protocols

Our ZKPK is based on the difficulty of the discrete logarithwalich is implied by the
assumption of co-GDH groups. To compute the proofdf {(a, 3) : y = g*h°, o, 3 €
Z,}, five exponentiations are used [68]. If a separate proof efkiitowledge for com-
mitments were used, théit exponentials would need to be computed. In some of our
protocols, we reduce the number of exponentiations to ataohghat does not depend

on the number of commitments to be proved. In our protocaiscpals always need
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compute a constant number of exponentiations, while thiéems computation of expo-
nentials is mostly dramatically reduced (see Table 3.2gs€&hsimple considerations prove
the efficiency and practical features of our approach. Talereports a comparison of
the exponentiations computed by the principals or proveds\erifiers in our aggregate
protocols and in the case when they are not aggregated.

As we adopted the Pedersen commitment and the short sigrfedar [69], our signa-
tures on commitments are short and the storage complexstyéler than the ones com-
puted with existing techniques [21]. As an example, eversitmplest version of signature
has a length three times than ours.

Camenisclet al. also considered signatures on the commitments on a set chiges
(see [21], page 10 and Theorem 3.) Compared to their metloaisapproach is more
flexible in that whenevern messages are committed for a user, the user is able to to prove
2" — 1 many combinations of them, which does not appear possibteerscheme by
Camenisclet al. Because we make use of the aggregation signatures deveiofis] to
sign the Pedersen’s commitments, the verification of theagige is more efficient than if
the verification were executed separately.

Moreover, in our case, because the signatures stored irntiaybar IdR are assigned
only by the registrar that enrolls it, the verification be@meven more cost effective. We
compare to the case in which aggregated proofs are not usedafjgregated proofs need
2t many bilinear mapping computations for the verificatiort sfgnatures, while each of
our protocols needs onBybilinear mappings, which is again a constant and is indegand
of the number of signatures proved.

To summarize: no matter how many factors need to be provet, wgers having to
perform only constant exponentials (at most five) in the fribcs practical to execute our
protocol in lightweight devices such as smart card, mob&&aks and so on. No matter
how many factors need to be proven, there are only two bilinggpping computations
needed in each protocol, and the number of exponentialhéverifier are dramatically

reduced.
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3.4.3 Security analysis of the Federation System

We discuss how our identity assurance techniques and gnggibic protocols together
guarantee the security of the federated identity managesystem with respect to robust-
ness and confidentiality. In our context, robustness mde$ 0 theft of identity attributes
can be perpetrated within the federation. Confidentialigans that no unauthorized third
party can gain access to the data exchanged during theratigistand the usage protocol.

Robustness against theft of identity attributes An important property that our pro-
tocol must ensure is that no matter how the federation eatitiight collude, it must not
be possible for any entity to succeed in compromising usdeoftifiers of other principals.
Thus, it must not be possible that a princigaluses a strong identifien. belonging to
another principaP’ € P unlessP can prove ownership of as well. Further, the SP can
ensure that an adversary will not succeed in using strongifas belonging to any other
individual, even if such individual has never registered itlentifier with the federation.
To show robustness we focus on the most interesting misb@tiayvthe different entities.

(i) Dishonest principalP. At the time of registration, two possibilities arise: thesfir
is the case in whicl® impersonates an already registered individ&ale P, by trying to
registerm which is owned byP’. P fails registeringn because the strong identifier binder
M isinfact already recorded by titederationDuplicateDetection function (see Table 2.2),
when P’ enrolled it. The other possible case is tlkats impersonating an individual not
known to the federation by registering a strong identifier Here, theft byP is detected
becauseExternalValidation is executed for a minimum number of strong identifiers as
defined by the federation. Protocols 2, 3 and 4 provide effi@ad flexible approaches to
perform the multi-factor identity verification at the timéuwsage. Each of them are secure
as proved by Theorems 3.4-43.4.7. Therefore impersonation can only be achieved with
the compromise of all the required identifiers.

(i) Honest principal P with dishonest registratVithin the federation even a registrar
cannot misuse the data, because it cannot prove the owp@fsaivalid IdR. This is en-

sured by the ZKPK protocol presented in Section 3.3. Angblssible misbehavior of the
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registrar not strictly related with identity theft is reddtwith corrupting the IdR. Precisely,
the value of one or more stored commitments in IdR may be aatman incorrect value.
However, because the principal generates these valuggandently from the registrar’s
input, such errors can be detected.

(iif) Honest principal P with dishonest SHEven in case a dishonest SP attempts an
identity theft, it cannot reuse the proofs or the signattwgzrove ownership of the corre-
sponding strong identifier. This condition holds even if8ieknows the actual value of the
strong identifiers, because of the semantically securerBele commitment. Moreover
as illustrated in Protocol 3b themestamp prevents any replay attack of a final token sent
to the issuer.

Confidentiality. Confidentiality of strong identifiers is achieved througimbination
of PKI techniques and the security of the protocols. Prégisenfidentiality is achieved
as follows. Concerning identifiers registration, as iltattd in Protocol 2, only the com-
mitments of the strong identifiers are revealed. From Lemdxd4 and 3.4.2, it follows
that the values of the strong identifiers in the commitmeasain confidential. With re-
spect to usage of identifiers our protocols preserve miniynah that if the values of the
strong identifiers are not required to be revealed at the timesage, then as illustrated
in Protocols 3b, 4a and 4b, we derive that the confidentialitthe strong identifier is
assured. Concerning the confidentiality of weak identifeand strong identifiers’ tags,
Protocol 4(a,b) provides an elegant way to hide the entiRe Mioreover, subsequent usage
of the the signatures cannot be linked in Protocol 4b thatased in Theorem 5.6 part 2.
Protocol 4(a,b) directly implies that SPs do not have acte$ise tags of the committed

values and they cannot infer which strong identifiers hawenlm®mmitted.

3.5 Summary

The AgZKPK protocols presented in this chapter provide alflexand privacy pre-
serving methodology to perform multi-factor identity Vieration. We have shown that

our aggregated multi-factors ZKPKs are more efficient thepasate cases ZKPKs. More-
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over users only need to calculate a constant number of exfialee no matter how many
signatures and commitments are to be proved. Our proof oivlauge of signature on
commitment is more computationally and storage efficieahtexisting approaches [21].
Our aggregate proof is more flexible and requires a small atfistorage. The verifica-
tion of the aggregated signature is also efficient. The sseallirity parameters such as

used by the Weil or Tate Pairing [70] can be efficiently impéemed better than RSA on
small devices such as smart cards. Together with the additmomposite protocols for
maintaining identity assurance as introduced in Chapt#ri forms an important part of
the solution to prevent identity theft.

There are specific assumptions to consider while employirgAgZKPK protocols.
First, the protocols are based on the discrete logarithemagson. Second, it is assumed
that a standards based IdM message exchange format [71plsysd to execute the pro-
tocols.

One key assumption for the correctness of AgZKPK protocolthat all the secrets
associated with the principal’'s SIT identifiers that areursgf to create the proof are not
compromised. Therefore it is required that the principatpkey mechanisms to manage
and secure the secrets. In addition, even as minimal infiom#s revealed during the
multi-factor verification, it may be possible for the verifte infer additional information
about a principal based on the principal’s activities idahg authorization and service
access.

A SP is assumed to define identity verification policies tleafuire proofs of identity
and ownership in addition to traditional forms of identityrédoutes. This was illustrated
with representative examples with the AgZKPK protocol diggions. Moreover the SP is
assumed to have an AgZKPK verification component to perférenverification steps for

the ZKPK and aggregate signatures as defined in the protocols
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4. BIOMETRIC IDENTITY VERIFICATION USING BIOMETRIC
COMMITMENTS

In this chapter we extend the multi-factor identity verifioa requirement highlighted in
Chapter 2 to include biometric identifiers as SIT identifidrs general, biometric identi-
fiers are verified using biometric verification systems thatatomated methods for rec-
ognizing an individual based on some physiological and eha characteristics, such as
fingerprints, voice, or facial features. Biometric verifioa' provides some inherent ad-
vantages as compared to other non-biometric identifierausecbiometric characteristics
correspond to a direct evidence of the personal identitgusgepossession of secrets that
can be potentially stolen. Moreover, most of the times bimimenroliment is executed
in-person and in controlled environments making it rekdiolr subsequent use [4].

Biometric verification poses several non-trivial secucityallenges because of the inher-
ent features of the biometric data itself. Addressing tlobsdlenges is crucial for the large
scale adoption of biometric verification, its integratiorthwother verification techniques,
and with access control systems.

In typical biometric verification systems, at the time of@hment the individual’s bio-
metric sample is processed into a template to be used foequbat verification attempts
using biometric matching. This template is in the form ofidigdata and often stored in
a database or on a token. Biometric matching is probalgilisthature, which means that
two samples of the same individual are never exactly the sdfmle two samples are
encrypted for security reasons, they need to be decrypfeddahey can be matched. This

raises the issue of cryptographic key management to enabtgption of a stored biomet-

Iwithin the biometric community biometric authenticatiemiore specifically referred to as either verifica-
tion or identification. In verification user makes a claim demtity and then matching of the user sample
presented to the system is executed on a one-to-one basifilchtion does not require a claim to identity;
therefore the current sample is compared against a largeeunfitemplates in the database until a match is
found. In this chapter we focus on biometric verification.
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ric template, and also represents a point of vulnerabilibere if the cryptographic key
is compromised then the confidentiality of the biometric péate is also compromised.
Unlike some password systems that perform a one-way hastidaron the user input,
biometric systems cannot rely on the same process. Therréasioat the cryptographic
hash values will never be the same for the reference temyddiie stored at enrollment,
and sample presented at verification. Additionally tengdatre often vendor-specific and
therefore the interoperable use of such templates in allitgd system is difficult.

Biometric verification from an unsupervised location alsesents the possibility for
sensor spoofing attacks. The credibility of the output frobiametric matching process
depends entirely on the integrity of the sample provided, &hether it is a true sample
provided by the owner of the biometric characteristic. ®Igeneration biometric cap-
ture devices were vulnerable to spoofing attacks, and tkezgténsive work on-going to
mitigate biometric sensor spoofing [72,73].

Biometric verification can be implemented through systeerfopming template match-
ing either on theserveror on theclient side Depending on where the matching of the
biometric template is executed - at the server or at thetclidifferent security problems
arise. In the former case the main issues are related withathe scale and distributed
management of biometric templates. The creation of a da¢abba particular biometric
at the server should itself be secure and possibly decemtial Also, such database may
depend on a particular template creation and matchingiggoras well as hardware and
thus may not be interoperable.

Additionally, storing biometric information in reposiies along with other personally
identifiable information raises several security and myvasks [10]. These databases are
vulnerable to attacks by insiders or external adversandsw@ay be searched or used out-
side of their intended purposes. It is important to noteiftthe stored biometric templates
of an individual are compromised, there will be severe cqusaces for the individual
because of the lack of revocation mechanisms for biometnptates.

Because of the security and privacy problems of server sigtehing, several efforts

in biometric verification technology have tried to develephniques based on client side
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matching [74, 75]. Such an approach is convenient as it &ively simple and cheap to
build biometric verification systems supporting biomesttorage at the client end able to
support local matching. Nevertheless, systems of thisayp@ot secure if the client device
is compromised; therefore additional security mechanisreseeded.

Client side verification systems led to research on key géioer mechanisms that use
biometrics [74—-80]. Key generation is generally executgdinst extracting the biometric
features from the biometric data based on a feature exdractodule of the biometric veri-
fication system. Then, the biometric features are sent teytbiem specific key-generation
module to generate a key, that we refer tobasmetric-key(BK for brevity). The BK
is never stored at any location and the key generation mexharshould not allow re-
generation of the BK without the individuals’ real biometrNote also, that the biometric
template is not stored, therefore verification does notlua/zbiometric matching and in-
stead uses the BK. One main challenge in such an approachdevise algorithms for
reliable BK re-generation that is used for verification. iReaility is based on two specific
properties, namely uniqueness and repeatability. Uniggenf BK is required to ensure
that two different individuals do not generate the same B&pé&atability refers to the abil-
ity by an individual to re-generate its own BK.

Our scheme for key generation is developed based on singedtor decomposition (SVD)
based image hashing techniques followed by support veaohime (SVM) based classi-
fication. Although several approaches have been taken &rgebiometric keys, they are
based on specific biometric features [80], and cannot befos@dher types of biometrics.
In our approach we generate keys of comparable bit leng#iisg the generic image fea-
tures of 2D images of biometric. More specifically, we shoat thur generic biometric key
generation techniques work effectively for fingerprint gea, iris images and face images.
Through empirical analysis, we find substantial improvennethe performance with re-
spect to false rejection rate and false acceptance ratenagared to the closely related
schemes [81, 82]. Our generic image based approach is lguitetbmultimodal biometric

systems [83]. Multimodal biometric systems utilize morartlone physiological or behav-
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ioral characteristic for enroliment and verification. Swapability is also inline with the
multi-factor identity verification elaborated in Chaptérs

A main advantage of our protocols is the privacy and secpritperties of the resultant
biometric verification system. We show that the privacy & Hiometric is preserved as
the final BK does not reveal any information of the originabrbetric image. The key
generation process includes pseudorandom values in sateps of the protocol. The
pseudorandomness and specific properties of the SVD ensairét is computationally
hard for an attacker to retrieve the original image even & BK is compromised. We
also analyze several attack scenarios, including the chee @all secrets on the device are
compromised; even in this case it is computationally hardtie attacker to retrieve the
BK.

Another main advantage is that we encode the BK into a cryppddc biometric com-
mitment that is used in ZKPK at the time of verification, usprgtocols detailed in Chap-
ter 3. This way the biometric identifiers can be used togettligr other SIT identifiers in
multi-factor identity verification. Using such techniqube same BK can be used multiple
times with the same or different verifying parties withdug tverifying party being able to
link the transactions based on the cryptographic ZKPK podd3K. It follows from the
zero knowledge proof protocols that the cryptographic fseannot be replayed. As such
the verifying party obtains no information about the cheastics of the real biometric
based on the cryptographic proof. Moreover, using BK to tros biometric commit-
ments eases the revocation and re-enrollment mechanistms BK.

The chapter is organized as follows. In Section 4.1 we pewad overview of our
approach. In Section 4.2 we provide the biometric key geimer@rotocol. Specifically in
Section 4.2.2 we provide our hashing algorithm and in Secti@.3 we provide the SVM
techniques we employ. This is followed by the experimergalitts of these Algorithms in
Section 4.2.4. In Section 4.3 we provide a detailed anabfsisir algorithms and approach

followed by a summary in Section 4.4.
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4.1 Overview of Approach

We begin with providing an overview of the biometric key (Bl cycle, to clarify
the main steps of a BK, from its generation to its dissolutMe describe the step by step
process to be conducted for deploying a biometric key in argierganization having a
finite set of individuals.

The first stage is theonfigurationstage, during which the BK generation algorithm is
configured and tested. Configuration is based on BK-FEATWEETOR which defines
the features of the biometric that will be used for captutimg biometric characteristics.
The BK-FEATURE-VECTOR and the BK generation algorithm astéd with a database
of the potential individuals’ biometric, to ensure that threquenesandrepeatabilityprop-
erties of the resultant BK will be satisfied. Based on therestlts, the algorithm param-
eters can be fixed, to ensure the highest possible accurdaypbmnstness of the biometric.

An example to reflect such case is as follows.

Example 9 Consider a case where biometric key generation system figyaoed to gener-

ate keys from fingerprints using optical scanners. Howekierindividual using it instead
has a thermal fingerprint scanner that outputs slightlyedsifit fingerprint images. In this
case, the biometric system can be re-configured to set paaenselited better for the ther-

mal scanners.

The parameters are determined at the configuration stagg alith a basic classifi-
cation model for the BK generation and is provided to thevitials to be used by their
client devices.

The BK generation occurs at the time of the individual's dnmrent. The enrollment
consists of two phases as illustrated in Figure 4.1 bothugrecat the client device. De-
pending on the policy of the verifying party, enroliment dsnexecuted either in-person at
a physical location of the verifying party or online. If thenfying party wants to control
which biometric is used then the enroliment must be in-perstowever, if for the verify-

ing party it is not relevant how the key is generated, the Bkoliment can be online. At



86

Loop during training

| I
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Method

Phase 1 Phase 2
Fingerprint
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Fig. 4.1. Two main phases of the biometric key generation.

either enrollment, the individual records several reaslioigts biometric. The resultant bio-
metric templatesare then used to provide a set of possibly different BKSH-VECTORS.
A BK-HASH-VECTOR is a bit string that represents the biometric and is obtaineth
the biometric through an image hashing algorithm based ogutar Value Decomposition
(SVD), as depicted in Phase 1 of Figure 4.1. In Phase 2, thtaes BK-HASH-VECTORS
are classified to obtain a combination of classes (denoteBlkagLASS-COMB) which
represent the user’s unique and repeatable BK. The clagsific followed by choosing
the combination of classes is based on Support Vector MasHiBVM). The generation
process also returns some meta-data, referred to asB#-DATA that is used when re-
generating the BKGLASS-coMB. The BK-META-DATA consists of the classifier model
and the pseudorandom secrets involved in the hashing tdgori

The BK-cLAss-coMB is essentially the final BK that is used for identity verificat
Specifically, identity verification is based on the aggregdkPKs which are presented
in Chapter 3. In the context of the biometric identifiers, Bi¢ is the private secret of
the individual and is used with an additional random seer& create an information
theoretically secure Pedersens commitment [84]. This ciomemt is used to construct a
ZKPK proof. This proof is sufficient for the purposes of vexdiion as it corresponds to the

biometric enrolled in the system. We refer to the commitnanBK-comMmmIT, which is

°The digital representation of a biometric is called the ketnic template.
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enrolled with the verifying party. The use of ZKPK proof etexbus to suppotivo-factor
(i.e. the BK and the secret randorverification.

After the online enrollment, all BKHASH-VECTOR'S and the BK are deleted from the
individuals machine to prevent information leakage. Ifadinnent is in-person, the random
secretr associated with the BK in BKcomMMIT and the BKMETA-DATA are saved by the
individual in a portable device that the individual carries

At the time of verification the individual needs both to pii- and to reconstruct the
BK to prove knowledge of the value committed at enrolimenatide thatr is under the
individual’s control and is never revealed. To re-geneth&ekey, as for the enrollment,
the individual re-executes the same process illustratddgare 4.1. First the individual
provides its biometric reading, which results in the Bi{sH-VECTOR. The BK-HASH-
VECTORIs then classified as BKLASS-COMB using the BKMETA-DATA provided by the
individual. The BK-cLASS-cOMB is subsequently provided to the cryptographic algorithm
to create a valid proof of knowledge which is required foreéfication.

Finally, to revoke BK, the BKeomMmIT corresponding to enrolled biometric is to be
added to a revocation list which is similar to the certificageocation list (CRL) [50] in
a public key infrastructure. CRL is typically a list of cditate serial numbers that have
been revoked, and should not be relied upon by any systeny.etti our system, the
revocation list consists of the BIKomMMIT’s that have been revoked. After publishing
the BK-comMmIT in the CRL list, the individual cannot do a proof of knowledgeh that
BK because it relies on a revoked commitment. Other revocatiechanisms for SIT

identifiers can also be used for BEBe@MMIT (See Chapter 2 Section 2.5).

4.2 Biometric Key Generation Protocol

In this section we first provide some preliminary concepisteel to the main techniques
underlying our proposed solution. Then, we discuss the tammlgorithms that represent
the core algorithms for BK generatierthe SVD based image hashing algorithm and SVM

classification algorithms.
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4.2.1 Preliminary Concepts

There are two key concepts related to our biometric key geioer technique. First
is the Singular Value Decomposition (SVD) which is used fog various transformation
functions of the biometric image hashing. Second is the 8upfector Machines (SVM)

that is used to classify various hash vectors obtained friffiereint individuals.

Singular Value Decomposition (SVD)The SVD is a well known technique of modern
numerical linear algebra, to factorizena x n matrix into a diagonal form. As proven

in [85], if A is a realm-by-nmatrix, the two orthogonal matrices exist:
U=lup,...,uy, €eR™™andV = [vy,...,v,) € R""
such that
UAVT = diag(oy, ..., 0,) € R™" p =min{m,n}

whereV7? is the transpose of matriX ando; > o, > ... > g, > 0. 0;'s are thesingular
valuesof A and the vectors,; andv; are theith left singular vectoand theith right singular
vectorrespectivelys;(A) denotes théth largest singular value of.

The singular values of a matri® are unique. The SVD exposes the geometric struc-
ture of a matrix A. The singular values’s reflect the variations along the corresponding
1 singular vectors. It can be shown that computation of thietrsgngular vectors and the
singular values can be obtained by computing the eigenigeatal eigenvalues of the sym-
metric matrix\/ = AT A whereAT” is the transpose matrix of.

Support Vector Machines (SVM). SVM [28] is a classifier based on statistical learning
techniques developed by Vaprt al. [86]. The techniques find optimal hyperplanes to
determine the boundaries with the maximal margin separdtiween every two classes.
This is performed among different classes of the trainirtg @aa high dimensional feature

space. Then additional data, which was not used during #neirig, is used as test data

and can be classified using the separate hyperplanes.
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Let{z;,v:}, 1 < i < L belL training data vectors, having the training data item deshote
aszx; which has a class label denotedfywherey; € {—1, +1} for binary classification.

Given an input vector, SVM constructs a classifier of the form
f(z) = Sign(Si, aiy K (z;, z) + b)

where{«;} are non-negative Lagrange multipliers each of which cpweds to an exam-
ple from the training data; is a bias constant, and (-, -) is a kernel function satisfying
the conditions of Mercer’s theorem [87]. Some frequentlgcdukernel functions are the
polynomial kernelK (z;, z;) = (z; - z; + 1)¢ and Gaussian Radial Basis Function (RBF)
K (x;,2;) = e”#=%*/27  There are several approaches to adopting SVMs to classifica
tion problems with three or more classes as well.

SVM applies to classification of vectors, or uni-attributed series. To classify multi-
attribute data, which are matrices rather than vectorsnillg-attribute data must be trans-
formed into uni-attribute data or vectors. Therefore we thgecombination of the SVD
technique with SVM which has been explored in [88—90]. SVDssd to reduce multi-

attribute biometric data to feature vectors.

4.2.2 SVD Image Hashing

In this section we describe the generic hashing mechaniatmiiti be a key com-
ponent to our BK generation protocol. We build on the aldnitintroduced in [91] in
Algorithms 1 and 2, and describe its main steps (as illustrat Figure 4.2) in the follow-
ing.

Pre-processing.As a first step the biometric image may be pre-processed soas t
tain a clear biometric image blodk This stage aims at choosing a clear and well-focused
biometric image. Pre-processing provides an effectiverem a selected biometric image
for subsequent feature extraction. We consider fingerpmiages, iris images and face

images.
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Fig. 4.2. Key steps of the biometric image hashing algorithm

For the specific case of a fingerprint image, as a part of ppegssing theegion of
interest(ROI) is identified (See step 2 of Algorithm 1). The uniqueretaéeristics of the
fingerprint are known to be around the core point or deltatd®i2]. The outside portion
of a fingerprint is generally prone to small translations entypically cropped out. Also,
a larger area of the central portion of fingertip skin is intemh with the scanner surface
as compared to the peripheries, giving a better image. Timeices also better for liveness
analysis. This is because data such as the rate of perspirten be measured because
it is higher at the central part of the fingertip as comparethéoskin away from the cen-
ter. Moreover the center region is more robust to pressagedsion as compared to the
other regions. Finally, as the experimental results shakmow that it preserves enough
information to identify individuals.

The first step to determine the ROI is to locate the core oadmint. To do this we
employ the R92 algorithm of Wegstein [39, 93]. The R92 altyoni begins by analyzing
a matrix of angles corresponding to a grid of ridge orientaiof the fingerprint which

approximately form the trajectories that follow the flow bktridges. This information
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Fig. 4.3. Fingerprint region of interest.

is analyzed to build a “K-table” containing the followingluas —( ROW, COL, SCORE,
BC SUM, AD SUM, SUM HIGH, SUM LOW). This table lists the first location in each
row of the matrix where the ridge orientation changes fronositive slope to negative
slope to form a well-formed arch. This location is capturgdhi®e ROW and COL values.
Then the SCORE value denoting the nature of a given arch thetsto be evaluated. The
point closest to the core or delta point of a fingerprint wohdde the highest SCORE. If
two scores are equal, then as a convention the entry clas#st tbottom of the image is
considered. To evaluate the SCORE, the nearby arches dyzehasing the variables —
BC SUM, AD SUM, SUM HIGH and SUM LOW. The BC SUM is the sum of thela
angle with its east neighbor. The AD SUM is BC SUM plus the ongl@to the west and
east of the BC SUM. Finally the SUM HIGH and SUM LOW are the suations of groups
of angles below the one being analyzed. To calculate theaeahgles are combined in a
set, and four such sets are individually summed. The SUM Hi&idrds the highest value
and SUM LOW the lowest of these sets. With most entries of thalie filled, each entry

is then scored. Based on the scoring, the core or delta [goidéntified.
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As a next step, the ROI needs to be created. We describe tbhedune creating ROI
with the help of Figure 4.3. Here the core point is denotedimioer ‘A. Considering point
‘A as a benchmark, then four lines are drawn in four orthaaatirections. A variable
countis initiated at 0. As the length of each line prolongs, if thelencounters a ridge,
then thecountis incremented by one. In Figure 4.3 the four points ‘B’,*D’, and ‘E’ are
determined when count is 4, which is the threshold size figeddir experiments.

This threshold was determined based on the experimentdises the fingerprint images
captured from Optical and Thermal Sensors [94]. We expeichites threshold to be valid
for other sensors because even if the quality of the fingarpriage may differ, the area of
the fingerprint captured is similar.

Based on the four points a rectangle is created which is tHeR@se steps are illustrated
from steps 6 to 15 of Algorithm 1. This ROI is then used as argienaput for the rest of
the algorithm as shown in step 15 of Algorithm 1.

Feature Extraction. Once the imagd of sizen x n is finalized, the features are
extracted based on random region selection. This is donkdnsingy semi-global regions
based on a pseudo random (PR) generator that uses a secreflkeysecret key is stored
at the user’s local machine. The idea of extracting robuasufe vectors from PR semi-
global regions via matrix invariants has been investigateeénsively [95, 96]. A matrix
invariant is any function or property of a square matrix whi€ not altered under a change
of basis. More specifically, a matrix invariant is a functimnproperty of the underlying
linear transformation, which can be computed from the ma#iative to any basis. The
matrices formed corresponding to the selected sub-imagassad to be processed under
matrix invariant functions such as SVD as elaborated in thasformation step of the
algorithm.

The random patrtitioning of the image introduces unpredittg in the hash values
and hence increases the security of the overall system. #gds these sub-images are
sufficiently unpredictable, the resulting intermediatshes are also different with high
probability [95]. The squares determined in steps 18—23 and used in the partitioning (See

Figure 4.2) are deliberately chosen to be overlapping tthéurreduce the vulnerability
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of the algorithm to malicious tampering. Increased numbesquaresp, increases the
pseudorandomness in the resultant hash value, and theetedims in increased security as
explained in Section 4.3, assuming a secure pseudorandoinangenerator. As a further
advantage, the random partitioning decreases the prdigaificollision and increases the
robustness against noise that may be present in the biemmaage. As reported in line 22
of Algorithm 1, A;’s wherel < i < p are matrices corresponding to the selected sub-
image blocks. Here each element of the mattj)corresponds to the 256 grey level value
of the pixel of the selected sub-image. The encoding of theahenatrix used in the
transformation is done based on the fact that every elemaheimatrix has a grey value
g where(0 < g < 255, positionv and directiond. A single pixel may not have a direction,
but for a group pixels, the grey value may change hence dgfagoncrete direction. This
is important as isolated significant components may not besto

Transformation. Each of the sub-image$; wherel < i < p, is used to perform the
SVD transformation. As a result for eaeh a unitary reduction to the diagonal form is
performed to get

A = US;ViE

As such SVD selects the optimal basis vectors in thenorn? sense such that, for any
m x m real matrix4;, we have

(ok, Wk, Ug) = arg ming z 5| A = Sl ow vt —ax Y |h
wherel <k <m,a € R, 2,y € R, 0, > 0y... > 0, are singular valued,u; } and
{0;} (wherel < i < p) are the corresponding singular vectors &nd is the transpose
operator [91]. By using the SVD we preserve both the mageitfdhe important features
in singular values and also their location geometry in tinggliar vectors. The combina-

tion of the left most and right most singular vectors thatespond to the largest singular

values, in turn capture the important geometric featuresiimage in the., norm sense.

3L, norm, also known as the Euclidean norm, defined for a véetes {1, ..., x,} is denoted by 7’| =

vV 22:1 |x%|
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Therefore as a next step for eadh the w;, which is the first left singular vector and the
v; , which is the first right singular vector are retrieved. Alkse vectors are then combined
inT = {uy,...,u,0/,...,0}

The next step is to form a PR smooth secondary imafgem I'. J is formed according
to an iterative process, at each step of which an elementfranselected and added io
As a first step an element is pseudo randomly selected fr@and set at the first column
of .J. Then for thei’* column of.J, an element fronT" is selected such that it is closest
to the (i — 1)™* column of J in the L, norm sense as denoted in step 16 in Algorithm 2.
An element can only be chosen once froimtherefore an element chosen at tHestep
cannot have been chosen at any of the previous 1) steps. Hence aftexp steps all
the elements of" are pseudo-randomly reordered to form the secondary infaafesize
m X 2p.

Once J is formed SVD is re-applied to it, to finally obtain the imagash vector
(steps 26 — 29 of Algorithm 2). The left and right singular tees are obtained by =
U;S;VI. Then the singular vectors corresponding to the largegtusn values, that is,
the first left (z;) and first right {;) are chosen. These vectors are simply combined to

obtain the final hash valuel = {u;,v,}.

4.2.3 SVM Classification

As discussed in the previous section, from one input biamseample, a hash vector
H = {uy,v;} of sizem + 2p is obtained. As the hash vectors obtained from different
biometric samples of the same user may be the same or mayfdiifie sample to sample;
we train a classifier to determine which hash values correspm a given user (or class),
so that at the time of verification, the classifier can idgrttie correct class of the user. To
achieve this goal several biometric samples of differeataiare taken. Algorithm 1 and 2
are run on each sample to get the corresponding hash vector.

These samples are then divided into training and test dagarform the classification.

We use K-fold cross-validation to divide the training andtitey data. All sample hash
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Algorithm 1 Generic Biometric Image Hashing Algorithm

Require: Biometric imagel
Ensure: The quality of the image is suitable based on the biometric.

1:

2:

10:
11:
12:
13:
14:
15:
16:
17:

18:
19:
20:
21:
22:

23:

3
4
5:
6:
7-
8
9

Input biometric imagd
{Pre-process fingerprint images to calculate RO}
if (type(/) =="fingerprint’) then

point, = Algorithm_R92(I) { Compute the core or delta pojnt
size = 4{Set fingerprint ROI threshold si¥e
count=0
for each linei in the four orthogonal directions (N,S, E, \Wp
repeat
increment length of line;
if line encounters a ridgden
point; = coordinate of intersection of line and ridge
count++
end if
until (count=£size)
end for
I = crop(pointy, points, point,, points)
end if
Let resultant imagé € R™*" be of sizen x n

{Random Selectior}

Let p be the number of rectangles

Let p; be thei’” rectangle andr be the height and width of eagh.

for eachi wherel < ¢ < pdo
Randomly position rectangle at (x;, y;) such that;; + m < nandy, + m <n
Let A; be the “sub-image” that is formed by taking the portion of gaahat is inp;
A e R T < < p.

end for
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Algorithm 2 Generic Biometric Image Hashing Algorithm (Continued)

1: (Continued from Algorithm 1) First SVD Transformation }
2: for eachA; wherel <i < pdo

3 A; = U;S;VT {Collect singular vectors corresponding to the largestidargralug

4:  u, = first left singular vector

5. w; = first right singular vector

6: end for

72T ={al,.... 0 0,..., 5}

8: Initialize secondary imagé|m, 2p| { Constructing secondary image from singular vec-
tors}

9: for all cwherel < ¢ <2pdo

10: Initialize variablee.. corresponding to element In
11: if ¢ = 1then
12: e. = PR_Select(I")

13: else

14: var_loop = true

15: while var_loopdo

16 eo=min, (/S0 (1) - T(k))?)
17: if not(e. already chosen for dpen
18: var_loop=false

19: end if

20: end while

21: endif

22: for all r wherel <r <mdo

23: J[r][c] = ec|r]

24: end for

25: end for

{Second SVD Transform}
26: J = U;S;VI {Collect singular vectors corresponding to the largestidargralug
27: uy = first left singular vector
28: v, = first right singular vector
20: H — {uy, vy
30: return Hash ValueH
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vectors are partitioned into K subsamples. Of the K subsasy@ single subsample is
retained as the validation data for testing the model, aaddémaining K - 1 subsamples
are used as training data. The cross-validation procebstisrepeated K times (the folds),
with each of the K subsamples used exactly once as the valid#dta. The K results from
the folds are then averaged to produce a single estimatign [9

The obtained hash vectors do not differ greatly with resp@&uclidean distance, as
inferred through experimental analysis therefore we uskl 8thniques to map the input
hash vectors onto a higher dimensional space where a magépatating hyperplane can
be constructed.

As explained in Section 4.2.1 the hyperplane construct@tyuSVM is such that it
has maximum distance to the closest points of the trainihg $kese closest points in
the training set are calleslipport vectors Here we use the Gaussian radial basis kernel
function (RBF for brevity)K (I ;, H ;) = e~1H~Hil/2" whereH ; and H ; are two of the
training samples ang > 0.

During training, two specific parameters have to be assesaeatelyy used in the RBF
kernel function and the penalty paramefeithat is used in the evaluation of an optimal
hyperplane balancing the tradeoff between error and mangia perform a grid search
method [98] on the parametetsand~ try all combinations of C and to selected the pair
with the best CV accuracy.

After training, the SVM model encodes all the classes that3WM classifier has been
trained with. If one of the classes were to represent theBKathen the SVM model itself
would reveal significant information about the BK. The aday would have to simply
guess the right (single) class to guess the right BK. We at#éiguch threat by strategically
adding spurious classes in the model and by generating thleEt as a combination of

different classes as described in the following.
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Adding Spurious Classes

Additional classes can be added to the original SVM claggifiedel by training ad-
ditional samples of the given biometric. These samples ka\ve added so as they are
indistinguishable with respect to the original biometriasses. We therefore employ a
strategy to make the additional classes similar to the maigget of classes. For each class
in the SVM model we define protector clasghat is similar to the original class so that the
cluster formed by therotector classs close to the original SVM class, and yet is different
enough to be distinguished as a different class. There dmuttifferent ways of obtaining
the protector classes. First is to find biometric images iédint individuals that look
perceptually similar. In the case of fingerprints percelptisamilar images may be easy to
find, however in the case of face images comparing simil& if@ages requires a human to
evaluate the closeness. A second possibility is to add moise original biometric image.
For example the face images could be modified to render nigtasymmetric features to
symmetric or changing other specific aspects as the sizeedatie characteristic such as
the eyes, nose and so on. If there areriginal classes, then we manually add a protector
class for each, thus resulting 2n classes. We also add other spurious classes that are not
similar to the original biometric samples (as the protectasses) but are of the same bio-
metric type. Adding spurious classes by itself does notreeagainst brute force guessing
attacks, but increasing the resultant number of classdseirtlassifier also increases the
computational hardness of the guessing attacks on the Bk ¢8lee Section 4.3). The BK

value is the combination of the SVM classes as described next

Using Combination of Classes

During classification, given an input sample, a SVM classifegurns a list of con-
fidence measures for each class corresponding to the poedadtthe class of the input
sample. Generally the class with the highest confidencé&éntas the overall class predic-
tion of the input sample. The distance from the separatimgeiplane and other multiple

factors are used in determining the confidence of a predigi class [99]. Using the con-
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fidence factors, not only is the final prediction known, bsoah list of other classes that
have high confidence levels. While generating the final keygrabination of the classes
that are chosen based on the class prediction confidence Nl classifier is used. More
specifically ifn is the total number of classes, then the final BK is the labelags with
the highest confidence label and an unordered combinatitimeedopt = % class labels
that are listed with decreasing confidence levels. For aclett to guess the BiComB-
CLASS, given the SVM classes, the number of choices is (?) We typically consider
the total number of classes > 69, which leads the number of choices to be2%*, thus

making it computationally hard for the attacker to guesgitjiet BK-COMB-CLASS.

4.2.4 Experiments

In this section we summarize the experimental results wewcted to assess the accu-
racy and robustness of our approach. We carried out extesstg of tests of different bio-
metrics, to demonstrate that the relevant criteria requmethe security, repeatability and
uniqueness of the BK are met. All experiments have been atadwsing Microsoft Win-
dows XP Professional 2002 Service pack 1 operating systetin Imtel(R) Pentium(R)4
3.20GHz and memory of 512MB.

Dataset and Experimental Setup

We tested our hashing algorithm (Algorithms 1 and 2, Sec#iéh2) on fingerprint,
iris and face data. The summary of the data used and the elteésults are reported in
Table 4.2. For fingerprints we used FVC [94] databases (Sgaré-i4.4(a)). The FVC
dataset used consists of 324 fingerprint images of 59 indal&collected using thermal
sweeping and optical sensors. We also used 50 images of Mdunals generated us-
ing the synthetic fingerprint generator SFingeGe v3.0 [1®®¥garding the iris data, the
UBIRIS iris Database3 [101] was used (See Figure 4.4(b))chvbonsists of 1695 im-
ages of 339 individuals’ eyes. Finally for the face data weduthe Yale Database of

Faces [102] containing 100 images of 10 individuals (Seeir€igt.5(a)) and the AT&T
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r—— . Al f’ ﬁ? 'A ;
(a) Thermal (left) and optical (right) sensor finger- (b) Iris sample.
print samples.

Fig. 4.4. Fingerprint and iris image samples.

Database of Faces [103,104] (See Figure 4.5(b)) conta#idgmages of 40 individuals.
We evaluated our results using the SVM classification allgorj with K-fold cross valida-
tion (CV). Based on the CV accuracy the False Acceptance [RaR) and False Reject
Rate (FRR) were calculated. The FRR is calculated asC'V' Accuracy, whereas the
FAR is calculated as th&“% whereN is the number of classes.

The values of the key parameters used in Algorithms 1 and Bepated in Table 4.1
wheren is the size of the image in pixels,is the number of sub-images formed,is the
size in pixels for each of the sub-images ahis the secondary image.

To assess the optimal values of the paamdm, we ran various possible combinations
of the values and used the one that provided the maximum ancur~or example for
fingerprint database FVC2004 DHS the value op was varied betweei0, .. ., 100] and
that ofm also varied betweefi0, . .., 100}, the highest accuracy was found fo 50 and
m = 30.

The code for implementing the various steps is written in MAB and therand()

function of MATLAB is used as the pseudo random function usedtep 21 and 12 of
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(a) Yale face database samples. (b) ATT face database samples.

Fig. 4.5. Face image samples.

Algorithms 1 and 2 respectively. The size of the secondaagiey is 30 x 100 leading to
the size ofu; = 30 x 1 andv; = 100 x 1, thus resulting in a hash vectér = {u, v;} of
130 dimensions.

For the SVM classification we adopted the LIBSVM [98] packémese the hash vec-
tors and build the final classifier model. This uses the RBmhakeérnel function. Based
on experimental analysi§; was set to the rangg2®, ..., 2"} andy to {27°,...,2%}. All
combinationg”" and~ were tried using grid search to select this best CV accurasgd

on the input data.

Table 4.1 Parameter values for experiments based on Algasitl and 2.

‘ Image type ‘ n ‘ D ‘ m ‘ size of J ‘ pseudo-random functiobsize of H ‘
| Fingerprint/lris/Facg 128 50 | 30 | 30 x 100 | MATLAB rand() | 130 |
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Table 4.2 Summary of the experimental results of all bioroekata types.

Bio- Database | Description| # # Cv FRR FAR
metric | Name Im- | Per- | Accu- | % %
Type ages| sons | racy %
Finger-| FVC2004, | 300 x 480, | 54 9 9259 |7.41 9.26
print | DB3.B Thermal x10793
Sweeping
Sensor
Finger-| FVC2004, | 300 x 480, | 150 | 30 97.33 | 2.67 9.21
print | DB3A Thermal x107%4
Sweeping
Sensor
Finger-| FVC2004, | 328 x 364, | 120 | 20 85.83 | 14.17 | 7.46
print | DB2 Optical x1079
Sensor
Finger-| SFingGe 288 x 384 | 50 10 88 12 1.33
print | v3.0, Syn- x 10792
thetic
Generator
Iris UBIRIS.v1 | 800x600— | 1100| 220 | 87.73 | 12.27 | 5.6
Sessadl 24 bit color x107%
Iris UBIRIS.v1 | 800x600— | 595 | 119 | 97.65 | 2.35 1.99
Sessad® 24 bit color x107%
Face | The Yale| 640x480— | 100 | 10 99 1 1.11
Face 8 bit gray x10793
Database B| scale
Face |AT & T |92x112— |400 |40 98.25 | 1.75 4.49
Databases | 256 bit gray x 1070
of Faces scale
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4.2.5 Experimental Results

We now present the results of our experimental evaluatimuosystem. First, regard-
ing the time performance, on an average, the hash vectordnyrgiven image is generated
in 0.9597 seconds. In the process of enroliment if we needples of one person, it will
take about 5 seconds of processing time to generate hastrvéot one person for the
given software and hardware setting.

The SVM classifier for about 220 persons’ hash vectors tal@s43hours to generate
the SVM classifier model. At the testing stage, when the maxiglenerated, it takes
approximately 0.001 second to classify the test image.

Regarding the experimental results, overall, the obtaiegdlts largely confirm the cor-
rectness of our algorithm: in each of the test cases, theacgwas above 85% cross vali-
dation. False acceptance rates were low ranging betwe®n;} 10-%4, ... 1.33 x 10797,
which translates into the assurance that the percent chaf@ecepting an incorrect bio-
metric image are low. The worst FAR has been registered3asx 10~2, which is inter-
estingly obtained from the synthetic fingerprint imageseSénimages are generated under
controlled conditions (e g., there is no unexpected noigsedby human interaction). Re-
garding FRR, the worst recorded FRR was in conjunction wighworst accuracy results
because the FRR result is dependent on the accuracy (seeysreection). The worst rate
amounts at 14% (case test n. 3) and it is still acceptablejamithe same order of similar
biometric key generators [105].

We now provide additional insights specific to the testedratric types.

Fingerprint. Two types of Fingerprint Verification Competition (FVC) daases [94]
corresponding to two types of sensors were used for the fingébiometric experiments.
The sensors highly influence the quality of fingerprint ineag#é/e define theuality of
the fingerprint image according to three criteria [73]: (@lnhcontrast between ridges and
valleys, (ii) the image area foreground, and (iii) littleasor latency. As shown by the
results, the CV cross validation is above 85% for each dateosesidered, which confirms

the validity of our approach. A first important consideratguggested by the result is that
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the algorithm performs better in case of a large data sen(#ései test case n. 2 in Table
4.2), most likely because of the more accurate training asting during configuration

phase which helped in finding the optimal configuration patems. We also notice that
on average our algorithm performs better using the thereraéa than when using the
optical sensor because the thermal sensor captures hgtdy gingerprintimages. We can
explain this result by elaborating more on how the qualitgffected; in that the quality

of the fingerprint image is affected by several human facsoich as skin humidity and

pressure. If the skin humidity is less the image quality @& tptical sensor degrades.
The skin humidity does not affect the image quality of theriied sensor because it is
the sweeping type. Moreover, regarding pressure, for aicaensor the foreground
image gets smaller for low pressure while the fingerprintmsared for high pressure. This
is again not true for a thermal sweeping sensor where theamaglity is not affected

significantly.

Out of the four data sets the last one was composed of affifigganerated images.
We experimented with synthetic fingerprint images as theagmia@lly supply non-biased
images and can be created at a low cost. However, it was diitiiotontrol the randomness,
which led to significant differences in the fingerprints geied for the same individual.
This caused a degradation in the classification to get a 88%¥saralidation accuracy. We
believe the results could be improved using a synthetic rg¢meversion that generates
several fingerprint samples maintaining some known innafiagerprint features as in the
case of real fingerprints. This would guarantee random rHoiseach sample, as in the
case of real life sensors, while keeping the basic chaiatits; such as the nature of the
core point (whorl versus delta), unchanged.

Iris. Iris image databases UBRIS.v1 Sesda(Session 1) and UBRIS.v1 SessadSes-
sion 2) [101, 106] were used for the iris biometric experitsefor the first image capture
session, the noise factors such as reflections, luminostycantrast were minimized. In
the second session the capture place was changed to introdtiral luminosity factor.
Images collected in the second session simulated the opégred by a vision system

without or with minimal active participation from the subjs, adding possible noise in the
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resultant images. When capturing iris images there is aioeaimount of pre-processing
performed. A sequence of images are obtained rather thargke smage. Not all images
in the input sequence are clear and sharp enough for reamgnithe images may be out of
focus, or contain interlacing lines caused by eye motionawelsevere occlusions caused
by eyelids and eyelashes. Therefore, only high quality esdgom an input sequence are
included in the final database.

The number of classes in the first database was almost doitble second, therefore
the increased number of hyperplanes formed during SVM nioglééd to an increased
number of misclassifications. This resulted in better tsdor the second database, even
if the quality of images of the first database was better. &foee we observe that the
increased number of classes 00) in the SVM classification model influence the final
cross validation accuracy.

Face. We used two databases for the experiments on faces. Therfestallected good
guality images, in that photos were taken with each subjeet frontal pose (See Fig-
ure 4.5(a)). Thus the resulting cross validation accurd®P8&o was obtained.

The second set of tests were performed on images that wese #ldifferent times,
varying the lighting, facial expressions (open / closedseysmiling / not smiling) and
facial details (glasses / no glasses). All the images wéentagainst a dark homogeneous
background with the subjects in an upright, frontal positrath tolerance for some side
movement (See Figure 4.5(b)). Despite this, the overali<r@lidation accuracy of this

database was evaluated to be 98.25% although the falséogjeate increased by .75%.

4.3 Analysis

We start with proving some key properties related to uniggsrand repeatability and
security properties of the biometric key algorithms. Baseduch results we analyze the

privacy aspects, the possible attacks and discuss howvengrzom them.
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4.3.1 Uniqueness and Repeatability

Uniqueness and repeatability are two key requirementsdonétric keys as mentioned
in the beginning of this chapter. We analyze these two pt@sein detail in this section.

A criterion frequently used for assessing uniqueness guehtability in classification,
is the function.J, [107] which is described in the following. The key idea of ¢tion
Jo is to compare thevithin-classdistance of the various hash vectors (or elements being
classified) belonging to a given class, with thetween-classgistance among the various
classes. There are two key steps to be taken while evaluéting

The first step is to evaluate tethin-classscatter matrixs,,:
Sw = Zglszpz

where) is the total number of classe$; = F|(x—u;)(z—u;)"] is the covariance matrix
for a class denoted hy; whereFE is the expected value functionjs any vector in class);
andy; is the mean vector of class;; and, P, = n;/N wheren; is the number of samples
in classw; and N is the total number of samples in all the classes.

The second step is to evaluate thetween-classcatter matrixs,,:

Sb = sz\ilpz(:uz - :U“o)(:ui - :U“o)T

whereu, = XM, P, is the global mean vector of all the classes.
From the above a covariance matrix of feature vectors wipeet to the global mean

is evaluated as,, = S,, + S,. Finally the.J; criterion is calculated as:

1 1Sl

S|

4Covariance is the measure of how much two random variablgsegether. A covariance matrix is a matrix
of covariances between elements of a vector.
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As evident from the equation, for good repeatability of eotrclassification (small within-
class distance), and uniqueness (large between-classicktthe value ofl, should be
large.

We carried out additional experiments on all the datasetstionate./, and obtained
average values of; for fingerprint asl.2712 x 108!, iris as1.5242 x 10%% and face as
3.7389193, This provides empirical evidence that the algorithm $iaisthe uniqueness

requirement on the biometric hashes generated based orothethic datasets we used.
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Fig. 4.6. J2 histogram of iris classification.

For clarity, we provide an example of.a histogram for the Iris Session 1 database in
Figure 4.6 (data corresponding to n. 5 in Table 4.2). Thmetric requires the calculation
of within classandbetween clasdistances of all the possible pairs of data elements.;The

axis in the histogram presents number of log(J2) classrdisgbetween any two classes.
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For instance for a value (120(x-axis),100(y-axis)) medas there are 100 class distances
which have the/, value of 120. If there are all togethgr'| number of total classes then
the possible permutations of the distances to be teste@éégi'. In Figure 4.6 which
the histogram of different classes of iris data there arei@@®iduals iris data therefore
the possible number of distances between any two classqsa'd;mw. This results

in the projected histogram.

4.3.2 Biometric Image Keyed Hashing

We analyze the one-way security property of the SVD baseahéioc image hashing
algorithm. More specifically, we show that it is computatiiy hard, given BK-H\SH-
VECTOR H to reconstruct the original biometric image. We explairstiesult by the
following two theorems. First, we prove that it is hard to soact the secondary image
from the vector, which is required to reconstruct the oadjimiometric. The following re-
sult (Theorem 4.3.2) shows that even if the second imagenistagected or attacked, it is
still hard to obtain the original biometric imade Our proofs are based on the combination
of mathematical properties of the SVD and the employed hgdleichnique, and from em-
pirical analysis where image-specific properties need tanadyzed. Experimental results
are required to define important thresholds and boundasrdsiémetric specific data that

cannot be proven theoretically.

Theorem 4.3.1 Given only the hash valu#l (u,,v;) it is computationally hard to con-

struct the secondary image.

Proof If only the final hash value is known to an adversary, then tis¢ $tep is to ap-
proximate the secondary imaggSee Figure 4.2). We prove it by analyzing the following

equation which provides a possible approximation of theséary images:

J = Z \/)\TUZUZT = \/)Tlqug + \/)Tguwg + \/)\T),u;;vg +...+ \/)\711,11)3;
i=1 N
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Herer = 2p, p is the number of sub-images creatagd,1 < i < r are non-zero eigen-
values of the matrix¥’” J such that\; > \, > ... > ),. NoteJ” is the transpose matrix of
J and a positive square root &f is a singular value. The; andv; are eigenvectors of J©
andJT J respectively. As the final hash valugjjv ;] is known to the adversary, the values
which need to be guessed areand{ \yu v + Asupvl +. . .+ N\u,vl}. To guess\;’s there
are infinitely many solutions as any nonnegative eigengata@ lead to specific eigenvec-
tors that are unitary (i.e. satisfy the definition). Any eigalue matrix resulting from this
construction will give a solution to the equation and therefit is computationally hard for
the adversary to identify the original value.

If there is a case when thg is dominant such that the rest of the valugs. . ., \, are
approximately equal to zero, then one could try to guess\thend possibly approximate
the secondary image to gét= VA vl It is not trivial to predict theoretically the pos-
sible distribution of the values of;’s because they are dependent on the type of image and
the distribution of the pixel values of those images. Thanefve conducted experimental
evaluation on the biometric images and found thatX} are distributed such that there
is no one dominant eigenvalue because the secondary ithegg smooth image (i.e. the
adjacent pixels of the image do not differ beyond a certaiesiold which is determined
by the algorithm parameters). We conclude that becauseeddifficulty of guessing the
eigenvalues and the lack of dominant eigenvalues the racmtisn of the secondary im-
ageJ from the resultant hash vectaf is computationally hard for the biometric images

considered. [ ]

Theorem 4.3.2 Given the secondary image it is computationally hard to petdriginal

imagel.

Proof Sketchf .J is known to the adversary, then the first step would be to faoheub-
image matrixA; wherel < i < p. Note a combination of all; eigenvectors were used
to construct/. EachA4; is of the formA; = U;S;V,T. As in the proof of Theorem 4.3.1,
there exist infinite number of eigenvalues to construct it&id,; which would satisfy the

relation. Moreover, using the same reasoning as befores #re no dominant eigenvalues
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as thep sub-images each of size x m are overlapping. The overlap causes the most sig-
nificant eigenvalues not to differ beyond a certain threslasldetermined by the algorithm
parameterp andm. In addition the largest eigenvectors (i.e. the left most tre right
most vectors of thé/; andV; matrices respectively) of each sub-imaggeare combined
pseudorandomly to fornd resulting in the number of choices the attacker would need to
try asp!. This motivates the need for large valuep ¢f 50). As a result guessing the order
of each sub-imagd,; and hence creating the original imafe computationally hard.l

As a final remark we note that even if the attacker is able toexet the biometric
image, it cannot reconstruct the hash vector without thevkedge of the secret random
value needed during the selection of {heub-images and to pseudorandomly combine

them to form the secondary imade

4.3.3 SVM Classes and Key Space

We analyze how the addition of spurious classes in the mdfelta the security of the

final BK.

Spurious Classes

We performed empirical analysis to evaluate how the clasdifin accuracy changes
as we add the spurious classes. We carefully selected spuriasses so they would not
be similar to the biometric samples already present in thesdier but are of the same
biometric type. We also processed protector class imagesafth class in the original
classifier model. In Figure 4.7 we show three different casesl for biometric images of
the face database. Here there are- 20 original set of classes. In the first case (dashed
line) 10 dissimilar spurious classes added to the origiaab$n classes resulting in the
maximum ofn + 10 classes. The value in the x-axis ranging frim . ., n] dictates the
number of classes that are trained and tested at one instamdehe value in the y-axis
provides the classification accuracy of those number okekas The accuracy decreases

gradually only up t®8.33% as the number of neighboring classes increased upHdO0.
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In the second case (dash-dot line) only therotector classes are added per each of the
n original classes, giving a total @» maximum number of classes. As in the previous
experiment we registered a gradual drop, with a final acgur68.25% which is close to
the original. Finally in the third case (solid line) we addsath the protector classes and
the other spurious classes resulting in the maximugmof 10 classes, and obtained a final
value 0f96% accuracy. Based on the three cases, we conclude that spalémses can be
added strategically without changing the original accutaca significant amount( 3%

in the given dataset).
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Fig. 4.7. ROC curve showing the affect of spurious classeb®iaccuracy.

Combination of Classes for final BK

From empirical analysis we observe thatiis the total number of classes, and they
are listed in decreasing order of their confidence leveh theinstances of correct classi-
fication, the highest confidence class is the same and thelemsor set of the following

classes whergn — 1) > ¢ > % are the same for the multiple testing rounds in the K-fold
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validation. The ordering of several of thieclasses were swapped with the neighboring
classes in several instances. Therefore for the final |&la¢ldenoted the final BK value,
we use the class with the highest confidence followed by andeéned combination of the
nextt classes. Thus for an attacker to guess the right key basétwtatetssifier model, the
number of choices would be=n + (7). n in our case ranges froffi9, . . ., 220]. Based

on the value ofr, the resultant) ranges fron 2% ... 22!]. Then is proportional to the
number of bits needed to encode the BK. More precisely thébeuof bits islog, n which
thus ranges fron64, . . ., 214]. A summary of the experimental data corresponding to the

biometric typen, n and final number of bits of the BK is provided in Table 4.3.

Table 4.3 Number of SVM classes and the final number of bithefiiometric
key.

| Type | n | Spurious classep n | # of BK bits |
Fingerprint| 69 - 2.84 x 10Y | 64
Fingerprint| 139 69+1 2.36 x 10% | 134
Iris 220 - 4.52 x 10% | 214
Iris 119 - 2.43 x 103 | 114
Face 101 50+1 1.01 x 10% | 96

4.3.4 Privacy and Security Analysis

We analyze the relevant privacy and security propertiesuofsystem, based on the

above results.

Privacy Analysis Our approach supports privacy preserving verification beedt relies
on the ZKPK protocol. This ensures minimal disclosure anichkability as per the use
of the BK identifiers in the aggregate ZKPK as elaborated iafZér 3. Moreover, with

regards to the privacy of the biometric we do not require theagle of the biometric image.
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This is a feature of our technique and differs from tradigibibiometric approaches [108]
that rely on matching of the biometric templates. We do ngelthe matching of the bio-
metric on stored templates, but on hashing values obtaifted@ocessing the biometric
images. As such, the verifier will not learn anything aboetdbtual biometric image used.
Even if a malicious verifier has the BK it is not possible fotoitreconstruct or retrieve the
original biometric image, which follows from Theorem 4.2uid 4.3.2.

Preservation of privacy also prevents replay attacks iesiged environments, which
corresponds to the process under the control of the verifiersucceed in a replay at-
tack the attacker should be able to input a biometric imagaddition to other secrets) to
re-generate the BK. If the verification using the biomesiexecuted in a supervised envi-
ronment the mere knowledge of the BK would not be sufficiergassing the verification

process.

Security Analysis Security in our system is given by difficulty of perpetratingperson-
ation attacks and of learning additional information aktbetindividual’s biometric based
on the biometric keys. We discuss possible attacks thattaokar may attempt against
our verification system. We focus on an attacker trying toemspnate a different user and
show how our approach withstands these types of attacks.

To succeed in an impersonation attack the attacker needs &whre of all the se-
crets, and/or bypass the verification methods and compeothes others. Bypassing the
cryptographic protocol is computationally hard, as showBection 3.4 of Chapter 3. By
contrast, it is fairly easy to obtain the biometric image dégitimate user, because of the
image availability. An attacker can present fake biometrics, resubmit preljostored
biometric images, override the image extraction procedssarforth. As the reliability of
the biometric devices and their security cannot be alwagared, it is crucial to verify that

our system is indeed capable of thwarting from the attackeiniy a biometric imade

5The reader can think of several technologies that makeytteasapture biometrics such as face images.
5From our perspective we do not verify whether the biomeiriage being read by the sensor is synthetic or
real.
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Table 4.4 Possible security attacks [Key: (a) biometricgméb) hashing secrets
(c) classifier model (d) BK (e) commitment secret].

| Case| (@) | (b) [ (c)](d) [ (e)]| Description |

1 X The BK cannot be created without the
hashing secrets.

2 x | x The lack of classifier model prevents
from the construction of BK.

3 X X Classifier model does not reveal se-

crets and the hashing secret is needed
to construct BK-HASH-VECTOR to
classify into BK.

4 | x | x X | — x The BK is compromised, but the com-
mitment secret prevents from creating
ZKPK.

5 4 X The BK is compromised, but the com-

mitment secret prevents from creating
ZKPK. No other secrets are leaked.
6 x| x | X x | The BK is compromised and so the
verification. However, no replay in su
pervised environment is possible.
7 X X x | The client machine is compromised
but the BK cannot be constructed
without the biometric image.

In Table 4.4 we provide a summary of the various cases whezeoomore secrets
are compromised, and discuss possible security impligsticCase 1, 2 and 3 address
the scenarios where the biometric image is known to thelatabut not the BKMETA-
DATA, which includes the hashing secret and classifier modelth@random secret in
the BK-comMIT, which are stored by the user. Thus, the BK in these caseotaen
generated. However, if the attacker knows the BK, then téop@rsuccessful verification
it also needs the commitment secrets. This scenario is suzedaby case 4. As noted
earlier the knowledge of BK does not reveal any informatibthe biometric image or the

secrets involved as depicted in case 5. Moreover, in cas@a®K is compromised along



115

with the BK-META-DATA and the commitment secret, then as highlighted in our pyivac
analysis, if the verification process is in a supervisedremvnent, then it will not succeed.
Finally, an interesting case is when the user machine sjthe BK-META-DATA and
the commitment secret are compromised as illustrated i €ab this case, the attacker’s
best choice as a source of information is the SVM model. Hewas we show in Section
4.3.3, for number of classes> 69, the number of choices 2% that makes it computa-

tionally difficult for the attacker to guess the right BK.

Multi-factor Approach. Considering a multi-factor verification approach presérite
Chapters 2 and 3, where multiple identifiers are provideteorerifier, having one of more
biometrics as additional factors increases the robustfaéke system, as a consequence of
the above results. The multi-factor verification using nplét SIT attributes corresponding
to users different strong identifiers, stored in the idgmtcord can be used with the BK
commitments, which would also be included in the identityorel, and subsequently be
aggregated together to construct ZKPKs as per the vertitatiiteria of the verifiers.

Details on the analysis of the multi-factor approach folfoem Chapter 3, Section 3.4.

4.4 Summary

In this chapter we presented a new way to generate BKs fromi@médiric images.
These BKs can be used together with other SIT attributegubie multi-factor identity
verification techniques presented in Chapter 3. Our algmistare based on image hash-
ing functions and support vector classification technigiésough empirical analysis we
show that the algorithms provide unique and repeatable BK&e given dataset. Overall
our evaluation uses 2569 images of 488 different indivigidiait three types of biometric
images; namely fingerprint images, iris images and face @na@ased on the biometric
type and the classification models, we can generate keysgafrpm 64 bits up to 214
bits.

We also ensure security and privacy of the biometric datareNdpecifically, we analyze

attack scenarios including the case when all data stordtkatlient machine is compro-
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mised; even in this case the biometric key is not compromigédpreserve privacy of the
biometric, in that no information about the original biomeimage is revealed from the
biometric key or commitment.

There are specific assumptions to consider while employiadtometric key genera-
tion and verification protocols. First, our approach assthat the client has a portable
storage device that contains the secrets needed to reagetiee biometric keys. Second,
the computational device (either at the client or verifiegttcaptures the biometric and
computes the BK is assumed to be trusted to delete the bigndetia and related secrets
used in the computation. The computational device is alsarasd to be trusted to not
release the secret keys during the BK proof computation.

The confidence on the linkability of a biometric commitmemd a real world individual
can be evaluated based on the type of enrollment and verficatlicies. Our techniques
are designed to preserve privacy and not reveal biometiarfes or other uniquely iden-
tifying information based on the BKs or the proof constrdcée verification. In addition
an individual can generate multiple BKs using the same biomdy employing different
hashing and commitment secrets. However, if our techniguegs to be used for unique
identification of individuals then the enrollment and veation mechanisms would need
to combine the biometric commitments with other strong tdiens at enrollment and/or
verification.

The biometric keys generated can potentially be used foowatypes of applications
such as encryption or other challenge-response basedatdfi. However, based on the
applications and the desired security and privacy progerthe algorithms need to be re-
assessed with respect to the use of the key generationsemmastraints on the computa-
tional devices and the properties of the final key generdt@dmples of the properties of
the final key include the length of the key and the distributddthe values of the final key.
Moreover for a large scale deployment of the techniqueseptesl, more extensive exper-
imental evaluation is needed using representative sarmptée population that would be

using this system.
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5. HISTORY BASED IDENTITY VERIFICATION AND
MANAGEMENT

In this chapter we presehistory baseddentity attributes that are related to principals’
past transactions that can be used by principals, togethirother identity attributes,
to perform identity verification and enabling SPs to makstthased decisions concerning
current transactions. One category of such systems issepied by theeputation systems
[29, 109]. Several e-commerce SPs have built reputaticlesyssso as to give a better idea
of how trustworthy both the buyers and the sellers are. Thiseicause the sellers are
typically SPs but could also be principals in a peer to pe@PjRenvironment. Sellers
benefit from the use of such systems because good reputatiomis likely to attract more
customers. Similarly buyers may qualify for better deald aarvices if they have good
reputation. However, most reputation systems have a majtation in that the only
information they maintain are scores and they do not tylyigabvide information about
the actual transactions a seller or buyer has made. Ther#fis important that trust be
established also according to the transaction historydoaisebutes. Information about the
history can be consulted to evaluate and manage the pdteskiin a given transaction.
Capturing and using transaction history for trust establisnt entails addressing sev-
eral challenges. First, there should be a privacy presgmiethodology to guarantee own-
ership of the history based attributes on which the trusisttats are made. Moreover, in
e-commerce applications, transaction history of indiaiduncludes their customer profile
of transactions with several SPs and such transactionrhiseeds to be accessed by var-
ious SPs, which may use heterogenous transaction histonafs. In some existing real
world scenarios the SPs store transaction history in sucyahat makes it impossible for
other SPs to use it. Therefore the principal cannot benefit its past transactions. Addi-
tionally, there is a lack afiser controbn his/her transaction history. The transaction history

is generally stored at the SP end, and the principal may nablgeto control who accesses
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this information. One solution is to introduce a third pasgeipt management server. To
this extent, we propose an extension to VerylDX as an elewtmeceipt infrastructure and
protocols to build and manage transaction history base@wais of principals. With such
system, SPs can have access to the principal’s transacdsitmmyhaccording to the princi-
pals’ permissions. The history based attributes are emtcadeeceipts related to the past
transactions.

There are several desired properties for such a transdudstory management system.
First isstealing preventionfor receipts. If a receipRp, is issued to a principaPl,, then
P who steals this receipt should not be able to preggnt as its own receipt. Second
is theavailability of receipts. If the transaction history is saved as cooldeally at the
client machine, portability and hence the availability atk receipts is hard to achieve.
VeryIDX infrastructure is based on an identity managemgstesn that makes the receipt
information available to the online principals. Third igtiminimal disclosure of the in-
formation stored in the receipts, to minimize the inforraatievealed about the principal’s
transactions at the various SPs. Fourthigsr choice the principal should be able to se-
lect parts of a receipt based on the information needed tg oarthe current transactions.
Fifth is integrity of the principal’s history based attributes. Integrity slicbe maintained
to enable high assurance trust establishment and repuwtaduation. From the architec-
tural perspective, a sixth desired property is that theesgsghould beeasy to deployin
current e-commerce systems with minimal extensions toxistieg systems. The manage-
ment overhead imposed on individuals should be as low asthij@s® to assurasability.
The final property is that the system should suppaeroperability , in that it should be
possible to use the transaction history from one SP at anSfe

We extend our approach to the use of receipts in offline isgretransactions at phys-
ical SP locations using mobile phones. In the case of usistpityi based attributes in
mobile devices the user control and minimal disclosure @rigs are shown to be espe-
cially important [110] and should be supported. Moreoves,computational and resource
constraints of such devices should also be considered toeeficient execution of the

proposed protocols.
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In this chapter we explain protocols for managing transadtistories that verify the above
properties.

Among our key innovations is a series of protocols for thaldghment and manage-
ment of principals’ transaction history. These receipt@cols satisfy specific security re-
guirements namely correctness, integrity, single subons$irness and non-repudiation.
To achieve such properties several cryptographic toold sisczero-knowledge proofs,
identity-based signatures, contract signing and certiéieil protocols are used in the
receipt protocols. All receipt protocols are privacy-gme$ng with respect to user con-
sent and minimal disclosure. We provide a standard yet siilenformat of e-receipts
that is used in these protocols. In Appendix B describe aopype implementation of the
VeryIDX system with detailed performance analysis usinghshistory based attributes.
The architecture and design of the VeryIDX system takes &ctmunt several important
considerations of a real-world e-commerce system infuasire.

In the mobile phone context we present the main protocolubkas the cellular phone
components to store and use the receipts for in-personatctoss. We also analyze the
mobile phone solution under several criteria includingfgrenance, portability, security
and privacy.

The rest of the chapter is organized as follows. Section Etigees an overview of the
main approach and the key functionalities of the system satturity and privacy criteria
that the receipt protocols need to satisfy. Section 5.2¢htces the proposed protocols
followed by a protocol analysis in Section 5.3. Section 5elpresent the extension of
the main approach in the context of offline transactionsgusinbile phones. In particular
we present additional set of requirements specific to theotiseceipts in mobile phones
in Section 5.4.1, followed by the protocol satisfying thgugements in Section 5.4.2 and

analysis in Section 5.4.3. In Section 5.5 we provide a summar
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5.1 Overview of the Approach

In our approach to transaction history based attribute gwmant, the registrar (See
Chapter 2 Section 2.1.1) manages principal’s receipts ditiad to the identity record
(IdR) and provide them to SPs when needed. All receipts aredin the principal Receipt
Record (RREC for brevity) that is created for each registgnéncipal. An e-receipt has
9 key elements, namely—RENSACTION ID, SELLER, BUYER, ITEM, ITEM DESCRIP
TION, PRICE, USERINFO, RECEIPTASSURANCELEVEL and TIME. The TRANSACTION
ID and SELLER form a key to uniquely identify the receipt. Most of the itemshe receipt
correspond to those of traditional receipts excepeRINFO and RECEIPT ASSURANCE
USER INFO captures only the weak attributes collected about the jp@hcluring the e-
transaction. This information is used to assess theERPT ASSURANCELEVEL that the
given receipt belongs to the principal claiming a given RREGhe combination of the
weak attributes uniquely identifies the principal, thenndeeipt assurance level of the re-
ceipt is set to ‘A. Depending on the amount of informatioraidable about the principal,
the assurance level could be set to ‘B’ or ‘U’ for unknown. Bptassurance level will be
lower if conflicts are identified. For example, if the citiaip of the principal in two dif-
ferent receipts is different, then there is the possibiligt the two different e-transactions
have been executed by different principals. We ensure, ioyg ugital signatures, that the

receipts cannot be tampered with once they are issued, guve begistrar storing them.

Example 10 An example of a receipf? of principal Alice is( 401,E-BOOK STORE,

Alice@QReg1, BOOK, Quantum Mechanic$103.27, “AMERICAN, LAFAYETTE-IN, JUG-
GLER", A, 14:34 03/12/2007% where 401 is the transaction ID, EeBK STORE is the
name of the SP andlice@QReg1 is the Alice’s SSO ID with the registrakegl where this

e-receipt is stored. Here theEREIPT ASSURANCELEVEL of the USERINFO is 'A.

To ensure minimal disclosure of the receipt attributes,hiat the principal can use
them as SIT attributes and create aggregate ZKPKs (See &I®mif its receipt attributes,
we allow the principal to extend the original receipts wittdBrsen’s commitments [46].

Once the commitments are enrolled at the registrar, theyreanbe used to create proofs
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regarding properties of those attributes as elaborateédtiédh 5.2. The receipt extension
(x-receiptfor brevity) has the RANSACTION ID and SELLER to uniquely identify the
receipt, followed by the element tag, such a&sd¥, and the corresponding cryptographic
commitment. In Example 10 if Alice enrolls a commitment esponding to the price, then
she can prove that the price is greater than $i@thout having to reveal the exact price.
We devise a logical structure called the ‘wallet’ that ssotlee principals cryptographic

secrets and potentially a subset of the IdR and RREC.

Table 5.1 Summary of receipt functions.

Function Purpose
Add Receipt Once a principal has completed a transaction, it executes
the ‘add receipt’ protocol to retrieve the receipt from thie|S
and store it at the registrar.
Extend Receipt | For areceiptthatis already stored at the registrar theprin
pal can create x-receipts by adding the cryptographic com-
mitment to the original e-receipt.
Use Receipt When the principal interact with a SP, it can use the receipts
to prove properties about its past transactions. Progertie
required about past transactions are specified bytrtrst
establishment policiesf the SP.

Remove Receipt | If a receipt is unusable, expired or revoked, then the prin-
cipal, registrar or SP can delete it. Once this receipt is
removed from the registrar, no other copy of this receipt
stored at any other can be successfully used.

Our system provides the functions listed in Table 5.1 sugopgpthe creation, use and
deletion of the receipts. The protocols implementing thecfions are described in de-
tail in Section 5.2. It is important to mention that there apecificsecurityand privacy
requirements for all these protocols. We briefly discusé saquirements in what follows.

Security requirement. Security of the receipt protocols includes five main prapsrt

There are ZKP’s that allow to prove that a committed integéisfies an inequality, such as a given commit-
ted value x is greater than a constant A. A possible apprasabdomplish this is using interval proofs [111].
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1. Correctness.Ilt means that if two honest parties successfully compleg@mmmerce
transaction, then the final receipt is constructed with tireact receipt attributes and

is included in the RREC of principals’ involved in the traogan.

2. Integrity. It refers to the tamperproofness of the constructed recHipny receipt

attribute is modified, then it should be possible to deteetctinge.

3. Single Submissionlt requires that the same receipt be not submitted more the@ o

as two different receipts.

4. Fairness. It requires that the proof-of-delivery from the buyer ane troof-of-
origin from the seller are available to the seller and bugespectively. Moreover,
the protocol must be fail-safe, in that the incomplete ekeawf the protocol must
not result in a situation in which the proof-of-delivery igadlable to the seller but

the proof-of-origin is not available to the buyer, or vicesae

5. Non-repudiation. For two-party protocols the non-repudiation property i®+tw
fold [112]: a) non-repudiation of origin, that is, providjnhe buyer with irrefutable
proof that the content received was the same as the one séh¢ Isgller; b) non-
repudiation of delivery, that is, providing the seller withevocable proof that the
content of item or token received by the buyer was the samkeasrte sent by the

seller.

Privacy requirement. The privacy requirement for the receipt protocols cons$tevo

main properties.

1. User Consent.lIt requires that the principals be able to consent or agréertos or
conditions that may be associated with the disclosure amaiuss receipt attributes.
It is important that the principal has an opportunity to cegny disclosure of receipt

information if required by the SP [113].

2. Minimal Disclosure. It requires that only the minimal piece of receipt infornoati

as needed by the SP, is revealed.
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5.2 History Based Receipt Protocols

In this section we present receipt based protocols thatlemaimcipals to enroll their
receipts with registrars, and use them with SPs. More spatliifj we provide detailed pro-
tocols based on two-party message exchange and cryptographitives such as identity
based signature (IBS) and zero knowledge proof of knowlédg®K). The protocols are

summarized in Table 5.2.

5.2.1 Preliminary Concepts

In the following we present the notion identity based signed that are employed in
the protocols.

Identity Based Signature Scheme:We use the ID-based signature scheme derived
from the Schnorr’s signature scheme given in [114]. The #3du signature scheme con-
sists of four main protocols, name$etup, Extract, Sign andVerify.

The Setup algorithm consists of the follows steps. Given securityapagterst,, ko €
Z+

Step 1: Choose &;-bit primep and ak,-bit primeg, such that/|p — 1.
Step 2: Choose generatarof orderq in Z,,.
Step 3: Choose arandom € Z*, and computgy = ¢g* modp.

Step 4: Choose two cryptographic hash functidis(-) andH,(-), such that{, : {0,1}* —
Zr, Hy :{0,1}" — Z7.
The Extract algorithm is an interactive protocol between the princgoadl the Private

Key Generator (PKG).

1. The principal chooses a randomy, € 7, and compute;p = ¢"'. It sends
(ID, R;p) to the PKG.
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Table 5.2 Summary of receipt protocols.

Dt

ly

e

at-

Title Parties Protocol Goal Key Challenges [fechniques used]
Adding P, SP,| Principal adds the rer (a) The principal’s identity is veri
receipt REG | ceipt provided by a SR fied correctly AgZKPK],
(SP- after an e-transaction(b) Integrity of the receiptPKE],
principal) to its RREC at the regf (c) Single submission of receif
istrar. [Session handlgs
Adding P, Both buyer and seller (a),(b),(c), (d) Both parties shoul
receipt REG | are principals whg get their receipts simultaneous|
(principal- perform e-transaction [Contract Signing Protocd|
principal) and add their receipts(e) Non-repudiationlBY
to their RREC's.
Extending| P, The principal creates (a), (f) The extension is done co
receipt REG | cryptographic com+ rectly and on the claimed attribuf
mitments for selected [ZKPK]
receipt attributes.
Providing | P, SP,| Principal provides (a), (g) Availability of the princi-
receipt REG | selected receipt pals’ receipts@nline Registray
attributes attributes to SP. (h) User consent on the released
tributes Registrar portal U],
(i) Integrity of the released at
tributes PKE]
Providing | P, SP,| Principal provides (a),(9), (j) minimal disclosure of at
receipt REG | proof of knowledge tribute information ZKPK],
attribute of selected receipt (k) Non-repudiation of proofIBS
proofs attributes. and ZKPK
Revoking | P, SP,| SP invalidates the (a), (I) The refund of the item an
areceipt | REG | principals’ receipt| receipt revocation happens sim

because of the refun
of the e-transaction.

dtaneously Contract Signing Proto+
col],
(e) Receipt is removed from RRE

ul-

Cc

[Semi-trusted registrar

2. Upon receiving(ID, R;p), the PKG does the following: 1) Chooses a random

rexa € 27, 2) computeRpre = ¢"PX¢ mod p, and 3) computes
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dip = PG T Z’Hl(IDHR[DHRPKg) mod q. The PKG Send$Rng,d[D) to

principal.

3. Principal checkg®®> = RpjcyUPIIRmlIRrKG) mod p. If this check holds then

the private key of the principal isk;p = r;p + d;p mod gq.

To Sign a messagen, under the public key D, the principal 1) chooses a random
r € Zy, 2) computest = g" mod pandl3 = Hy(ID||R;p||Rpkcl||R||m), and 3) set the
signature to b&k;p, Rpka, R,o wheres = r + (r;p + d;p)f mod q.

To Verify a signatureR; p, Rpka, R, o for messagen, the verifier checks
¢° = R(RipRprcyfIPIIRDIRPKa))S mod p

In this schemenon-repudiations achieved by step 3 of tHextract protocol. This is
because the private key used to sign is never revealed eviea RKG involved.

Public Key Encryption: As stated in Chapter 2 we assume a public key infrastructure
for the registrars and the SPs. Public key encryption (Plskjsed while encrypting the

data for a particular SP or registrar, and also when dataigesdiby these entities.

Registrar Principal | Service Provider |

1. Item purchase (weak identifiers W )

2. require receipt?

3. User Consent

>

o

(=%

)

6. Creates @
random session 4. Random session handle rse 8
handle hgree, 5. Multi-factor verification, I'sp T
timestamp t, and B 9. Checks registrar g
sends a signed 7. Psubmit = “Nreo, rsr, b, REG>req 8. Peutm signature, creates z
token Psubmic 10. R =< Seller="SP", Buyer="rsp", signed receipt R, @
..., User info = W> i Q

12. Calculates 11.R " and sends it to @
user. o

assurance based on
W, and adds the
receipt to users

RREG:-

i 14_Multi-factor 13. Provide trust establishment policy r| 20 If registrar & &

15. Determines Verification, . r. - . . T =
relevant receipts ) I Fsp and random session handle rgp signature is valid E S
from RREC based 16. Shows receipts R1,..Rk accepts the @ 2
on 17. Choose attributes {a} provided g

18. Patr = <Ise, b, {a)>res 19. Paerr attributes %.‘.—f—

Fig. 5.1. Message flow of receipt Protocol 1 and Protocol 4.
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5.2.2 Adding Receipts to the Registrar

We define two protocols for adding receipts to a registrar viagy according to the
parties involved. The first protocol is applicable when axgipal has conducted an e-
commerce transaction with a SP and wants a receipt. The denxwapplies when two

principals want to conduct peer to peer e-commerce traiosaeithout an external SP.

Protocol 1: Adding Receipts generated by Principal-to-SP fiansactions

Steps 1-12illustrated in Figure 5.1 are followed by theg@pal to add a receipt, generated
by a SP, to its RREC at the registrar. In steps 1-4 the prihoiptains a random session
handle generated by the SP. In step 5 the principal condudtsfactor identity verification

as described in Chapter 2 using Aggregate ZKPK (AgZKPK) asgmted in Chapter 3.
Steps 6-11 in Figure 5.1 illustrate the messages exchamgedgathe registrar, principal
and SP to retrieve the receipt. In the final step, beforergjdhie new receipt in the RREC,
the registrar calculates the receipt assurance using tloegure described below.

Receipt Assurance Assessmenb. assess the assurance, the registrar verifies reReipt
and compares the $ER INFO (W for brevity) in the receipt, with the weak attributes
(W.ser) Stored at the registrar that have a high assurance levelseleak attributes can
be stored as a part of other receipts in RREC and principatnmdtion available to the
registrar. Based on the overlap of this information thestegr computes the assurance
that the principal who is registered is the same principab warformed the e-commerce
transaction. For example iV (\W,s, = W then there is a complete overlap. W
uniquely identifies the individual, the assurance level Mde as high as the lower bound
of the assurances of alt,,., € W,..,.. The higher the number of overlapped attributes,
the higher is the assurance level. Once the assurancedesdéssed the registrar adds the

receipt to the principal’s RREC.

Protocol 2: Adding Receipts generated by Principal-to-Pmncipal Transactions
Consider a case of two principals that carry out an e-comengansaction directly with

each other. A principaP, is selling item/ for price Price to principal Pz. Both principals
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are interested in submitting a receipt of this transactmmhe registrar to extend their
transaction history as a seller and a buyer respectivelys fidteipt would have to be
constructed with the consent and verification of bBthand Pz. We assume that principals
have pre-established accounts at the registrar, in thathiinee a user name and password
corresponding to a RREC. A3, and P do not trust each other, if such a purchase/selling
transaction were unsupervised then it would be difficultdtils any dispute. Therefore
the following protocol is carried out to make the purchas#ptved by the generation and

submission of the receipt.

1. ID-Based Signature SetuprincipalsP, and Pz execute the IBS Scheme introduced
in Section 5.2.1. Here the public IDs are the SSO ID$gfand Py at the registrar.

The key used to sign is only known to the principal owning {Bat

2. Receipt and Context AgreemeRtincipalsP, and Pg first sign their user ID at the
registrar with their private key, using the IBSgn protocol. Once each signature
is verified, by using thé& eri fy protocol, the seller and buyer names at the registrar
are known. Then they need to agree on the details of the pggdhaolving details
of price, item and other such information to construct theepbal receipt. They
also need to agree to provide a valid signed receipt whemahsdction is complete.
These terms of agreement are formalized toatractC'. To achieve fairness, this
contract should be signed simultaneously. Thereforegratract signing protocol

[115] is used so that each party has a signed copy of thisaxirgimultaneously.

3. Purchase.To make the purchase, principgk needs to provide its strong attributes
such as Credit Card Number and weak attributes such as Namaeadress Pz Attr
for brevity). To do this the following steps are taken [116]

(a) Pp generates a random keéy and send$’, the encrypted message
Ex(PgAttr||C||Rp,) WhereC' is the contract they agreed upon aRg, is a

receipt signed by’s detailing the purchase.
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(b) P4 publishes a signed message requestitagto publish the key forE,—
encrypted message whose digestigF (P Attr||C||Rp,)) by dateT at lo-

cationX.

(c) Pg publishes the paiff (Ex (PgAttr||C||Rp,)), K in X on or before daté".

The above certified email protocol preverits from denying the fact thaPg pro-
vided required information for the purchase. At this paats side of the purchase
is made. In a similar fashion?, provides the resource, contract and a signed

receipt of purchas&p, to Pg.

4. Receipt Additionln this step bothP, and Pz have signed receipts. They both log
onto the registrar using multi-factor verification to adeithrespective receipts as

described in Protocol 1.

Protocol 3: Receipt Extension with Commitments

A principal can extend receipts stored at its RREC by crgatigptographic commitments
of receipt attributes. This is to allow the principals toateeZKPKs, in future transactions,
based on the commitments. We omit the details of such exteras it follows directly
from Protocol 1 in Chapter 3. At a successful completion &f pinotocol the registrar adds

the signed commitment for the specified attribute to the RREC

Protocol 4: Trust establishment with a SP using e-receipt

Steps 13-20 in Figure 5.1 show how the principal can provslesiceipt attributes to the
SP to establish trust or a reputation level based on theierpecified by that SP. This
criteria may be specified as policies at the SP.

Trust establishment policies on e-receipt$e policies are specified as conditions on
the receipts. We use first order logic formula (FOLF) to reasloout the policies. The vo-
cabulary¥,,.,, contains binary predicates corresponding to receipts ecelpt attributes.
A complete list of these predicates is provided in Table F.Be SP trust establishment

policyII is a FOLF expressed in terms ...
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L

U7

U7

U7

Predicate Arity | Arguments Meaning
Receipt 1 receipt R If ReceiptR) is true, then R is &
valid receipt belonging to the prin
cipal who is claiming this receipt.
Receiptkey | 3 receipt R, transact If Receiptkey R, RT,R.S) is true,
tion ID R.TID and| then R receipt can be uniquely ide
seller R.&LLER tified using its transaction ID R.
and seller name R.
Seller 2 receipt R and If Seller(R,R.S) is true, then R has
seller information| the seller name K.
R.SELLER
Buyer 2 receipt R and If Buyer(R,RB) is true, then R has
buyer information| the buyer pseudonym RB..
R.BUYER
Item 2 receipt R and item If Item(R,R1) is true, then R has
tag R.ITEM the item tag R.
Price 4 receipt R, price If Price(R,RPo,C) is true, then R
number valug has the price value Rwhich has a
R.PrRICE, numeric| relation denoted by operator(e.g.
operator, numbef =, >, <) with numeric constant'.
constant
Assurance | 2 receipt R and If AssuranceR,RA) is true, then
assurance tag R has the assurance levelaR.
R.ASSURANCE
Time 2 receipt R and time If Time(R,R.T) is true, then R was
R.TIME issued at time R.

D

Example 11 A policy of the online-book store 'e-book’ could be as follew ‘if a princi-

pal has bought a book for more th&s0 from 'e-book’, then it is a trusted customer.” The

trust establishment policy can be encoded in the logic as:
TrustedCustomer(P) := dRp(Receipt(Rp)ABuyer(Rp, P)ASeller(Rp," e—book") A\
Price(Rp, Rp.Price,>,80))
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The SP provides the principal with the trust establishmeh¢ypI1 as illustrated in step
13 of Figure 5.1, along with the random session handle tha¢ésled to ensure freshness
of the transaction. The principal then logs on to the regisind provides this information.
The registrar evaluates the poliiyto identify a list of receiptd?y, . . ., Rx that would sat-
isfy the trust establishment critefiaOnce the receipts are identified the registrar provides
away for the principal to select the attributegzrc,| r, from receiptR;, wherel <t <k,
1 <4 < n, andn is the total number of attributes needed to sati$fyl he principal is also
given an option to add more receipts from its RREC if it dessicedo so. The principal also
provides the random handigy to the registrar. Given this information, the registrar-con
structs the signed attribute toker,. = ({[arrec,|r, }, 5P, t) REG Wheret is the current
timestamp. The registrar sengg;,. to the principal. Finally the principal provides,,, to

the SP. The SP verifies the attributes and provides the seaeordingly.

Protocol 5: Trust establishment with a SP using x-receipt

If a principal does not want to provide clear attributes fittva receipts and instead wants to
prove properties of the receipt attributes, it can use thallex cryptographic commitments
of the x-receipts to create proofs of such properties. THeipe for this kind of trust
establishment can be expressed as follows.

Trust establishment policies on x-receidsr the cases in which the trust establishment
criteria are related toryptographic proof®of receipt attributes belonging to the principal,
the SP uses an extension of policy vocabulyy., denoted a¥ ... ¥,r005 @lSo has bi-
nary predicates but unlikg,,.,, the attributes specified do not have to be revealed in clear.
Instead ZKPK of those receipt attributes need to be provimetthe principal. For each of
the predicates listed in Table 5.3, there is an equivalettipate for thel .., vocabulary,
pre-pended by the letter 'x’. For exampi&eller, xltem, andxPrice. If in Example 11
the clear attributes are not required, instead the cryppgc proofs of those attributes are
sufficient, and then the same trust establishment policybeanritten as:

TrustedCustomer(P) := 3R, p(xReceipt(R,p)\xBuyer(R,p, P)\xSeller(R,p, e—

The evaluation is possible only if the RREC has the value @ftitributes needed to satidilyin clear.



131

book") A\ xPrice(R,p, R.p.Price,>,80))

Using such policies, the precise steps of the protocol aserdeed as follows.

1. SP Policy. The SP provides the trust establishment policy requirind®’KKI, to-

gether with a random handig and sends it to the principal.

2. Principal retrieves receipt commitments.is required that the principal has created
a commitment for each of the receipt attributes for whichkas ko construct a ZKPK.
Assuming that these commitments are created for each suitiutd using Protocol

3, the next step is to retrieve these commitments.

The principal logs on to the registrar to access its RREC.régistrar then evaluates
the policyll, to identify a list of receipts that would satisfy the trustaddishment
criteria based on the attribute information available igacl Once the receipts are
identified the registrar provides a user-interface for thagipal to add additional
receipts if needed. Let the resulting list of selected msebe R, ..., R;. The
principal then selects the attributes:zxc, | r, With the corresponding commitments
|[CrrEC,|R, from receiptR;, wherel < t < k, 1 < ¢ < w andw is the number
of commitments needed. We simplify the notation of the cotmmant and represent
itasCy,...,C,. The principal is also given an option to add more receipisfr
its RREC if the principal desires to do so. The principal gisovides the random
handlersp to the registrar.

Given this information the registrar constructs the sigr@mdmitment tokep.,mi =
({([CrrEc,|R,)}, Tsp, t) REG Wheret is the current time stamp. The registrar sends

Peommit 10 the principal.

3. Proof submission of principal’s x-receipt attributélshe principal performs AgZKPK
with the SP to provide proof of knowledge of the requiredilatiies. Only the princi-
pal knows the random secrets and the actual attribute vetwessponding to each of
the committed receipt attributes. The proof consists ofdllewing two key steps.
(a) Principals’ aggregation Consider that the SP has challenged the principal to

prove knowledge of commitmen{€’;} wherel < i < w. The principal computes
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C =1[,C; = gmttupnt-tr whereq; andr; are the attribute and secret ran-
dom corresponding to the commitmeptespectively. The principal sends p.o.mit

to the verifier.

(b) Zero-knowledge proof of aggregate commitmérite principal and the registrar

carry out the following AgZKPK protocol:
PE{(.8): € = ginf, 0.8 € Z,}

wherea = {a; + --- + a;} andg = {r; + --- + r}. If the peommir 1S CONStructed
correctly to satisfylI, and AgZKPK in step 3 is successful, then the principal proof

is considered correct and the trust is established.

Protocol 6: Revoking a receipt

By revocation of a receipt we mean the removal of the receguhfthe principals’ RREC.
We consider three cases for the revocation of a receipt d@pgin the party revoking the
receipt, namely the principal, the registrar and the SP.

The first two cases are trivial. For the principal case, thecgral is required to log onto
its account using multi-factor identity verification to ass its RREC. Once logged in, our
system provides a way for the principal to remove any of tleeiggs from its RREC. For
the registrar case, the registrar may define the criterieefooving receipts. For example,
the registrar may revoke receipts that are more fili@rdays old. The registrar periodically
checks the RREC to see if the receipts are compliant to itsr@ito retain the receipts.
If not, the registrar asks the principal to remove the speo#ceipts within a given time
period, after which the receipt is removed by the registsali.

For the SP revocation case we consider an interesting sceviagre the principal needs
to return the purchased item from a SP and the SP may provafarsd. More importantly
this SP needs to ensure that the receipt stored from theguiettiansaction gets void and
the principal needs to ensure that it gets the refund. Thewolg steps are needed to do

this revocation.
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1. Principal retrieves receipt from its registrarThe principal logs on to access its
RREC. It identifies the receipk which is to be revoked once it returns the item
relevant to the purchase identified in the receipt. The tegishen constructs the
signed tokem,cpore = (R, P, t) rrg- It Sendsp,cuore to the principal whereP is the

SSO ID of the principal, andis a timestamp to ensure freshness.

2. Principal requests revocation from SFhe principal then signs th@,.cyore) p USING
IBS Sign protocol and provides this token to the SP. The SP verifiesitheature
using the public key of” and the IBSV eri fy protocol. Only if the verification is

successful, the revocation protocol proceeds.

3. Principals’ refund and SPs revocationlhe principal and SP agree on a contract
C' using a simultaneous contract signing protocol, which wWathte that for the
transaction identified by the receiftin p,..... the principal will provide the SP the
identifieri of the purchased item, and the SP will provide the refiirapplicable to
that purchase. The item identifier should not be a sensititeey but instead a public
service number for the item purchased. For examptauld be a pin. Once the pinis
revoked, no other principal can use it to access the sameresdOnce this contract
is agreed upon, the three steps as in Protocol 5 Step 3 aratedegith message
Ex(i||C') whereC' is the refund contract they agreed upon. Using these steps th
principal can request revocation and the SP cannot denyrtheigal did revoke its
purchase. Then the SP sends the principal a toeken f, p,cvore| REG €NCrypted with
the registrar’s public key. The principal sendgo registrar. The registrar removes

the receipt identified ip,...... and sends the refunglto the principal.

5.3 Analysis

In this section we present an analysis of the receipt préddmased on the security and
privacy requirements introduced in Section 5.1. For eagendérstanding, a summary of
the cryptographic techniques used in the various protdabalsprovide the various security

and privacy properties are given in Table 5.4.
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Table 5.4 Analysis of the security and privacy requiremefitfhe receipt proto-
cols based on cryptographic building blocks.

# SECURITY PRIVACY
Correct- | Integr-| Single Fair- Non- User Con-| Min.
ness ity Submit ness repudiation | sent Disclo-

sure

2| IBS, IBS Session | Contract| IBS, Certi-| IBS, AgZKPK,
AgZKPK, handles | Signing | fied  Email | Contract SSOID
Contract Protocol Signing
Signing

3| ZKPK IBS | ZKPK N/A IBS CommitmentN/A

ZKPK, IBS

5| AgZKPK| PKE | Commit- | N/A ZKPK tran-| ZKPK ZKPK

ments script

6 | PKE PKE | PKE Contract IBS, Certi-| IBS, Certi-| SSO ID

Signing | flied  Email| fied Email
Protocol

Property 1 (Security of Receipt protocols) All receipt protocols sBtithe security cri-
teria namely 1) Correctness, 2) Integrity, 3) Single Subrais, 4) Fairness and 5) Non-

repudiation properties

For all the protocols, the multi-factor identity verificaii at the registrar using AgZKPK
prevents identity theft attacks as described in ChapterS8sukth, if an adversary is able
to impersonate a given principal and authenticate usinggrandom commitments, then
that would imply that this adversary was able to steal theespondin@k secrets of? to

construct a valid proof. Such compromise can occur with apovbability and hence the
login at the registrar is reliable. In addition the evaloatdf the RECEIPT ASSURANCE

LEVEL based on the principals’ weak identifiers stored at the RRE&S0 mitigates the
risk of the adding and using incorrect receipts. For eachhefdetailed protocols, the

security criteria are discussed below.
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In Protocol 2,correctnessof the buyer and seller information is achieved by multi-
factor identity verification and use of IBS. The IBS schemgr®/ably secure based on the
Schnorr’s signature scheme [117] in a random oracle motlgielsignatures are correct,
it would imply that the buyer and seller information prowidier the receipt is correct. For
the correctness of the receipt attributes, the contradirgygprotocol [115] is used. The
principals agree on a set of attributes relevant to thereséretion and use it to carry out
the protocol. Integrity of the e-receipts is achieved by IBS signatures [114] on thed fi
receiptsRky, and Ry, provided by each principal. Trengle submissiois ensured based
on the session handles includegin,,.;; token used during the final addition of the receipt
at the registrar. Th&irnessis proven and achieved because of the use of the simultaneous
contract signing protocol [115]. Finallyon-repudiations achieved because of the use of
the IBS. This is because the IBS scheme used achieves tha@tGiteusted level 3 [118]
that implies the that private key generator (i.e. the registioes not know, or cannot easily
compute, the principals’ private keys. Moreover, the @iediemail protocol given at step
3 requires that the requests and keys shared in step 3, bislpmdltherefore the parties
cannot deny carrying out the transaction.

In Protocol 3 correctnesss ensured because of the use of the ZKPK while creating the
commitment. Theéntegrity andnon-repudiatiorproperties are achieved because of the use
of the IBS signature and AgZKPK at the time of identity veation.

In Protocol 5,correctnesss achieved using mutli-factor identity verification, f@ed
by the AgZKPK on the commitments identified in tokep,....;. For theintegrity of
Peommit, the public key signature of the registrar on this token eug he tamperproofness
of p.ommit Prevents adding any additional commitment of an attributetvmay not belong
to a valid receipt. Thus th&ingle submissioof the attribute commitment is achieved.

In Protocol 6,p,..0rc IS first signed by the registrar using PKE, and eventuallyhey t
principal using IBS. These signatures ensuntegrity of the receipt that needs to be re-
voked. The signed toke(p,...x.)y and the timestamp prevent receipt from being re-

submitted by an adversary. Usipg..... also helps in thesingle submissionf receipt
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revocation requests. Finally tii@rnessandnon-repudiatiorproperties are achieved as in

Protocol 2.

Property 2 (Privacy of receipt protocols) All receipt protocols prese the privacy crite-
ria, namely 1) user consent and 2) minimal disclosure of @pal receipt attributes and

other principals identity information, as described in 8@c5.1.

In Protocol 2 theuser consenis captured using the IBS signatures, and the contract
signing protocol. This is because only the principal is asstl to have the secret key
for executing theSign protocol. Moreover the terms and conditions of the e-tretisa
are encoded in the contract that is signed by each particgarcipal. The protocol also
ensuresninimal disclosurevhich is achieved by the use of random session handles. Even
if both principals’ identity is verified with mutli-factodientity verification using AQZKPK
at the registrar, the principals do not learn any other mfaron besides the SSO ID of
each other, and the information required for the e-transatb occur.

In Protocol 3 theuser consenis ensured when the principal creates the cryptographic
commitment followed by the IBS signature and the ZKPK on tbemmitted value. Sub-
sequently in Protocol Sjser consenis captured based on the ZKPK which can only be
performed if the principal provides its secrets associaféuthe receipt attributes on which
the proofs are formed. The ZKPK also helps in thmimal disclosurdecause of the se-
curity of Pedersen commitment [46] that relies on the hasdiné the discrete log problem.
Finally in Protocol 6, the IBS and the certified email protoensures that the principal
participates in the revocation procedure and that thasegs consentDuring this protocol
no other information other than the principals’ SSO ID iss@ed to the SP conducting the

revocation, thus ensuringinimal disclosuref principals attributes.

5.4 Receipts in Mobile Phones

In this section we extend the above approach to show how seelpts can be used in
physical in-person commercial transactions. It is desioeldave a portable device which

can store and compute ZKP’s in addition to communicatingtbieephysical SPs. We
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use Near Field Communication (NFC) enabled cellular phawces to store and do the
necessary computations to execute the receipt protoc#i€. ibla standards-based, short-
range (15 centimeters) wireless connectivity technology thatoéstwo-way interac-
tions among electronic devices, allowing users to perfoomtactless transactions, access
digital content and connect electronic devices [30]. Rwstpresent an additional set of
requirements on receipt usage in the mobile device corftdkdywed by protocols satisfy-
ing those requirements. We also provide additional analyased on the use of receipts in

mobile phones.

5.4.1 Additional Requirements

In this section we highlight specific requirements relatedger control that are impor-
tant in the mobile device based in-person transactiong [14A9ur context the user control
on his/her receipts stored on the mobile device is ensurezhtigfying the following spe-

cific requirements.

1. Condition-based Receipt Retrieval: Retrieval of receipts from the mobile device
should not be unconstrained, rather it should be driven bgitions defined by user
preferences or SP policies. These conditions should ben timite account while
making queries on the RREC or subset of RREC stored on theleridbiice.

2. User Consent: The individual should provide explicit consent or be awak¢he

data being revealed from the mobile device.

3. Minimal Disclosure: Similar to the privacy requirement for online transactions
given in Section 5.1, in the context of mobile phones, théviddal should be able to
disclose to the SP the minimal information about the recatipibutes that is needed

as per the SP service policies.

Satisfying the above requirements in addition to the sgcand privacy requirements

provided in Section 5.1 is non-trivial, because of techingced practical challenges. Our
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overall goal in this section is, by satisfying the requiretseto support flexible and portable

receipt based transactions, as in the following example.

VerylDX Registrar Individual Online SP Physical SP

“—1. Conduct e-commerce transaction—m-

‘ -——2. Provide transaction receipt:

- 3. Add receipt
RREC | 4 Extend receipts with cryptographic

commitments (]
5. Upload receipts on NFC ~ Ql
mobile device » |_ 35!
6. Make a transaction and request for discount———m|

t=—7. Request past proof of purchase > $BI:J as per discount policy——
8, Construct ZKP of the proof of purchase———————
9. If proof is correct then provide discount-

Fig. 5.2. Example scenario of NFC mobile phone based receapiagement.

Example 12 Assume an individual Alice, denoted by her SSO ADice@Regl at a reg-
istrar Regl, conducts an e-commerce transaction with/SRlets to buy a book for the
price of $134.65. The receipt of this transaction is uplogiethe RREC in steps 2 and 3
according to the receipt protocols detailed in Protocol 4ing Protocol 3 Alice can extend
the receipts to establish cryptographic commitments spording the one or more receipt
attributes. Alice extends her set of receipt attributeg¢aie a commitment (step 4) on the
price of the receipt received in step 2. For portable usagbeofeceipts in the RREC, a
subsetR of the receipts in RREC is uploaded to the NFC mobile phonelimeAn step 5.
Alice then decides to use her receipts at a physical SP Bolbgts to qualify for a
particular discount that requires her to have performedoagjply electronic) commerce
transaction involving buying an item from thi€oliets or eFollets for more than 80$.
The device has the capability to retrieve the appropriateipts based on the conditions

specified by the SP. The receipt information is not passed fre NFC mobile phone to
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the SP without explicit user consent of the user. Moreoveartsure minimal disclosure,
Alice can prove using ZKPK that the receipt from #¥€ollet s transaction was greater than
80$ without showing this value in clear. This is depictedteps8. If the proof is correct

then Alice qualifies for the discount offered Bylilets.

In the above exampld;oliets may also wish to ensure that the receipts are actually
owned by the individual presenting the receipts. Usingii@mation stored in the mobile
phone, which is signed by the registrdf;ce can prove taFollet s that she owns the RREC
that contains the receipt attributes being presented. dheaness and integrity of the
receipt attributes involved is ensured by the registraggiaure on the receipt attributes
and multi-factor identity verification using AgZKPK. In thmanner the user control and

security requirements of the use of receipts in mobile prasmensured.

5.4.2 Receipt Protocol for Mobile Devices

Table 5.5 Nokia NFC mobile phone components.

# | Component | Symbol | Description Usage in Receipt Protocol
1. | MIDlet Ph™? | Detailed descrip] Main applications running the re-
tionin§ 5.4.2 ceipt usage protocol

2. | Phone Mem-| Ph™<™ | 11 MB memory To store secrets, IdR and RREC tu-
ory ples

3. | External Phprmem 1 2GB memory To store secrets, IdR and RREC tu-
Memory ples

3. | SmartCard | NFCZ® | 72KB memory To store secrets

4. | Mirfare Tag NFC;ff; 4KB memory Used for communication with the

SP

5. | Modem/ An- - Communication Used for communication with the

tennae components SP

In this section we provide the protocol that satisfies thesiregnents highlighted in

the previous subsection. As we will see, the protocol dpson refers to the Nokia NFC
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Table 5.6 Summary of mobile device based receipt usageiunsct

Requirement Function Description

Condition- QueryRREC(RREC,| This function returns the receipts in the
based Receipt conditions) RREC which satisfy the conditions listed
Retrieval in conditions which specified by use

!
preferences and/or the SP service policy.
User consent Userinterface (Re-| This function is responsible for the use

ceipts) interaction interface involved in the selec-
tion and submission of receipt attributes,
Minimal Dis- | CreateProof( To create AgZKPK on the receipt at-
closure ReceiptIDs, tributes indicated byReceiptIDs and
Commitments, Tags, along with the list of associated
Tags) commitment ommitments stored.
Ownership VerifylD(Verification | The function returns true only if basdd
Policy) on multi-factor identity verification using

AgZKPK on the information present in th
RREC and IdR is successful.

Receipt Usage | VerifyReceipts( Re- | The protocol describes how the receipts
ceipt Policy) £ 5.4.2) | can be used to satisfy the receipt based on
the SPs trust establishment policy.

[¢)

cellular phone architecture. We thus begin our presemtatith a brief overview of the key
components of the mobile phone that are utilized in the adtoand some basic functions
implemented on the phone itself for the receipts usage.oWwolly that we provide the

protocol for privacy preserving usage of receipt attrisute

Preliminary Concepts regarding Cell Phone Architecture

We use a Nokia 6131 NFC cell phon®" ) [30] to store and use portable re-
ceipts for in-person transactions. We assume that the SkesahidFC reader (denoted by
NFCSE. ) that transmits and receives messages from a NFC cell phbme phone is

reader

integrated with a NFC device and thus contains both readenaiter to receive and send
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Phone Operating System (NOKIA S40 Platform)

Fig. 5.3. NFC mobile phone components.

messages from/to a SP. The components ofth&"“ are shown in Figure 5.3 and briefly
described in Table 5.5.

The main component used to manage and use receipts is givite yiDlet suite.
The MIDlet suite consists of a Java Application Descriptik¥) and MIDlet. The JAD
describes the MIDlet applications in the suite. A MIDlettidéed byPr™) is a Java pro-
gram that runs on the Mobile device.2™* can be installed onto a phone and use Mobile
Information Device Profile (MIDP) in Java 2 Platform Micro iidn (J2ME) [120]. The
MIDlet operates in a sandbox [121] that restricts the alel&PIs to a limited set. Once
the Ph™ has been deployed on the cell phone, it uses the cell phoits ahd mem-
ory. To access the secure elements of 6131 NNGB‘(Cf;g’“ and N FC%v) Nokia requires
that only signed MIDlet’s can access the secure elementh Signed MIDlet’s are called
trusted MIDlet's Security for trusted MIDlet suites is based motection domain§l20].
Each protection domain defines thermissionghat may be granted to a MIDlet suite in
that domain. These permissions are checked by the implet@mprior to the invocation
of any protected function. In Section 5.4.3 we provide addél details on the protection
domain and how it applies to the protocol presented next.

The functions supported b®hr™ are briefly described in Table 5.6. Some of the

functions can be implemented using existing technologiesexample, thQueryRREC
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function can be implemented using tools for querying the iteadlatabase [122]. Also,
several techniques have been proposed [123] for ensurisgldalUserinterface for mo-
bile phone applications. ThereateProof andVerifySig functions rely on the Aggregate
ZKPK and signatures introduced Chapter 3. MeeifylD and VerifyReceipts functions
are novel and are based on the articulated cryptograpiseebsolution. Both functions
enable verification of attributes, and are thus similar.hia former, the identity attributes
in the IdR are proven to the verifier and in the latter the ngtcagitributes in RREC are used
to prove history-based attributes. In this section, we $oon how theVerifyReceipts

function is implemented on ther" .

Managing Receipts in the NFC Cell Phone Device

Now we present the protocol for providing receipts usiig*”“. We focus our atten-
tion on the key steps specific to the NFC device itself, and timei details on the crypto-
graphic protocols involved for the correctness and intggfithe receiptd To show where
such cryptographic protocols are used, we make the apptepralls to functions as listed
in Table 5.6.

Adding receipts to the NFC device is straightforward as titividual can select the
digital receipts from his/her RREC which, in turn, is savedhe external memory of the
NFC device. More specifically, each time an individual ols$aa receipt in a physical SP
location, then this receipt can use standard digital datanconication technology such as
bluetooth, Infra Red communication(IR) and USB cable [30lpload this receipt. On
the contrary, the verification protocol has several intamgschallenges. Recall that the
protocol is carried out by the individual to provide the piof receipt attributes required
to satisfy the SPs trust establishment policies as illustrated in Protocols 4 and 5 in
Section 5.2. SPs specify policies that describe the camditihat need to be satisfied by a
given receipt before the individual qualifies for a partasulequest (example a discount).

Such conditions will be encoded into queries on the receipinds stored in the individu-

3See Chapter 3 for details on the cryptographic protocols.
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als’ mobile device. The main steps of tkerifyReceipt protocol to engage for satisfying
queries of this kind are provided in Protocol 7 that is expdli in the following.

As a pre-requisite, individuals?h" "¢ is initialized with a set of receipt® uploaded
before carrying on the protocol. In the first step the indinals$’ cell phone tag denoted by
NFC{ capturesrsp sent by the SPs transcei®'C:) . 4. The NFC{<! transfers this

policy to the cell phones main memoRA™™ in step 2. Subsequently, in sted\@fcf;;
triggers an event to the cell phones computational unitit@te the PL™@ MIDlet to run
the receipt queriesPh™ calls the functiorQueryRREC to evaluate the potential receipts
in R that can satisfy the conditions iryp. As a result the eligible receip® Cc R is

MY and displayed on the cell phone’s screen. In step 5 P&

retrieved from theP
calls the user interface related functibiserinterface that allows the user to choose the
receipt attributes frorfR’ that the user wishes to show in cleér ) or create a ZKPK £;).

In the next step, the maiRr™ initiates a new MIDlet called®h™ that runs in a
protected domain with restricted permissions. This is bse®h™ % uses cryptographic
secrets associated with the receipt attributes to crea@pteproofs. The receipt proofs
are created in an aggregated manner using the fun€reateProof in step 8. This re-
sults in the aggregated proof calleth Proof. Ph™4 sends thedgProof to Ph™.
The receipt attributes and proof are concatenated in stepo8tain the final tokeF =
Ly||Ly||AgProof whereL, is a list of receipt id’s, attribute values signed with thgise
trar's key, and the corresponding tags it wants to revealaargcandL, is a list of receipt
id’s, commitment values signed with the registrar’s key ahthe corresponding tags the
individual wants to prove ownership. Using tbserinterface function the individual ap-
proves sending this information to the SP. On receiving gsasent,F is sent via the
NFC{ to be read by theV FC .. If the receipt attributes and proofs provided satisfy

the conditions defined in the SPs poliey§), then the individual receives the services as

specified inrgp.

4NFC Transceiver is a device that can transmit as well asvedckita using NFC.
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Protocol 7 [VerifyReceipt] User providing receipt attributes fromn" "¢ to SP

Require: SP trust establishment policiesp, user receipt® on PhN7C.

Ensure: The user'sPh’"*“ and the SPV FCSE . are located at a close proximity.
M1

1. NFCSP, — NFC [M1 = mgp]

reader tag

NFCde 22, ppmem (V2 = gy

tag
NECger 22, ppCPU[N 4 =initiate Ph™" event
Phr™“[uncritical domain] executeQueryRREC(R, wgp) — R’
Ph™“uncritical domain] executedserinterface (R')
{ User choose$.; := {R;, a, attr,} which is a list of receipt id’s, signed attribute
values with registrars key, and the corresponding atebiitwants to reveal in clear
7: User choosed, := {R;, C}, attr; } which is a list of receipt id’s, signed commitment
values with registrars key,and the corresponding atebittwants to prove
8: Ph™i[critical domain] execute€reateProof (L) < AgProof
9: Ph™"“[uncritical domain] executedserinterface to provide consent to final tokef
:= Ly||Ls||AgProof
10: PR L NP

11: NFCder £, NposSP

tag reader

O ah w N

5.4.3 Analysis of Receipt Protocol for Mobile Devices

In this section we analyze the receipt usage usingith&“ with respect to perfor-
mance, portability, security and privacy criteria. We fe@an the applications running on
the phone executing the receipt usage protocol and disous®/k use specific capabilities

of the phone to achieve the desired properties.

Performance

One of the key features required of a MIDlet is that it should efficiently on the
mobile phone platform. One main factor that would impedepdgormance is the use of
large numbers to perform the ZKPK computations. BecausatiogZKPK proof com-
putation done at the MIDlet uses computations on large ergeg-128 Bytes), it may be
expected that the time taken to compute the ZKPK to be prigpat to the number of
receipt attributes involved. However, using AgZKPKs itgéakalmost constant time for

ZKPK generation even as the number of attributes being proveease. This is because
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Number of identifiers in ZKPK

Fig. 5.4. Comparison of proof create in Midlet versus Applet

AgZKPK has a constant number of exponentiations while ghog proof of knowledge
(See Chapter 3 Table 3.2). This claim is confirmed by the ¥ahg experimental test
results.

The performance testing is based on the Nokia 6131 NFC mebib@me [30]. The
Ph™de has the size 17 KB. A graph displaying the amount of time iesafor the ag-
gregated proof for number of identifiers ranging from [1,50] is provided in Figure 5.4.
Overall, the estimated time for creating a proof varyingwane to fifty attributes is 2.22
seconds on an average. We compared the amount of time itttakesate the proof in the
Ph™4 versus the time it takes to create the proofs in an onlineséraion using a JAVA
Applet [124] which is on an average .020 seconds. The ineceasmber of identifiers
being proven does not increase the time. We also compardiitbehe SP takes to verify
these proofs at the server (which is an Intel Pentium D CPUZHZ and 1G RAM and
runs the Windows XP Operating system) to the time it takegéate it using an Applet
in Figure 5.5. On an average the SP takes 0.103 seconds tp aggregate proof of 50
identifiers.

We also analyzed the communication costs by measuring thdauof bytes sent to

the verifier when the user provides a proof of identity attté@s. The amount of time taken
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Fig. 5.5. Comparison of proof create versus proof verify.

to transfer the messages relies on the network speed in tasdiree transaction. Fig-
ure 5.6 illustrates the increase in message size with isetceaumber of identity attributes
being proven. The size of the aggregate proof is approxisndte same {167 Bytes) but
the other information associated with the proof such as dmengitments, and the tag in-
formation (See step 9 of Protocol 7) increases with the numhidentifiers. The message
size for each round with a given number of identity attrilsueas averaged over 3 runs.
The number of bytes increase 161 Bytes on an average as tokipctudes one more
identifier. We use thecpdump tool to get the the size of TCP data that is transmitted. For

one identity attribute-1582 Bytes is sent on an average.

Portability and Interoperability

Portability allows users to have multiple devices (such abila phones and external
storage devices) implementing the protocols, thus enghlser choice not only on the
attributes but the device itself. Portability is achieviecbigh adherence to standards and
use of MIDlet’s for applications. MIDlets can be copied tthet platforms and used to

manage receipt and other identity attributes in the RRECdRdespectively.
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The receipts can be stored and added as per the memory dgpaittihe PA¥ and
the Ph*™™. Our implementation of the wallet in the Nokia 6131 NFC mockah use up
to 11MB of Ph™™ and up to 2GB ofPh*™<™. The unit size of a IdR or RREC receipt
tuple containing one commitment is 4KB. Ti&*<™ can hold up to 50,000 receipts for
2GB memory and the maximum number of receipts that can bedioto phone’s internal
memory is 2750, although this number will vary based on thenorg taken by other files
in the phone, such as the multimedia files. Individuals needpioad only a subset of
records in RREC and IdR. The wallet contains the secretsaukied the proof generation.
With any modification to the secrets, the proof verificatiofi fail so the integrity needs
to be ensured. To ensure confidentiality of the secret megid plain text in theP =™
the user can lock the memory card with a password. It is homeotrequired that the
password is re-entered every time an access call is made toathet file in thePhr*™e™,
Further mechanisms to ensure confidentiality is a part ofuture work.

Regarding interoperability, the stored secrets in the’sigallet can be transferred to
various devices such @h<" Phr*me™ or even othetPh"*'“. The NFC phone supports
InfraRed, bluetooth and USB cable connection for this datasfer. Ph*™“™ can be used

from another cellphone as the user decides to use a differelile device. Keeping wallet
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in Ph™™™ helps our system to maintain interoperability, in that thermory card can be

used from some other cell phone using e [30].

Security and Privacy

Fundamental security and privacy properties such as minmf@mation disclosure
and non-replay of proof of ownership are inherited by the leygd AgZKPK protocols.
In the following we instead focus on the possible attackshenMIDlets and on how our
proposed protocols ensure user consent when releasinpteeatiributes.

The integrity of the MIDlet is ensured by using the trustedD\&t suite for all the
applications running our protocols. The trusted MIDletsis composed of signed code so
as to ensure the integrity of the applications running oh&7“. An important aspect of
MIDlet is that they run in a sandboxed environment [121]vmtong the necessary isolation
of the memory usage betweéth™*“and Ph™,

One possible attack on the MIDlets can occur if an attackerdepts the MIDlet ap-
plication during proof creation, to either read the cryp&gic secrets to compromise the
confidentiality of such secrets, or write to the MIDlet dgriproof creation resulting in
possibly incorrect proofs. To mitigate this attack, we rha information critical MIDlets
(PR™14) in a restricted environment with no connectivity with extal devices so the at-
tacker cannot use the excessive permissions or open mascéss théh™ to exploit
any potential vulnerabilities. More specifically we coreitiwo types otrusted domains
If the MIDlet needs to access cryptographic secrets, suchrg? in Protocol 7, then
it is run in a restricted domain called tlgitical protected domain This domain helps
protect against the interception of possibly maliciouggpams to retrieve the secrets used
in a given computation [30]. If other functionalities areeded, for examplé®h™ in
Protocol 7 needs connectivity with thé FCSP, | then it runs in theuncritical domain
that contains a set of permissions to accesthe’“’s resources. The set of permissions

are often called together as function groups. An examplefahetion group assigned to
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Ph™ s Local Connectivitythat contains permissions related to connection via locebp
such as NFC to do the necessary communication WithC'>F .

Another attack, related to user’s privacy is the potent@artunity for a malicious
SP to access the receipt and other identity attributes fhenuser’'s mobile phone without
explicit consent of the individual. To prevent this thretisicrucial to ensure user con-
trol [110]. An individual should provide explicit consertt évery transaction or attribute
receipt exchange. The user consent is attained in steps % afdrotocol 7. Internally, in
the PRV the Userlnterface function of PL™ displays the potential receipt attributes
the individual can use in a given transaction. Based on ttigigtuals’ choice, the list of at-
tributes; and L, are constructed. This is followed by cryptographic operaticomputed
by the Ph™i whose permissions are set requiring user input (denoteddey Permis-
sionin [120]) to execute th€reateProof function. Finally, in step 9, before the receipt
attributes and proofs are revealed to the SP, this infoomasi checked using thdserin-
terface function of thePr™™. In this manner, the user consent property is achieved and

the individual maintains a level of control over which idignattributes are released to a

given SP.

5.5 Summary

In this chapter we have presented the concept of historydbdsatity attributes en-
coded as receipts related to online transaction histofieslividuals and protocols to build
and manage such attributes. We show how the protocols cameessveral desired secu-
rity and privacy properties and be used along with othertitieattributes for multi-factor
identity verification, during the usage of such history labagributes. Given our approach
individuals’ online activity can be used to generate rdéallentity information that can
be managed and used as any other identity attributes toateaiust relationship based
related properties such as reputation. We also show hovetiegats can be portable, and
used with mobile phone devices. In the mobile identity centee further analyze and

show that are protocols are effective to achieve the depieeidrmance, security and pri-



150

vacy properties in the system. In essence, the receiptqoistpresented in this chapter
provide a flexible and privacy preserving methodology to hiséory-based attributes in
the VerylDX framework.

There are specific assumptions to consider while employiagistory based protocols.
First, is the participation of the SPs in issuing receiptinttividuals as specified in the
protocols. Second, at the time of verification it is assunted the SPs define policies
based on such receipt attributes and attribute propertieswvean potentially be proven in
zero knowledge.

The receipt protocols allowser choicavhen receipts are revealed to a given SP. There-
fore if a user doesot provide a receipt then it does not imply that the user did retete
a particular transaction. More specifically, the SPs do @it gnowledge about all po-
tential transactions executed by the user, but insteac tthad the user chooses to reveal.
Trust establishment based on the knowledge of all poss#tsactions of a given user will
require additional mechanisms such as profiling.

An important aspect for successful deployment of protocelsted to e-commerce is
to analyze the constraints and requirements of the varicagrenerce applications. For
example, the secure electronic transaction (SET) [1253bpuads that provided mechanisms
to allow SPs to substitute a certificate for a user’s creaiittaaumber, failed to be imple-
mented because of several practical considerations. Acbrstideration was with respect
to the cost and complexity for SPs to support such proto@specially given the pres-
ence of simpler alternatives such as SSL [126]. In additiamais cumbersome to install
client software and allow client-side certificate disttibn. In our approach we provide a
flexible mechanism to allow various types of transactionseaghe capability and require-
ments of the system. Moreover we show that there is minimalaational overhead and
need for client software in our prototype implementatiddewever, to be practical, addi-
tional studies of human computer interaction [127], madateptance and other business

requirements are needed.
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6. RELATED WORK

In this chapter, we survey work related to our thesis. In besits we present an infras-
tructure and several techniques for the protection of diggtentity in IdM systems. The
main innovative features we have proposed are the suppdtidextended notion of fed-
erations and a broad variety of strategies to establish amatain identity in such systems.
One of the key ideas that we focus on to prevent identity tlsafie notion of multi-factor
identity verification. For this purpose, we present methogies for identity assurance and
new cryptographic primitives that allow privacy preseg/imulti-factor identity verifica-
tion. We extend the basic approach with the use of biomebyadevising new techniques
for biometric key generation. Further, to make decisiorseldaon the history of activities
of a user in a federation we provide methodologies to catadeuse history-based identity
information. We also show how this information can be useiti wiobile devices.

This chapter is organized as follows. In Section 6.1, we@eplhe most relevant fed-
erated digital identity management initiatives, desagfthe security and privacy features
relevant to the identity theft problem. Several cryptotmapechniques have been proposed
for privacy preserving identity verification in distributeystems. Therefore, in Section 6.2
we compare our work in Chapter 3 to some known cryptogragttiemes namely anony-
mous credential, identity based encryptions and signatwith zero-knowledge proofs.
As the contribution of the present thesis requires the [tegrof different technologies
including biometric verification systems and biometric kgneration techniques, in Sec-
tion 6.3 we provide background information of existing betnic verification schemes and
upcoming biometric key generation schemes and comparewiitdrour work in Chapter 4.
Finally in Sections 6.4 and 6.5 we provide related work indrg-based trust establishment
and management of identity data on mobile devices respdgtand how they compare to

our techniques presented in Chapter 5. The aim of thes@grsati to provide state-of-the-
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art in the corresponding areas to show how the integratisrbkan exploited to provide a

comprehensive solution.

6.1 Identity Management Initiatives

Identity management is being investigated extensivelj@dorporate world and sev-
eral standardization initiatives for identity federatiare being developed. A summary of
some of the most significant ongoing projects are summaiizdable 6.1. In this sec-
tion we first analyze the Liberty Alliance [6] (LA) and WS-Fardtion [17] which are the
two most significant approaches. Then, we overview othewvagit approaches, such as
Shibboleth [13] and Microsoft CardSpace [14].

The multi-national, multi-industry Liberty Alliance (LA)6] consortium is collabora-
tively developing a set of open standards for federatedorétidentity. LA'S objectives are
twofold. One goal is to establish a standardized, multidle@nweb-based single sign-on
with federated identities. A second goal, which raises almmof interesting technical
challenges to be achieved, is to enable organizations tatamaiand manage their cus-
tomer identity data without third-party participation. kApecifications build on the Open
Standard Security Assertion Markup Language [71], an XMisda security standard that
provides a way of exchanging principaiuthentication information.

LA has defined technology specifications based on threeibgilolocks; the ID-FF
(Identity Federation Framework), the ID-WSF (Identity Weérvices Framework) and the
ID-SIS (Identity Service Interface Specifications). ID-B&fines a framework for feder-
ating identities and a mechanism for single sign-on [128@%in a federated manner.
Principals’ accounts are distributed and maintained &t sacvice site. To federate these
accounts while ensuring principals’ privacy, the IdP anteoiSPs establish a pseudoran-
dom identifier that is associated with a real name identifie¥agh site. The process of
federating two local identities for a principal between\pders is triggered by the prin-

cipal with the consent of the providers - this allows eachvigter to map the established

Principals or users are digital representation of real sviodlividuals in a federated IdM system (See Chap-
ter 2 Section 2.1.1).
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pseudonym into their local account identifiers. When an entibation of a principal is
requested by a given SP, the IdP authenticates that prirempkthen issues an authenti-
cation assertion. If the IdP has already authenticatedreipal, then it directly issues an
assertion without requiring the principal’s participatioEach SP validates the assertion
issued from the IdP, and determines whether or not it shoellddoepted. As the IdP can
issue multiple assertions to different SPs based on a sagleentication action by the
principal, the principal is able to sign-on to these othevise sites without needing to be
re-authenticated at each service site. ID-FF defines hoavrdast be exchanged between
|IdPs and SPs.

ID-WSF (ldentity Web Services Framework) defines a framévorweb services that
allows providers to share principals’ attributes in a pesign-based manner and to create,
discover and request identity services. It also suppostsodtery of services and security
mechanisms to transmit messages.

ID-SIS (ldentity Service Interface Specifications) defisesvice interfaces for each
identity-based web service so that providers can exchaiffgessht aspects of identity (i.e.,
a principal’s profile) in an interoperable manner. Examme$D-SIS services include:
personal information request, geo-location services aretiry services. Furthermore,
LA specifies various federated identity trust models; on&bich is circles of trust A
circle of trust is formed by federating SPs and IdPs that Hmwsness relationships and
with whom principals can transact business in a secure ardless environment.

WS-Federation is a collaborated effort of BEA Systems, BM@ware, CA Inc., IBM,
Layer 7 Technologies, Microsoft, Novell and VeriSign. loisen abbreviated as WS-*. It
is integrated into a series of other web services specibieatsuch as WS-Trust [129] and
WS-Security [130]. WS-Federation describes how to manadéeoker the trust relation-
ships in a heterogeneous federated environment, inclwdipgort for federated identities,
sharing of attributes, and management of pseudonyms. IrFéde+ation, the principal
obtains security tokens from its IdP and can pass them to &Ggsttaccess to resources.
The defined Web browser mechanisms allow the expressivemesggled by WS-Trust,

WS-Policy, and other WS-* mechanisms to be leveraged in Welvder environments.
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WS-Federation framework allows attributes to be brokerethfidentity and security to-
ken issuers to services and other relying parties withayirang principals intervention.

WS-Federation has been created with goal of standardibmgvely companies share
principals and machine identities among disparate auttaitin and authorization systems
spread across corporate boundaries. This translates ihamisens and specification to
enable federation of identity attributes, authenticatemmd authorization information, but
it doesnot include trust establishment/verification protocols.

The common objectives of both LA and WS-* proposals have Ipgigmarily to reduce
the number of user-business interaction and exchangeahmattion such that critical pri-
vate information is used only by appropriate parties. Bgipraaches make principals’
information available to the SPs on demand, online and withdelay. Thus, principals’
data is more up-to-date and consistent compared to the daese wach principal has to
maintain its data in multiple places. Both reduce costs addmdancy because organiza-
tions do not have to acquire, store and maintain authooizatiformation about all their
partners’ users anymore. Also, both try to preserve privasynly data required to use a
service is transmitted to a business partner.

As compared to LA and WS-* that use PKI for principals autieation, we show
how we can also leverage the SSO ID for establishing diftaygoes of identity attributes
as detailed in Chapter 2. This enables privacy and adds iliexiio the identity system.
We also address other security issues that remain open hnapproaches. For example,
almost the only security issue considered in the standai@snmunication security. In our
work, we investigate a critical component regarding howntdg verification is done in the
various stages of the identity lifecycle to provide highuaasce enroliment, management
and use of principals identity information. Regarding pay, as the systems are primarily
provider centric, the principals must be able to regulatelwinformation about them is
allowed to be sent to which providers. However, there areamziete definitions of such
attribute release policies (ARP’s) in the specificationsr &proach instead is user centric
where the principal is in control when its identity attriestare used and for what purpose.

Our identity protection and verification protocols can bedisvithin the LA and WS-*



155

federation frameworks to ensure specific security and pyiyaoperties as presented in
Chapter 1.

Shibboleth [13] is an initiative by universities that are mreers of Internet2 [131].
It is a standards-based, open source middleware architégotaviding both intra-domain
and inter-domain SSO capability. Shibboleth implemengs@ASIS Security Assertion
Markup Language (SAML) standard specification, and is ogerable with Microsoft’s
Active Directory Federation Services (ADFS) [11]. A Shildtt federation is an agree-
ment among resource (service) providers and institutitwi®s]. For sharing to occur, all
parties need to agree on a common set of acceptable autimriatributes for their prin-
cipals, and a schema to describe them. Principals’ atethate stored at the IdPs of the
principals’ home institution. Attributes can be encodedawa or pulled from directories
and databases. Standard X.520 [132] attributes are moshoaiy used, but new attributes
can be arbitrarily defined as long as they are understoodrdacpreted similarly by the
|IdP and SP in the transaction.

A key aspect of Shibboleth is the emphasis on principals/gay. The SP releases
principal’s attributes on the basis of tiAdgtribute Release PolicieARP’s) specified by
that principal. ARP’s dictate the conditions according taah attributes can be released.
As such, the target SP only knows the attributes and infoomatecessary to perform an
access control decision, protecting principals’ anonymnitcases where their unique iden-
tity is not required. This allows flexibility about how theipcipal attributes are released.
Our approach to identity verification can be applied in thetert of Shibboleth where the
principal provides multi-factor proofs of identity of SITtabutes. Here a key difference
from the provider centric approach of Shibboleth would ket the principal would need
to be involved when the identity proof is created and sucbrmftion cannot be replayed
even if the identity attributes at the IdP are compromised.

CardSpace [14] is part of Microsoft’'s implementation of dantity metasystem based
on standard WS-* security protocols (including WS-SeguWS-Secure Conversation,
WS-SecurityPolicy, WS-MetadataExchange and WS-TrustardSpace functions as a

“digital wallet” that stores pointers to digital identifgeof a principal at various IdPs, and
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provides a unified interface for choosing the identity foraatigular transaction, such as
logging in to a web site or accessing some web service. ThéSpaice user interface en-
ables principals to create personal cards (also known &sssakd cards) associated with
a limited set of identity attributes. As a result of the setat the CardSpace process con-
tacts the selected IdP, and obtains an IdP signed XML docutiha&incontains the requested
identity information.

Similar to the CardSpace implementation of digital walletpur implementation we
consider an “identity wallet.” Differently from their ditl wallet, in our case the identity
wallet contains the cryptographic secrets and commitmadotsy with the other informa-
tion related to the principals IdR stored at the registrane Tdentity wallet can be used
without contacting the registrar, contrary to the requirement idSpace where the IdP
needs to be contacted each time an identity attribute nedals ised. This is because the
principal can create the ZKPK revealing the minimal infotimiaas needed by the SP. This
proof is dependent on the commitments that are signed byetfistrar and stored in the
identity wallet. If the SPs need to check for revocation & igned commitments, then
the revocation mechanisms described in Chapter 2 are usedapgproach also prevents
against replay assuming not all the user’s secrets involveee proof are compromised. In
the case of CardSpace, it is possible that if the attacké&rdmes with the IdP, it can retrieve
and misuse the honest principal’s identity attributes.

Table 6.1 presents a short summary of the above mentiortgaties as well of other
relevant projects in the area of digital identity managetmen

Concerning the problem of identity theft, LA, the Shibbblgtroject and other orga-
nizations such as Better Business Bureau and Federal Traaen@sion have initiated
efforts aiming at educating consumers and preventing iiyetiieft. A LA paper [133]
points out that the use of SSO in federations helps reduckdi Iby reducing the number
of login names and passwords. The paper also discusses tidwtatsharing in a federa-
tion inherently prevents from theft of identity attributéy controlling the scope of access
to participating websites, by enabling consent-drivertuse, cross-domain transmission

of a user’s personal informationLA tries to mitigate ID theft attacks by having the or-
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Table 6.1 Federated identity management projects andtings.

| Liberty Alliance [6] | The Liberty Alliance is a consortium of over 150
companies that develops specifications for federated itgentanagement. It ret
leased the first version of its Liberty Web Services Framé&wor2003 which al-
lowed single sign-on and account linking between trustethpes.

| WS-Federation [17] [In April 2002, Microsoft and IBM published a join
whitepaper outlining a roadmap for developing a set of Webise security spect
ifications. Their first jointly-developed specification, YEecurity, offers a mecha
nism for attaching security tokens to messages, includikerts related to identity.
| Shibboleth [13] | Shibboleth is standards-based, open source middle-
ware which provides SSO across or within organizationalndawies. It allows
sites to make informed authorization decisions for indrnadaccess of protected
online resources in a privacy-preserving manner.
| Microsoft CardSpace [14] Windows CardSpace, formerly known as InfoCard, is
a framework developed by Microsoft which securely storaatees to digital iden-
tities of a person, and provides a unified interface for chmgpthe identity for a
particular transaction, such as logging in to a website cessing web service.

\ OpeniD [16] | OpenlD is a decentralized identity system, in which
any individuals online identity is given by URL (such as fdslag or a home page)
and can be verified by any server running the protocol.

~+

ganizations in the federation adopt LA standards of segurit distributing information
to avoid single point of failure, by having access controtloese attributes based on user
preferences, and by coordinating response to incidentfrands. There are several ongo-
ing projects to achieve such goals. However no identityfieation protocols to mitigate
ID theft have been developed. In particular, none of the gsed techniques in LA takes
into account the case of malicious providers. Also the LArapph does not address the
problem of impersonation attacks where an attacker at®toatlaim compromised iden-
tifiers to as its own. Our solution not only exploits the adeges of a federation, as the
general usage case, but extends it further with the condepiToattributes and efficient

multi-factor verification techniques.
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As a final remark, from a systems standpoint, IdM systemseakzed by various pro-
tocols and technologies. The basic technology relatedtteeatication techniques such as
security tokens, public keys and certificates [36, 37] areqfaan IdM system and are used
in various steps of the 1dM protocols. For example WindowsdSaace based IdM sys-
tems can employ various authentication techniques andigetakens that are requested
from an IdP and passed on to a SP. More specifically, CardSyaceork with any dig-
ital identity system, using any type of security token, utthg simple usernames, X.509
certificates [50], Kerberos tickets [134], SAML tokens [7&hd so forth. IdM protocols
are typically built to allow different authentication poabls and other technologies to in-
teroperate. Upcoming standards such as WS-* and SAML akktosexchange messages
that encode the various tokens needed in various authBatigarotocols. In the case of
CardSpace, a SPs policy is described using WS-Securitythiat policy is retrieved us-
ing WS-MetadataExchange, a security token is acquiredusi8-Trust, and that token is
conveyed to the SP using WS-Security.

Even though the security tokens in traditional IdM systeimgethtypically been focused on
conveying only authentication information, it is importao note that the notion of digi-
tal identity is more general as described in Section 1.1 Chapter 1. Security tokens in
emerging IdM systems convey various types of identity infation as needed in the trans-
action. This use of digital identities can now become asdiyoaseful in the networked

world as are the many identifiers we use in the real world [14].

6.2 Cryptographic Schemes

Several cryptographic schemes relevant to IdM systems @aotdqols have been inves-
tigated. In this section, we focus on those that are clossbted to ours. We describe
the work on anonymous credentials, followed by identitydabsncryption techniques and

finally the work on signatures with zero knowledge proof.
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6.2.1 Anonymous Credentials

There are few emerging IdM initiatives that are based on ti®n of anonymous cre-
dentials [15, 41, 135]. In anonymous credential systenggrozations know the principals
only by pseudonyms. Different pseudonyms of the same prahciannot be linked. Yet,
an organization can issue a credential to a pseudonym, arabthesponding principal can
prove possession of this credential to another organizgtidio knows it by a different
pseudonym), without revealing anything more than the faat it owns such a creden-
tial [136]. The main idea regarding use of pseudonyms inecuridM systems [6, 13, 17]
is in that “the IdP generates apaque handl¢hat serves as the name identifier the SP and
the IdP use in referring to the user when communicating vattheother” [137]. Rudimen-
tary non-linkability is achieved, as an outside observancainfer any information about
the actual user based on the random session based opaqueshdine first approach that
proposed the use of pseudonyms was provided by Chaum [€2ethidea was to use one
time pseudonyms for a series of transactions to providakaliility among different trans-
actions with organizations, and at the same time transfeified attributes among these
organizations. A credential system was also employed,darerthat only the information
required for the transaction is revealed onegd to knovbasis.

Brands [47] significantly improved on Chaum'’s basic blinghsiture based system in
both the discrete log and strong RSA assumption settingandr credentials provided
algorithms that provided privacy through selective disal@ in an unconditional security
setting. Brands protocols include an efficient observerrggthat involves augmenting
security with a low performance smart card without comp®ing privacy guarantees.
Brands’ scheme also provides unlinkability features usimgle-use certificates, that is,
certificates may only be used once if unlinkability is to baged.

An anonymous credential system with multi-show unlinkié&pivas provided by the
Identity Mixer also known Idemix [15], which is based on Camseh-Lysyanskaya signa-

ture scheme [41]. Idemix provides mechanisms for efficienlti-show credentials and a

2Credentials can be used multiple times. Possession of d-soltv credential can be demonstrated an
arbitrary number of times; these demonstrations cannathked to each other [15].
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flexible scheme for issuing and revoking anonymous credisntit also provides a mech-
anism forall or nothing sharing and a PKI-based non-transferability. These tegclas
were used in the direct anonymous attestation (DAA) prdtfi®8] to issue a certificate
(attestation) to a computing platform that it is genuinee Téchniques allow a platform to
remotely prove to a SP that it is indeed genuine while protg¢he platform users privacy.
The attestation is issued to the trusted platform moduléJTR39] embedded into the
platform.

The anonymity properties of anonymous credentials are emlenited to certified
attributes and weak identifiers. Therefore anonymous ateds may not be sufficient for
identity verification in several real applications becatise would rely on use of strong
identifiers. We differ from these approaches in that we ddiae the user identity even if
we protect its identity attributes. More specifically, werdwd only protect user privacy but
also protect the use of its strong identifiers without reqgianonymity. Table 6.2 presents
comparison between various anonymous credential schetfe$1], 47] and our proposed
VeryIDX approach according to relevant criteria. In partar, identity theft prevention
approach as provided in our work is through multi-factomitity verification are not cov-
ered by anonymous credential schemes. Other additiondtianexns such as assurance
evaluation and detection of duplicate registration ofrefgrmentifiers also help in prevent-
ing identity theft as elaborated in our work that are alsop®t of anonymous credential
schemes. Using anonymous credentials within the Veryl@xngwork and protocols can
provide in achieving additional security and privacy pndijgs specific to the anonymous

credential schemes employed.

6.2.2 Identity Based Encryption

The notion of Identity Base Encryption (IBE) was first inttmétdd and defined by
Shamirin 1984 [118] and then extended by several otherreses [55,140,141]. An IBE
scheme is a public-key cryptosystem in which any string ialal\public key. In particular,

email addresses and dates can be public keys [142]. Thaekies is then computed by
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Table 6.2 Comparison of anonymous credential schemes dratt8bute scheme.

Criteria

Anonymous Credential Schem¢
[15,41]

bProposed VerylDX Scheme

Digital
Identity

Pseudonyms, PKI-based anon
mous credentials, primary focu
onweak identifiers

yPKI-based credentials,uncertified at-
stributes SIT attributes primary focus on
strong identifiers

Privacy

Provides mechanism for min
mal attributes disclosure from
user credential and provable u
linkability.

- Provides mechanism for minimal
atributes disclosure in the multi-factor ider

ZKPK. Provable unlinkability for specifiq
protocols when strong identifiers are n
required in clear.

at-

niity verification protocols using Aggregate

n-

ot

Anonymity

Provides provable unlinkability,
multi-show credentials and i
mainly based on disclosure (
weak identifiers.

Provides provable unlinkability for Aggre
s gate ZKPK protocols not requiring stron
nfidentifiers in clear.

g

Multi-factor
Identity Veri-
fication

Verification depends on a sirn
gle PKI based cryptographic s¢
cret for ZKPK therefore does ng
provide multi-factor verification.

-Verification depends on multiple (poss
b-bly non-PKI such as biometric) secrets
tstrong identifiers for Aggregate ZKPK re

sulting in multi-factor identity verification

D

Duplicate
detection

No mechanism to detect dupl
cate registration of strong idern
tifiers.

-DHT based duplicate registration detg
-tion of strong identifiers.

C-

Confidentiality]

Provides provable unlinkability,
multi show of credentialprop-
erty by which even when SP
collude no user information i
leaked.

Linking of data is possible if SPs collud
who have strong identifiers of a user. N
sidentity information is leaked if even i
5 SPs and registrars, not having the strg
identifiers in clear, collude.

Integrity

Unforgeability of credentials is
ensured based on the Discre
Log Problem (DLP) and stron
RSA assumption.

5 Unforgeability of SIT attributes is base
ten SIT identifiers signed by registrars a
y Aggregate ZKPK which depends on DL

P

and strong RSA assumption.

a master authority in possession of the master secret, diveérée to the principal after

authentication, usually via a separate channel. As a rgsaiities may encrypt messages

or verify signatures with no prior distribution of keys tadimidual participants. This is
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useful in cases in which pre-distribution of authenticdtegs is inconvenient or not feasi-
ble because of technical constraints. However, to decnypipm messages, the authorized
principal must obtain the appropriate private key from thegte key generator. A caveat
of this approach is that this private key generator mustumsted.

In the approach by Adida et al. [55] the IBE is used to define iamglement a cross
domain identity-based ring signatures. The ring structiirthese signatures provides re-
pudiability. With identity-based public keys, a full PKI i longer required. Separability
allows ring constructions across different identity-ltheeaster key domains. Together,
these properties make signature constructions a posshléah to the email spoofing
problem. Our approach greatly differs from the IBE schenmssabse we do not provide
a mechanism to encrypt data or manage certificates. Insteddaus on providing the
infrastructure and methodologies to protect the identity @ser from misuse. Typically in
IBE the public information, such as the email address, igrassl to be correct and is de-
noted as the identity of the receiver. There is no clear nuilogy to verify and guarantee
if this public information is correct and does belong to theended recipient. Therefore

the problem of identity theft as described in Chapter 1 isatlolressed by such schemes.

6.2.3 Signatures with Zero Knowledge Proof

The work most closely related to our protocols in Chapter € the cryptographic
schemes proposed by Camenigtlal. [21]. They propose efficient protocols that allow
one to prove in zero-knowledge the knowledge of a signatageammitted (or encrypted)
message and to obtain a signature on a committed messageapeach also provides
a signature scheme that is based on an assumption introdydéd 3] and uses bilinear
maps. In Section 3.4 of Chapter 3, we show how our protocelsabstantially better for
the purposes of multi-factor identity verification. We canm#our ZKPKs with the aggre-
gate signature scheme presented in [22] and establish a nygtographic primitive for
aggregate proof of knowledge. Our scheme is more flexiblesffident and requires less

storage than the protocols in [21]. The paper by Boeedl. [22] presents several appli-
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cations for aggregate signatures and proposes an effiggnegate signature mechanism
based on bilinear maps. They however, do not investigategiges on commitments that
can be used later for ZKPK protocols. Also, in our case siheestgnatures are aggregated
by the same registrar, the aggregation and verification are gfficient. There are no other

cryptographic schemes that have the same or similar fumaitg.

6.3 Biometric Verification Schemes

In the following we first introduce the traditional biometmatching based verification
system. Then we focus on the main biometric key generatiaok Wiat has been proposed

in the literature.

6.3.1 Biometric Matching Based Verification Systems

Biometric verification, unlike conventional approaches)ot based on what an individ-
ual knows or possesses, but on some characteristics ofdhadinal itself. We elaborate
on the main concepts related to biometric verification is g#ction.

A detailed reference model for a biometric system has begslaleed by ISO/IEC
JTC1 SC37 [4], which aides in describing the sub-proceskasmmetric system. Typ-
ically there are four main subsystems in the biometric modamely theData Capture,

Signal Processing, Data Storage, MatchengdDecisionsubsystems.

e Data capture subsystenit collects the subject’s biometric data in the form of a

sample that the subject has presented to the biometricrsenso

e Signal processing subsystetih:extracts the distinguishing features from a biomet-
ric sample to then either be stored as the reference tenghlaeg registration or
be matched during verification. A template is data, whichresents the biometric
measurement of an individual, used by a biometric systepcthr or indirectly for

comparison against other biometric samples.
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e Data storage subsysterReference templates are stored either at the server or at the

client depending on the chosen architecture.

e Matching subsystenit compares the features extracted from the captured bramet
sample against one or more enrollment reference templahesobtained similarity

scores are then passed to the decision subsystem.

e Decision subsystentt uses the similarity scores generated from one or morehmatc
ing comparisons to make a decision about a verification aetim. The features
are considered to match a compared template when the stynBapre exceeds a

specified threshold.

A biometric system typically supports two sub-processegistration (also called en-
roliment), and verificationEnrollmentis the process of capturing the features from a bio-
metric sample provided by an individual and convertingtibiatemplate. The effectiveness
of enrollment strictly depends on the quality of the datansiied along with the biomet-
ric. Thus, the enrollment process has also to ensure thaéetifeeation documents (such as
passports and driver’s licenses) are trustworthy so thake ér false identity is not linked
to a biometric. Additionally, no duplicate records have &dbored in the database for the
same identity. This enrollment mechanism is a key aspedbaiétric verification making
it reliable. Enrollment is the first interaction of the usethvthe biometric system, and mis-
uses of such operation can affect the quality of sample h@iogded by the user, which
in turn affects the overall performance of the system. Oheeprocess of registration is
successfully completed, the individual can use the biamseiyrstem for verification. The
verificationis performed when the individual presents his/her bioraesgimple along with
some other identifier which uniquely ties a template with thdividual. The matching
process is performed against only that template.

In traditional fingerprint based biometric verification ®rsas [25, 26], verification is
based on matching of fingerprints. One way to do the matclsirig extract the minutiae
points of the fingerprint and compare it against the secomgfprint template minutiae’s.

The effectiveness of such systems are based on evaluatorg&tes such as False Accept
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Rate (FAR), False Reject Rate (FRR), and Equal Error Rat®jEEhe processing time for
the matching has shown to be efficient (0.2-0.4 seconds)&atipal purposes. In our work
related to biometrics as detailed in Chapter 4, there is nohreg of the actual fingerprint
template, therefore the efficiency of the biometric-keytsysis reliant primarily on the

time needed to generate the biometric-key. This has beemrstmbe taking< 1 second

with the provided hardware and software specifications st our key-generation tech-
niques. Most computation is performed in the configuratioage (i.e. before enroliment),
and the user specific classifier model is evaluated at thedfreerollment. Henceforth, at

verification only the hashing and classification has to béopeed.

6.3.2 Cryptographic Key Generation from Biometrics

Biometric based key generation has been extensively igatstl in the past years. As
suggested in [80] the known methods for generating crypjagc keys from biometric
measurements are characterized by two stages. The firstistaghen certain biometric
features are examined and used to compute a bit string ezpneg that biometric. This bit
string should have uniqueness and repeatability progertig¢hat two different biometrics
should produce different bit strings (large inter-classataon) and the same user with the
same biometric should be be able to produce the same or sbititdring (small intra-class
variation). This bit string in our work corresponds to the B¥asH-VECTORIntroduced in
Section 4.1 of Chapter 4. The bit string is then used in thersstage to generate a unique
cryptographic key with the help of stored meta data. If twetamces of the bit strings are
sufficiently similar then the cryptographic key generatethie same. This cryptographic
key is denoted by BKELASS-cOMB in our work. In most existing work, the second stage
is independent of the biometric being used, the first is magtkcific to the biometric.

The first work in biometric key generation is because of Soettal.[76,77,144] where
they describe methods for generating a repeatable cryggibgr key from fingerprint using
optical computing and image processing techniques. Atliemeat phase, Soutar’s algo-

rithm uses image processing techniques based on corretataeate dilter function from
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a series of fingerprint images. This filter function is congairwith a random array and
then an output pattern is created using an inverse Foudssform. This output pattern
is linked to a specified digital key. Then during the verificatphase the digital key is
retrieved by using another set of fingerprint images and teei@usly generated filter. The
authors mainly focused on the second-stage of the key gesreravhich in their context
is the creation of the filter function. Here the challengeoi€iteate a filter function that
is tolerant to distortions (minimal intra-class distaneey can still discriminate among
different samples (maximal inter-class-distance). Tlaeesimilarities of our SVD based
image analysis with the Fourier analysis in the way the imveggors are produced. Similar
to low-pass filtering in Fourier analysis, SVD analysis gleomits filtering by concentrat-
ing on those singular vectors that have the highest singalaes. We extend their main
approach in how the SVD is applied and used with the SVM stageeomponent. We
also provide several empirical results and analysis vatigaour approach. In [144] the
final key is independent yet linked to the biometric data,levim our approach, the final
key is not only linked to the biometric data but the value & timal key depends on the
value of the biometric bitstring generated in stage-one.

Most of the approaches that followed this work have a keyibmaspect, in that the
cryptographic key and the biometric data are monolithydatiund within a cryptographic
framework and it is computationally infeasible to decode dhyptographic key or the bio-
metric template without any knowledge of the users bioroelata. This differs from work
as the final key is derived from the biometric data itself aadnot be pre-determined. In
the former case the biometric datdirskedwith the cryptographic key, and this key cannot
be retrieved without the biometric. In our work, the finalu@bf the key that is generated
is dependent both from the stored cryptographic secretsr@ntiometric features.

Following Soutar’s work several strategies have been megéor improving the second-
stage of the key generation. Davielizal.[78] described a second-stage strategy using error
correcting codes and how it could be used with the first-stgopeoaches for generating a
bitstring representing iris scans [145]. The second-stggg@oach was significantly im-

proved by Juel®t al. [74, 75]. The underlying intuition behind the error correntand
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similar schemes can be understood based on Shamir’s skargtgsscheme [146]. Here a
user can share a secreinto n shares and anyof these shares can be combined to create
the original secret. In the context of the biometric key gatien, each of the: shares
correspond to an element of the biometric representatiieyghat is the resultant output
of stage-one of the key generation process. As explainedah$hamir’'s secret sharing
scheme cannot be used as it is for biometric data because wbibe factor inherent to bio-
metric data. To overcome thistror correcting code¢ECC) is used. The Reed-Solomon
error correcting codes has been viewed as the error tolmantof Shamir’s secret shar-
ing. As such, the difficulty of Shamir’s secret sharing schasbased on thpolynomial
reconstructiorproblem. This problem is a special case of the Reed-Solombddcoding
problem [147]. In Juelgt al. fuzzy vault scheme [75] using ECC the user adds spurious
chaffpoints that make it infeasible for an attacker to reconstttue polynomial represent-
ing the biometric key of the original user.

Since the introduction of the fuzzy vault scheme, sevessaechers have implemented
it in practice [148—-154]. In particular the most recent wizrky Nandakumaet al. [154]
where the fuzzy vault implementation is based on the lonaifoninutia points in a finger-
print. They generated 128 bit keys and obtained an accuedeyof 91% for high quality
images and 82.5% for medium quality images. The FRR was appately 7% which
shows an improvement over several other implementatiohisftstheme (where the aver-
age FRR was from 20-30%). From the experimental point of vieesgenerate 134 bit
keys with the accuracy of 94.96% for high quality images a®®3% for medium quality
images. The FRR was on an average 9.06%, which is comparabie above scheme.
From the algorithmic point of view, we use a similar concelptimaff points while adding
spurious classes to make it difficult for the attacker to gube correct final key. We do
not use error correcting codes to retrieve the final key, lbar po investigate how they
can be used while finding a list of SVM classes uniquely ordiénethe confidence mea-
sures (See Chapter 4 Section 4.3.3). Comparing our appvatthespect to the stage-one
approaches of the various implementations of the fuzzytwae major difference is that

their feature extraction is specific to the biometric typeour case, we instead use image
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analysis that can be used for several generic 2D biometagés like fingerprint image,
iris image and face image.

Another scheme which makes use of f@ynomial reconstructiomproblem in the
second-stage is the scheme proposed by Moregbak that was originally used for hard-
ening passwords using keystroke data [155] and then exddodase in cryptographic key
generation from voice [80]. In this approach considenibiometric features are recorded
as a result of stage-one. It follows, when the system isaiiated the main key. and 2m
shares ofx are generated using a generalized secret sharing schemeshales are ar-
ranged within ann x 2 table such that can be reconstructed from any setrofshares
consisting of one share from each row. The selection is basdtie biometric features
recorded and they show that it is computationally infeasfbl an attacker to guess the
right shares because of the random or spurious shares presiea table. As described in
the case before where we also add spurious classes in the Bgdlfication model. More-
over, the features they capture in stage-one for key stit&] [are durations and latencies
and voice [80] are ceptral coefficients. For their experita¢iney obtained on an average
about 20-30% FRR. This biometric encoding of voices is noagarable with ours as we
consider different biometrics that can be represented imziges.

Several of the above described techniques have been eeateéhded in the context
of BioHashing [27,156,157]. The ones closest to our workilaeebio-hashing techniques
by Goh and Ngo [81, 82] where the authors propose techniquesmpute cryptographic
keys from face bitmapsBio-hashingis defined as a transformation from representations
that are high-dimension and high-uncertainty (example fatmaps) to those that are low-
dimension and zero-uncertainty (the derived keys). Smhdaur work, the goal of using
the image hashing techniques is to extract bits from facg@sao that all similarly look-
ing images will produce almost the same bit sequence. Hawigeework mainly focuses
on the first stage of biohashing and propose potential usbéai8’s secret sharing tech-
niques [146] in the second stage.

With respect to the first stage, the authors use principalpoorant (PCA) analysis

while analyzing the images. This is similar to our use of S@Bpoth SVD and PCA are
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common techniques for analysis of multivariate data. The direct relation between
PCA and SVD in the case where principal components are edéxifrom the covariance
matrix. The right most and left most eigen vectors in Aldgamis 1 and 2 of Chapter 4 which
retrieved are the same as the principal components in thengientext. An important
capability distinguishing SVD and related methods from P@Athods is the ability of
SVD to detect weak signals or patterns in the data that is itapbin our case as we
propose to use our techniques for generic 2D biometric isilagéie methodologies we
employ for stage-one also differ in that the BKaBH-VECTOR output from stage-one
cannot be simply distinguished using straightforward enpéntation of Hamming distance
based analysis as proposed in [81,82]. We instead coupje-stae and stage-two with the
use of SVM classifiers in stage-two that provides a way toyaeaihe properties such as
inter and intra-class distance of the BKaBH-VECTORS We provide a detailed analysis
of this approach.

There are other biometric cryptosystems where biometticessication is completely
decoupled from the key release mechanism. The biometripltgenis stored on the de-
vice and when the biometric match happens then the crygibgr&ey is released [158].
This approach however has several vulnerabilities andtisat@ted to our key generation

approach.

6.4 History Based Trust Management Initiatives

Transaction history-based trust establishment has bgsored from different perspec-
tives. We elaborate on three different perspectivesrdpatation systemthat rely on the
history of e-commerce activities of the principals; trensaction protocolshat ensure fair
and safe transactions; theyptographic protocolthat ensure unforgeable receipts. Related
work in each area is detailed in the following.

Reputation systems have been investigated extensivelg. approach to build a rep-
utation system is to have a distributed trust managemenrersgs[29]. The basic idea of

this work is to construct hierarchical reputation systerRsincipals who want to know
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reputation for a specific server (seller), query a local broReputation is calculated from
principals’ evaluation after the completion of a transactwith the server. This score is
merged throughout several brokers. Note that in this fraonkewnly servers’ rating of the
principals is stored and not the attributes on which theestocalculated. In our system it
is possible for SP to draw reputation score from princip@saction history given prin-
cipals’ consent to view the receipts. Another key diffeeerswith respect to the subject
who uses reputation scores. In [29], principals, as buyaks, advantage of SPs reputation
score to choose trustworthy sellers whereas in our apprtaetsellers utilize principals’
past transaction history to determine principals’ repaiat

Another approach to reputation systems has been developkd context of P2P net-
works [109]. Such an approach does not depend on the custoewatuation of the seller.
Instead it suggests new credit computation schemes of gatepusystem for decentralized
unstructured P2P networks such as Gnutella [159]. The geapsystem has two computa-
tion schemes, namely the debit-credit reputation commntdDCRC) and the credit-only
reputation computation (CORC). In P2P system, every aicshares files with other
principals and get files from them. Each principal as a peboib a client and a server in
these networks. So when a principal joins the system, ithimadecomes a peer (server)
to others. The reputation score of a principal, as a sevan important factor for decision-
making- who to download content from. This score is raisepesss download more files
from it.

One novel contribution of this work is to enable a peer to kieepeputation locally
for the fast reputation retrieval. A reputation computa@ent (RCA) prevents malicious
reputation modification by use of a public key based mechanignlike real world trans-
actions, a sender (who shares files with others) is the onegetsareceipts from receivers.
Senders report those receipts to the RCA and receive thdaghdgputation score about
themselves in return. In our approach we provide a way fon bioe buyer and the seller
to create and submit receipts of their past transactiongl08], the use of receipts is re-
stricted to acquire credit from the server. By contrast, regeipts can be used as a proof

of purchase for other types of transactions as well.
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In the AttentionTrust [160] approach, principals instaflieefox extension to share their
website access log with the SPs. This system supposes theipais are willing to share
their privacy without gaining any financial benefit. The imf@tion sent to a central server
and SPs may be used for customized advertisement to the Uberextension sends web
page URL, title, HTTP response code and so on to the serves.idisimilar to ours in that
principals are allowed to choose SP to share privacy infaomaHowever the principals of
AttentionTrust cannot choose which information will be it though the principals can
specify the list of websites that should not receive its dataour case, the principals can
choose which information will be revealed to which SP, at ttimae and for what purpose.

Transaction protocols provide mechanisms to execute pegetiation, ordering and
payment procedures. For example, a transaction serverchaletBill for information
goods was suggested in early 90s [161]. It takes part in tgenpat procedure so as to
allow a buyer to hide its identity from the seller and givetified receipts to the buyer. The
main goal of this system is to assure a fair exchange betweapdrties i.e customers can
read or use electronic goods only after they receive a daorygey from a merchant. The
merchant sends a decryption key to the buyer only if he gatngay from the user and then
reports an endorsed payment order to the server. Custostaise receipts consisting of
transaction result, identity, price, product ID and so ohe Berver signs this receipt and
then transmits it to the merchant. However, it is the resjditg of buyers to manage
these receipts. We also investigate fair exchange in Rvsbof Chapter 5. In addition,
principals manage and use receipts within VerylDX framdwwith assurance based on
multi-factor identity verification.

Finally, cryptography-oriented approaches have beengsexbthat deal with history-
based trust establishment. For example, Simmons and Puogypsed ZKP of identity
attributes in transaction receipts [162]. They focus onuhi®rgeable transaction receipts
using ZKP. They use a public authentication channel to ereasted credentials. These
credentials can then be used for constructing proofs. Bwaungh receipts in their scheme

can be extended for use in two-way protocol between a seltbadouyer, using this receipt
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for other purposes does not seem trivial. This is becaude maacipal’'s credentials are
highly specialized for the proposed scheme and does natintéroperability.

Another work related to non-repudiation in transactionsyioffeyet al.[163] where
they propose an approach to achieve mandatory mutual mudhegion including both
mandatory proof of origin and mandatory proof of receipt. &sesult, their approach
ensures non-repudiation protocol and fair exchange. Hsisarch is more focused on the
transaction itself rather than on the receipt managemesnbuk system is not affected by
the payment process, those techniques could be used togetheéhe ones presented in

Chapter 5.

6.5 Mobile Identity Management Initiatives

In this section we discuss the related work on using mobitepk for commerce trans-
actions involving identity attributes and other recentelepments in mobile identity man-
agement initiatives.

With the advent of high-speed data networks and featutermicbile devices, the con-
cept ofmobile wallet{164—-166] has gained importance. The initial efforts of bammg
digital cash and mobile telephones was under two distingjepts by CWI Amsterdam.
One was on mobile device authentication, the other on Chaomine digital payment
protocols [42]. In both cases the idea was to connect to thk dad payee via the mobile
networks, using Global System for Mobile Communication K§$167] mobile termi-
nal as the payer’s electronic wallet. Subsequently, as taghahe European CAFE e-
commerce project [165] this idea was extended in a semingkt imtroducing the concept
of wallets with observers [84], which enabled off-line dajicash and credentials to be
used in commercial settings. The CAFE project developectreleic wallet technology;
the transactions are performed via a short range infrardgdelither directly with compli-
ant cash registers and wallets held by other individualsyer the Internet, to other SPs.
Although functionality of the CAFE wallet was never demaattd in combination with

cellular technology the project results in the significaepdor the mobile wallet technol-
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ogy. The functional elements of the proposed mobile walket womprised of an observer
and a purse. The observer is trusted by the credential iasdgorotects the issuers interest
during off-line transactions. The observer restricts thigying and uses the credentials on
behalf of the issuer. An off-line transaction in this redpe@ transaction where both the
credential holder (payer) and the credential verifier (pay® not connect to any auxiliary
services. The purse is owned and trusted by the payer. Ouoagpdoes not require an
observer, as the integrity of the receipts is based on theagige of the registrar on the
receipts. As a part of future work, the addition of the obsemwould be beneficial if the
usage of the receipts is constrained for example by numhki@nes of use.

The wallets with observers approach was generalized in][li8dre the authors also
exploited the on-line mobility of the user’s device, and #wailable wireless networks.
They solved the multi-issuer problem in the original applohy having the mobile keep
a single access credential corresponding to an entityccallecalized credential keeper at
the user’s (possibly remote) machine. The localized criealdteeper stores all credentials
issued for different services and was accessed onlinegitirentransaction. No centralized
on-line server carrying sensitive personal credentiarimition needs to be established in
their approach. Our approach could be decentralized ifrabvegistrars were involved.
Moreover we overcome the problem of multiple issuers of #eeipts, as all receipts are
signed by the registrar when they are stored in the RREC. ighatsire on multiple receipts
can be verified using the aggregation techniques presamt@dapter 3.

A recent commercial example of a mobile wallet is the Valistabile wallet [168],
which allows functions such as secure payment transac¢i@nsonalization and user iden-
tity verification. The authors employ a provider centric eggeh, wherein the wallets are
hosted on a server (like an IdP) and accessed from the useb#entlevice. This method-
ology gives the IdP control over how the data is used and tberig of the data and
transactions. The information provided via the wallet igpasthe requirement of the SP
service policy. The mobile wallets proposed here are ordim& adopt IdM services on
the high-speed networks. The wallets comply with the magausty standards, such as

Visas Mobile 3-D Secure and MasterCards Secure Paymentoatiph (SPA). Moreover,
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the Liberty Alliance Project [6] has taken initiatives tawdr multi-device user identity that
employ such wallets. An important distinction of our apmtodrom the one presented by
Valista is of user centricity. In our case the wallet is stba@d secured in the device itself
and does not require the IdP to be contacted each time angtwagtiibute is used. We also
provide ZKPK techniques to ensure minimal disclosure ofattebutes, and techniques
allow the individual to choose the identity information &veal based on the SP service
policies.

Other mobile identity management initiatives have gaimaddrtance with the rapid
adoption of second-generation mobile telecommunicatystesns, leading to the growth
of mobile commerce [119, 167]. Two specific factors that argcal in this domain are
usability and trust. Several approaches to enable usabflihe mobile devices have been
proposed [123]. Trust on the device comprises severalisgamd privacy properties such
as confidentiality, integrity, user control and minimaldasure of the identity data stored
on these devices.

One approach to mobile IdM is based on the GSM [167]. GSM b&#eduses the
GSM infrastructure and the Subscriber Identity Module (B84 the underlying platform.
Using the GSM based mobile IdM has several advantages bidehéty attributes man-
aged are limited and related to the SIM-Hardware or the GSikastructure. ldentity
attributes such as those involved in current IdM system&3dgl 7] are not supported. Our
approach could use the GSM infrastructure to provide hysbased and other general iden-
tity attributes. There are also several privacy and trusidgs using the proposed GSM
model [167] that can be mitigated using our approach of uZikBKs and other related
techniques proposed in the thesis.

In [119] the authors propose a mobile IdM solution where thieyphasize user control
over the data that is published based on the services thaffared. As such, the mobile
device carrying identity information would reveal the paridentity based on the context
of the transaction and location. More specifically, theip@ach consists of three main
steps. In the first step their device uses the surroundingating and interaction environ-

ment to set a context. In the second step, the device apphcal provides the user an
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option to choose the appropriate partial identity that widad revealed. Finally, in the third
step the individual decides which services and authemicanformation and protocols
be combined with this partial identity. They also investggpossibilities of anonymous
communications with the mobile devices under specific cdateSimilar to the given ap-
proach, ours also emphasizes user consent and control astetitey attributes disclosed
to the SP. We differ by the use of aggregate ZKPKs and othdfication techniques that
provide additional security and privacy properties (Seapférs 3 and 5) in the resultant

mobile IdM system.
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7. SUMMARY AND FUTURE DIRECTIONS

ldentity management systems have improved the managerigientity information and
user convenience, however they do not provide specific isokitto address protection
of identity from threats such as identity theft and compe#nf an individuals’ privacy.
In this thesis we presented a number of techniques that s&ltine problem of identity
verification leading to protection of identifiers againssase. In this chapter we provide

the summary followed by possible future work.

7.1 Summary

Our approach is based on the concept of privacy preservirg-factor identity ver-
ification that consists of verifying multiple identifier ahas of an individual without re-
vealing extraneous identity information. A distinguishifeature of the approach is the
use of identity protection and verification techniques Irs&ges of the identity life cycle.
Our approach is also enhanced with the use of biometric astdrigibased identifiers. In

particular we provide the following key contributions:

e A new cryptographic primitive referred to aggregate proof of knowledge achieve
privacy preserving multi-factor verification. This prifvi uses aggregate signatures
on commitments that are then used for aggregate zero-kdge/lproof of knowl-
edge (ZKPK) protocols. Our cryptographic scheme is sulistgnbetter in terms of
performance, flexibility and storage requirements thastexg efficient ZKPK tech-
niques that may be used to prove, under zero-knowledge nibveledge of multiple

secrets.

e Algorithms to reliably generate biometric keys from an induals’ biometric im-

ages which in turn are used to perform multi-factor identéyification using ZKPK.



177

Several factors, including various traditional identityriutes, can thus be used in
conjunction with one or more biometrics of the individuale\Wlso ensure security
and privacy of the biometric data and show how the biometelg ik not revealed
even if all the data, including cryptographic secrets,edaat the client machine is
compromised. We provide an empirical evaluation of our négphes using biomet-
ric images of individuals for different types of biometrigsamely fingerprint, iris
and face. As compared to related work, our algorithms perfoetter in terms of
accuracy, false rejection rate and false acceptance rateagproach is also novel
in terms of how the key is generated and used in the systeme Bfmcifically, we
do not use biometric keys directly and instead use them tet@ometric commit-

ments that are used in the aggregate ZKPKs.

e A series of protocols for the establishment and managenfendividuals’ trans-
action history-based identifiers encoded as receipts fraon@merce transactions.
These receipt protocols satisfy the security and privaguirements related to man-
agement of electronic receipts. We show how the user’s pegeotocols can be
employed in the context of mobile phones. In particular wavjate techniques for
managing the portable identity information on such deviaes using them at phys-
ical locations of the service providers. We provide a prgietimplementation and

performance analysis of the key protocols on the web andlmphbne settings.

7.2 Future Directions

An important aspect to explore as a part of future work is #rgise provider and user
acceptance of the concept of multi-factor proofs presemehlis dissertation. The study
would include surveying verification policies that use tba@ept of proof of identity versus
the traditional attributes in clear. Practical concernthefuse of such proofs in an identity
management system that have additional compliance, legabasiness requirements also

need to be considered. Moreover, methodologies for usadilsgcure management of
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secrets associated with the secured from identity thefitifiers, at the user end, need to
be investigated.

Another critical aspect not considered in the dissertasdhe concept verifying nega-
tive claims. In our approach there are various requests aades issued against the user’s
identity attributes that correspond to positive claims.aWla SP requests an attribute, the
user provides it with proof of ownership of that attributéngsmulti-factor proofs. Based
on this, one can build additional types of queries employitiger complicated technolo-
gies to infer negative claims. For example, consider a cé@na given SP needs to verify
that a user doesot have a criminal record. The SP may have policies that usedhe d
main knowledge and other additional sources regardingicainecords to collect positive
claims about the individual. In this case, positive claimghie form of certificate(s) of
clearance from the police department of the users staté(gpmence in the last 5 years
may be needed to satisfy the SP policy. The provided uséntts can then be evaluated
using an inference engine at the SP to have confidence aleamtith of the negative claim.
Other complex procedures can be used, utilizing the sensaotithe attributes along with
the policies associated with the use of such attributes.

In the rest of this section we present other applications fahde directions of the

various techniques presented in the thesis.

7.2.1 Aggregate Zero Knowledge Proofs

The aggregate ZKPK primitive is useful in other scenariogreha large number of
proofs and signatures need to be transmitted. An example tisei case of distributed
computing applications that are used to solve difficult cataponal tasks [169,170]. One
well known application is the SETI@Home [169] project thaes free cycles of Internet-
connected computers to analyze radio telescope data inetlrelSfor Extraterrestrial In-
telligence. In such distributed applications there exastspervisor who splits the main job
into tasks executed by many participants. One main coneerditributed computation

applications is the honesty of participants. Several tiegles have been proposed to mit-
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igate against dishonest participants [171]. One additiore@hodology could be to verify
identity attributes of the participants, to evaluate thustworthiness of the computations
performed by them. Such verification could employ aggreg#tieK to ensure efficiency,
with the increased number of signed proofs required in tiséesy.

The aggregate ZKPK protocols presented can be extendedénaselirections as a
part of future work. The protocols presented in Chapter 3hapeparty protocols. One
extension would be to consider multi-party [172, 173] aggte ZKPK wheren players
compute their proofs separately and aggregate them in awehytbat the privacy of their
inputs is not compromised and the verification is successfiywhen each input provided
by the parties is correct. Another extension would be to iclemngk, n) threshold aggre-
gate ZKPK schemes wherefifof the inputs involved in the construction of the aggregated
ZKPK is correct, then the verification is successful. Not this is different from thresh-
old signature based zero knowledge schemes [174] whereethetshares are combined

in zero-knowledge using polynomial interpolation.

7.2.2 Biometric Key Generation

The biometric keys generated, using techniques presemtgladpter 4, can be useful in
several other applications including access control, agerdogin and encrypting digital
information. Biometrics are increasingly being includeddentification cards of individu-
als [175] where the biometric templates are stored in the itself. A possible alternative,
to be explored as future work, would be to instead store tbmbtric commitment and the
meta data required to re-generate the biometric key whitlirinis used for verification. In
this way, the privacy of the biometric would be preserved thedverification would satisfy
the additional security properties as described in Chabter

The biometric key generation algorithms presented canla@sextended further as a
part of future work. One extension would be to include the afserror correction codes
(ECC) such as Reed-Solomon codes [150] while creating thébiometric key. Another

extension would be to investigate how SVM classificatioalftsan improve the biometric
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hash vector classification and the addition of spuriousselsg the model as described in

Chapter 4 Section 4.3.

7.2.3 History Based Protocols

As mentioned in Chapter 5, history-based protocols can ée estensively in the con-
text of reputation systems. There are several aspectsahditecextended as a part of future
work, including usability studies [123, 176] that would &z& how the individuals use
the e-receipts in e-commerce transactions and in the dooitewrtable receipts on mobile
devices. Another important aspect would be securing thptegyaphic secrets on such
devices using technigues such as Shamir’s Secret Shadeg [1

A significant advantage of our VeryIDX framework lies in thesgibility for the regis-
trar and for the SP to cooperate (by exchanging messagesriaifihe receipt manage-
ment and usage protocols) to promptly detect possible iaddomalous behavior can be
detected by peers of the federation that exchange messpgesdentification of fraudu-
lent action. Frauds in the given context occur when usetsdisstly use receipts with the
intention of obtaining services for which they are not giiedi. Fraud detection is particu-
larly challenging as the attacker is not an outsider, butaknuser who misuses its rights
without breaking the protocol rules. Fraud detection eebb@ analysis of logs that col-
lect history of transactions of individuals. Logs are conmpoactices of business oriented
transactions. The use of receipts and receipt protocolsjdrenable privacy preserving
logs as a side affect of using ZKPKs. The SPs do not gatheasreus information about
users attributes which could be profiled in a way to compremiser privacy. As a part of
future work, cases can be considered where either a SP oistragguspects or detects
a misuse, raises alarms to the cooperating entities andhsfthem about the anomaly.
These methodologies may lead to possible solutions to baldue profiling of individuals’

activities and preserving privacy in identity managemestems.
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7.3 Advantages

Our approach has several advantages as summarized below:

e Privacy of individuals is preserved, as minimal informatie released, both in the
registration and the usage phase. Individuals only ragistadentifiers they are will-
ing to commit. At the time of usage, the actual values of idiems are revealed only
if required for obtaining the service. Additional proofsidéntity can be provided
by the individuals without revealing the actual values @ntity attributes. The veri-
fication methods are efficient, because individuals casfgefiPs multiple identifier
verification requirements by disclosing a single piece @drimation. Because of the
aggregate ZKPK protocol, efficiency is ensured even if padimultiple identifiers

are required.

e The federation protocols are secure with respect to thec lsgsiurity and privacy
properties described in this section. Even if some inforomestbout individual iden-
tifiers is leaked to an adversary, the adversary is not ablseat for obtaining any
service in the federation. The main effort required by anviiddial is when it first
establishes identity proofs. Once this bootstrappingipawmpleted, the operations
needed from the individual are minimal. The protocol pra@fguired for verifica-
tion may be implemented without requiring any human intetiam if the secrets are

stored in tamper proof hardware.

e Our approach makes it possible to maintain consistency @daration with respect
to two well known invariants of individuals identifiers. Bir strong identifiers are
generally unique, unless proved otherwise by the owner® sHtond invariant is
related to the fact that several strong identifiers of anviddial have some com-
mon weak identifiers associated with them. The two invasi@otver the common

understanding of the notion of strong identifiers.

e Biometric identifiers are supported. The introduction adrbétric verification into

a framework for the verification of identity attributes isveband will result in ad-
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vances to the state-of-art with respect to the integratforryptographic protocols

and biometric data in IdM systems.

e History based identity attributes are supported. Theyipea way to use individuals
online activity to generate reliable identity informatiaich can be managed and
used as any other identity attributes to evaluate reputatal other trust relationship

based related properties.

e The approach supports portable identifiers and their us@éenobile devices such
as cellular phones. Several aspects relevant to such dewvitterespect to the secu-

rity and resource usage are investigated.

7.4 Conclusion

This thesis demonstrates several aspects of digital igemtotection and the effec-
tiveness of our privacy preserving multi-factor identigrification solution in an identity
management framework. We have established new techniquesyptographic compu-
tations and use of biometric and history-based identifiersuch a system. Our solution
is a significant advancement in the protection of identitgilaites in identity management
systems. Moreover, as described above our techniques agplied in broader contexts,

and have considerable scope for future work.
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APPENDICES
Appendix A: State and Federal Laws Designed to Protect Pers@al Information

Increased federal and state legislation regarding idetft has brought a heightened
awareness to identity theft in general and the special statan individual’s SSN as an
identifier in particular. For instance, the Identity ThefidaAssumption Deterrence Act
of 1998 makes identity theft a federal crime (18 U.SC.028 (2003)). The purpose of
this statute is to criminalize the act of identity theft Ifsbefore other crimes are commit-
ted. Under this law, identity theft occurs when a person Yiamgly transfers, possesses or
uses, without lawful authority, a means of identificatioraabther person with the intent
to commit, or to aid or abet, or in connection with, any unlav&ctivity that constitutes
a violation of federal law, or that constitutes a felony undey applicable state or local
law.” 18 U.S.C.§ 1028(a)(3)(7). Under this law, a name or SSN is consideremheahs
of identification.” (18 U.S.C§ 1028(c)(3)(C)(3)(A)). States have attempted to be proacti
with the crime of identity theft as well. In Indiana, for expla, a person who “knowingly
or intentionally obtains, possesses, transfers, or ugaslémtifying information of another
person” without consent and has an intent to harm or defraathar person or assume the
other person’s identity commits identity deception (Indde§ 35-43-5-3.5 (2004)). Under
Indiana’s law, “identifying information” specifically inedes a SSN (Ind. Codg35-43-5-
1(i)). Growing recognition of the availability of SSN andatmumber’s ubiquitous use as a
means of identifying a person for a number of purposes hasepstate legislation trying
to combat the careless and cavalier use of the number. Mahg ofew laws enacted at the
state level contain provisions addressing the circumssuaonder which SSN and other per-
sonally identifying information can be disclosed to thiatfpes, confidential destruction of

papers and electronic media containing SSN and personaihfifying information of cus-
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tomers, and requirements for encryption of SSN and othesitbempersonally identifying

information held in electronically stored mediums [1778]L7

Appendix B: VeryIDX Web-Based Implementation Prototype

In this appendix we provide the architectural design andopype implementation de-
tails of VeryIDX registrar and other key components. We glsdform a performance and

storage analysis of the prototype system.

B.1 System Architecture

To implement the VerylDX system we developed componentshicge main entities
of this system, namelkegistrar, SPandprincipal. Several main considerations were taken

into account in the design of VeryIDX.

1. The requirement tminimally extendhe existing components used for e-commerce
transactions.
First, as principals and SPs should have easy access ta@jikgaewe made our sys-
tem web-based. Thus, no client side software installaioeeded. Second, requiring
modification to the current verification processes of SPslavoat be desirable be-
cause of backward compatibility and scalability issueseréfore we provide add-on
modules for SP to join the VerylDX system. Furthermore owtemn does not affect

the legacy interactions between SPs and principal’s.

2. Providingde facto interoperationVerylDX achieves interoperation using a few reg-
istrar components. Different SP can specify their requaets according to their
service policies and subsequently use the registrar tarotgkevant and reliable in-
formation when they have to make decisions for identityfieaiion and trust estab-

lishment.

3. Providingscalable and interchangeable building block& modular application is

composed of smaller, separated modules that are well é&bldthus, it makes easier
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to develop and manage than tightly coupled application. #dgtamodularization so

it is easy to update component and simple to add new fundiipna

Web Server Module § ™~
External ?Dca 4 a o = o
- Caonsistency i g o O Y
Validation Checks 2 = g S E 3
oll&|l1S =28
D =ls|llE [B5|9gs
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Policies Verifier = % z \.( Java Applet Secrets
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storage for users g2 g _o;r % Requester| | Verifier
S
z Trust Management SP
Storage Module © Module Policy
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Fig. B.1. System architecture of web-based VeryIDX.

Figure B.1 shows the general architecture of the VerylDXeys In the following
we describe system architecture, implementation detadssaibcomponents of the three

entities, namely registrar, SP and principal.

Registrar Side

Registrar handles principals’ request to add or extendptrand other identity at-
tributes. It manages principals’ identity record (IdR) aadeipt record (RREC). Registrar

comprises four key modules that are described as follows.

1. Webserver modulélhis module comprises servlet container and the implenienta
of registrar. The servlet container accepts principalsinaetion and relays it to the
registrar components. It is in charge of processing thecjgrads’ request, e.g, show-

ing dynamic receipts, allowing principals to add new reteipd so on. We used
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Gridsphere Portal Framework [179] to create dynamic welepdgcause of its ex-
tensive built-in servlets, user management portlet cdiiabiand reliability. As a

servlet container, Jakarta Tomcat has been selected fobizstness.

. Record storageTo store the principals records, namely IdR and RREC, we usel©
10g database. Identity related information such as registpublic key and some
public parameters for examplg, ¢, g and i required for ZKPK protocols are also

stored in the database.

. ldentity verification moduleThe identity verification module checks the correctness
of the claimed identity. It performs aggregate ZKPK for mdictor identity verifica-
tion, before this principal is allowed access to its IR oEHRR It is also used to assess
the assurance level on a given attribute. For example, icdke of history based at-
tributes, this module checks whether a principal logged tharegistrar is the same
as the one indicated in the receipt obtained from SP usingettedpt assurance steps
specified in Protocol 1 of Chapter 5. Secure Socket Layer Y &Sdleployed for the

secure traffic using the Java Secure Socket Extension (J&8Eage.

. SP policy evaluatofThis module receives as input the verification and trustédista
ment policies of the SP. Given the IdR and RREC of the prindipghen identifies
the potential attributes and receipts of the principal taat satisfy the policy require-
ments. Thereafter the result is presented to the prin@pat,can construct the proofs
based on the selected tuples of the IdR and the RREC.

Principal Side

The key module used at the principals end is tiser Crypto Module This module

consists of two components nameliKP commitment CalculatandZKP Proof Calcula-

tor. The ZKP commitment calculator computes commitment of amgrgattribute related

to either identity or receipt information. A critical regament is that the secrets involved

in creating the commitment should not leak outside the grads’ machine. Only the final

commitment is revealed once the computation is completetlamgrincipals secrets are
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stored at the principals local machine. The ZKP Proof Calculcreates a proof object
that can be submitted to the SP or registrar. Using this gljee verifier can carry out the
ZKPK proof verification.

Java Applets [124] are used to implement both componentg adplets can com-
municate not only with the servlet in the registrar but alsthwhe principals’ local file
system. In addition, some parameters about principals egmabsed to the applets from
JSP. Applets have some access limitations to the user fileraysecause they are not part
of the local system. In our system, we use signed appletscrabe allowed to access
local filesystem. In addition, principals are required to @policy file to enable an applet
to access local file having principals’ secret. We devisexyachl structure named ‘wallet’
where the principal securely stores its personal inforomaéind secrets. When principals
create commitments, the secret information is stored at#ilet to be used later in ZKPK.
The secret information in the wallet is never revealed tordwgstrar nor the SP. We use
Java Serialization technigtifor applet to servlet communication. This approach does not
require the system to deploy additional protocols for thia densmission. The receiver

simply needs to get serialized stream and recover the sajeet®the sender transmitted.

Service Provider Side

The Trust Management Moduis the main extension required to the SP. Such module
has four main components. The first is the [@#icy databaspsuch database is accessed
by the proof requestecomponent. This component is responsible for creating dimelie
tional statements required to verify identity and estdidiisst. Once the proof is provided,
theproof verifiertakes the proof object that may consist of clear attributeesaor crypto-
graphic proofs. The proofs are verified to get a boolean vagiermining the verification
or trust establishment decisions. The last component isettept providerthat issues the

receipts when the e-commerce transaction is completed@Bagter 5).

1Serialization saves the current state of objects to a steemhmestores an equivalent object from the stream.
Stream can hold data in a persistent container (disk) osigahcontainer (RAM).
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B.2 Implementation Analysis

Our system is web-based therefore the response time magplgndls from the net-
work speed. The message size related to the cryptographipwations is analyzed in
Section 5.4.3. The computation time and the storage regeinés of our protocols are
minimal as detailed below. We have carried out our experimen an Intel Core duo
2GHz and 2G RAM, and server had 2.8GHz Pentium D CPU with 1G RAM

Average time to execute AgZKPK using applets From our experiments, the aver-
age time to log onto the registrar, using user name and padsaxer 100 iterations takes
less than 1 sec. Likewise, the time to download an applestakeund one second under
a network whose average data receive rate is 928 Bytes pendéelatively slow con-
nection). To extend a receipt, the applet running on clienéives a tag and a value pair
from the registrar that are then used to calculate the comemt. Excluding the principals
interaction time, to calculate a single commitment takeamaverage 0.011 sec.

Summing up the total time including commitment computatisansmission to the
server and receipt of the reply, the average time to exterateipt, takes 1.03 seconds.
The average time for the applet to create proofs is .020 skscasillustrated in Figure 5.4
and detailed in Section 5.4.3 of Chapter 5.

At the registrar side, one of the major functions is to statagipals record into the
database. Every time a principals commitment arrives tosdreer, the registrar makes
a connection to the Oracle 10g database by issuing one INSEREmMent. The average
insertion time was measured 0.5 sec. Finally, as illugdratd=-igure 5.5 of Chapter 5 the
proof verification at the registrar, for 50 aggregated idiemtproofs takes .103 seconds at
the registrar.

Average storage needed at the principal and the registrarOur implementation re-
quires less than 6M bytes of disk space for the portal coddsrue tomcat directory at
server side. At the client side, principals’ secret neededhfe commitments are recorded
at the VerylDX.wallet and its size increases around 5KB fmtecommitment. The regis-

trar stores principals’ record into Oracle database. Fewother registrar components, the
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minimum space required is about 50MB for tomcat excludirgk dipace for the Operat-
ing System. The RREC of a principal is on an average 67M byie4@6 receipts with
one cryptographic commitment. Each commitment value t8/edigit characters on an

average.

B.3 lllustrative Example of the VerylDX Receipt Based Systen

The main steps related to the cryptographic computatidaseeto aggregate ZKPK
using IdR or RREC are similar. Therefore in the following weypde an example scenario
of how a principal would use suach a system to manage histmgdattributes encoded as

receipts from online transactions as presented in Chapter 5

VERY-IDX REGISTRAR PORTAL

| Welcome H Administration U Receipts EF Personal Info «l

Wiew Identity Add new ldentity Remove ldentity Provide Proof of ldentity

Use this page for providing proof of identity to the Service Providers

Prove you know secrets

TAGC CCN Value 283402384092384230
Random 5645299542665996 (" Retrieve Secrets |
—— [Proof[0]: d = 154960878229559576047283767632613
[ Calculate Proof | i
L S———— F |4 »

( Send )
Output: ZKPK checked out!!
Sending done

Exception:

Fig. B.2. Applet for creating ZKPK for identity attributes.



VERY-IDX REGISTRAR PORTAL

[ Welcome " Administration " Receipts “ Personal Info ]

Wiew Receipts Add new receipt Remove receipts Provide receipts

Use this page if you want to add a new receipt to the Registrar
Commitment Creation for receipt
TID:Sender B42084320830:Amazon
TAG Price
Value 80
Random 4328{}1[}65168]{}32959050539298143504( Calculate Random )

Output: Commitment was 1231960606236851762697528242977376278

Sandinn rdane

Exception:

May 29, 2007

Fig. B.3. Applet for creating commitments for x-receipts.

VERY-IDX REGISTRAR PORTAL

Welcome ” Administration " Receipts “ Personal Info l

View Receipts Add new receipt Remove receipts Provide receipts

] View Receipts

View all the receipts you have got from Service Providers

Transaction history

1101234 ebay bob 23 book 83.2 1998-05-31 00:00:00.0 238423094832080
1235678 newegg.com jungha 34765 hard drive 120 2005-11-23 16:00:00.0 23482075820234
8730989 e-book.com forrest 762343 Database systems 76 2006-08-19 02:00:00.0 23789023723083

Fig. B.4. Registrar portal view of receipts in RREC.
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Consider a scenario when a principlice has bought a book from VerylDX enabled
eFollets and now wants to opt-in to add the receipt of this transaditoher RREC at
the registrar. She uses Protocol 1 of Chapter 5 (See alsoe=igl)). Once she has sent
her intention to get the receipt to SP (Step 1) then she loge ¢ine registrar using her
SSO ID and password. Her registrar requires multi-factenidy verification (Step 2) so
it requiresAlice to prove she knows the secrets corresponding to her creditrcanber
commitment stored in her IdR. She runs the proof calculgipted (See Figure B.2) where
she can automatically retrieve the required secrets bkioliche “Retrieve Secrets” button.
Once the secrets are retrieved she clicks on “Calculatef’Pimoalculate the proof object.
Finally she sends the proof object to the registrar that élue verify its the correctness
of the proof. If the proof is verified correctly, the reply dfet registrar appears on the
principals’ applet.

As a next step the registrar generates/hg,.;; used eventually by the SP to giviéice
the correct receipt. Note here that SP creater@NEACTION ID that is unique to this SP.
Subsequenthylice can add this receipt using Step 5 of Protocol 1. At any pdinte can
view her RREC at registrar by logging on to her registrar gsitep 2 of Protocol 1 (See
Figure B.4).

Once the e-receipt is submitted/ice extends this receipt using Protocol 3. More
specifically she creates a cryptographic commitment cpomding to RICE attribute of
her receipt. To do this, she logs on to her account at thetragsnd this time she runs
the commitment creation applet (See Figure B.3). Here thie neguirement is that the
principal should have unique tag values correspondingdb eemmitment. The TAG is the
combination of the RANSACTION ID, SENDER and the type of attribute being committed
(on this case the price). The random needed at Step 2 of Bi@&ds computed when she
clicks the “calculate Random” button. She can then sendcitrismitment to the server.

The commitment can be subsequently used to create prodfgsasaited in Figure B.2.
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