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ABSTRACT

Bhargav-Spantzel, Abhilasha Ph.D., Purdue University, December, 2007. Protocols and
Systems for Privacy Preserving Protection of Digital Identity. Major Professor: Elisa
Bertino.

To support emerging online activities within the digital information infrastructure, such

as commerce, healthcare, entertainment and scientific collaboration, it is increasingly im-

portant to verify and protect the digital identity of the individuals involved. Identity man-

agement systems manage the digital identity life cycle of individuals which includes is-

suance, usage and revocation of digital identifiers.

Identity management systems have improved the management of identity information

and user convenience; however they do not provide specific solutions to address protection

of identity from threats such as identity theft and privacy violation. One major shortcoming

of current approaches is the lack of strong verification techniques for issuance and usage

of digital identifiers. In the absence of verification mechanisms, digital identifiers can

be misused to commit identity theft. Another shortcoming isthe inability of individuals

to disclose minimal data while satisfying strong identity verification requirements. The

extraneous data collected can potentially be aggregated orused in a manner that would

lead to violation of an individual’s privacy. Finally, current identity management systems

do not consider biometric and history-based identifiers. Such identifiers are increasingly

becoming an integral part of an individual’s identity. Suchtypes of identity data also need

to be used with other digital identifiers and protected against misuse.

In this thesis we introduce a number of techniques that address the above problems.

Our approach is based on the concept of privacy preserving multi-factor identity verifica-

tion. The technique consists of verifying multiple identifier claims of an individual, without

revealing extraneous identity information. A distinguishing feature of our approach is that



xiv

we employ identity protection and verification techniques in all stages of the identity life

cycle. We also enhance our approach with the use of biometricand history-based identi-

fiers. In particular we provide the following key contributions:

• A new cryptographic primitive referred to asaggregate proof of knowledgeto achieve

privacy preserving multi-factor verification. This primitive uses aggregate signatures

on commitments that are then used for aggregate zero-knowledge proof of knowledge

(ZKPK) protocols. Our cryptographic scheme is better in terms of the performance,

flexibility and storage requirements than existing efficient ZKPK techniques that may

be used to prove, under zero-knowledge, the knowledge of multiple secrets.

• Algorithms to generate biometric keys reliably from an individual’s biometric im-

ages. These keys are used to create biometric commitments that are subsequently

used to perform multi-factor identity verification using ZKPK. Several factors, in-

cluding various traditional identity attributes, can thusbe used in conjunction with

one or more biometrics of the individual. We also ensure security and privacy of the

biometric data and show how the biometric key is not revealedeven if all the data,

including cryptographic secrets, stored at the client machine are compromised.

• A series of protocols for the establishment and management of an individual’s trans-

action history-based identifiers encoded as receipts from e-commerce transactions.

These receipt protocols satisfy the security and privacy requirements related to the

management of the electronic receipts. We also demonstratehow the users receipt

protocols can be employed in the context of mobile phones. Inparticular we pro-

vide techniques to manage the portable identity information on such devices, and use

them at physical locations of the service providers.
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1. INTRODUCTION

1.1 Motivations

The emerging information infrastructure connects remote parties worldwide through

the use of large scale networks, and through a diverse and complex set of software tech-

nologies. Activities in various domains, such as commerce,entertainment, scientific col-

laboration, healthcare and so forth, are increasingly being carried out based on the use of

remote resources and services. These resources and services are engaged at various levels

within those domains. The interaction between different parties at remote locations may be

(and sometimes should be) based on only little knowledge about each other.

To better support these activities and collaborations, Information Technology (IT) in-

frastructure and systems are needed that are more convenient to use. We expect, for exam-

ple, that personal preferences and profiles of individuals be readily available when shopping

over the Internet or when running jobs on a computing grid, without requiring the indi-

viduals to repeatedly enter them. In such a scenario, digital identity management (IdM)

technology is fundamental in customizing user experience,underpinning accountability in

transactions, and complying with regulatory controls. Forthis technology to fully deploy

its potential, it is crucial that strongprotection of digital identitybe achieved. IdM systems

must assure that such information is not misused and individuals’ privacy is guaranteed.

The goal of the work reported in this thesis is to devise solutions to the problem of iden-

tity theft and misuse in IdM systems. We develop a fundamental approach to the problem

by focusing on multi-factor identity verification, nonetheless preserving the privacy of the

individuals. Our approach to digital identifiers goes beyond the traditional identifiers, for

example social security numbers, to also include biometricidentifiers and individuals’ his-

tory of online activities. In what follows, we introduce relevant background information

and elaborate on the motivations and the goals of our research.
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1.1.1 Digital Identity

Digital identity can be defined as the digital representation of the information known

about a specific individual or organization. More specifically, our notion of digital identity

refers to two different, not necessarily disjoint, concepts: nyms and partial identities. A

nymgives an individual an identity under which to operate when interacting with other

parties; an example of a nym is a login name or a pseudonym. Nyms can be strongly bound

or linked to an individual, or be meaningful only in the context of a specific application

domain. Weakly bound or unbound nyms are useful in contexts such as chat rooms and

on-line games.Partial identitiesencompass a set of properties, such as name, birth date,

credit-cards-numbers, patient-record-number, which arereferred to asidentity attributesor

identifiers, that are associated with individuals. We use an identity attribute as a synonym of

identifier. Each subset of identifiers represents the partial identity of the individual. Partial

identities may or may not be bound to the human identity of oneor more actual individuals.

It is important to note the issue ofidentity ownershipas the identity attributes of in-

dividuals are stored and shared among various entities in IdM systems. Byowner of an

identity attributewe mean the individual to whom this identity attribute is issued to by a

trusted authority or an individual who is authoritative with respect to the claiming of the

identifier. In the former case, the trusted issuer of the identifier is also responsible for pro-

viding information about thevalidityof that identifier. Validity of an identifier encompasses

several notions (some of which are derived from the field of data quality [1]); examples of

such notions are: correctness, that is, the identifier is correct (possibly with respect to the

real-world); timeliness, that is, the identifier is up to date.

When talking about identifiers, it is also important to distinguish between weak and

strong identifiers. A strong identifier uniquely identifies an individual in a population,

whereas a weak identifier can be applied to many individuals in a population. Whether an

identifier is strong or weak depends upon the size of the population and the uniqueness of

the identity attribute. The combination of multiple weak identifiers may lead to a unique

identification [2, 3]. Examples of strong identifiers are an individual’s passport number or
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social security number (SSN). Weak identifiers are attributes such as citizenship, age and

gender. This distinction is significant because misuse of strong identifiers can have more

serious consequences, such as identity theft, as compared to misuse of weak identifiers.

Our notion of identity verification deals with verifying that the identity attributes claimed

by an individual are also owned by that individual. Identityverification is coupled with the

concept of identity assurance. The notion of identity assurance deals with the confidence

about the truth of the claims related with the identity of an individual. Successful identity

verification with high assurance about an identifier claimedby an individual means that the

identifier is considered valid and the verifier is confident that it is owned by that individual.

Strong and weak identity assurance exist regardless of the linkability of the identifier to

the human identity of the actual individual. Additionally linkability among identifiers may

exist with or without being bound (or linked) to the actual individual. Various cases exist

which are summarized in Table 1.1 and further elaborated in the following example.

Table 1.1 Matrix of identity assurance and identity linkability combinations.

h
h

h
h

h
h

h
h

h
h

h
h

h
h

h
h

hh

Identity Assurance
Linkability

Strong Weak

Strong Case 1 Case 2
Weak Case 3 Case 4

Example 1 Consider an individual whose real world name is Bob Smith whohas a digital

pseudonymHomer07. In a digital interaction whenHomer07 claims to have aSSN =

123456789 and the verifier has strong assurance that the claim is correct (i.e. the SSN is

valid and owned by the userHomer07) and linked to the real world individual Bob Smith,

then this corresponds to Case 1 of Table 1.1.

Consider another scenario in whichHomer07 claims to be havecitizenship = U.S.A.

and the verifier does not know which real world individual does the claim belong to, but at
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the same time, is confident that the claim is correct. Such scenario corresponds to Case 2.

Notice that for a party to make a decision, such as in access control, linkability to a human

identity of the actual individual is not always required.

Case 3 and Case 4 correspond to the situation in which the verifier is not confident that

the claim is correct; the difference is that in Case 3 the verifier knows which is the real

individual presenting the claim, whereas in Case 4 the verifier is not aware of who this

individual is.

In our view, the Case 1 and Case 2 are more interesting as high assurance on the cor-

rectness of identifiers would also lead to trustworthiness and confidence on the use of such

identifiers.

In addition to the traditional identifiers, there also existbiometric identifiers that are

increasingly included as an integral part of individuals’ identity. Biometric verification

occurs when an individual presents a biometric sample, and possibly some additional iden-

tifying data such as a password, which is then compared with the stored sample for that

individual. Biometric verification provides some inherentadvantages as compared to other

non-biometric identifiers because biometrics correspond to a direct evidence of the personal

physical characteristics versus possession of secrets which can be potentially compromised.

Moreover, most of the times biometric enrollment is executed in-person and in controlled

environments making it reliable for subsequent use [4].

1.1.2 Identity Theft

The management of identity attributes raises a number of challenges caused by conflict-

ing requirements. Although identity attributes need to be shared to speed up and facilitate

authentication of an individual and access control, they also need to be protected as they

may convey sensitive information about an individual and can be targets of attacks such

as identity theft. By identity theft we mean the act of impersonating others’ identities by

presenting stolen identifiers or proofs of identities. Moreprecisely, the act of identity theft

occurs when an individual successfully uses an identity attribute or proof of an identity
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which he/she does not own. Usually, identity theft in the digital world occurs to obtain

credit or to perform other crimes, such as accessing classified records without having the

appropriate authorization. People are increasingly concerned about identity theft as it is

a serious economic crime. In 2005, the Consumer Sentinel, a Federal Trade Commission

(FTC) complaint database, received over 685,000 consumer fraud and identity theft com-

plaints [5]. As of July 2006, the U.S. Justice Department reported charging 432 individuals

with aggravated identity theft for the 2006 calendar year [6]. U.S. President George W.

Bush has called identity theft “One of the most harmful abuses of personal information” [7].

In fact, the average monetary loss per victim attributed to the crime of identity theft is more

than the amount attributed to bank robbery [8]. There is alsoincreased federal and state

legislation regarding identity theft that has brought a heightened awareness to identity theft

in general. For instance, the Identity Theft and AssumptionDeterrence Act of 1998 makes

identity theft a federal crime (18 U.S.C.§ 1028 (2003)). The purpose of this statute is to

criminalize the act of identity theft itself, before other crimes are committed. Several other

regulations concerning protection of personal information are presented in Appendix A.

Through attacks such as password cracking, pharming, phishing [9], and database attacks,

malicious parties can collect sensitive identity attributes of (targeted) individuals and use

them to impersonate these individuals or to sell the identity attributes.Even though tech-

nical solutions are available that mitigate such attacks [10], a comprehensive approach

to the problem of identity theft cannot rely solely on these techniques and must be able to

offer protection from the threat of identity theft also whenthese solutions fail.We provide

an approach which offers protection in every stage of the identity lifecycle including the

issuance, storage, usage, modification and revocation of identity. More specifically, we

focus on strong identity verification, which is fundamentalin preventing identity theft.

1.2 Evolution of Digital Identity Management Systems

One of the key reasons for the initial development of IdM systems was the proliferation

of identity silos among various organizations and also within an organization. By identity
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silo we mean an identity store containing individuals’ identity data that is specific to an

organization or application within an organization, whichcannot be used by a different

organization or other applications in the same organization. A new identity silo is created

each time a different identity store is needed for a new application because existing identity

stores cannot be reused because of interoperability problems. In most cases off-the-shelf

identity systems such as Microsoft Active Directory [11] service may be used for the new

applications, thus resulting in the creation of new identity silos. This silo-model still re-

mains as the most predominant IdM system deployed in the current-day corporate world.

This has made identity provisioning cumbersome for the end user and the IdM system

restricted and inflexible.

Therefore the so-calledcentralized modelsuch as Microsoft Passport [12] emerged,

which examined a possible solution to avoid the redundancies and inconsistencies in the

silo model. Under the centralized model the individuals single sign-on (SSO) such that

they can authenticate once and gain access to the resources of multiple software systems.

Here a central Identity Provider (IdP for brevity) became responsible for collecting and

provisioning individuals’ identity information. This approach has several drawbacks as

the IdP is potentially the single point of failure and in several cases not trusted by all

participating parties.

As a next step, the goal was to decentralize the responsibility of the IdP to multiple IdPs

that can be selected by the end-users. Such systems are oftencoupled with the notion of

federation[6, 13]. The goal of federation is to provide individuals with protected environ-

ments to share identities among organizations by managing individuals’ identity attributes.

Federations provide a controlled method by which federation members can provide more

integrated and complete services to a qualified group of individuals. The members of a fed-

eration have trust relationships amongst themselves to share and use individuals’ identity

attributes.

Federations are usually composed of two main entities: IdPsthat manage identities of

individuals, and service providers (SPs) that offer services to registered individuals. In a

typical federated IdM, the individual registers with his/her local IdP and is assigned a login
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name. Based on this information a registered individual cansubmit additional attributes

and corresponding attribute release policies that are stored at the IdP. From then on, the IdP

is contacted whenever the individual interacts with any SP in the federation and additional

identity information is needed. The IdP is then in charge of sending the SP the submitted

attributes of the individual in accordance with the attribute release policies. In suchfed-

erated systems, multiple IdPs are distributed and can store partial identity information of

individuals, if required. Federations typically do not have the problem of single point of

failure, but an IdP must be chosen that is also trusted by other entities. In most of these

systems individuals have thus to depend on an online IdP to provide the required creden-

tials and hence these systems are referred to asprovider centric[6, 13, 14]. In some cases,

such systems do not provide user control on his/her identityinformation, which is one of

the key drawbacks of such systems.

As a result, an emerging paradigm in federated IdM systems isthat ofuser centricity,

where the idea is to provide the individual full control of transactions involving his/her

identity information. This paradigm is embraced by multiple industry products and initia-

tives such as the Identity Mixer Project [15]. There are several terms closely associated

with the concept of user centricity, including “user control,” “user consent,” and “user in

the middle.” In our work, by user centric we mean the user has control on the use of his/her

attributes. Having good user control also implies strong security properties such as non-

repudiation and stealing prevention. Interestingly, the silo model may provide user control,

however, as mentioned above, this is cumbersome for the user. Thus, the new federated

IdM systems need to incorporate the advantages of previous approaches, for example SSO

and decentralization of IdP and at the same time provide further user control on his/her

identity information.

There are other diverse systems emerging which are often categorized as IdM systems

and which do not fall in the above mentioned categories. One example is the form filling

IdM that supports the user when filling forms by automatically inserting or suggesting in-

put values. These systems provide useful, but limited functionalities. We however focus

on the more comprehensive federated IdM systems that accomplish tasks such as provi-
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Fig. 1.1. Shortcomings of current federated IdM approachesin the identity lifecy-
cle.

sioning, multi-factor authentication, access control, data protection, auditing and policy

enforcement. It is useful for such upcoming IdM systems to make a conceptual distinction

of functionalities related to the management of identity data and the use of such data. IdM

systems are constantly evolving to meet the growing needs that integrate both the manage-

ment and the use of identity information. In this thesis we focus on a specific part of such

comprehensive systems that relates to identity verification and misuse prevention.

Shortcomings of current federated IdM Approaches.Several projects and initiatives are

investigating digital IdM for federated systems [6,13,14,16,17]. Based on the simple iden-

tity life cycle illustrated in Figure 1.1, we identify some general shortcomings of current

approaches that relate to both provider centric and user centric IdM systems.

Issue Identity.First, a limitation is that no information is provided aboutwhether the strong

and weak identifiers being enrolled and stored at the IdPs have been verified to be correct

with respect to validity and ownership, and the strength of this verification. If an IdP
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has such information then the SPs are in a position to make a more accurate judgment

concerning the trustworthiness of such identity information.

Second, most IdM systems lack flexible enrollment mechanisms for the individuals

who want to enroll in their systems. Enrollment can be in-person at a physical location of

an IdP or online. Current systems however, do not provide foralternative mechanisms for

individuals to enroll. Moreover, the types of identity attributes that can be enrolled in most

systems are also restricted based on the nature of the IdP organization [6].

Identity Usage.A major drawback is that no specific techniques are provided to protect

against themisuse of identity attributesstored at the IdPs and SPs. Even the notion of

misuse of such attributes has not been thoroughly investigated yet. By misuse we refer to

the case when dishonest individuals register fake attributes or impersonate other individuals

of the federation, leading to the threat of identity theft.

To mitigate this threat, an upcoming trend is represented bystrong authentication.

Strong authentication often refers to systems that requiremultiple factors -possibly issued

by different sources- to identify users when they access services and applications. How-

ever current approaches to strong authentication (such as those deployed by banks, enter-

prises, and governmental institutions) are neither flexible nor fine grained. In many cases

strong authentication simply requires two forms of identity tokens, for example password

with biometric. Through prior knowledge of these token requirements, an adversary can

steal the required identity information to compromise suchauthentication [2, 18]. More-

over if the same tokens are repeatedly used for strong authentication at various SPs, then

the chances of these tokens being compromised increase. Thus the implemented strong

authentication [6] does not meet the stronger protection requirements of identities in a

federation. Individuals should be able to choose any combination of identity attributes

to perform strong authentication provided that the authentication policies defined by the

verifying party are satisfied.

Another drawback, in the identity usage phase, is the inability of the individuals todis-

close minimal identitydata about themselves to the SPs and IdPs as per the need of the
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service requested. There are several security and privacy concerns related to the extrane-

ous identity information of the individuals that are storedat the SPs and IdPs. Moreover,

such data may be aggregated or used in a manner that could potentially violate the privacy

requirements of the individuals on their data.

Current approaches also do not address howbiometric datacan be used in their system;

in that digital identities are defined by digital attributesand certificates. The use of bio-

metrics as an integral part of individual identity is gaining importance. At the same time,

because of the nature of the biometric data, it is not trivialto use such data in a way similar

to the traditional attributes. It should be possible to use biometric data together with other

identity attributes to provide protection against identity attribute misuse.

Another type of identity data that is not supported in current systems is the one related

to individuals’ histories of online activities. If this information can be verified and used

for evaluating properties about an individual, for examplereputation, then this information

becomes a part of the individuals’ identity. For example, consider a scenario where an

individual frequently buys books from an online store. Thishistory basedinformation can

be encoded as an identity attribute of that individual, which in turn can be used to evaluate

the reputation of this individual as a buyer.

Identity Modification.Most approaches do not provide flexible mechanisms to updateor

modify enrolled identity attributes. As the information isshared within the federation, the

updates performed on one system do not ensure consistency ofthe individuals’ information

within the federation. Additionally, these systems fail toprevent malicious updates by

attackers that impersonate the honest individual.

Identity Revocation.Finally, current federated IdM systems lack practical and effective

revocation mechanisms. To enable consistency and maintaincorrectness of an individual

identity information revocation should be feasible. Revocation in provider centric systems,

in which the IdP provides the required credential to the usereach time, is relatively simple

to solve. Such credentials are typically short term, and cannot be used without consulting

the issuer again. If, however, the credentials are stored with the user, such as a long-term
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credential issued by the appropriate authority, then building a revocation system becomes

more challenging and critical.

1.3 Desired High Level Properties

Current identity management systems [6, 13, 14, 16, 17] do not leverage their under-

lying system architecture to develop techniques to protectindividuals from identity theft.

Dishonest individuals can register stolen attributes or impersonate other individuals of the

IdM system. Protection from identity theft should be one of the main desiderata in all IdM

solutions. Even if the identity attribute of an individual is stolen, the system should make

it hard for an adversary to use it successfully. Verificationof identity attributes is a key

component of any solution to the problem of identity attribute misuse.

Other important requirements for a secure and privacy preserving identity system are as

follows:

1. IdM systems main resource is represented by attributes, thus securityof such in-

formation should always be guaranteed. Security includes acomprehensive set of

properties, including integrity, confidentiality, revocability, and non-repudiation of

ownership of identity attributes as described in Section 1.4.

2. Identity verification methods should preserve individuals’ privacy, and enforce a

“need to know principle” [19] when requiring identifiers. Privacy refers to the con-

cept of giving an individual control over the release and useof his/her attributes. In

this contextdata minimizationis required, in that only the attributes actually required

to access a service should be submitted to the SP. Data minimization can be achieved

by a combination of appropriate policies, and data release mechanisms supporting

selective release of information.

3. A federated identity system should ensureconsistencyof the identity data shared

within the federation. Although validity of identifiers canonly be verified by check-

ing with actual identifier issuers, which could be outside the federation, the system
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should be able to detect misuse of identity attributes basedon the information avail-

able within the federation.

4. The verification methods should beefficientand require a limited number of message

rounds between the SP and the individual. This would be one way to ensure usability

of the system, as it is one of the main aims of federations.

5. The system should be able to support a variety of identity attributes, includingbio-

metricdata and individuals usagehistorydata referring to his/her online activity.

1.4 Main Techniques and Contributions

The goal of this dissertation is to formally define and analyze approaches to the problem

of identity theft in a federated IdM system. Specifically we develop techniques for iden-

tity verification, satisfying comprehensive security and privacy properties derived from the

high level requirements provided in the previous section. These techniques are built in the

context of a framework, which we refer to as VeryIDX.

The underlying basic properties providing the security andprivacy properties are illus-

trated in Figure 1.2 along with the key mechanisms used to achieve them. The properties

are described briefly in Table 1.2, in the context of a typicalIdM where there are mainly

three kinds of entities – SPs, IdPs and individuals. SPs provide services to individuals, and

IdPs issue certified attributes to individuals, store such attributes and provide them in a con-

trolled fashion. By transaction in an IdM system, we mean a sequence of actions taken by

an individual, IdP and SP, to provide the identity data the SPrequires to provide requested

services to the individual. The basic properties apply to a combination of 1) the entire IdM

system, 2) transactions in the system, and 3) the identity information of the individuals

involved. Though this classification is not exclusive, the semantics of the properties high-

light which of the three entities they are relevant to. In what follows we describe the main

techniques we use to achieve such properties. Thereafter wehighlight the key contributions

of the thesis.
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Table 1.2 Basic properties achieving security and privacy properties.

Confidentiality deals with the protection of information from unauthorizeddisclo-
sure. This property applies to identity information and transactions in the system.
Identity information should only be accessible by the intended recipients.
Integrity requires data not to be altered in an unauthorized way.
Revocationof identity information is required to maintain the validity of the infor-
mation in the system. It should ensure that once invalid information is recognized,
it is not used for identity verification purposes.
Unlinkability of two or more users or transactions means that the attacker after
having observed the transactions, should not gain additional information on linking
those transactions. Unlinkability prevents (illegitimate) merging of user profiles by
linking them.
User-choicemeans that the individual can choose between multiple IdPs and which
attributes to release.
Verifiability means that the individual can verify that the IdP provides the correct
identity data about the individual and according to the individuals intention. As
such, an individual giving her consent about what data is revealed, for what purpose
and to whom, means that the individual’s view of the transaction corresponds to the
actual transaction and that the individual agrees to the execution of the transaction.
Non-replay of the identity data provided in transactions prevents unauthorized par-
ties from successfully using an individuals identity data to conduct new transactions.
Non-replay is one prerequisite for obtaining the non-repudiation property.
Non-repudiation of transactions and identity data itself means that the sending of
a non-repudiable identity data cannot be denied by its sender and the ownership of
the identity data cannot be denied.
Stealing protection applied to identity data is concerning the issue of protecting
against unauthorized entities illegitimately retrievingindividual’s data items. Steal-
ing protection is required to achieve properties such as non-repudiation.
Selective releaseof identity information means that identity information can be
released at a fine-granular level as controlled by the individual. In this way an
individual can provide only the identity information that needs to be released for a
service without having to release additional information.

1.4.1 Main Techniques

The identity verification solution is based on two key elements. The first element is

the notion ofmulti-factor verification of identity attributes, which consists of verifying that



14

Fig. 1.2. Desired properties and main techniques.

an individual owns an identity attribute by requiring from this individual other associated

proofs of identity, that is, of other strong identifiers. Note that we use the concept ofproof

of identity, which consists of a cryptographic token bound to an individual, versus the

actual value of the individuals’ attribute. A proof is created in such a way that only the

individual to whom the proof is bound can properly use it. Proofs of identity attributes are

built using Zero Knowledge Proof of Knowledge (ZKPK for brevity) [20, 21] techniques.

The second key element is the notion ofidentity assurance level, that is, a level associated

with identity attributes that indicates the degree of confidence that the federation has in a

certain identity attribute. Thus, the level indicates how strong the verification is for a given

identity attribute. Such level is important for SPs in the federation when making decisions

about granting access to services or resources.
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The multi-factor identity verification protocols we propose are supported by efficient

cryptographic primitives. We have developed a mechanism toprove the knowledge of mul-

tiple strong identifiers stored as cryptographic commitments using new aggregated, ZKPK

protocols. The commitments are signed by a special federation entity, referred to asregis-

trar, and the corresponding signature can be verified in an aggregated fashion at the time

of use. To achieve aggregate signature we develop techniques based on the approach origi-

nally proposed by Bonehet al.[22]. Boneh’s signature techniques are not sufficient as they

do not support the signature of cryptographic commitments that can be used later for ZKPK

protocols. We therefore use Pedersen commitment and integrate it with Boneh’s bilinear

aggregate signature scheme to establish a new cryptographic primitive for aggregate proof

of knowledge on those commitments.

We develop specific functions and protocols to prevent a malicious entity from secretly

misusing identifiers belonging to other individuals. Different individuals may claim the

possession of a same identifier, which actually has a unique owner. To address this problem,

we use a mechanism based on distributed hash tables (DHT) [23,24] that efficiently detect

identifier duplicates in a federation. Duplicates of identifiers may be a signal of an identity

theft attempt. The duplicates can be detected through the stored deterministic commitment

of the strong identifiers in the DHT.

As the goal of our work is to provide a comprehensive approachto the problem of

identity theft we explore the use of biometrics in the context of IdM systems. Today a

large number of biometric devices and techniques are available and biometric-based solu-

tions are increasingly being deployed [25, 26]. It is thus important that our framework be

able to incorporate identifiers encoding information aboutphysical features of individuals,

in addition to “attributive” identifiers (such as SSN). The introduction of biometrics poses

several non-trivial security challenges because of the inherent features of the biometric data

itself. Biometric matching is probabilistic in nature, which implies that two samples from

the same individual are never exactly the same. To preserve privacy and achieve interoper-

ability between biometric identifiers and the other identifiers, we develop a biometric key

generation algorithm. We build on mechanisms from image hashing [27] and data classifi-
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cation techniques [28]. We use Singular Vector Decomposition (SVD) on biometric images

to derive a hash vector representing the biometric. Biometric images of the same individual

would result in ‘similar’ hash vectors. The similarity is evaluated using a Support Vector

Machine (SVM) that classifies the hash vectors. We use the classification information to

generate the final biometric-keys. Such keys are used to generate ZKPK similar to the other

strong attributes of the individual.

The notion ofhistory basedidentity attributes is motivated by the fact that such history

can provide reliable information about the individual characteristics and behavior based

on the online activities of the individual. We extend our approach to support history based

identity information in the context of e-commerce transactions and history based trust man-

agement systems in which information about past transactions of the individual is used to

make trust-based decisions concerning current transactions [29]. It is important that these

decisions be based on reliable transaction history information and that misuse of this in-

formation be prevented. Our approach supports the management of history based identity

attributes that are encoded as electronic receipts in the VeryIDX framework. We have de-

vised a series of receipt protocols that use identity-basedsignatures, contract signing and

certified email protocols, in addition to our ZKPK based identity verification protocols,

to achieve specific privacy and security properties. Moreover we show how the receipts

can be used in a mobile environment. The current convergenceof telecommunication and

computer network technologies is resulting in a broad rangeof personal devices and sen-

sors. We use the specific design features and capabilities ofthe Near Field Communication

(NFC) enabled cell phone devices while extending the receipt protocols for the mobile en-

vironment. NFC is a standards-based, short-range (∼ 15 centimeters) wireless connectivity

technology that enables two-way interactions among electronic devices [30].

In the next section we provide the main results obtained employing the above tech-

niques.
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1.4.2 Contributions

This thesis research provides the first robust and comprehensive solution to the problem

of identity verification and theft prevention in a federatedIdM environment. Our approach

combines different novel techniques, each of which addresses a specific issue that arises

when dealing with identity verification. These devised techniques are general and can thus

be potentially applicable beyond the IdM framework. The keycontribution are as follows:

1. A new cryptographic primitive referred to asaggregate proof of knowledgeto achieve

privacy preserving multi-factor verification used in the VeryIDX framework. This

primitive uses aggregate signatures on commitments that are then used for aggregate

zero-knowledge proof of knowledge (ZKPK) protocols. The resulting signatures are

short and the zero-knowledge proofs are succinct and efficient. We prove the security

of our scheme under the co-gap groups for Diffie Hellman (co-GDH) assumption for

groups with bilinear maps. Our cryptographic scheme is better in terms of the perfor-

mance, flexibility and storage requirements than existing efficient ZKPK techniques

that may be used to prove, under zero-knowledge, the knowledge of multiple secrets.

2. Algorithms to reliably generate a cryptographic key froman individual’s biometric

image using SVD based hashing functions and SVM classification techniques. Our

algorithms capture generic biometric features to ensure unique and repeatable bio-

metric keys. We provide an empirical evaluation of the proposed techniques using

2569 images of 488 different individuals for three types of biometric images; namely

fingerprint image, iris image and face image. Based on the biometric type and the

classification models, as a result of the empirical evaluation we can generate keys

ranging from 64 bits up to 214 bits.

We use the generated keys to perform multi-factor identity verification. Several fac-

tors, including various traditional identity attributes,can thus be used in conjunction

with one or more biometrics of the individual to provide strong identity verification.

The algorithms ensure specific security and privacy properties related to the biomet-

ric data and the biometric verification. More specifically, we analyze several attack
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scenarios including the case when all the data stored on the client machine is com-

promised, even in such a case the biometric key is not revealed. The privacy of the

biometric is preserved, in that no information about the original biometric image is

revealed from the biometric key.

3. A series of protocols for the establishment and management of individuals’ transac-

tion history based identity attributes using receipts frome-commerce transactions.

These receipt protocols satisfy the security requirementsrelated to the management

of the electronic receipts, namely correctness, integrity, single submission, fairness

and non-repudiation. All receipt protocols are privacy-preserving with respect to user

consent and minimal disclosure of the receipt attributes.

We show how the user’s receipt protocols can be employed in the context of NFC

cellular phones. In particular we provide techniques for selectively, yet securely,

managing the identity information on such devices, and using them at physical loca-

tions of the SPs. This enables portability of identifiers, which are used for identity

verification while ensuring the desired security and privacy properties hold.

1.4.3 Advantages of the Proposed Approach

Our approach has several advantages discussed below:

• Privacy of individuals is preserved, as minimal information is released, both in the

registration and the usage phase. Individuals only register the identifiers they are will-

ing to commit. At the time of usage, the actual values of identifiers are revealed only

if required for obtaining the service. Additional proofs ofidentity can be provided

by the individuals without revealing the actual values of identity attributes. The veri-

fication methods are efficient, because individuals can satisfy SPs multiple identifier

verification requirements by disclosing a single piece of information. Because of the

aggregate ZKPK protocol, efficiency is ensured even if proofs of multiple identifiers

are required.
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• The federation protocols are secure with respect to the basic security and privacy

properties described in this section. Even if some information about individual iden-

tifiers is leaked to an adversary, the adversary is not able touse it for obtaining any

service in the federation. The main effort required by an individual is when it first

establishes identity proofs. Once this bootstrapping partis completed, the operations

needed from the individual are minimal. The protocol proofsrequired for verifica-

tion may be implemented without requiring any human intervention if the secrets are

stored in tamper proof hardware.

• Our approach makes it possible to maintain consistency in a federation with respect

to two well known invariants of individuals identifiers. First, strong identifiers are

generally unique, unless proved otherwise by the owners. The second invariant is

related to the fact that several strong identifiers of an individual have some com-

mon weak identifiers associated with them. The two invariants cover the common

understanding of the notion of strong identifiers.

• Biometric identifiers are supported. The introduction of biometric verification into

a framework for the verification of identity attributes is novel and will result in ad-

vances to the state-of-art with respect to the integration of cryptographic protocols

and biometric data in IdM systems.

• History based identity attributes are supported. They provide a way to use individuals

online activity to generate reliable identity informationwhich can be managed and

used as any other identity attributes to evaluate reputation and other trust relationship

based related properties.

• The approach supports portable identifiers and their usage with mobile devices such

as cellular phones. Several aspects relevant to such devices with respect to the secu-

rity and resource usage are investigated.
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1.5 Organization of the Dissertation

We start our discussion by presenting our framework for federated digital identity man-

agement system in Chapter 2. Chapter 3 is devoted to cryptographic protocols and mech-

anisms for supporting privacy preserving multi-factor identity verification. Here we also

provide a detailed and formal analysis, demonstrating the security, efficiency and flexibility

of our approach using the devised protocols. Chapter 4 provides our biometric key genera-

tion algorithms and detailed analysis of our methods. Chapter 5 describes our approach to

history based identity attributes which includes several receipt protocols and how they can

be used with mobile devices. Chapter 6 presents current state of the art from the literature

of identity management systems, privacy enhancing systemsand other technologies related

to the techniques presented. Chapter 7 summarizes the thesis work and points out other

applications of the proposed techniques as well as the future directions of this work.
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2. A FRAMEWORK FOR FEDERATED IDENTITY

MANAGEMENT SYSTEM

Developing a robust and comprehensive solution to the problem of identity verification

satisfying manifold security and privacy requirements in an identity management system

is a complex task. To address this task we have developed the VeryIDX framework that

focuses on identity verification of individuals in a federated identity management system.

This framework supports a step by step approach according towhich an individual can first

establish a digital identity followed by a secure and protected use of such identity.

Generally, federations rely on PKI for exchanging data among SPs, and for individuals

to identify SPs [31]. However, PKI has experienced numerousimplementation problems

because of its technical complexities while using it in the context of identifying individu-

als [32]. It is also oriented towards unique identification of the individual, granted through

Registration and Certification Authorities, which is not always suitable for individual pri-

vacy. Hence, the assumption of relying on PKI for all types ofinteraction involving indi-

viduals in the federation may not be feasible. We thus need articulated identity solutions

supporting multiple complementary options for digital identity.

In this chapter we illustrate the VeryIDX framework for a federated system that assigns

SSO IDs to individuals within the federation, and subsequently allows individuals to add

other identity attributes with strong guarantees against identity theft. Our protocols do

not rely on PKI for identity verification of an individual, sothat one can use uncertified

attributes and be eligible for services with low clearance.For cases in which certificates

are required, we show how certificate issuers can leverage the SSO ID to issue certified

attributes to individuals. We can employ PKI protocols if a PKI infrastructure is available

for individuals.

The key idea behind multi-factor identity verification is toassociate the different strong

identifiers, possibly issued by different issuers, with each other and with the individuals’
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SSO ID. At the time of use, the enrolled strong identifiers areacceptable only when the

proof of ownership of one or more of the associated strong identifiers is provided. We refer

to a set of such strong identifiers asSecured from Identity Theft(SIT for brevity). These SIT

identifiers are associated with cryptographic commitmentsand can be used by individuals

to generate proofs of identity without revealing the attributes in clear. In our approach, SIT

identifiers (or attributes) are protected: if a user wants touse any of its SIT identifiers, it has

to provide one or more associated SIT identifiers as proofs ofidentity. We show how with

the help of cryptographic techniques presented in Chapter 3we can preserve user privacy

without jeopardizing security.

We note that strong cryptographic techniques built upon identifiers that have weak iden-

tity assurance are vulnerable to misuse. Therefore before presenting how SIT attributes are

established and used, we elaborate on the techniques that are used to evaluate the identity

assurance of the SIT attributes. Then we show how identity assurance techniques are used

while managing SIT attributes. Revocation mechanisms of the SIT identity attributes are

also developed. In particular, we illustrate how the revocation techniques can benefit from

the underlying VeryIDX federation framework.

This chapter is organized as follows. In the next section we introduce basic components

of the VeryIDX framework. Section 2.2 introduces the concept of SIT attributes and gives

an overview of our approach to the problem of identity theft with illustrative examples.

Section 2.3 provides details on the identity assurance of the SIT attributes, which is cru-

cial for the correct usage of such attributes. Section 2.4 and Section 2.5 elaborate on the

management and revocation of the SIT attributes. In Section2.6 we provide a summary.

2.1 Basic Components

In this section we first introduce the notion of VeryIDX federation that will be used

throughout the rest of the presentation. We then present preliminary concepts related to

establishing individuals identity attributes.
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2.1.1 VeryIdX Federation

The goal of federations is to provide users with protected environments to share iden-

tities by the proper management of identity attributes. Federations provide a controlled

method by which federation members can provide more integrated and complete services

to a qualified group of individuals. We employ a simple federation model that is however

sufficient for developing our solutions for identity verification in federated IdM systems.

Our approach to federations involves three types of entities: principals, service providers,

and registrars. Formally, a VeryIDX federation is modeled as a tupleF = 〈P,SP ,R〉,
where:

- P is the set ofprincipals. Principals are associated with a SSO ID; each SSO ID

represents a principal of the federation. An individual canbe associated with several

principals in the federation.

- SP is the set ofservice providers(SP). The services offered by SPs are protected

by a set of policies defining the requirements principals have to satisfy for their use.

Such policies are referred to as service disclosure policies [33,34].

- R is the set ofregistrars which establish and maintainidentity commitmentsused

to establish proof of knowledge of SIT identifiers. At least one registrar has to be in

place to achieve multi-factor identity verification of principals.

The distinction among the above entities is logical and therefore the same federation

host may provide the functions associated with several suchentities.

We assume that public keys managed under public key infrastructure (PKI) and related

standards are used for identifying SPs and registrars. The use of such infrastructure pro-

vides secure communications among entities. The use of PKI credentials for authentication

between federation entities is employed in several currentfederation frameworks [6,13,35].

The identity information of the individuals stored at the registrar is signed by the reg-

istrar at the time of enrollment (see Section 2.4.1). For this purpose, the registrar has an

additional public-private key pair that allows the registrar to aggregate signatures as pro-



24

posed by Bonehet al. [22]. In Chapter 3 we show how the aggregate signature of the

registrar on principals multiple SIT strong identifiers canbe efficiently verified.

2.1.2 Identity Attributes

Our notion of digital identity is defined in Chapter 1, Section 1.1. As mentioned digital

identity refers to nyms and partial identities. A partial identity is a set of strong and weak

identifiers (or identity attributes1) associated with an individual.

In our work, we employ SSO IDs (nyms) to uniquely identify a principal associated with

an individual within a federation. Individuals who enroll with the registrar are identified

by their chosen user name and the registrar name, separated by symbol@. That is, if the

chosen name of an individual isAlice and it enrolls with registrarReg1, then the SSO ID

would beAlice@Reg1. Note that other user naming conventions could be used here.The

essential property is that a principal’s SSO ID be unique within the federation.

Once the individual has successfully established a SSO ID inthe federation, then this

SSO ID is used to represent the corresponding principal. Theprincipal can enroll different

types of identity attributes associated with it. The SP services that a principal can be eligible

for depend on the satisfaction of the identity verification and service policy enforced by the

SP. Such policies specify the principal’s identity attributes that are required for identity

verification and to qualify for a particular service.

Identity attributes can be further distinguished into two types: 1) uncertified attributes,

corresponding to voluntary information given by individuals; and 2) certified attributes,

corresponding to attributes that have been verified and issued as signed digital certifi-

cates [36,37] by trusted third parties. Using its SSO ID the principal can log on to different

SPs and access the provided services. Here, different scenarios may arise. In case the prin-

cipal does not have any certified attributes, it can access services for which only voluntary

information needs to be provided.

1Note the word identifier is used synonymously with identity attribute.
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For services requiring higher clearance and thus requiringcertified information from

the principal, the principal has to be issued the required digital certificates from third party

trusted authorities called certificate authorities (CA’s). There is an agreement among feder-

ation entities about which CA’s are trusted. Trust on a CA maybe based on an acceptable,

well-defined procedure for the verification and certification of different attributes [38, 39]

that is followed by the CA. Therefore the certificates issuedby such CA’s will be considered

reliable within the federation.

There are different approaches that can be taken by a principal to obtain certified at-

tributes or certificates. In the case when a principal does not possess any initial digital

certificates, the certificate issuance may be performed at a physical location of a CA, so the

principal can obtain digital certificates based on the principal’s real world credentials. For

example consider a case when a principal who has a SSO IDAlice@Reg1, does not possess

any digital certificate and needs to obtain a digital certificate certifying thatAlice SSNis

the social security number (SSN) belonging to the principalAlice@Reg1. In this case, the

individual corresponding to the principal has to show the physical credentials verifying the

ownership ofAlice SSNand theAlice@Reg1 SSO ID, to authorized personnel at the phys-

ical CA office. If the verification is successful, the principal receives a certified attribute or

certificate that asserts thatAlice SSNbelongs to SSO IDAlice@Reg1.

A second approach can be used when a principal either alreadyhas some digital cer-

tificates, or the claimed information can be verified by accessing some reliable online

databases. Additional certificates can be issued based on this information. We assume

that policies to issue such certificates are in place at the CA’s. CA’s can also issue a special

type of certificate that attests the ownership of other certificates. These certificates help as-

sociate user certified identity attributes from different certificates. An example to illustrate

this is as follows:

Example 2 Figure 2.1 demonstrates an example for the issuance of a certificate that de-

notes credential ownership. As shown, principal Alice has two certificates. The first cer-

tificate is issued by a registrar and states thatAlice@Reg1 has SSNAlice SSN. The second

certificate is from a trusted CA and states thatAlice SSNhas aLow Income Status, (LIS)
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Fig. 2.1. Example showing ownership of credential certificate issuance.

for brevity. Alice wants to get a certificate stating that she(represented by her SSO ID)

has aLIS to be used within the federation without revealing her SSN. Alice can obtain

such a certificate by submitting to a trusted registrar theLIS certificate and the certificate

associating her SSN with her SSO ID. In return she obtains thefinal certificate associating

Alice@Reg1 with LIS. Here, the actual disclosure of the SSN may not be required, but

the value only needs to be the same for the two certificates.

Following is an additional example of certificate issuance based on CA policies.

Example 3 When a principal requires the issuance of new certificates, it must prove pos-

session of pre-requisite certificates according to the certificate provisioning policies of reg-

istrars. IfAlice@Reg1 has the certificate associating the SSO ID with her SSN, she may be

eligible to obtain aTrusted-Usercertificate. In this case the certificate provisioning policy

of the registrar may require Alice to be uniquely identified so she can be held accountable.

As shown by the example above, when a principal requires the issuance of new cer-

tificates, it must prove possession of pre-requisite certificates according to the certificate

issuance policies at the CA’s. In the example unique identification using a strong identifier

is used here for accountability purposes. However, this condition is not always needed for

accountability if pseudonymous systems [15,40–42] or using alternate techniques based on

weak identifiers [2] are used.
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Certificate management techniques to achieve the above tasks have been explored exten-

sively [36,43,44]. We focus on the use of such certified identifiers for SIT identifiers in the

rest of the chapter.

2.2 Identifiers Secured from Identity Theft

Identity theft occurs when a malicious individual uses an individual’s personal infor-

mation such as the user’s name, Social Security number (SSN), credit card number (CCN)

or other identifying information, without its permission.In this section we offer our ap-

proach to prevent identity theft in a federation. As mentioned earlier in this chapter, we

refer to the strong identifiers secured from identity theft as SIT strong identifiers (or simply

SIT identifiers/-attributes). The identity verification using SIT attributes is based on a well

known technique called zero knowledge proof of knowledge (ZKPKs for brevity) [41,45].

ZKPKs allow an individual to prove the possession of a private secret without releasing

it. SIT attributes are associated with information theoretically secure Pedersens commit-

ments [46] which are used to provide proof of knowledge of thecorresponding strong

identifier.

These SIT attributes can correspond to both certified or uncertified strong identifiers,

although we focus primarily on certified strong identifiers.Registrars are assumed to be

semi-honest2 for the principals’ attributes they keep track of. A principal can register its

SIT attributes withanyregistrar in the federation by first engaging in a bootstrapping SSO

ID enrollment procedure. Once the initial registration is completed, a set of SIT attributes

are associated with the principal’s SSO ID and with each other. These attributes are used

together with ordinary data to protect from identity theft.Here, and throughout the chapter,

by protection against identity theft we mean the inability to use a SIT attribute without the

proof of additional identity information. To protect against identity theft it is important

that an adversary be prevented from registering attributesof other principals as its own SIT

attributes; therefore our security model includes identity assurance mechanisms elaborated

2According to the accepted definition of semi-honest entities, we assume registrars will follow the protocol
but may also want to learn more information than they are supposed to.
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in Section 2.3. We provide our approach to achieve the above functionality in the following

section.

2.2.1 Main Approach

The key components of our solution can be summarized as follows:

1. Whenever a principalP presents a SIT strong identifier to a SP in the federation, the

SP requires additional proofs of identity according to its local verification policies;

each SP may have different verification policies. The submission of these additional

proofs of identity byP and the corresponding verification by the SP is executed

through the use of our new aggregated ZKPK protocols (See Chapter 3). With our

aggregated proofs the principal can prove knowledge of any combination of several

SIT strong identifiers efficiently. As the actual values of the identifiers are not re-

vealed to the SP this approach preserves the privacy of the principals. We show that

a malicious principal cannot provide these proofs of identity, unless the values of all

the relevant SIT strong identifiers and the secrets associated with them are compro-

mised.

2. Each SIT strong identifier used by a principalP in a federation, either for direct use

or only for identify proof, must be registered with a registrar that, upon registration,

providesP with a signature on the commitment of the identifier. Identifiers can be

registered at different times and also when the party is performing an interaction with

a SP. The management of the registered SIT strong identifiersis based onidentity

records(IdR) created for each registering party. IdRs are elaborated further in this

section.

3. To avoid that a malicious principal registers with a federation a strong certified iden-

tifier owned by another individual, a duplicate detection protocol is run upon regis-

tration to determine whether the same strong identifier has already been registered by

a different party. Duplicate detection requires that priorto registration, the principal
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contacts the original issuer of the strong identifier, whichgenerates a unique num-

ber which is associated with the commitment of the strong identifier in a certificate

signed by this issuer. This is achieved through the blind signature protocols, where

the blind value of a strong identifier corresponds to the semantically secure commit-

ment of this identifier, which is subsequently used in the registration. At the time

of registration, duplicates are detected based on the use ofdistributed hash tables

(DHT).

The Identity Record (IdR) for a principal is established at the time of registration and

collects the commitments corresponding to the SIT identifiers. Each commitment in the IdR

is signed by the registrar. The IdR also collects other parameters along with a SSO ID and

relevant weak identifiers. The IdR is used to evaluate theidentity assuranceof the enrolled

commitments. The IdR is updated with information about the registered individuals as

they progressively use the registered strong identifiers atthe various SPs. Individuals can

register new strong identifierson-the-flyat the registrar where their IdR is stored. Registrars

use the IdRs to determine the correctness of the registered strong identifiers and to detect

theft attempts. Each time a commitment is registered, the registrar ensures that the values

are consistent with the information present locally at the registrar and globally within the

federation.

The content of the IdR has to be available when the individualrequests a service from

a SP for enabling verification of the commitments. Availability can be ensured in two

ways. One way is to let the individual indicate its registrar3, so that the SP can directly

retrieve the required content of its IdR. This approach requires the registrar to be online.

The other option is to encode the IdR content in a certificate,and have the registrar sign

each tuple. This structure can be stored at the individual and then submitted along with the

service request. To avoid the usage of stale certificates, the certificates can be short-term

and re-issued to the principal on a regular basis.

3In general several registrars may be part of a federation.
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Fig. 2.2. Example 4 illustrating the main approach (Steps 1 to 6).

2.2.2 Examples

We now provide a case scenario showing an application of our solution for SIT at-

tributes. The steps are also illustrated in Figures 2.2 and 2.3.

Example 4 Consider Alice, an individual who wants to join federation E-Mall. E-Mall

offers a safe environment for online business, comparison shopping, web hosting, domain

registration, banner advertising, website advertising and so forth. Alice first establishes a

SSO ID and password with a registrarReg1. Before registering and using the SIT identi-

fiers, Alice contacts the issuer of the strong identifier to get a certificate that contains the

commitment of the strong identifier, created by Alice, and a unique number associated with

the strong identifier that is generated by the issuer. For example, in step 1 in Figure 2.2,

she contacts her bank, who issued her a credit card number (CCN), to get a certificate that

uses the blinded or committed value of the CCN and associatesit with a unique number

corresponding to it. Then in step 3, she registers her CCN with registrarReg1 to be safely

used within the federation.
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Reg1 upon receiving the CCN first verifies that the submitted CCN has not been al-

ready registered by some other individual in federation E-Mall as depicted in step 4. If

this condition holds, Alice andReg1 execute the registration protocol to sign the desired

commitment for the CCN, which will be used subsequently whenthis CCN is used as a

proof of identity. This information is encoded in Alice’s Identity Record, which can also

be encoded in a certificate signed by the registrar if desired.

Alice, as a member of the federation can now proceed, as in step 7 in Figure 2.3, with

the request of a service from an E-Mall store, say SP-Shop. According to the SP-Shop’s

policy, in the next step, this store requires Alice’s CCN along with a different form of

identity verification from Alice for authentication. SP-Shop thus challenges Alice’s SSN.

Note that SP-Shop has no actual interest in knowing the valueof the SSN; but it wants to

be assured that (i) Alice knows the SSN of the owner of the CCN and that (ii) they both

refer to Alice (as identified by her first and last name). Because SSN is a strong identifier,

Alice wants to protect it from identity theft. As such Alice submits an additional request,

in step 11, toReg1 for registering her SSN.Reg1 does the necessary checks to see if the

information provided in clear (e.g. first name and last name)is consistent with Alice’s

record, and that no one else has registered the same SSN. If these checks are performed

successfully, thenReg1 updates the IdR of Alice with the new SSN commitment. At step

14, a corresponding certificate storing the IdR could be re-issued to Alice, and the previous

one discarded.

Alice, in step 15, is now in the position to send the updated certificate and to be able

to construct the aggregate proof of knowledge of the required identifiers for the SP-shop to

resume her original request. SP-Shop verifies the ownershipof the certificate with the help

of the proof, followed by validating the CCN itself. In step 17, CCN validation information

is sent toReg1 if the transaction is successful. This way,Reg1 now knows that the CCN

registered initially is valid and can update this information in Alice’s IdR. Alice can thus

complete the transaction.

Our approach supports the strong verification of identity attributes, which is a compo-

nent of comprehensive solutions against identity theft. Here, a basic requirement is proving



32

Fig. 2.3. Example 4 illustrating the main approach (Steps 7 to 17).

the knowledge of the various committed values and this is achieved through our multiple

proof of knowledge with aggregate signatures cryptographic technique. If all but one se-

cret of the multiple factors are stolen by an adversary the proof cannot be constructed.

Moreover, this combination of knowledge of strong identifiers is determined at the time of

identity verification and is computed efficiently, adding the required flexibility and usability

in the system.

We now extend the above example, to the case when a malicious party tries to use a

stolen identifier and show how our technique protects against such attempts.

Example 5 Consider a malicious user Mallory, who has managed to steal Alice’s CCN

after Alice has registered it. Mallory’s main goal is to be able to use Alice’s CCN to shop

at SP-Shop. When SP-Shop challenges Mallory to provide the SSN, corresponding to this

CCN, Mallory could try one of two possibilities. First, she could attempt to use the public
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IdR of Alice and try to construct the proof of knowledge of theregistered commitments.

Mallory is however not able to construct such proof, as our aggregate proof of knowledge

is possible only if the prover knows the actual values of the committed strong identifiers.

Moreover, Mallory does not gain any advantage, even if she manages to learn the value

of the SSN and not the random secrets associated with the commitments. The second

possibility Mallory has is to register the CCN of Alice, withher own SSN. However, when

Mallory sends a request to register the CCN, because of our duplicate detection mechanism,

the registrars can verify that the same strong identifier hasalready been registered and

aborts the registration. Thus Mallory cannot use Alice’s CCN, once Alice has registered it

with the federation.

Thus we see how our system mitigates attacks from malicious users to impersonate and

misuse the compromised SIT strong identifiers of the registered users in the federation.

2.3 Identity Assurance in VeryIDX

The notion of identity assurance deals with the confidence about the truth of the claims

related with the identity of an individual. Weak identity assurance may increase the risk of

identity theft, as provenance and authenticity of the identity data are not certain. Hence,

strong cryptographic techniques built upon identifiers that have weak identity assurance

are vulnerable to misuse. Strong identity assurance is thusa crucial requirement for any

identity management system. Our approach to identity assurance relies on the use of mul-

tiple proofs of identity that are stored in the IdR. The IdR isa fundamental notion of our

approach in that it actually provides a digital representation of user identities. In this sec-

tion we define all the components of IdRs and various notions of assurance related to such

records. We describe the requirements and mechanisms to evaluate and maintain assurance

about IdRs in subsection 2.4.

We now elaborate on the notion of Identity Record and the required security checks for

ensuring identifier consistency within the federation.
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2.3.1 Identity Record and Assurance Levels

As we mentioned, each principalP in a federation has associated one or more IdRs,

each recorded at some registrar in the federation. Each IdR in turn consists of several

identity tuples, denoted asτ ’s. Each identity tuple is associated with one SIT identifier

and records all information required for the verification ofthis identifier at the time of

use4. In particular, each SIT identifierm is associated with two other types of identifiers: a

semantically secure commitment, and a unique identifier associated withm, denoted asM

andM̂ , respectively.M is generated by the principal while interacting with the issuer and

submitted for registration.M is then signed by the registrar upon registration ofm.

The signature onM is denoted byσ and is part of the identity tuple associated with

m. M is computed asgmhr, whereg andh are generators in groupG of prime orderq.

The commitment is created in a form that is used in the ZKPK presented in Chapter 3.G

andq are public parameters of the registrar andr is chosen randomly fromZq
5. To allow

principals using different IdRs at different registrars, the public parameters are the same for

all registrars in the federation.̂M is a unique identifier which is assumed to be generated

by the issuer, at the time of issuance of the certified strong identifierm. In the following,

we refer toM̂ as theidentifier binder. The issuer encodes the unique identifierM̂ along

with the commitmentM in a certificate, denoted asΥ. M is encoded in a hidden fashion.

Υ is signed by employing blind signature techniques [41, 42, 47, 48] on the original strong

identifierm. It is issued to the principal, and it is crucial in determining re-registration or

duplicates, as illustrated in Section 2.3.3. Note thatM̂ is conceptually tied tom and this

relation can be proven based onΥ. ThereforeM̂ itself is not to be stored in the identity

tuple.

m is also tied to a set of weak identifiers, denoted by{w1, . . . wk}. For example, assume

404033004379 to be a credit card number and ‘Alice’ and ‘Smith’ be the first and last

name of an individual. Here, 404033004379 is the strong identifier value, while ‘Alice’

4Note thatτ can possibly contain null values for information that is notknown.
5These public parameters may need to be known by the issuer while creating the unique identifier. More
details of the cryptographic commitments and mechanisms are subject of Chapter 3.
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and ‘Smith’ are the associated weak identifiers. The IdR is also associated with some

other public parameters required for the cryptographic protocols, as detailed in Chapter 3

Section 3.3.

All SIT strong identifier commitments and weak identifiers are tagged with an identi-

fier descriptor tag and two types of assurance, namelyvalidity assuranceandownership

assurance. Validity assurance corresponds to the confidence about thevalidity of the iden-

tifier based on the verification performed at the identifier’sissuer. As such, it refers to the

correctness of identifiers with respect to the real world information sources and the issuers

of the identifiers, which can possibly be external to the federation. For example an issuer

(sayMasterCard) can verify if a credit card number it issued is valid. Ownership assur-

ance corresponds to the confidence about the claim that the principal presenting a given

identifier is its true owner.

We introduce four levels of assurance: absolute assurance,tagged as ‘A’, corresponding

to the absolute certainty about the claim; reasonable assurance, tagged as ‘B’, correspond-

ing to case when one or more assertions from trusted parties exist regarding the certainty

of the claim; unknown assurance, tagged as ‘U’, when there isno information to assert

the certainty of the claim; and false assurance, tagged as ‘F’, denoting that the claim is

incorrect.

We assume that absolute validity (label ‘A’ of the validity-assure) of a given strong iden-

tifier can only be determined by authorities that have issuedthe strong identifiers. Because

such authorities may not always be part of a given federation, we assume that the federa-

tion is allowed to verify validity of identifiers with such authorities according to existing

agreements. Note however that our approach also supports the case when such verifica-

tions are not possible. We mark as ‘B’ the validity assuranceof a strong identifier, the

validity of which has been asserted by a principal and this principal has other several iden-

tifiers with ‘A’ category validity-assurance. If no entity other than the principal supports

the validity of the strong identifier, the identifier is marked with unknown assurance ‘U’.

Identifiers might be immediately validated by contacting the corresponding issuers, either

upon registration, or they might be validated later on when actually used by the principal.
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Fig. 2.4. Simplified graphical representation of an Identity Record.

The latter corresponds to the concept oflazy validation. Precisely, strong identifiers can

be validated following either apull or apushapproach. Under thepull mode, the registrar

determines the validity status before the value of commitment is signed and used in the

federation. Thus, the registrar checks the validity immediately and the validity assurance

is set to ‘A’. Alternatively, the push mode implements the lazy validation. The validity is

verified by any SP in the federation receiving the actual value of the strong identifier. The

SP contacts the corresponding issuer, and sends the validation result to the registrar storing

the corresponding IdR so that the IdR can be updated accordingly.

The notation adopted to represent the various IdR elements is as follows:

IdR = {{τi}, cryptographic parameters}
τi = [(σi,Mi, tag, validity-assure, ownership-assure), {Wij}]
Wij = (wij , tag, validity-assure, ownership-assure)

The resultant IdR is used by the principal to perform multi-factor identity verification

using the enrolled strong identifiers. The strength of the verification is based on verification

policies of the verifiers that may use the ownership and validity assurance of the enrolled

SIT identifiers. We now provide an illustrative example of anIdR in Figure 2.4 and explain

it with the following scenario.
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Example 6 Consider a principal known as Alice@Registrar1 enrolled with registrar re-

ferred to as Registrar1. She has registered two strong identifiers: a CCN and a SSN. The

signatures and commitments of each are computed and stored.The CCN is validated in

thepull mode by Registrar1, therefore itsvalidity-assure is ‘A’. The CCN is enrolled on-

line and theownership-assure is ‘B’. The SSN is instead enrolled through a face-to-face

interaction. Itsvalidity-assure is set to ‘U’ as the value has not been confirmed by any

entity other than Alice, while theownership− assure is set to ‘A’.

2.3.2 Ownership and Consistency of Identity records

To effectively protect identity of registered principals,all the identity records in the fed-

eration should collect only those identifiers, the ownership of which has been assured. An

implied aspect to take into account deals with identifier’s consistency across the federation.

Before formally defining these two key notions we need to clarify the concept ofproof of

knowledgeof a strong identifier of valuem. We say that principalP can provide a proof

of knowledge ofm if it provides a verifiable cryptographic token used in a ZKPKprotocol

(see Chapter 3, Section 3.3) that asserts thatP knows: (1) the actual value ofm, and (2)

cryptographic secret(s) associated with the corresponding semantically secure commitment

M . This is denoted asM ⊲ P (read “M belongs toP ”).

The conditions according to which a principalP can prove ownership of a given IdR

are dictated by a policyπ. Such policy specifies which of the committed strong identifiers

in a given IdR need to be proven to ensure ownership of the whole record. Policyπ can

either be specified separately by the various registrars or it can be globally defined as a part

of the federation agreement policies. Ownership of IdR byP proven according to policyπ

is denoted byIdRP ◮π P and is formally defined as follows.

In the definition and throughout the chapter we adopt the dot notation to denote an

element in a given object. That is, a tupleτ ′ appearing inIdR is denoted byIdR.τ ′, and

the tag descriptor of the strong identifier inτ ′ asτ ′.tag.
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Definition 2.3.1 (Ownership of Identity Record)Let π be a policy and letψ be the set

of tags to be verified according toπ. A principalP registered at registrarR can prove

ownership of an identity recordIdRP if, for each t ∈ ψ, τ ∈ IdRP exists, such that

τ.tag = t and the following conditions hold: (i)M ⊲ P ; (ii) P can provide proof that

signatureτ.σ is valid ; (iii) τ.validity-assure = A; (iv) τ.ownerhip-assure = A or B.

The definition states that ownership assurance of an identity record is the result of the

ownership assurance of each tuple referred in the policy. That is, for each such tuple, it is

required that the signature on the strong identifier be verified, the validity assurance of the

strong identifier is set to ‘A’ and the ownership-assurance is set to level ‘A’ or ‘B’.

Example 7 With reference to Example 6 (see also Figure 2.4), Alice’s ownership assur-

ance on the first tuple in the IdR corresponding to the CCN, is ‘A’ because the validity

assurance of the CCN is ‘A’ and ownership assurance of the CCNis ‘B’. However, her

ownership assurance on the second tuple corresponding to SSN, is ‘U’ because the valid-

ity assurance of the SSN is ‘U’. Thus, by taking a conservative approach, the ownership

assurance of Alice’s IdR is ‘U’.

Notice that identity assurance is a broader concept than only ownership and validity assur-

ance. Identity assurance is also related to theconsistencyof the IdR. Consistency of IdR is

both a local and a global concept. Local consistency deals with the information recorded

by a specific IdR. To be consistent, the collected strong and weak identifiers should qual-

ify an individual with no evident errors. That is, no conflicting attribute values should be

collected in the same IdR. For instance, if the weak identifier “age” appears in different

weak identifiers, it should have the same value. Global consistency requires that no strong

identifier be associated with multiple principals, as they are typically unique, unless some

specific conditions, detailed below, hold.

We formalize the concept of consistency in the following definition.

Definition 2.3.2 (Consistency of Identity Records)LetF = 〈P,SP ,R〉 be a federation.

LetP be a principal inP, enrolled at registrarR ∈ R. Let IdRP be an identity record of

P . We say that:
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1. IdrP is locally consistent with respect toR if ∀τi ∈ IdrP , ∄τi.Wih, τj .Wjk, j 6=
i|tagWih = tagWjk andτi.Wih 6= τj .Wjk.

2. IdrP is globally consistentwith respect toF if one of the following conditions holds:

(a) 6 ∃Pj ∈ P, P 6= Pj |M̂i = M̂j andτj ∈ IdrPj
andIdrPj

◮π Pj

(b) if ∃Pj ∈ P, P 6= Pj |M̂i = M̂j andτj ∈ IdrPj
, thenIdrPj

◮π P .

3. We say thatIdRP is consistentif it is locally consistentwith respect toR andglobally

consistentwith respect toF .

Local consistency checks are executed to verify that there are no weak identifiers in the

same IdR with the same descriptor tags and different values.For example the value of the

weak identifier tagged byfirstnameshould be the same in all strong identifiers in which it

appears. With respect to global consistency, the first condition requires that no duplicates

of strong identifiers exist in a federation; in most cases, a strong identifier is unique to an

individual and a duplicate may represent an inconsistency.However, as stated by the second

condition, if a duplicate is detected in another identity record, then the principal should

be able to prove ownership of this identity record. Therefore, our approach also allows

multiple principals to commit the same value for strong identifiers, under the condition

that ownership of the duplicate strong identifier can be proven. For instance, we let two

principals share a same credit card, if both can prove the ownership of the corresponding

IdR.

A summary of identity assurance types and levels is presented in Table 2.1. This il-

lustration is used in the rest of the dissertation. However the framework can be applied to

other assurance levels and the associated policies definingthe requirements for each level.

Identity assurance can be achieved by enforcing specific checks at registrars.

2.3.3 Functions Enforcing Identity Assurance

We have designed a set of functions implementing the controls needed to verify identity

assurance. These functions are summarized in Table 2.2 and details are provided as follows.
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Table 2.1 Summary of identity assurance types and levels.

Assurance Type ‘A’ ‘B’ ‘U’ ‘F’
Validity-assure Validated

by original
issuer

Offline checks
using algorithms
with known cor-
rectness criteria of
the identifier

No valida-
tion done

Proven
false

Ownership-assure In-person
registration

Digital introduc-
tion (§ 2.4)

No owner-
ship proof

Proven
false

LocalConsistency(τ , IdR,P ) . This function checks whether the weak identifiersW =

(wj, tag, validity − assure, ownership − assure) appearing on the input identity

tupleτ are locally consistent. That is, if the sametag descriptors are present in any

other identity tupleτ ′ of the same IdR, the value of the corresponding tags should

be equal tow′
j . For example, if a credit card number (CCN) was committed along

with weak identifiersfirstname andlastname, when a new identifier, say SSN, is

committed the values of the weak identifiersfirstname and lastname associated

with the SSN should be identical to that for CCN6.

FederationDuplicateDetection(τ , IdR,P ) This function checks whether duplicate val-

ues ofm exist in the federation, wherem is a strong identifier appearing in tuple

τ belonging toP. Duplicate detection can be achieved if the strong identifiers m

are enrolled using certificatesΥ which are uniquely identified, as introduced in Sec-

tion 2.3.1. The blinded value inΥ is the semantically secure commitmentM .

At the time of registration the individual provides the uniqueness token (e.g.〈Mi, M̂i〉)
and the commitmentMi being registered. The registrar checks if a duplicate ofM̂i

exists. Duplicate detection is based on use of a DistributedHash Table (DHT) [23].

This table keeps track of the strong identifier tokens that have validity status equal

6We assume the same tag names corresponding to the same semantic.
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to ‘A’. The DHT is maintained by the registrars of the federation. The entries in

the DHT are tuples of the form〈M̂, P,R〉, whereP denotes the principal, andR

the identifier of the registrar storing the principal’s IdR.Duplicate detection is ac-

tually executed by running algorithmlookup on the DHT. Because the tables are

distributed, the duplicate lookup is efficient in that it does not require an exhaustive

search. If a duplicate is found the algorithm returns false and further actions are taken

to detect whether a misuse has occurred.

For completeness we briefly describe the DHT in the following. A DHT is not cen-

trally stored in that it partitions a key space amongn servers. The keys are mapped

uniformly to the registrars. Such an approach enables horizontal partitioning of hash

tables to distribute the execution of identity verificationoperations and data storage

across the various registrars. Assuming a secure hash function is used [49], this hor-

izontal partitioning strategy evenly distributes load anddata across registrars. Each

registrar has a partial list of where data is stored in the system. A lookup algorithm

is used to locate data given the key for that data.

ExternalValidation(τ , IdR,P ) This function validates the strong identifierm appearing

in τ , by contacting the issuer authority, which provides validity assurance. If the

issuer successfully validatesm, the associatedvalidity − assure value is set to ‘A’.

It is important that the weak identifiers used for the external validation correspond to

the ones enrolled inτ .

External validation can be initiated according to the push or pull strategy. In the push

mode, any SP in the federation receiving the actual value of the strong identifierm

consults the issuer. The SP sends the validation result to the registrar storing the

corresponding IdR so that the IdR can be updated accordingly. Under the pull mode,

the registrar needs to determine the validity status beforethe value of commitment

M is signed and used in the federation. In this case the principal encrypts its strong

identifiers with the issuer’s public key which we assume to beavailable and sends it

to the registrar. The registrar then appends the strong identifier binderM̂ to it and
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Table 2.2 Identity assurance functions.

Function Description
LocalConsistency(τ , IdR,
P )

To check whether weak identifiers inτ are lo-
cally consistent.

FederationDuplicate
Detection(τ , IdR,P )

To check whether duplicate values of the strong
identifier commitment exists.

ExternalValidation(τ ,
IdR,P )

To validate the strong identifierm appearing in
τ , by contacting the issuer authority.

sends it to the issuer for verification. Details of this procedure are given in Protocol

4b in Chapter 3. Once the verification from the issuer is completed, the registrar

computes a signatureσ on the commitmentM and adds it toτ .

2.4 Management of SIT Identity Records

The management of identity in our approach is characterizedby three main phases:

enrollment, during which individuals register identifierswith the federation; usage of iden-

tifiers, requiring the verification of identity information; and update of identifiers, allowing

individuals to modify their IdR. In what follows we discuss such phases in more detail.

2.4.1 Enrollment

Individuals are required to submit strong identifier commitments to enroll in the feder-

ation, according to the policy of the registrar. These strong identifiers are issued by various

issuers, prior to the enrollment. As our approach is based onmulti-factor verification of

identity, we assume that a minimum number of identifiers is needed to actively participate

in the federation. The exact type and number of identifiers toregister is part of the registrar

policy and is assumed to be publicly available from the registrar. For example, a registrar

may require that a principal submits at least three strong identifiers for enrolling in the fed-
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eration. As a registrar is not considered completely trustworthy, the values of the strong

identifiers are not to be released in clear. The main goal of registration is thus to store

unique and hidden SIT attributes to such semi-honest registrars.

When a principalP enrolls at registrarRa set of commitmentsM1, . . .Mk, correspond-

ing to strong identifiersm1, . . .mk an IdR (sayIdRP ) atR is created. The following steps

are then executed for eachmi (1 ≤ i ≤ k) of the submitted strong identifiers:

1. TheExternalValidation (τ , IdR,P ) function is executed, to assign thevalidity-

assure value of the strong identifier.

2. If i 6= 1 and thus other tuples have been inserted, theLocalConsistency (τnew,

IdRP ,P ) function is executed to confirm local consistency of the identity tuples in

IdRP , with respect to the weak identifiers.

3. TheFederationDuplicateDetection (τnew, IdRP ,P ) function is executed to check

for duplicates of the variouŝM1, . . . M̂k.

4. Theownership-assure level is determined based on the following three cases. IfP

is performing a face-to-face registration, thenownership-assure = ‘A’, else if P ’s

ownership claim is asserted by another principal who is trusted, then theownership-

assure = ‘B’, and finally if no assurance is given,ownership-assure = ‘U’.

5. Mnew is then signed byR to generate the signatureσnew.

6. Finally τnew is added to the IdR. In this case the validation with the issuer has been

performed, and the result of thevalidity − assure is set according to the returned

value.

When executing theFederationDuplicateDetection function if duplicates are found,

the principal is asked to prove ownership of the IdR conveying the duplicate. If the principal

is unable to provide proof of the ownership, then the enrollment is aborted. Once this check

is completed the newly created IdR is consistent according to Definition 2.3.2. At the time

of enrollment, ownership of the claimed strong identifiers also needs to be ensured.

Individuals can enroll either through a face-to-face registration process or online.



44

Physical Registration

Face-to-face registration is executed when an individual physically enrolls at a specific

registrar office by showing credentials proving its identity and hence proving the owner-

ship of the claimed identifiers. For example the individual can go to the physical registrar

location where it shows its SSN card. A trusted official in theregistrar confirms the validity

of the physical card and supervises the enrollment procedure ensuring that the correct SSN

number is entered into the system and thus stored as a commitment. Here the individual

trusts the registrar’s system not to store extraneous information other than the commit-

ments needed for the enrollment. As per the example policy followed in the dissertation,

face-to-face registration results in anownership-assure level equal to ‘A’.

Online Registration

An alternative approach is online registration. Online registration of strong attributes

is challenging in the absence of principals’ public keys. Toprotect an individual’s privacy,

we require that strong identifiers of a principal are never given in clear, not even to the

registrar storing this information, when such values are not needed to qualify for a specific

service. This requirement adds a level of complexity to the registration procedure: the reg-

istrar cannot guarantee that the information registered iscorrect or owned by the principal

enrolling it. We therefore base the online registration on the concept ofdigital introduction

by strongly identified principals. The principal acting as agrantor for the enrolling princi-

pal needs to have a valid IdR (sayIdRgrantor) andIdRgrantor ◮ρ grantor whereρ is the

identity verification policy of the registrar. Thegrantoressentially asserts that the enrolling

principal actually possesses the strong identifiers the commitments of which are presented

to the registrar. Such an assurance is based on the level of trust ofgrantor, theownership-

assure of this type of registration has a level equal to ‘B’. Online registration will thus

require the individuals to present one assertion from at least one grantor in addition to the

minimum number of strong identifier commitments.
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2.4.2 Update

The IdR may have to be updated for 1) adding strong identifier commitments, 2) re-

voking strong identifier commitments and 3) changing thevalidity − assure status of the

strong identifier commitments in the IdR.

When a principalP requires adding a strong identifier commitmentMnew to its IdR

(sayIdRP ) at registrarR, it presents an identity tupleτnew, collectingMnew and a set of

weak identifiersWnew; the following steps are then executed:

1. P proves ownership ofIdRP based on the policy ofR, denoted asπR. Hence

IdRP ◮πR
P .

2. TheLocalConsistency(τnew, IdR,P ) function is executed to confirm local consis-

tency of the new identity tuple with respect to the weak identifiers.

3. TheFederationDuplicateDetection(τnew , IdR,P ) function is executed to check for

duplicates of̂Mnew. If a duplicate is found at another IdR, sayIdRdup, thenP has to

proveIdRdup ◮ P .

4. Theownership-assure level is determined based on the following three cases. If

P is performing a face-to-face update, thenownership-assure = ‘A’, else if P uses

digital introductionownership-assure = ‘B’, and finally if no assurance is given,

ownership-assure = ‘U’.

5. Mnew is then signed byR to generate the signatureσnew.

6. Finallyτnew is added to the IdR with thevalidity − assure of each identifier set as

unknown.

Revocation of a strong identifier commitment is executed by changing thevalidity −
assure to ‘F’. The level of validity assurance is changed when the value returned from the

execution ofExternalValidation function is different from that already stored in the IdR.

A detailed approach on how to revoke SIT attributes is given in Section 2.5.
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2.4.3 Usage

Any combination of the signed values of the commitments can be required for identity

verification purposes by a SP. The content of the IdR must thusbe available when the

principal requests service from a SP. Availability can be ensured according to two strategies.

One strategy is to let principalP indicate its registrar, so that SP can directly retrieve the

required content ofP ’s IdR. This requires the registrar to be online. Another option is to

let P store the content of the IdR in a - per tuple - signed structure. Table 3.1 in Chapter 3

indicates which identity assurance functions and cryptographic protocols are used in the

different stages.

2.5 Revocation of SIT Identifiers

(a) Steps for certified SIT attribute
revocation in apush mode.

(b) New DHT for SIT attribute revo-
cation in apull mode.

Fig. 2.5. Revocation of SIT Identifiers.

Digital attributes state certain well-defined properties about the principals to which they

refer. Such attributes may be indefinitely valid, or may be valid for a given time interval.

Also, attributes may be revoked if some external events compromise their validity.Revoca-
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tion thus refers to theundoof the claim associated with an attribute. Events that may cause

attribute revocation include [50]:

• Compromise of the owner key: The owner key linked to this certificate has been

compromised.

• Compromise of the issuer key: The issuer key used to generatethis certificate has

been compromised.

• Changes in the affiliation of the owner: The identification details of the certificate are

no longer valid.

• Obsolescence of the certificate: The certificate is superseded by another certificate.

• Termination of the certificate: The certificate has reached the end of its validity period

and has not been renewed.

2.5.1 Preliminary Notions Concerning Revocation

Most of the work in the area of revocation has focused on the revocation of certified

attributes or public key certificates [51]. A widely used standard for defining these digital

certificates is the X.509 [50] format. The two most widely-used schemes for managing

X.509 certificate revocations are Certification RevocationLists (CRL’s) [50] and Online

Certificate Status Protocol (OCSP) [52]. Both provide risk analysis based on certificate

usage and efficient notification about the validity status ofthe certificate. CRL is essen-

tially a list of certificate serial numbers that have been revoked and are therefore no longer

valid. The CRL is always issued by the CA which issued the corresponding certificates.

A PKI-enabled application consults this CRL to verify the validity of the certificate prior

to its use. Because of its centralized nature, CRL is not scalable because of the band-

width required to communicate with all its clients. OCSP supersedes CRL’s by providing

efficient notification through the use of a distributed protocol. A typical OCSP defines a

request-response protocol between OCSP client and an OCSP responder. The OCSP re-

sponder is a trusted entity that informs the requester aboutthe validity information of the
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certificates. The OCSP responder can contact various backends including CRL’s to retrieve

the revocation information. One issue with OCSP is that the requester must know which

OCSP is responder for a query. This information is typicallyspecified in the Authority

Info Access (AIA) extension of a certificate [52]. One limitation regarding the use of the

AIA extension is that it may be difficult to deploy because of the increased certificate size.

Moreover one has to ensure that there are no compatibility issues because of the different

versions or types of certificates using the AIA extension. The problem of finding OCSP

responders can be elegantly solved in a federated environment with the help of DHTs and

with an optional use of the AIA extension. Another more important limitation of OCSP,

and any current revocation mechanism, is that it cannot be used for uncertified attributes.

This is because there is no assigned CA that can revoke such attributes. We leverage the

federation architecture and follow a policy based approachfor uncertified attributes. We

assume that the revocation status is essentially provided by either the uncertified attribute’s

owner, or it is the result of the feedback of other federationentities.

A detailed description of the revocation mechanisms for thevarious types of attributes

is given in the next subsection. We show how the underlying collaborative environment

of a federation provides opportunities for efficient solutions to the problem of attribute

revocation.

2.5.2 Revocation Techniques

The SIT attributes introduced are useful only if they can be verified and revoked reli-

ably when necessary. It is required that revocation techniques be able to provide efficient

notification to the potential consumer of the revoked attributes and prevent their subsequent

usage.Whenandhow should a SIT attribute be revoked depends on the type of the SIT

attribute. As elaborated earlier, there are two types of SITattributes, namely certified and

uncertified, which require different approaches to revocation. The adopted approaches are

described as follows:
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Certified SIT Attributes. Certified SIT attributes should be revoked when the original

issuer of the certificate (external CA, or an internal federation registrar) disqualifies

that certificate. This corresponds to the credential revocation criteria already well

investigated [50,53].

Referring to Example 4, consider the case whenSP − Shop checks for the validity

of Alice’s CCN with the appropriate externalCA and is notified that thisCCN

certificate is revoked. As a consequence of this notification, revocation steps have

to be taken to update the information in the federation as shown in Figure 2.5(a).

At step 3SP − Shop sends a signed revocation message toReg1 with the SSO ID

Alice@Reg1 and the tagCCNtag. Based on thisReg1 can retrieve Alice’s IdR (see

Figure 2.4). Now based on the revocation policy of the registrar,Reg1 can accept the

registration and either remove the row corresponding toCCNtag or add an additional

column to record the status information asrevoked. In both the cases thecommitment

that is requisite for establishing proof of ownership of thecorresponding SIT attribute

is removed. As SIT attribute cannot be used without a valid commitment as shown

in Chapter 3, subsequent usage of the revoked SIT attribute is prevented. This is the

IdR update corresponding to step 4 in Figure 2.5(a).

In addition to updating the attribute information at the local registrar the DHT node

(as introduced in Section 2.3.3, functionFederationDuplicateDetection) saving the

attribute commitment also has to be updated. This is becauseduplicates should be

detected only for valid and unique identifiers. If an identifier has been revoked the

federation policy may allow the re-registration of a revoked attribute or not. There-

fore in step 5Reg1 sends a revocation message toSPdht that is the DHT node saving

CCN ’s deterministic commitment. Depending on the revocation policy, SPdht can

either simply delete this information from its hash table orit can add the revocation

information in the value corresponding to the commitment key. The update of the

DHT node(s) completes the revocation process.
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Uncertified SIT Attributes. Uncertified attributes correspond to voluntary claims of

principals that do not have to be signed or verified by any trusted authority. Here the

user itself is the issuer of the SIT attribute. Therefore thetrust in the claim is often

considered uncritical. However serious security problems, such as spam, phishing

and pharming [10, 54–56] attacks arise from the incorrect usage of the uncertified

attributes. It should thus be possible to revoke the usage ofuncertified attributes.

Revocation of uncertified attributes has not been explored.

Determining when uncertified attributes should be revoked is more complex than in

the case of certified attributes because there is no entity who can assert accurately the

validity of such attributes. However we assume that if a number of distinct revoca-

tion assertions are received for a certain attribute then the attribute is to be revoked.

The number of accumulated assertions should be greater thana certain threshold, de-

termined by the federation security policy. For example consider the case that user

Alice subscribes her claimed email addressphony@myemail.com to SP1, SP2 and

SP3. Eventually because of bounced emails each of theSP concludes that the email

is invalid. To revoke the attribute they separately send revocation requests to the des-

ignated registrarReg1. Reg1 saves these requests in an additional column of Alice’s

IdR. If the federation accepts a threshold of three then whenthe third such request

is received theReg1 revokes this attribute. The revocation steps thenceforth follow

steps 4 to 6 of the protocol for the revocation of certified attributes (see Figure 2.5(a)).

Further usage of possibly incorrect uncertified attributesis thus prevented. A similar

revocation procedure can be adopted if a principal who has performed multi-factor

identity verification requests revocation of its attribute.

The notification mechanism described above for certified SITattributes corresponds to

a pull modefor revocation notification. This is a request reply mechanism where the reply

is valid when it is from an authorized CA. In the case of OCSP, revocation information

can also be from an authorized OCSP responder [52]. As highlighted earlier one prob-

lem is that the requester SP should know which OCSP responderit should contact to get

the revocation information. One approach to address this issue is to define apush mode
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revocation notification where the main CA pushes the revocation notification to the feder-

ation SPs when a revocation event occurs. Here the SPs themselves play the role of OCSP

responders and the revocation information requests can be satisfied within the federation.

To support such a solution we deploy an additional DHT (referred to as revoke-DHT for

clarity) with the SPs as the distributed nodes. The revoke-DHT key in this case is the cer-

tificate ID itself. An external CA has to notify any one of the SPs in the federation. As

an example in Figure 2.5(b)SP2 is notified about the certificate identified by certificate ID

cid. SP2 computes the revoke-DHT hashH(cid) to identify the DHT node (SP5 in this

case) where thiscid should be stored. Subsequently it sends the revocation information

to SP5. Henceforth any SP that needs revocation information aboutcertificatecid can di-

rectly accessSP5 by computing the same hash, thus identifying the DHT node responsible

for providingcid’s revocation information. This addresses the problem of identifying the

OCSP responders outside the federation.

Note the hash values can be pre-computed and stored in the AIAextension field called

theaccessLocation [52]. This parameter essentially stores the location of theOCSP

responder. AIA extension configuration is useful, but it hasto be done carefully as improper

use of certificate extensions has led to severe deployment problems [57]. Therefore instead

of adding this information into the certificate we can leverage the knowledge of the revoke-

DHTs hash function to calculate the responder at runtime. This information can also be

cached locally in the system. In this way we provide two alternative methods that can be

used to implement OCSP for certified SIT attributes.

2.6 Summary

In this chapter we introduced VeryIDX, which is an extensible framework for identity

verification. VeryIDX employs a flexible and privacy-preserving approach that allows a

user to establish basic identifiers and then proceed to establish other complex SIT identity

attributes that are protected from identity misuse. Using example policies, we elaborate

on specific identity assurance techniques that are criticalwhile dealing with the SIT at-
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tributes. Finally we show how such SIT attributes are enrolled, managed, used and revoked

in VeryIDX.

Having the VeryIDX framework helps overcome the difficulties in understanding of

how systems and protocols satisfying the desired set of security and privacy properties

(See Figure 1.2) can be used within a complex IdM system. A comprehensive set of cryp-

tographic tools, protocols and mechanisms presented in therest of the dissertation are based

on those specified assumptions, and serve as specifications for future development of such

systems. More specifically, the cryptographic functions related to aggregate ZKPK pre-

sented in Chapter 3 are used to mathematically validate the resultant security and privacy

properties regarding the multi-factor proofs within the VeryIDX system against the original

requirements detailed in Chapter 1. The biometric and history based identifiers presented

in Chapters 4 and 5 respectively, not only ensure the security and privacy of the respective

identifiers, but also are used as strong identifiers in the cryptographic protocols. Figure 1.2

illustrates how the various conceptual components are interconnected within the VeryIDX

framework.

There are specific assumptions to consider while employing the VeryIDX framework

in any given IdM system. First, the existence of at least one registrar is assumed. This reg-

istrar is semi-trusted, in that the registrar follows the protocols for the management of SIT

attributes, but it may maliciously try to retrieve or use theenrolled strong identifier values.

The registrars do not need to be online during the multi-factor verification if the IdRs are

stored as signed certificates at the principals. For global consistency checks performing

duplicate detection and revocation protocols using DHTs, it is assumed that the registrars

cooperate to exchange messages as defined in the protocols.

Second, we assume that the SPs and principals are untrusted and may try to misuse

identity attributes. For the principals to use the VeryIDX multi-factor verification protocols

it is assumed that they enroll the required strong identifiers with the registrars. It is also

required that the principals secure and manage the secrets corresponding to their enrolled

SIT attributes.
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One important assumption during the decision process related to identity verification

and assurance evaluation is the existence of policies associated with them. For multi-factor

verification, the verifier’s policies determine which factors are required from the principal.

The strength of the verification would depend on how these verification policies are defined

and enforced in the IdM system.

Policies for assurance level evaluation determine the conditions required for an identi-

fier to achieve a certain level of assurance. We have providedrepresentative examples of

such policies that are used in the rest of the dissertation. However the usage of the IdRs is

not limited to the provided example policies. This is because the design of IdR separates

how the commitments are created and the policies used to evaluate the assurance on the var-

ious commitments. The commitments are created in a manner sothat they can be used for

mutli-factor proofs employing ZKPK protocols provided in Chapter 3. These commitments

are not influenced by the policies that are used to evaluate ownership and validity assur-

ance. Other policies can be applied to evaluate the assurance levels and recorded in the IdR.

For example, there could be fine-grained policies to evaluate the resultant identity assur-

ance. Those policies could use aspects such as identity provenance and trustworthiness of

the software and hardware platforms used for identity management in the evaluation. Other

work related to levels of assurance and metrics [58, 59] may also be used while evaluating

the resultant identity assurance.

The VeryIDX logical framework provides a way to understand the key concepts related

to providing privacy-preserving multi-factor identity verification. The set of operational

scenarios using example policies cover the various possible cases that may be taken as a

starting point to explore future possibilities.
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3. MULTI-FACTOR IDENTITY VERIFICATION USING

AGGREGATE PROOF OF KNOWLEDGE

The multi-factor identity verification requirement as highlighted in Chapter 2 is supported

by protocols and use of new cryptographic primitives proposed in this chapter. Multi-factor

identity verification consists of verifying the ownership of multiple strong identifiers of an

individual. Note that by multiple factors we mean that the different strong identifiers come

from different issuers, so they constitute independent forms of identity verification.

Our cryptographic protocols implement a mechanism to provethe knowledge of multi-

ple strong identifiers stored as cryptographic commitmentsusing aggregated zero-knowledge

proofs. The commitments are signed by a special federation entity, referred to asregistrar

(See Chapter 2 Section 2.1.1), and the corresponding signature can be verified in an ag-

gregated fashion at the time of use. To achieve aggregate signature we develop techniques

based on the approach originally proposed by Bonehet al. [22].

Zero-knowledge proof of knowledge (ZKPK) is extensively used for identity protec-

tion [21, 60]. Our scheme enhances such protocols by the use of multi-factor proof. Al-

though a single ZKPK has been proven to be sufficiently efficient [41], multi-factor proofs

cannot maintain the same performance if a large number of proofs is considered. To address

this issue we develop aggregated ZKPK and reduce the proofs of several factors that would

require several ZKPKs to one that uses only one ZKPK. In our protocols, users always

need to compute a small constant number of exponentiations,while the verifier’s computa-

tion of exponentials is dramatically reduced, which makes our protocols highly suited for

lightweight devices.

A key advantage of our protocols is that they are flexible withrespect to which commit-

ments are aggregated. That is, any combination of commitments (among the ones available

for a given user) can be aggregated for computing the signature at runtime. This approach

allows different SPs in the federation to challenge the knowledge of different combinations



55

of the committed identifiers. This is a substantial improvement with respect to existing

approaches [21], which require the possible combinations of strong identifiers to be pre-

defined or stored for computation of multi-factor proofs. Thus, under such protocols the

space required is exponential with respect to the number of committed values. Our proto-

cols instead require storing only the committed values and signatures.

Another main advantage of our solution is that, from an architectural point of view,

it requires only minimal extensions. Besides the conventional set of IdPs and SPs com-

posing a federation, our approach only requires adding someregistrars. As mentioned in

Chapter 2 the task of registrars is to enable users to register their strong identifiers with-

out having to reveal their actual values. Registration in our approach means that users can

establish cryptographic tokens called commitments, whichcan be used subsequently for es-

tablishingproof of knowledgefor the corresponding strong identifiers. Registrars are small

and modular software components that can be easily added to the architectures of current

IdM systems. Our solution is also succinct and flexible, as welet the interacting entities

exchanging only the information actually needed for the specific interaction; no extra in-

formation needs to be exchanged. Our protocols greatly reduce the amount of information

revealed to the SP for verification of identifiers. We even provide a protocol that allows

one to verify the signature of a commitment without knowing the value of the commitment

itself. This property greatly enhances privacy while stillassuring integrity and validity of

committed data. Moreover the ZKPK commitments used are semantically secure requiring

the enrollment of a random secret along with the strong identifier. The use of this technique

ensures that even if an adversary learns the values of the strong identifiers, that is, steals

identity information, it cannot wrongly present itself as the owner of this information.

The chapter is organized as follows. In Section 3.1 we provide the the preliminary

concepts related to cryptographic building blocks used in our protocols. In Section 3.2

we provide the formal definitions for the aggregate ZKPK primitive. In Section 3.3 we

present the cryptographic scheme for the aggregate proof ofknowledge protocols. This is

followed by a detailed analysis of security, efficiency and system security in Section 3.4.

In Section 3.5 we provide a summary.
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3.1 Preliminary Concepts

Following are the preliminary concepts regarding commitments, aggregate signatures

and zero-knowledge proofs, and the corresponding protocolnotation.

Pedersen commitments:Let g andh be generators of groupG of prime orderq. A

valuem is committed by choosingr randomly fromZq and giving commitmentC =

gmhr [46]. CommitmentC is opened (or revealed) by disclosingm andr, and the opening

is verified by checking thatC is indeed equal togmhr. A prover can prove by using zero-

knowledge proof that it knows how to open such commitment without revealing eitherm

or r.

Bilinear maps: For a security parameterk, letq be a prime of lengthk, andG1, G2, GT

be groups of orderq. Supposeg1 ∈ G1, g2 ∈ G2 to be generators. Functione : G1×G2 →
GT is a bilinear mapping if it satisfies the following properties:

1. Bilinear: for allu ∈ G1, v ∈ G2 anda, b ∈ Z, e(ua, vb) = e(u, v)ab.

2. Non-degenerate:e(g1, g2) 6= 1 ∈ GT .

3. There exists a computable isomorphismψ fromG2 toG1, with ψ(g2) = g1.

Bilinear aggregate signatures:The aggregate signature concept has been proposed

by Bonehet al. [22] based on the notion of bilinear maps. We refer to such signature

scheme as BGLS. Informally, aggregate signatures are signatures that allow multiple sig-

natures to be aggregated into one signature that is verifiable with respect the public keys

of the signers and the signed messages. The BGLS scheme consists of five algorithms:

KeyGen, Sign, V erify, Aggregate andAggV er. Any principalP usesKeyGen to gen-

erate the private and public key pair(χ, v) such thatv = gχ
2 , whereg2 ∈ G2, χ is the private

key, andv is the public key.

TheSign algorithm computes the signature on input messagemi. Its main step is the

mapping ofmi into G1 by a mappingh : {0, 1}∗ → G1. The output messageσi =

h(mi)
χ ∈ G1 is the signature formi.
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TheAggregate algorithm aggregates the signaturesσ1, σ2, · · · , σt for t different mes-

sagesm1, m2, · · · , mt into one signatureσ =
∏t

i=1 σi .

The AggV er algorithm verifies a signature and works like theAggregatesignature

algorithm. For a setm1, m2, · · · , mt of different messages, and public keysv1, v2, · · · , vt

and a signatureσ, the verifier checks ife(σ, g2) =
∏

i e(hi, v), wherehi = h(mi) ande is

the bilinear mapping.

Zero-knowledge proof of knowledge:In our approach we use the techniques by Ca-

menisch and Stadler in [61] for the various ZKPK of discrete logarithms and proofs of the

validity of statements about discrete logarithms. We also conform to the same notation

as [61]. For instance to denote the ZKPK of valuesα andβ such thaty = gαhβ holds, and

u ≤ α ≤ v, we use the following notation:

PK{(α, β) : y = gαhβ ∧ (u ≤ α ≤ v)}

The convention is that Greek letters denote quantities the knowledge of which is being

proved, whereas all the other parameters are sent to the verifier. Using this notation, the

proof protocol is described by pointing out its goal while hiding all details.

3.2 Definitions

In this section we provide the definitions for the aggregatedZKPK. We first review the

concept of proof of knowledge and then define the new notion ofaggregate ZKPK.

3.2.1 Zero knowledge Proof of Knowledge

An interactive proof system of knowledge for a certain relationR is a pair of algorithms,

a proverP and a verifierV , the latter running in polynomial time. Informally, a proofof

knowledge is an interactive proof in which the prover succeeds in ‘convincing’ a verifier

that it knows something. What it means for a prover to ‘know something’ (say an element

y) is defined in terms of computation, in that, a prover ‘knowsy’, if on an input stringx, it
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can compute a relationR that depends onx andy without revealingy in clear.

More precisely, letR ⊆ {0, 1}∗ × {0, 1}∗ be a binary relation, then the witness set for any

input elementx ∈ {0, 1}∗ isR(x) := {y | (x, y) ∈ R} and elements inR(x) are witnesses

of x. The language defined byR isLR := {x | R(x) 6= ∅} is in NP andx is an element of

the language. A relationR is a polynomially bounded relation ifR satisfies that there is a

polynomialp(·) such that|y| ≤ p(|x|) for all (x, y) ∈ R.

In our approach, we consider only polynomial time computable and polynomial bounded

binary relations. Therefore we letR be a polynomial time computable and polynomial

bounded relation andP andV be PPT (Probabilistic polynomial time) interactive Turing

Machines (ITM’s). As mentionedP is prover andV is verifier in the interactive proof

system. For any common inputx and auxiliary inputy to P , let (P, V )(x, y) be the output

of the verifierV in the execution of protocol(P (x, y), V (x)). (P, V )(x, y) ∈ {0, 1} and

(P, V )(x, y) = 1 if and only if V accepts the proof. The system of ZKPK with knowledge

errorǫ is given as follows:

Definition 3.2.1 (Zero-knowledge proof of knowledge, ZKPK) The protocol(P, V ) is a

proof of knowledge forR if the following properties hold:

• Completeness. For all (x, y) ∈ R, we have Pr[(P, V )(x, y) = 1] = 1.

• Validity. For every PPT ITMP ′, if Pr[(P ′, V )(x, y) = 1] = p > ǫ, then there exists

a PPT resetting ITME such that Pr[EP ′

(x) = y ∧ (x, y) ∈ R] = p− ǫ.
Here the resetting ITME executes interactively withP ′ by (if necessary) resetting

the random string ofP ′ to reconstruct the desired knowledge.

• Zero-knowledgeness. For any PPT ITMV ∗, there exists a PPT ITM simulatorM∗

such that the following two ensembles are indistinguishable.

– {(P, V ∗)(x)}x∈LR

– {M∗(x)}x∈LR

Thecompletenessproperty states that if the inputx is in the languageLR, thenV always

accepts the common inputx after interacting withP whose auxiliary input isy.Thevalidity
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property requires that the success probability of a knowledge extractorE in extracting the

witness, given oracle access to a possibly malicious proverP ′, must be at least as high

as the success probability of the proverP ′ in convincing the verifierV about the proof

of knowledge. This property guarantees that no malicious prover that does not know the

witness can succeed in convincing the verifier. Finally thezero-knowledgeproperty is

formalized by saying that there exists an efficient algorithm (simulatorM∗) that generates

a pair of numbers that have distribution indistinguishablefrom the reference stringx and

the proof in a real execution of the proof system.

3.2.2 Aggregate Zero Knowledge Proof of Knowledge

Following from the concepts above, consider a series relationsR,R1,R2, . . . ,Rm, and

the corresponding languagesL,L1, L2, . . . , Lm. LetH be a function fromL1×L2×· · ·×
Lm to L. Informally, aggregated ZKPK is to prove the knowledge of a lists of elements

x1, x2, . . . , xm by one proof of knowledge for an aggregated elementH(x1, . . . , xm). After

the successful execution of the ZKPK forH(x1, . . . , xm), the verifier will be convinced

that prover indeed possesses the knowledge of witnessesy1, y2, . . . , ym corresponding to

x1, x2, . . . , xm respectively. We provide a formal definition as follows.

Definition 3.2.2 (Aggregate zero knowledge proof of knowledge, AgZKPK) For binary

relationsR,R1,R2, . . . ,Rm, and languagesL,L1, L2, . . . , Lm, a efficiently sample family

of functionsH = {H | H : L1 × L2 × · · · × Lm → L}, the interactive proof system

(P, V ) for R is an aggregated zero knowledge proof if the following hold:For any tuple

x = (x1, x2, . . . , xm), there is aH ∈ H such thatx = H(x) with (x, y) ∈ R, (xi, yi) ∈ Ri,

y = (y1, y2, . . . , ym) and the following hold

• Completeness. For all (x, y) ∈ R, we have Pr[(P, V )(x, y) = 1] = 1.
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• Validity. For every PPT ITMP ′, if Pr[(P ′, V )((x, x), (y, y)) = 1] = p > ǫ, then

there exists a PPT resetting ITME such that

Pr[EP ′

(x, x) = (y, y) ∧ (x, y) ∈ R ∧
m∧

i=1

(xi, yi) ∈ Ri] = p− ǫ

• Zero-knowledgeness. For any PPT ITMV ∗, there exists a PPT ITM simulatorM∗

such that the following two ensembles are indistinguishable.

– {(P, V ∗)(x)}x∈LR

– {M∗(x)}x∈LR

• Infeasibility. It is infeasible for any PPT ITMP to conduce the proof satisfying

validity property above without the knowledge to(y, y1, y2, . . . , ym).

The infeasibility is a binding property in the sense thatx is formed with the knowledge

of witnesses for each aggregating element. When the languagesLi are all the same asL,

then we say thatL has an aggregated proof of knowledge.

The noninteractive case can be defined similarly as the interactive one. Where the

knowledge extractor needs to reset the common reference strings to extract the knowledge.

Note that the aggregate ZKPK can be trivially implemented with repetition of proofs

for each of aggregated elements. In that case the round complexity of aggregated proof

would depend on the number of aggregated elements. However,in many applications, an

aggregate proof that is sublinear or more efficient is expected. In the protocols following

in the next section we show how we construct efficient aggregate ZKPK.

3.3 Aggregate Zero-Knowledge Proof Protocols

In this section we present our protocols to enable principals to enroll with registrars,

and illustrate how service providers can verify the identity attributes using privacy preserv-

ing multi-factor identity verification mechanism. More specifically, we provide detailed
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Table 3.1 Roadmap of the identity protocols with the identity assurance functions.

Phase Functions Cryptographic Protocols
Enrollment LocalConsistency;

FederationDuplicate Detection;
ExternalValidation

Protocol 1§3.3.1

Update LocalConsistency;
FederationDuplicate Detection

Protocol 1§3.3.1

Usage ExternalValidation Protocols 2, 3(a,b)§3.3.2,
Protocols 4(a,b)§3.3.3

protocols based on aggregate ZKPK that are employed in the enrollment of the SIT iden-

tifiers, and the signing of the commitments. We also show how such commitments can

be used in the verification phase. For clarity in Table 3.1 we provide a roadmap indicating

how the identity assurance functions as defined in Chapter 2 Section 2.3, and cryptographic

protocols are used in the different stages. Our approach is based on aggregation techniques

of committed values to provide flexible and efficient zero-knowledge proofs. We also ex-

tend the aggregation protocols to provide signature verification with hidden commitments

in Section 3.3.3.

3.3.1 Commitments and Signatures at Enrollment

As stated in Chapter 2, at the time of enrollment, for each SITstrong identifier, the

strong identifier binder (denoted bŷM ) is needed as well as the semantically secure com-

mitment (denoted byM). M is signed and stored in the IdR, whilêM is used by registrars

to detect duplicates. In the following protocol we show howM can be created by the princi-

pal interacting with the issuer. We also show how the principal can prove that the two refer

to the same secretm. Finally, we illustrate howM is signed by the registrar. Our enroll-

ment scheme provides one with the capability of verifying later on in an aggregate fashion
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several strong identifiers issued by different issuers. Formally, the protocol is composed of

the following steps.

Protocol 1: Computing a signature on an information-theoretic hiding committed

value.

1. Registrar’s parameters.The registrar runs generation algorithm GenKey on input1k

to generate the public parameters: a primeq of lengthk, three groupsG1, G2, GT of

orderq. Two generatorsg1, h1 in G1 are specified such thatlogg1
h1 is unknown. An

additional generatorg2 ∈ G2 is needed, as well as a secret keyχ ∈ Zq and the public

keyv = gχ
2 . The resulting set of public parameters is(G1, G2, GT , g1, h1, g2, v).

2. Commitment of a valuem ∈ Zq. The principal chooses a valuer ∈ Zq, and computes

M = gm
1 h

r
1. The first time this commitment is computed by the user when the issuer

is constructing the certificateΥ = CertIssuer{M ||M̂} based on blind signatures. We

refer the reader to [41, 42, 47, 48] for details on the blind signature based certificate

issuance. We focus on the how the SIT strong identifiers in these certificates are

enrolled and used in the federation.

Without loss of generality, we consider the commitmentM constructed by the user,

when interacting with the issuer, to be the same one which is committed to the regis-

trar1.

3. Zero-knowledge proof of committed value. The principal gives a ZKPK of opening

of the commitmentM to the registrar.

PK{(α, β) : M = gα
1 h

β
1 , α, β ∈ Zq}

1At the time of enrollment with the registrar the user could construct a new semantically secure commitment
of the formM ′ = gm

1
hr′

1
. The two commitments can be trivially proven to be on the samestrong identifier

m using the following proof of knowledge:

PK{(α, β, γ) : M = gα
1
hβ

1
∧M ′ = gα

1
hγ

1
, α, β, γ ∈ Zq}
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4. Signing of a committed value. After performing the security checks on the committed

value (namely the local consistency and federation duplicate detection), the registrar

executes theSign algorithm on the commitmentM to outputMχ as the signature

whereχ is the secret key of the registrar.

3.3.2 Multi-factor Identity Verification

Assume that principalP requests a service from a SP which requiresP to first authen-

ticate by proving that it knows how to open a specified set of commitments. To indicate

this set of commitments a set of tags is given that is denoted by ψproof . Moreover, to

be authorized for the service the SP usually requires the principal to open or reveal in

clear values some of the strong identifiers in its IdR. We denote this set of tags asψopen.

The signatures and public parameters are retrieved from theprincipal’s IdR, introduced in

Chapter 2 Section 2.3.1. As multiple commitments have to be verified and proven, and

can change according to the specific SPs identity verification policy,ψproof andψopen are

not pre-determined. As such, we need an aggregation technique to combine any given

combination of commitments and signatures for verification. For instance, in Chapter 2

Example 4, when Alice requests for service from SP-Shop, sheneeds to prove knowledge

of ψproof = {SSN,CCN} and provide in clearψopen = {CCN}. In what follows we

illustrate how this can be achieved. Precisely, Protocols 2and 3 provide aggregate proof of

knowledge of the commitments corresponding toψproof andψopen respectively. The pro-

tocols are two-party computations, in which the principal is the prover and the SP is the

verifier (we use the two terms interchangeably).

Protocol 2: Proving aggregated signature on committed values. The principal performs

the ZKP of the aggregated commitments corresponding to the tags given inψproof and

aggregated signature for verification.

1. Principal’s aggregation. Let σ1, σ2, · · · , σt, be the signatures corresponding to the

tags inψproof . The principal aggregates the signatures intoσ =
∏t

i=1 σi, whereσi is
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the signature of committed valueMi = gmi

1 hri

1 . It also computesM =
∏t

i=1Mi =

gm1+···+mt

1 hr1+···+rt

1 . Finally the principal sendsσ,M,Mi, 1 ≤ i ≤ t to the verifier.

2. Zero-knowledge proof of aggregate commitment. The principal and the verifier SP

carry out the following ZKP protocol:

PK
{

(α, β) : M = gα
1 h

β
1 , α, β ∈ Zq

}

3. Verification of aggregate signature. After the verifier accepts the zero-knowledge

proof of the commitments, it checks if the following verifications succeed:

M =

t∏

i=1

Mi and e(σ, g2) = e(M, v)

Only if steps 2 and 3 are successful, the SP will consider the signatures as valid. Step 2

provides an efficient approach to perform the ZKPK for eachMi in an aggregated manner

that avoids carrying out a proof for each of theMi’s. Similarly, the aggregate signature in

step 3 provides an efficient approach to check the signature for each of the commitment

indicated inψproof .

Protocol 3a: Opening the committed value.To satisfy SPs request to open in clear the

principal’s strong identifiers and verify the corresponding signatures, the principal has to

show the corresponding values along with the commitments asgiven inψopen, as well as

the aggregated signature.

The protocol relies on a random oracle hash functionH which is known to all entities.

Formally,

1. Principal’s aggregation and preparation. Upon SPs requirement to open in clear

m1, m2, · · · , mt

(a) The principal aggregates the signaturesσ1, σ2, · · · , σt into σ =
∏t

i=1 σi where

σi is the signature of committed valueMi = gmi

1 hri

1 .
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(b) UsingH, principal computes the random values(x1, x2, . . . , xt) = H(m1 ‖
· · · ‖ mt ‖ M1 ‖ · · · ‖ Mt)

2. It also computesr =
∑t

i=1 rixi which is used in

the zero-knowledge proof in the next step.

The principal sends(m1, . . . , mt), (x1, . . . , xt), (Υ1, . . . ,Υt)
3 to the verifier SP.

2. Zero-knowledge proof of aggregate commitment. The principal and SP computeM =
∏t

i=1M
xi

i and carry out the following ZKPK:

PK
{

(α, β) : M = gα
1 h

β
1 , α, β ∈ Zq

}

3. Verification of aggregate signature. After the verifier receivesM1,M2, · · · ,Mt, and

accepts the zero-knowledge proof of the commitments, it checks if

M =
t∏

i=1

Mi and e(σ, g2) = e(M, v)

Only if all above checks are successful, SP validates the signatures and the strong identifier

valuesm1, m2, · · · , mt.

Steps 1-3 are executed to ensure that the opened valuesm1, m2, · · · , mt are the same as

the ones originally committed{M1, . . . ,Mt}. The knowledge of themi’s is not sufficient

to perform a successful proof of knowledge since also the committed random valueri is

needed to complete the proof. This requirement prevents possible misuse of themi’s by the

verifier SP. Note also that step 1b) corresponds to the challenge creation in a random oracle

model, to enable a non-interactive ZKP according to the Fiat-Shamir [62, 63] paradigm.

2Here the random functionH is from{0, 1}∗ onto{0, 1}ck, wherec is a constant,k is the security parameter.
For anyx ∈ {0, 1}∗, let y = H(x). For any givenck > t > 0, let m = ⌊|y|/t⌋, to denotexi is substring iny
of lengthm for 1 ≤ i ≤ t−1, andxt is the suffix ofy with length of|y|−(t−1)m, such thaty = x1x2 . . . xt.
We denote it as(x1, . . . , xt) = H(x).
3Note thatΥi = CertIssuer{Mi||M̂i}.
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Moreover, based on the provided certificatesΥi = CertIssuer{Mi||M̂i} the association of

Mi andM̂i can be determined for correctness.

Protocol 3b: Hidden Strong Identifier Validation . In the following protocol we consider

the specific case of transactions where the actual values of strong identifiers are not required

to be released to the SP. For instance in Chapter 2, Example 4,say the SP-Shop does not

really need the actual value of CCN because the issuer of the CCN, possibly a bank, based

on the required information can credit SP-Shop with the required amount of money. In the

protocol the strong identifier is revealed only to the issuerof that identifier and the strong

identifier binders are sent to the SP instead of the clear values. Moreover, an additional

cryptographic token is passed to the SP that is in turn forwarded to the issuer. Here, we

assume that the principal knows the public key of the issuer.Formally,

1. Principal’s aggregation. Upon SPs requirement to provide strong identifier binders

m1, m2, · · · , mt, the following steps are executed:

(a) The principal aggregates the signaturesσ1, σ2, · · · , σt into σ =
∏t

i=1 σi where

σi is the signature of committed valueMi = gmi

1 hri

1 .

(b) The principal retrieveŝMi ∈ Υi = CertIssuer{Mi||M̂i} for 1 ≤ i ≤ t and

r =
∑t

i=1 rixi which is used in the ZKP in the step 2. UsingH, it also computes

the random values(x1, x2, . . . , xt) = H(M̂1 ‖ · · · ‖ M̂t ‖M1 ‖ · · · ‖Mt).

(c) The principal constructs the following message for eachissuer.

EncIssuer({m1, . . . , mt, timestamp})

The principal sends(Υ1, . . . ,Υt), σ andEncIssuer({m1, . . . , mt, timestamp}) to SP.

2. Zero-knowledge proof of aggregate commitment. Based on the provided certificates

Υi = CertIssuer{Mi||M̂i} the association ofMi andM̂i is determined. For the proof
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of knowledge of the strong identifiers and associated secrets, the principal and SP

computeM =
∏t

i=1M
xi

i and carry out the following ZKPK:

PK
{

(α, β) : M = gα
1 h

β
1 , α, β ∈ Zq

}

3. Verification of aggregate signature. The principal sendsσ to the SP which can verify

the signature as follows:

M =

t∏

i=1

Mi and e(σ, g2) = e(M, v)

Only if steps 2 and 3 are valid, validator SP will accept the truth of the signatures and send

the message.4 SP will append all the strong identifier binder numbers to themessage for

verification by the issuer as follows:

EncIssuer({m1, . . . , mt, timestamp}), (M̂1, · · · , M̂t)

The issuer can then verify each of themi’s for its validity as well as the freshness of the

message using thetimestamp. It can also check thatmi, 1 ≤ i ≤ t, corresponds to the

binder numbers as checked by the SP.

3.3.3 Signature Verification with Hidden Commitments

The tags associated with committed strong identifiers may potentially leak information

about the individual. For example, if aSSN number is enrolled it would imply that the

individual has some source of income within the U.S. This maybe not be acceptable in

some scenarios, as highlighted by next example.

Example 8 Consider a registrarRgovt that enrolls only government officials and requires

high identity assurance for each of the commitments it signs. The commitments of the in-

4If more than one registrars signature is involved, more bilinear mapping computations are involved in the
step 3.
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dividuals inRgovt may correspond to the role of the individual in the organization. Suppose

principalPA has enrolled its“secret service officer ID number”with Rgovt and has re-

ceived a signed commitment corresponding to it. Consider now a hotelHt which provides

discounts to government officials.PA while booking a room atHt wants to apply for the

discount. For this purposePA needs to prove the commitment signed byRgovt. If the com-

mitment and the corresponding tags are given in clear, they will leak information regarding

PA being a secret service officer. Therefore, it is desirable thatPA be able to prove that it

has enrolledsomeidentifier withRgovt without revealing the exact commitment or the tag

associated with it.

The above example can be generalized to the case where multiple commitments should

be proven issued by a known registrar without actually disclosing the values of the com-

mitment itself or the corresponding tags. To achieve this feature we introduce a new cryp-

tographic primitive.

Protocol 4a: Integrating the zero-knowledge proof into theverification.

1. Principal’s aggregation. Upon SPs requirement to proveσ1, σ2, · · · , σt, the principal

aggregates the signatures intoσ =
∏t

i=1 σi whereσi is the signature of committed

valueMi = gmi

1 hri

1 . The principal also computesm = m1 + · · ·+mt (mod q), r =

r1 + · · ·+ rt (mod q).

2. Zero-knowledge proof of aggregate commitment. The principal sendsσ to SP, and

carries out the following ZKP protocol with SP:

PK
{
(α, β) : e(σ, g2) = e(g1, v)

αe(h1, v)
β, 0 < α, β < q

}

Note that the only information sent by the principal isσ, while in Protocol 3 also the tags

and the commitments were sent. If the above checks are valid,verifier SP will validate the

signatures.
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Protocol 4b: Zero-knowledge proof the aggregated signature.

Protocol 4a is a secure protocol that hides the tags and commitments. However, it is not

a ZKP protocol because different instances of the signatureverification performed by the

same principal can be linked by the SP because the signaturesthemselves are deterministic.

Moreover, if the principal had revealed in an earlier transaction, itsMi (and possibly the

tag associated with it) then the SP can link theσi with it. To address this shortcoming

we provide a protocol variant in which even the actual signature is not revealed. More

specifically, a randomized signature is used to verify that the original signature has been

issued by a given registrar. As the signatures are randomized and the proof of validity is

zero-knowledge, one signature cannot be distinguished from the other. The succinct ZKPK

is to convince the verifier of the possession of knowledge of one signature on a committed

value, rather than which one it is. The final submitted value is independent of any of

the actual signatures. Therefore it is necessary that only one signature be verified. Any

further verification of additional randomized signatures does not provide any additional

information. This protocol has the advantage of assuring that a principal remains unlinkable

and anonymous even if it had initially revealed its strong identifiers and commitments to

the verifying SP.

1. Principal’s hiding. Upon SPs requirement to prove a signatureσ, principal chooses

r ∈ Zq at random, and sends the messagesδ := σr to SP.

2. Zero-knowledge proof of aggregate commitment. The principal carries out the fol-

lowing zero-knowledge proof protocol with the verifier SP:

PK
{
(α, β) : e(δ, g2) = e(g1, v)

αe(h1, v)
β, 0 < α, β < q

}

3.4 Analysis

In this section we analyze our solution. We first provide a formal analysis of the security

of the cryptographic protocols introduced in Section 3.3. We then evaluate the computa-

tional complexity of the main protocols characterizing ourapproach. Finally, based on
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the properties of our protocols and on the identity assurance methodologies presented in

Chapter 2 Section 2.3, we briefly analyze how identity theft prevention is achieved in the

resulting identity system.

3.4.1 Security Analysis of the Protocols

Before proving the security properties of our protocols, weidentify the properties that

characterize the cryptographic techniques used. The security of such cryptographic tech-

niques relies on the assumption of the co-gap Diffie-Hellman(co-GDH) problem [22],

which is summarized as follows.

For multiplicative cyclic groupsG1, G2, GT of orderq, letg1 be a generator ofG1 andg2 be

a generator ofG2. Letψ be a computable isomorphism fromG1 toG2, withψ(g1) = g2 and

e a computable bilinear mape: G1 ×G2 → GT . ψ ande can be computed efficiently. The

co-GDH gap problem is relating two problems used in cryptography which are as follows:

Decisional Co-Diffie-Hellman problem: Given 〈g1, g2, g
a
1 , g

b
2, g

c
2〉 for somea, b, c ∈

Z∗
q , to decide ifc = ab mod q.

Computational Co-Diffie-Hellman problem: Given 〈g1, g2, g
a
1 , g

b
2〉 for somea, b ∈

Z∗
q , to computegab

2 ∈ G2.

GroupsG1, G2 are said to beCo-GDH groups if there exists an efficient algorithm to

solve the Decisional Co-DH problem and there is no polynomial-time (in |q|) algorithm to

solve the Computational Co-DH problem. The existence of a cryptographic bilinear map

ensures the existence of Co-GDH groups.

As the discrete logarithm assumption is implied by the co-GDH assumption, the results

stated in the next lemma concerning the ZKPs appearing in Protocols 1, 2, 3a, 3b and 4a

are derived from [61,64].

Lemma 3.4.1 LetG1, G2 be Co-GDH groups of prime orderq with respect to generators

g1 ∈ G1 and g2 ∈ G2. Let h1 ∈ G1 be a generator withlogg1
h1 unknown. The ZKPK

appearing in Protocols 1, 2, 3a, 3b and 4 hold true for the specified parameters. More

precisely:
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1. Step 3, Protocol 1, and step 2 in Protocol 3b are ZKPs of knowledge of the values

mi, ri ∈ Zq such that the samemi is committed inMi and its strong identifier binder

is M̂i.

2. Step 2 in Protocol 2 is a ZKPK of the values
∑
mi mod q,

∑
ri mod q.

3. Step 2 in Protocols 3a and 3b is a ZKPK of the values
∑

(mi× xi) mod q,
∑

(ri×
xi) mod q wherexi ∈ Zq are random challenges.

4. Step 2 in Protocol 4a is a ZKPK of the values
∑
mi mod q,

∑
ri mod q satisfying

the signature verification relation.

We now show that all protocols are two-party secure computations. Security is ensured

by provingcorrectnessandunforgeabilityof each protocol.

Correctness of protocols means that honest users can, with correct data, carry out the pro-

tocols successfully, while unforgeability guarantees that an adversary, with forged data,

cannot execute the protocols successfully. Our results on unforgeability for Protocol 2 are

derived from Lemma 3.4.3.

Proving the security of the first protocol is straightforward. The following lemma is given.

Lemma 3.4.2 In Protocol 1, letG1, G2, be Co-GDH groups of prime orderq with respect

to generatorsg1 ∈ G1 andg2 ∈ G2. Leth1 ∈ G1 be a generator, withlogg1
h1 unknown.

The protocol is secure.

The truth of Lemma 3.4.2 is based on the statistical hiding and computational binding

properties of Pedersen commitments. Therefore, signatures and aggregation computed on

such commitments will continue to hold those properties. The independent techniques

employed in this protocol are conventional, and have been investigated separately in several

papers [46, 65–67]. The correctness proofs are similar to the ones elaborated in Theorem

3.4.4 and are therefore omitted.

Lemma 3.4.3 (Unforgeability of Aggregation of Pedersen Commitment) LetG be a

group of prime orderq, in which the discrete logarithm is hard to compute. Elements
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g, h ∈ G are generators withlogg h unknown.Mi = gmihri are Pedersen commitments to

messagesmi ∈ Zq, and random numbersri ∈ Zq, with 1 ≤ i ≤ t. LetM =
∏t

i=1Mi.

Then, it is infeasible, given onlyM1,M2, . . . ,Mt, to computem, r such thatM = gmhr if

at least one ofmi or ri is unknown.

Proof Suppose thatm1, . . . , mt−1 andr1, . . . , rt are known, andmt is unknown. If ad-

versary can computem, r ∈ Zq, wherem =
∑t

i=1mi, r =
∑t

i=1 ri such thatM =

gmhr, then it can getgmtgm1+m2+···+mt−1hr1+···+rt = gmhr. This means thatgmt =

gm−m1−···−mt−1hr−r1−···−rt, which impliesmt ≡ m − m1 − · · · − mt−1 mod q andr ≡
r1+· · ·+rt mod q. This in turn implies that the adversary can solve the discrete logarithm

gmt = M/(gm1+···+mt−1hr) with respect tog. Asmt is an arbitrary element inZq, that is

contradictory with respect to the discrete log problem (DLP) assumption.

Theorem 3.4.4 For co-GDH groupsG1, G2, Protocol 2 is a secure two-party computation.

Proof We show that the prover needs to know all the committed valuesand that the asso-

ciated signatures need to be valid to successfully execute the protocol.

Correctness: Let Mi = gmi

1 hri

1 , σi = Mχ
i , thenM =

∏t
i=1Mi =

∏t
i=1 g

mi

1 hri =

gm
1 h

r
1, wherem =

∑t
i=1mi, r =

∑t
i=1 ri. The prover is able to execute

PK
{

(α, β) : M = gα
1 h

β
1 , α, β ∈ Zq

}

with the knowledge ofα = m andβ = r according to Lemma 3.4.1.

To prove correctness for step 3 of the protocol, which verifies the validity of the aggre-

gated signature, we note thatσ =
∏t

i=1 σi =
∏t

i=1M
χ
i , and

e(σ, g2) = e

(
t∏

i=1

Mχ
i , g2

)
=

t∏

i=1

e(Mi, g2)
χ =

t∏

i=1

e(Mi, v) = e(M, v).

Unforgeability: We prove this property by showing that if the prover does not know

even one of the messages{mi}1≤i≤t and{ri}1≤i≤t, OR one ofσi, 1 ≤ i ≤ t, is not valid,

then the protocol fails.
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If the prover does not know all the secrets and the proof is executed successfully, this

would mean that there exists a knowledge extractor that can extract two valuesm′ andr′

such thatM = gm′

1 hr′

1 . However, according to Lemma 3.4.3 this is infeasible.

For the case in which any one of the signatures is not valid, the step 3 of the protocol will

not succeed because of the security of the aggregated signature as given in [22].

Theorem 3.4.5 For co-GDH groupsG1, G2, the following results hold:

1. Protocol 3a is a secure two-party computation. It guarantees that 1) principal has

knowledge of valuesri, 2) the valuesmi are correctly committed inMi, and 3) sig-

naturesσ1, σ2, . . . , σt are valid.

2. Protocol 3b is a secure two-party computation. It guarantees that 1) principal has

knowledge of valuesri, 2) the values committed inMi andM̂i are the same, and 3)

signaturesσ1, σ2, . . . , σt are valid.

Proof We show that it is correct and unforgeable.

Correctness: We prove that for the honest prover, with valuesm1, · · · , mt,Mi =

gmihri , the protocols execute correctly. After computing the values(x1, · · · , xt) the prover

calculatesM =
∏t

i=1M
xi

i = gm
1 h

r
1. Here,m =

∑t
i=1mixi andr =

∑t
i=1 rixi. From this

the prover is able to carry out the ZKPKPK{(α, β) : M = gα
1 h

β
1}. As such, only by

knowing allmi, 1 ≤ i ≤ t andri, 1 ≤ i ≤ t the correct valuem andr can be computed

and substituted forα andβ. Items 1) and 2) of the thesis are thus proved for both Proto-

cols 3a and 3b. The association ofMi andM̂i is clearly determined based on the provided

certificatesΥi = CertIssuer{Mi||M̂i}.
The correctness of the signaturesσ1, σ2, . . . , σt is derived from the validity of aggre-

gated signatureσ. We omit the correctness proof forσ because it is similar to the proof

given for Theorem 3.4.4.

Unforgeability:

1. Protocol 3aWe show by contradiction that the successful execution of the protocol

guarantees that a prover cannot forge even one ofri ormi.
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Assume that an adversary executes successfully the protocol based on its knowledge

of r2, · · · , rt andm1, · · · , mt and that it does not knowr1. To execute step 2 of

Protocol 3a (3b), a zero-knowledge extractor that extractsm andr has to exist. Thus

the adversary can feasibly computer and, fromr =
∑t

i=1 xiri mod q, it can deduce

r1. Thus it can feasibly computer1 which is a contradiction with respect to the

assumption thatr1 is unknown. The same argument holds true form.

Unforgeability ofmi means that it is infeasible for a prover to reveal a set of{m′
1, · · · ,

m′
t} which is not exactly the same as{m1, · · · , mt} corresponding to the original

identifiers committed inM1, · · · ,Mt and successfully execute the protocol. In this

case at least onem′
i with m′

i 6= mi mod q exists which would result in the random

challenges to be calculated as(x1, · · · , xn) = H(m′
1 ‖ · · · ‖ m′

t ‖ Mi ‖ · · · ‖ Mt).

Step 2 of Protocol 3a performs the ZKPK, showing thatM = gm
1 h

r
1, r =

∑t
i=1 xiri

mod q, M =
∏t

i=1M
xi

i = gm
1 h

r
1. Here,m =

∑t
i=1 ximi, m′ =

∑t
i=1 xim

′
i.

Since logg1
h1 is unknown,gm = gm′

implies m − m′ = 0 mod q. That is,
∑t

i=1 xi(m
′
i−mi) = 0 mod q. Because there exists at least onei such thatm′

i 6= mi

mod q, and since(x1, · · · , xn) is random, it is infeasible that
∑t

i=1 xi(m
′
i−mi) = 0

mod q.

2. Protocol 3bThe same reasoning as before applies to Protocol 3b, with theonly dif-

ference that SP does not explicitly know the valuesm1, m2, . . . , mt.

By using messagesEncIssuer({m1, . . . , mt, timestamp}), (M̂1, · · · , M̂t), the issuer

will check if the M̂i binder corresponds to the strong identifier provided. If they

are all valid, and from the correctness of the proof, we know thatmi is the value

committed inMi, 1 ≤ i ≤ t, which were signed by registrar.

Theorem 3.4.6 For co-GDH groupsG1, G2, Protocol 4a is a secure two-party computa-

tion in random oracle model.
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Proof We show that it is correct and unforgeable.

Correctness: From the signaturesσ1, σ2, . . . , σt assigned by the registrar for messages

M1 = gm1

1 hr1

1 , . . . ,Mt = gmt

1 hrt

1 , the principal computes

σ =
t∏

i=1

σi =
t∏

i=1

Mχ
i =

t∏

i=1

gmiχ
1 hriχ

1 = gmχ
1 hrχ

1

Wherem =
∑t

i=1mi, r =
∑t

i=1 ri. Then

e(σ, g2) = e(gmχ
1 hrχ

1 , g2) = e(gm
1 h

r
1, g2)

χ = e(g1, v)
me(h1, v)

r

whereχ and v = gχ
2 are respectively the private and public keys of the registrar. The

principal is able to successfully carry out the ZKPKm, r as given in step 2 of the protocol.

Unforgeability : The successful protocol execution should guarantee that the prover

has valid signaturesσi and knowledge of allmi committed inMi. If a knowledge extractor

exists for the ZKPK at step 2 that extracts two messagem′ andr′, such thate(σ, g2) =

e(g1, v)
m′

e(h1, v)
r′, then it would mean thate(σ, g2) = e(gm′χ

1 hr′χ
1 , g2). More specifically,

e(gmχ
1 hrχ

1 , g2) = e(gm′χ
1 hr′χ

1 , g2). SinceG1, G2 are Co-GDH groups, it implies that the

principal knows the valuesm andr. By Lemma 3.4.3, we know that the prover has the

knowledge of all the valuesmi committed in the messagesMi 1 ≤ i ≤ t. Thus, the validity

of signaturesσ1, . . . , σt is obtained from the security of aggregation signature [22].

Theorem 3.4.7 Protocol 4b is a ZKP of a signature on a message under signature scheme

of Protocol 1.

Proof To show the zero-knowledge property, we construct a simulator S as follows. Be-

cause the message that the principal sent in the first step is independent of any actual sig-

nature,S randomly choosess1, s2 ∈ Zq, and formsgs1

1 h
s2

1 that has the following property:

e(gs1

1 h
s2

1 , g2) = e(g1, g2)
s1e(h1, g2)

s2 = e(g1, v)
s1/χe(h1, v)

s2/v
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Table 3.2 Comparison on the number of exponentiations for proving t factors.

Protocol
2

Protocol
3a

Protocol
3b

Protocol
4a

Protocol
4b

Our provers 2 + 2 3 + 2 3 + 2 2 2
Protocols verifiers 3 2t+ 3 2t+ 3 3 3
Without provers 2t 4t 4t 2t ×

Aggregation verifiers 3t 5t 5t 3t ×

The above results in the correct form of the required signature. Because in step 2, the

principal and SP execute a ZKP, it follows that there exists asimulatorS ′ for that step.

WhenS ′ is run, it is easy to deduce that the simulatorS constructed is the zero-knowledge

simulator for the protocol.

Next, we show that Protocol 4b is a proof of knowledge. Suppose a prover can give an

acceptance proof following the protocol, the knowledge extractor for it will obtain values

m0, r0 ∈ Zq, such that

e(σ, g2) = e(g1, v)
m0e(h1, v)

r0 = e(g1, g2)
m0χe(h1, g2)

r0χ = e((gm0

1 hr0

1 )χ, g2)

This forms a signature pair(gm0

1 hr0

1 , σ).

3.4.2 Complexity Evaluation of the Protocols

Our ZKPK is based on the difficulty of the discrete logarithm,which is implied by the

assumption of co-GDH groups. To compute the proof ofPK{(α, β) : y = gαhβ, α, β ∈
Zq}, five exponentiations are used [68]. If a separate proof of the knowledge fort com-

mitments were used, then5t exponentials would need to be computed. In some of our

protocols, we reduce the number of exponentiations to a constant that does not depend

on the number of commitments to be proved. In our protocols, principals always need
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compute a constant number of exponentiations, while the verifier’s computation of expo-

nentials is mostly dramatically reduced (see Table 3.2). These simple considerations prove

the efficiency and practical features of our approach. Table3.2 reports a comparison of

the exponentiations computed by the principals or provers and verifiers in our aggregate

protocols and in the case when they are not aggregated.

As we adopted the Pedersen commitment and the short signature from [69], our signa-

tures on commitments are short and the storage complexity issmaller than the ones com-

puted with existing techniques [21]. As an example, even thesimplest version of signature

has a length three times than ours.

Camenischet al. also considered signatures on the commitments on a set of messages

(see [21], page 10 and Theorem 3.) Compared to their methods,our approach is more

flexible in that whenevern messages are committed for a user, the user is able to to prove

2n − 1 many combinations of them, which does not appear possible inthe scheme by

Camenischet al. Because we make use of the aggregation signatures developedin [22] to

sign the Pedersen’s commitments, the verification of the signature is more efficient than if

the verification were executed separately.

Moreover, in our case, because the signatures stored in a particular IdR are assigned

only by the registrar that enrolls it, the verification becomes even more cost effective. We

compare to the case in which aggregated proofs are not used. Non-aggregated proofs need

2t many bilinear mapping computations for the verification oft signatures, while each of

our protocols needs only2 bilinear mappings, which is again a constant and is independent

of the number of signatures proved.

To summarize: no matter how many factors need to be proved, with users having to

perform only constant exponentials (at most five) in the proof, it is practical to execute our

protocol in lightweight devices such as smart card, mobile devices and so on. No matter

how many factors need to be proven, there are only two bilinear mapping computations

needed in each protocol, and the number of exponentials for the verifier are dramatically

reduced.
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3.4.3 Security analysis of the Federation System

We discuss how our identity assurance techniques and cryptographic protocols together

guarantee the security of the federated identity management system with respect to robust-

ness and confidentiality. In our context, robustness means that no theft of identity attributes

can be perpetrated within the federation. Confidentiality means that no unauthorized third

party can gain access to the data exchanged during the registration and the usage protocol.

Robustness against theft of identity attributes. An important property that our pro-

tocol must ensure is that no matter how the federation entities might collude, it must not

be possible for any entity to succeed in compromising use of identifiers of other principals.

Thus, it must not be possible that a principalP uses a strong identifierm belonging to

another principalP ′ ∈ P unlessP can prove ownership ofm as well. Further, the SP can

ensure that an adversary will not succeed in using strong identifiers belonging to any other

individual, even if such individual has never registered the identifier with the federation.

To show robustness we focus on the most interesting misbehavior by the different entities.

(i) Dishonest principalP . At the time of registration, two possibilities arise: the first

is the case in whichP impersonates an already registered individual,P ′ ∈ P, by trying to

registerm which is owned byP ′. P fails registeringm because the strong identifier binder

M̂ is in fact already recorded by theFederationDuplicateDetection function (see Table 2.2),

whenP ′ enrolled it. The other possible case is thatP is impersonating an individual not

known to the federation by registering a strong identifierm. Here, theft byP is detected

becauseExternalValidation is executed for a minimum number of strong identifiers as

defined by the federation. Protocols 2, 3 and 4 provide efficient and flexible approaches to

perform the multi-factor identity verification at the time of usage. Each of them are secure

as proved by Theorems 3.4.4− 3.4.7. Therefore impersonation can only be achieved with

the compromise of all the required identifiers.

(ii) Honest principalP with dishonest registrar.Within the federation even a registrar

cannot misuse the data, because it cannot prove the ownership of a valid IdR. This is en-

sured by the ZKPK protocol presented in Section 3.3. Anotherpossible misbehavior of the
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registrar not strictly related with identity theft is related with corrupting the IdR. Precisely,

the value of one or more stored commitments in IdR may be changed to an incorrect value.

However, because the principal generates these values independently from the registrar’s

input, such errors can be detected.

(iii) Honest principalP with dishonest SP.Even in case a dishonest SP attempts an

identity theft, it cannot reuse the proofs or the signaturesto prove ownership of the corre-

sponding strong identifier. This condition holds even if theSP knows the actual value of the

strong identifiers, because of the semantically secure Pedersen’s commitment. Moreover

as illustrated in Protocol 3b thetimestamp prevents any replay attack of a final token sent

to the issuer.

Confidentiality . Confidentiality of strong identifiers is achieved through combination

of PKI techniques and the security of the protocols. Precisely, confidentiality is achieved

as follows. Concerning identifiers registration, as illustrated in Protocol 2, only the com-

mitments of the strong identifiers are revealed. From Lemmas3.4.1 and 3.4.2, it follows

that the values of the strong identifiers in the commitments remain confidential. With re-

spect to usage of identifiers our protocols preserve minimality, in that if the values of the

strong identifiers are not required to be revealed at the timeof usage, then as illustrated

in Protocols 3b, 4a and 4b, we derive that the confidentialityof the strong identifier is

assured. Concerning the confidentiality of weak identifiersand strong identifiers’ tags,

Protocol 4(a,b) provides an elegant way to hide the entire IdR. Moreover, subsequent usage

of the the signatures cannot be linked in Protocol 4b that is proved in Theorem 5.6 part 2.

Protocol 4(a,b) directly implies that SPs do not have accessto the tags of the committed

values and they cannot infer which strong identifiers have been committed.

3.5 Summary

The AgZKPK protocols presented in this chapter provide a flexible and privacy pre-

serving methodology to perform multi-factor identity verification. We have shown that

our aggregated multi-factors ZKPKs are more efficient than separate cases ZKPKs. More-
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over users only need to calculate a constant number of exponentials, no matter how many

signatures and commitments are to be proved. Our proof of knowledge of signature on

commitment is more computationally and storage efficient than existing approaches [21].

Our aggregate proof is more flexible and requires a small amount of storage. The verifica-

tion of the aggregated signature is also efficient. The smallsecurity parameters such asq

used by the Weil or Tate Pairing [70] can be efficiently implemented better than RSA on

small devices such as smart cards. Together with the additional composite protocols for

maintaining identity assurance as introduced in Chapter 2,this forms an important part of

the solution to prevent identity theft.

There are specific assumptions to consider while employing the AgZKPK protocols.

First, the protocols are based on the discrete logarithm assumption. Second, it is assumed

that a standards based IdM message exchange format [71] is employed to execute the pro-

tocols.

One key assumption for the correctness of AgZKPK protocols is that all the secrets

associated with the principal’s SIT identifiers that are required to create the proof are not

compromised. Therefore it is required that the principals employ mechanisms to manage

and secure the secrets. In addition, even as minimal information is revealed during the

multi-factor verification, it may be possible for the verifier to infer additional information

about a principal based on the principal’s activities including authorization and service

access.

A SP is assumed to define identity verification policies that require proofs of identity

and ownership in addition to traditional forms of identity attributes. This was illustrated

with representative examples with the AgZKPK protocol descriptions. Moreover the SP is

assumed to have an AgZKPK verification component to perform the verification steps for

the ZKPK and aggregate signatures as defined in the protocols.
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4. BIOMETRIC IDENTITY VERIFICATION USING BIOMETRIC

COMMITMENTS

In this chapter we extend the multi-factor identity verification requirement highlighted in

Chapter 2 to include biometric identifiers as SIT identifiers. In general, biometric identi-

fiers are verified using biometric verification systems that are automated methods for rec-

ognizing an individual based on some physiological and behavioral characteristics, such as

fingerprints, voice, or facial features. Biometric verification1 provides some inherent ad-

vantages as compared to other non-biometric identifiers because biometric characteristics

correspond to a direct evidence of the personal identity versus possession of secrets that

can be potentially stolen. Moreover, most of the times biometric enrollment is executed

in-person and in controlled environments making it reliable for subsequent use [4].

Biometric verification poses several non-trivial securitychallenges because of the inher-

ent features of the biometric data itself. Addressing thesechallenges is crucial for the large

scale adoption of biometric verification, its integration with other verification techniques,

and with access control systems.

In typical biometric verification systems, at the time of enrollment the individual’s bio-

metric sample is processed into a template to be used for subsequent verification attempts

using biometric matching. This template is in the form of digital data and often stored in

a database or on a token. Biometric matching is probabilistic in nature, which means that

two samples of the same individual are never exactly the same. If the two samples are

encrypted for security reasons, they need to be decrypted before they can be matched. This

raises the issue of cryptographic key management to enable decryption of a stored biomet-

1Within the biometric community biometric authentication is more specifically referred to as either verifica-
tion or identification. In verification user makes a claim to identity and then matching of the user sample
presented to the system is executed on a one-to-one basis. Identification does not require a claim to identity;
therefore the current sample is compared against a large number of templates in the database until a match is
found. In this chapter we focus on biometric verification.
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ric template, and also represents a point of vulnerability where if the cryptographic key

is compromised then the confidentiality of the biometric template is also compromised.

Unlike some password systems that perform a one-way hash function on the user input,

biometric systems cannot rely on the same process. The reason is that the cryptographic

hash values will never be the same for the reference templatevalue stored at enrollment,

and sample presented at verification. Additionally templates are often vendor-specific and

therefore the interoperable use of such templates in a distributed system is difficult.

Biometric verification from an unsupervised location also presents the possibility for

sensor spoofing attacks. The credibility of the output from abiometric matching process

depends entirely on the integrity of the sample provided, and whether it is a true sample

provided by the owner of the biometric characteristic. Older generation biometric cap-

ture devices were vulnerable to spoofing attacks, and there is extensive work on-going to

mitigate biometric sensor spoofing [72,73].

Biometric verification can be implemented through systems performing template match-

ing either on theserveror on theclient side. Depending on where the matching of the

biometric template is executed - at the server or at the client - different security problems

arise. In the former case the main issues are related with thelarge scale and distributed

management of biometric templates. The creation of a database of a particular biometric

at the server should itself be secure and possibly decentralized. Also, such database may

depend on a particular template creation and matching algorithm as well as hardware and

thus may not be interoperable.

Additionally, storing biometric information in repositories along with other personally

identifiable information raises several security and privacy risks [10]. These databases are

vulnerable to attacks by insiders or external adversaries and may be searched or used out-

side of their intended purposes. It is important to note thatif the stored biometric templates

of an individual are compromised, there will be severe consequences for the individual

because of the lack of revocation mechanisms for biometric templates.

Because of the security and privacy problems of server side matching, several efforts

in biometric verification technology have tried to develop techniques based on client side
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matching [74, 75]. Such an approach is convenient as it is relatively simple and cheap to

build biometric verification systems supporting biometricstorage at the client end able to

support local matching. Nevertheless, systems of this typeare not secure if the client device

is compromised; therefore additional security mechanismsare needed.

Client side verification systems led to research on key generation mechanisms that use

biometrics [74–80]. Key generation is generally executed by first extracting the biometric

features from the biometric data based on a feature extraction module of the biometric veri-

fication system. Then, the biometric features are sent to thesystem specific key-generation

module to generate a key, that we refer to asbiometric-key(BK for brevity). The BK

is never stored at any location and the key generation mechanisms should not allow re-

generation of the BK without the individuals’ real biometric. Note also, that the biometric

template is not stored, therefore verification does not involve biometric matching and in-

stead uses the BK. One main challenge in such an approach is todevise algorithms for

reliable BK re-generation that is used for verification. Reliability is based on two specific

properties, namely uniqueness and repeatability. Uniqueness of BK is required to ensure

that two different individuals do not generate the same BK. Repeatability refers to the abil-

ity by an individual to re-generate its own BK.

Our scheme for key generation is developed based on singularvector decomposition (SVD)

based image hashing techniques followed by support vector machine (SVM) based classi-

fication. Although several approaches have been taken to generate biometric keys, they are

based on specific biometric features [80], and cannot be usedfor other types of biometrics.

In our approach we generate keys of comparable bit lengths, using the generic image fea-

tures of 2D images of biometric. More specifically, we show that our generic biometric key

generation techniques work effectively for fingerprint images, iris images and face images.

Through empirical analysis, we find substantial improvement in the performance with re-

spect to false rejection rate and false acceptance rate as compared to the closely related

schemes [81, 82]. Our generic image based approach is suitable for multimodal biometric

systems [83]. Multimodal biometric systems utilize more than one physiological or behav-
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ioral characteristic for enrollment and verification. Suchcapability is also inline with the

multi-factor identity verification elaborated in Chapters2.

A main advantage of our protocols is the privacy and securityproperties of the resultant

biometric verification system. We show that the privacy of the biometric is preserved as

the final BK does not reveal any information of the original biometric image. The key

generation process includes pseudorandom values in several steps of the protocol. The

pseudorandomness and specific properties of the SVD ensure that it is computationally

hard for an attacker to retrieve the original image even if the BK is compromised. We

also analyze several attack scenarios, including the case when all secrets on the device are

compromised; even in this case it is computationally hard for the attacker to retrieve the

BK.

Another main advantage is that we encode the BK into a cryptographic biometric com-

mitment that is used in ZKPK at the time of verification, usingprotocols detailed in Chap-

ter 3. This way the biometric identifiers can be used togetherwith other SIT identifiers in

multi-factor identity verification. Using such techniquesthe same BK can be used multiple

times with the same or different verifying parties without the verifying party being able to

link the transactions based on the cryptographic ZKPK proofof BK. It follows from the

zero knowledge proof protocols that the cryptographic proofs cannot be replayed. As such

the verifying party obtains no information about the characteristics of the real biometric

based on the cryptographic proof. Moreover, using BK to construct biometric commit-

ments eases the revocation and re-enrollment mechanisms ofthe BK.

The chapter is organized as follows. In Section 4.1 we provide an overview of our

approach. In Section 4.2 we provide the biometric key generation protocol. Specifically in

Section 4.2.2 we provide our hashing algorithm and in Section 4.2.3 we provide the SVM

techniques we employ. This is followed by the experimental results of these Algorithms in

Section 4.2.4. In Section 4.3 we provide a detailed analysisof our algorithms and approach

followed by a summary in Section 4.4.
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4.1 Overview of Approach

We begin with providing an overview of the biometric key (BK)life cycle, to clarify

the main steps of a BK, from its generation to its dissolution. We describe the step by step

process to be conducted for deploying a biometric key in a given organization having a

finite set of individuals.

The first stage is theconfigurationstage, during which the BK generation algorithm is

configured and tested. Configuration is based on BK-FEATURE-VECTOR which defines

the features of the biometric that will be used for capturingthe biometric characteristics.

The BK-FEATURE-VECTOR and the BK generation algorithm are tested with a database

of the potential individuals’ biometric, to ensure that theuniquenessandrepeatabilityprop-

erties of the resultant BK will be satisfied. Based on the testresults, the algorithm param-

eters can be fixed, to ensure the highest possible accuracy and robustness of the biometric.

An example to reflect such case is as follows.

Example 9 Consider a case where biometric key generation system is configured to gener-

ate keys from fingerprints using optical scanners. However,the individual using it instead

has a thermal fingerprint scanner that outputs slightly different fingerprint images. In this

case, the biometric system can be re-configured to set parameters suited better for the ther-

mal scanners.

The parameters are determined at the configuration stage along with a basic classifi-

cation model for the BK generation and is provided to the individuals to be used by their

client devices.

The BK generation occurs at the time of the individual’s enrollment. The enrollment

consists of two phases as illustrated in Figure 4.1 both executed at the client device. De-

pending on the policy of the verifying party, enrollment canbe executed either in-person at

a physical location of the verifying party or online. If the verifying party wants to control

which biometric is used then the enrollment must be in-person. However, if for the verify-

ing party it is not relevant how the key is generated, the BK enrollment can be online. At
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Fig. 4.1. Two main phases of the biometric key generation.

either enrollment, the individual records several readings of its biometric. The resultant bio-

metric templates2 are then used to provide a set of possibly different BK-HASH-VECTORs.

A BK- HASH-VECTOR is a bit string that represents the biometric and is obtainedfrom

the biometric through an image hashing algorithm based on Singular Value Decomposition

(SVD), as depicted in Phase 1 of Figure 4.1. In Phase 2, the resultant BK-HASH-VECTORs

are classified to obtain a combination of classes (denoted asBK-CLASS-COMB) which

represent the user’s unique and repeatable BK. The classification, followed by choosing

the combination of classes is based on Support Vector Machines (SVM). The generation

process also returns some meta-data, referred to as BK-META-DATA that is used when re-

generating the BK-CLASS-COMB. The BK-META-DATA consists of the classifier model

and the pseudorandom secrets involved in the hashing algorithm.

The BK-CLASS-COMB is essentially the final BK that is used for identity verification.

Specifically, identity verification is based on the aggregate ZKPKs which are presented

in Chapter 3. In the context of the biometric identifiers, theBK is the private secret of

the individual and is used with an additional random secretr to create an information

theoretically secure Pedersens commitment [84]. This commitment is used to construct a

ZKPK proof. This proof is sufficient for the purposes of verification as it corresponds to the

biometric enrolled in the system. We refer to the commitmentas BK-COMMIT, which is

2The digital representation of a biometric is called the biometric template.
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enrolled with the verifying party. The use of ZKPK proof enables us to supporttwo-factor

(i.e. the BK and the secret randomr) verification.

After the online enrollment, all BK-HASH-VECTOR’s and the BK are deleted from the

individuals machine to prevent information leakage. If enrollment is in-person, the random

secretr associated with the BK in BK-COMMIT and the BK-META-DATA are saved by the

individual in a portable device that the individual carries.

At the time of verification the individual needs both to provider and to reconstruct the

BK to prove knowledge of the value committed at enrollment. Notice thatr is under the

individual’s control and is never revealed. To re-generatethe key, as for the enrollment,

the individual re-executes the same process illustrated inFigure 4.1. First the individual

provides its biometric reading, which results in the BK-HASH-VECTOR. The BK-HASH-

VECTOR is then classified as BK-CLASS-COMB using the BK-META-DATA provided by the

individual. The BK-CLASS-COMB is subsequently provided to the cryptographic algorithm

to create a valid proof of knowledge which is required for theverification.

Finally, to revoke BK, the BK-COMMIT corresponding to enrolled biometric is to be

added to a revocation list which is similar to the certificaterevocation list (CRL) [50] in

a public key infrastructure. CRL is typically a list of certificate serial numbers that have

been revoked, and should not be relied upon by any system entity. In our system, the

revocation list consists of the BK-COMMIT ’s that have been revoked. After publishing

the BK-COMMIT in the CRL list, the individual cannot do a proof of knowledgewith that

BK because it relies on a revoked commitment. Other revocation mechanisms for SIT

identifiers can also be used for BK-COMMIT (See Chapter 2 Section 2.5).

4.2 Biometric Key Generation Protocol

In this section we first provide some preliminary concepts related to the main techniques

underlying our proposed solution. Then, we discuss the two main algorithms that represent

the core algorithms for BK generation− the SVD based image hashing algorithm and SVM

classification algorithms.
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4.2.1 Preliminary Concepts

There are two key concepts related to our biometric key generation technique. First

is the Singular Value Decomposition (SVD) which is used for the various transformation

functions of the biometric image hashing. Second is the Support Vector Machines (SVM)

that is used to classify various hash vectors obtained from different individuals.

Singular Value Decomposition (SVD)The SVD is a well known technique of modern

numerical linear algebra, to factorize am x n matrix into a diagonal form. As proven

in [85], if A is a realm-by-nmatrix, the two orthogonal matrices exist:

U = [u1, . . . , um] ∈ Rm×m and V = [v1, . . . , vn] ∈ Rn×n

such that

UAV T = diag(σ1, . . . , σp) ∈ Rm×n p = min{m,n}

whereV T is the transpose of matrixV andσ1 ≥ σ2 ≥ . . . ≥ σp ≥ 0. σi’s are thesingular

valuesofA and the vectorsui andvi are theith left singular vectorand theith right singular

vectorrespectively.σi(A) denotes theith largest singular value ofA.

The singular values of a matrixA are unique. The SVD exposes the geometric struc-

ture of a matrix A. The singular valuesσi’s reflect the variations along the corresponding

i singular vectors. It can be shown that computation of the right singular vectors and the

singular values can be obtained by computing the eigenvectors and eigenvalues of the sym-

metric matrixM = ATA whereAT is the transpose matrix ofA.

Support Vector Machines (SVM). SVM [28] is a classifier based on statistical learning

techniques developed by Vapniket al. [86]. The techniques find optimal hyperplanes to

determine the boundaries with the maximal margin separation between every two classes.

This is performed among different classes of the training data in a high dimensional feature

space. Then additional data, which was not used during the training, is used as test data

and can be classified using the separate hyperplanes.
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Let {xi, yi}, 1 ≤ i ≤ L beL training data vectors, having the training data item denoted

asxi which has a class label denoted byyi, whereyi ∈ {−1,+1} for binary classification.

Given an input vectorx, SVM constructs a classifier of the form

f(x) = Sign(ΣL
i=1αiyiK(xi, x) + b)

where{αi} are non-negative Lagrange multipliers each of which corresponds to an exam-

ple from the training data,b is a bias constant, andK(·, ·) is a kernel function satisfying

the conditions of Mercer’s theorem [87]. Some frequently used kernel functions are the

polynomial kernelK(xi, xj) = (xi · xj + 1)d and Gaussian Radial Basis Function (RBF)

K(xi, xj) = e−|xi−xj |
2/2γ2

. There are several approaches to adopting SVMs to classifica-

tion problems with three or more classes as well.

SVM applies to classification of vectors, or uni-attribute time series. To classify multi-

attribute data, which are matrices rather than vectors, themulti-attribute data must be trans-

formed into uni-attribute data or vectors. Therefore we usethe combination of the SVD

technique with SVM which has been explored in [88–90]. SVD isused to reduce multi-

attribute biometric data to feature vectors.

4.2.2 SVD Image Hashing

In this section we describe the generic hashing mechanism that will be a key com-

ponent to our BK generation protocol. We build on the algorithm introduced in [91] in

Algorithms 1 and 2, and describe its main steps (as illustrated in Figure 4.2) in the follow-

ing.

Pre-processing.As a first step the biometric image may be pre-processed so as to ob-

tain a clear biometric image blockI. This stage aims at choosing a clear and well-focused

biometric image. Pre-processing provides an effective region in a selected biometric image

for subsequent feature extraction. We consider fingerprintimages, iris images and face

images.
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Fig. 4.2. Key steps of the biometric image hashing algorithm.

For the specific case of a fingerprint image, as a part of pre-processing theregion of

interest(ROI) is identified (See step 2 of Algorithm 1). The unique characteristics of the

fingerprint are known to be around the core point or delta point [92]. The outside portion

of a fingerprint is generally prone to small translations andis typically cropped out. Also,

a larger area of the central portion of fingertip skin is in contact with the scanner surface

as compared to the peripheries, giving a better image. The center is also better for liveness

analysis. This is because data such as the rate of perspiration can be measured because

it is higher at the central part of the fingertip as compared tothe skin away from the cen-

ter. Moreover the center region is more robust to pressure dispersion as compared to the

other regions. Finally, as the experimental results show, we know that it preserves enough

information to identify individuals.

The first step to determine the ROI is to locate the core or delta point. To do this we

employ the R92 algorithm of Wegstein [39, 93]. The R92 algorithm begins by analyzing

a matrix of angles corresponding to a grid of ridge orientations of the fingerprint which

approximately form the trajectories that follow the flow of the ridges. This information
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Fig. 4.3. Fingerprint region of interest.

is analyzed to build a “K-table” containing the following values –〈 ROW, COL, SCORE,

BC SUM, AD SUM, SUM HIGH, SUM LOW〉. This table lists the first location in each

row of the matrix where the ridge orientation changes from a positive slope to negative

slope to form a well-formed arch. This location is captured by the ROW and COL values.

Then the SCORE value denoting the nature of a given arch then needs to be evaluated. The

point closest to the core or delta point of a fingerprint wouldhave the highest SCORE. If

two scores are equal, then as a convention the entry closest to the bottom of the image is

considered. To evaluate the SCORE, the nearby arches are analyzed using the variables –

BC SUM, AD SUM, SUM HIGH and SUM LOW. The BC SUM is the sum of the arch

angle with its east neighbor. The AD SUM is BC SUM plus the one angle to the west and

east of the BC SUM. Finally the SUM HIGH and SUM LOW are the summations of groups

of angles below the one being analyzed. To calculate these, four angles are combined in a

set, and four such sets are individually summed. The SUM HIGHrecords the highest value

and SUM LOW the lowest of these sets. With most entries of the K-table filled, each entry

is then scored. Based on the scoring, the core or delta point is identified.
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As a next step, the ROI needs to be created. We describe the procedure creating ROI

with the help of Figure 4.3. Here the core point is denoted by number ‘A’. Considering point

‘A’ as a benchmark, then four lines are drawn in four orthogonal directions. A variable

count is initiated at 0. As the length of each line prolongs, if the line encounters a ridge,

then thecountis incremented by one. In Figure 4.3 the four points ‘B’,‘C’,‘D’, and ‘E’ are

determined when count is 4, which is the threshold size fixed for our experiments.

This threshold was determined based on the experimental results on the fingerprint images

captured from Optical and Thermal Sensors [94]. We expect a similar threshold to be valid

for other sensors because even if the quality of the fingerprint image may differ, the area of

the fingerprint captured is similar.

Based on the four points a rectangle is created which is the ROI. These steps are illustrated

from steps 6 to 15 of Algorithm 1. This ROI is then used as an image input for the rest of

the algorithm as shown in step 15 of Algorithm 1.

Feature Extraction. Once the imageI of sizen × n is finalized, the features are

extracted based on random region selection. This is done by choosingp semi-global regions

based on a pseudo random (PR) generator that uses a secret keyr. The secret key is stored

at the user’s local machine. The idea of extracting robust feature vectors from PR semi-

global regions via matrix invariants has been investigatedextensively [95, 96]. A matrix

invariant is any function or property of a square matrix which is not altered under a change

of basis. More specifically, a matrix invariant is a functionor property of the underlying

linear transformation, which can be computed from the matrix relative to any basis. The

matrices formed corresponding to the selected sub-images are used to be processed under

matrix invariant functions such as SVD as elaborated in the transformation step of the

algorithm.

The random partitioning of the image introduces unpredictability in the hash values

and hence increases the security of the overall system. As long as these sub-images are

sufficiently unpredictable, the resulting intermediate hashes are also different with high

probability [95]. The squaresρi determined in steps 18–23 and used in the partitioning (See

Figure 4.2) are deliberately chosen to be overlapping to further reduce the vulnerability
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of the algorithm to malicious tampering. Increased number of squaresp, increases the

pseudorandomness in the resultant hash value, and therefore helps in increased security as

explained in Section 4.3, assuming a secure pseudorandom number generator. As a further

advantage, the random partitioning decreases the probability of collision and increases the

robustness against noise that may be present in the biometric image. As reported in line 22

of Algorithm 1, Ai’s where1 ≤ i ≤ p are matrices corresponding to the selected sub-

image blocks. Here each element of the matrixAi corresponds to the 256 grey level value

of the pixel of the selected sub-image. The encoding of the actual matrix used in the

transformation is done based on the fact that every element in the matrix has a grey value

g where0 ≤ g ≤ 255, positionv and directiond. A single pixel may not have a direction,

but for a group pixels, the grey value may change hence defining a concrete direction. This

is important as isolated significant components may not be robust.

Transformation. Each of the sub-imagesAi where1 ≤ i ≤ p, is used to perform the

SVD transformation. As a result for eachAi a unitary reduction to the diagonal form is

performed to get

Ai = UiSiV
T
i

As such SVD selects the optimal basis vectors in theL2 norm3 sense such that, for any

m×m real matrixAi, we have

(σk,
−→uk,
−→vk) = arg mina,−→x ,−→y |A− Σk−1

l=1 σl
−→ul
−→vl

T − a−→x−→y T |2F

where1 ≤ k ≤ m, a ∈ R,−→x ,−→y ∈ Rm, σ1 ≥ σ2 . . . ≥ σm are singular values,{−→ui} and

{−→vi } (where1 ≤ i ≤ p) are the corresponding singular vectors and(·)T is the transpose

operator [91]. By using the SVD we preserve both the magnitude of the important features

in singular values and also their location geometry in the singular vectors. The combina-

tion of the left most and right most singular vectors that correspond to the largest singular

values, in turn capture the important geometric features inan image in theL2 norm sense.

3L2 norm, also known as the Euclidean norm, defined for a vector−→x = {x1, . . . , xn} is denoted by|−→x | =√∑n
k=1
|x2

k|.
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Therefore as a next step for eachAi, the−→ui , which is the first left singular vector and the
−→vi , which is the first right singular vector are retrieved. All these vectors are then combined

in Γ = {−→u1, . . . ,
−→up,
−→v1 , . . . ,

−→vp}.
The next step is to form a PR smooth secondary imageJ from Γ. J is formed according

to an iterative process, at each step of which an element fromΓ is selected and added toJ .

As a first step an element is pseudo randomly selected fromΓ and set at the first column

of J . Then for theith column ofJ , an element fromΓ is selected such that it is closest

to the(i − 1)th column ofJ in theL2 norm sense as denoted in step 16 in Algorithm 2.

An element can only be chosen once fromΓ, therefore an element chosen at theith step

cannot have been chosen at any of the previous(i − 1)th steps. Hence after2p steps all

the elements ofΓ are pseudo-randomly reordered to form the secondary imageJ of size

m× 2p.

OnceJ is formed SVD is re-applied to it, to finally obtain the image hash vector

(steps 26 – 29 of Algorithm 2). The left and right singular vectors are obtained byJ =

UJSJV
T
J . Then the singular vectors corresponding to the largest singular values, that is,

the first left (−→uJ ) and first right (−→vJ ) are chosen. These vectors are simply combined to

obtain the final hash value
−→
H = {−→uJ ,

−→vJ}.

4.2.3 SVM Classification

As discussed in the previous section, from one input biometric sample, a hash vector
−→
H = {−→uJ ,

−→vJ} of sizem + 2p is obtained. As the hash vectors obtained from different

biometric samples of the same user may be the same or may differ from sample to sample;

we train a classifier to determine which hash values correspond to a given user (or class),

so that at the time of verification, the classifier can identify the correct class of the user. To

achieve this goal several biometric samples of different users are taken. Algorithm 1 and 2

are run on each sample to get the corresponding hash vector.

These samples are then divided into training and test data toperform the classification.

We use K-fold cross-validation to divide the training and testing data. All sample hash
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Algorithm 1 Generic Biometric Image Hashing Algorithm
Require: Biometric imageI
Ensure: The quality of the image is suitable based on the biometric.

1: Input biometric imageI
{Pre-process fingerprint images to calculate ROI}

2: if (type(I) == ’fingerprint’) then
3: point1 = Algorithm R92(I) {Compute the core or delta point}
4: size = 4{Set fingerprint ROI threshold size}
5: count = 0
6: for each linei in the four orthogonal directions (N,S, E, W)do
7: repeat
8: increment length of line;
9: if line encounters a ridgethen

10: pointi = coordinate of intersection of line and ridge
11: count++
12: end if
13: until (count 6=size)
14: end for
15: I = crop(point2, point3, point4, point5)
16: end if
17: Let resultant imageI ∈ Rn×n be of sizen× n
{Random Selection}

18: Let p be the number of rectangles
19: Let ρi be theith rectangle andm be the height and width of eachρi.
20: for eachi where1 < i < p do
21: Randomly position rectangleρi at (xi, yi) such thatxi +m < n andyi +m < n
22: LetAi be the “sub-image” that is formed by taking the portion of image that is inρi

: Ai ∈ Rm×m, 1 ≤ i ≤ p.
23: end for
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Algorithm 2 Generic Biometric Image Hashing Algorithm (Continued)
1: (Continued from Algorithm 1){First SVD Transformation }
2: for eachAi where1 ≤ i ≤ p do
3: Ai = UiSiV

T
i {Collect singular vectors corresponding to the largest singular value}

4: −→ui = first left singular vector
5: −→vi = first right singular vector
6: end for
7: Γ = {−→u1, . . . ,

−→up,
−→v1 , . . . ,

−→vp}
8: Initialize secondary imageJ [m, 2p] {Constructing secondary image from singular vec-

tors}
9: for all c where1 ≤ c ≤ 2p do

10: Initialize variableec corresponding to element inΓ
11: if c = 1 then
12: ec = PR Select(Γ)
13: else
14: var loop = true
15: while var loopdo

16: ec = min2p
k=1(

√∑c−1
l=1 (J(l)− Γ(k))2)

17: if not(ec already chosen for J)then
18: var loop=false
19: end if
20: end while
21: end if
22: for all r where1 ≤ r ≤ m do
23: J [r][c] = ec[r]
24: end for
25: end for
{Second SVD Transform}

26: J = UJSJV
T
J {Collect singular vectors corresponding to the largest singular value}

27: −→uJ = first left singular vector
28: −→vJ = first right singular vector
29:
−→
H = {−→uJ ,

−→vJ}
30: return Hash Value

−→
H
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vectors are partitioned into K subsamples. Of the K subsamples, a single subsample is

retained as the validation data for testing the model, and the remaining K - 1 subsamples

are used as training data. The cross-validation process is then repeated K times (the folds),

with each of the K subsamples used exactly once as the validation data. The K results from

the folds are then averaged to produce a single estimation [97].

The obtained hash vectors do not differ greatly with respectto Euclidean distance, as

inferred through experimental analysis therefore we use SVM techniques to map the input

hash vectors onto a higher dimensional space where a maximalseparating hyperplane can

be constructed.

As explained in Section 4.2.1 the hyperplane constructed using SVM is such that it

has maximum distance to the closest points of the training set. These closest points in

the training set are calledsupport vectors. Here we use the Gaussian radial basis kernel

function (RBF for brevity)K(
−→
H i,
−→
H j) = e−|

−→
H i−

−→
H j |2/2γ2

where
−→
H i and

−→
H j are two of the

training samples andγ > 0.

During training, two specific parameters have to be assessed, namelyγ used in the RBF

kernel function and the penalty parameterC that is used in the evaluation of an optimal

hyperplane balancing the tradeoff between error and margin. We perform a grid search

method [98] on the parametersC andγ try all combinations of C andγ to selected the pair

with the best CV accuracy.

After training, the SVM model encodes all the classes that this SVM classifier has been

trained with. If one of the classes were to represent the finalBK, then the SVM model itself

would reveal significant information about the BK. The adversary would have to simply

guess the right (single) class to guess the right BK. We mitigate such threat by strategically

adding spurious classes in the model and by generating the final BK as a combination of

different classes as described in the following.
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Adding Spurious Classes

Additional classes can be added to the original SVM classifier model by training ad-

ditional samples of the given biometric. These samples haveto be added so as they are

indistinguishable with respect to the original biometric classes. We therefore employ a

strategy to make the additional classes similar to the original set of classes. For each class

in the SVM model we define aprotector classthat is similar to the original class so that the

cluster formed by theprotector classis close to the original SVM class, and yet is different

enough to be distinguished as a different class. There couldbe different ways of obtaining

the protector classes. First is to find biometric images of different individuals that look

perceptually similar. In the case of fingerprints perceptually similar images may be easy to

find, however in the case of face images comparing similar face images requires a human to

evaluate the closeness. A second possibility is to add noiseto the original biometric image.

For example the face images could be modified to render naturally asymmetric features to

symmetric or changing other specific aspects as the size of the face characteristic such as

the eyes, nose and so on. If there aren original classes, then we manually add a protector

class for each, thus resulting in2n classes. We also add other spurious classes that are not

similar to the original biometric samples (as the protectorclasses) but are of the same bio-

metric type. Adding spurious classes by itself does not secure against brute force guessing

attacks, but increasing the resultant number of classes in the classifier also increases the

computational hardness of the guessing attacks on the BK value (See Section 4.3). The BK

value is the combination of the SVM classes as described next.

Using Combination of Classes

During classification, given an input sample, a SVM classifier returns a list of con-

fidence measures for each class corresponding to the prediction of the class of the input

sample. Generally the class with the highest confidence is taken as the overall class predic-

tion of the input sample. The distance from the separating hyperplane and other multiple

factors are used in determining the confidence of a prediction per class [99]. Using the con-
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fidence factors, not only is the final prediction known, but also a list of other classes that

have high confidence levels. While generating the final key, acombination of the classes

that are chosen based on the class prediction confidence of the SVM classifier is used. More

specifically ifn is the total number of classes, then the final BK is the label ofclass with

the highest confidence label and an unordered combination ofthe topt = n
2

class labels

that are listed with decreasing confidence levels. For an attacker to guess the BK-COMB-

CLASS, given the SVM classes, the number of choices isn +
(

n
t

)
. We typically consider

the total number of classesn > 69, which leads the number of choices to be> 264, thus

making it computationally hard for the attacker to guess theright BK-COMB-CLASS.

4.2.4 Experiments

In this section we summarize the experimental results we conducted to assess the accu-

racy and robustness of our approach. We carried out extensive sets of tests of different bio-

metrics, to demonstrate that the relevant criteria required for the security, repeatability and

uniqueness of the BK are met. All experiments have been conducted using Microsoft Win-

dows XP Professional 2002 Service pack 1 operating system, with Intel(R) Pentium(R)4

3.20GHz and memory of 512MB.

Dataset and Experimental Setup

We tested our hashing algorithm (Algorithms 1 and 2, Section4.2.2) on fingerprint,

iris and face data. The summary of the data used and the obtained results are reported in

Table 4.2. For fingerprints we used FVC [94] databases (See Figure 4.4(a)). The FVC

dataset used consists of 324 fingerprint images of 59 individuals collected using thermal

sweeping and optical sensors. We also used 50 images of 10 individuals generated us-

ing the synthetic fingerprint generator SFingeGe v3.0 [100]. Regarding the iris data, the

UBIRIS iris Database3 [101] was used (See Figure 4.4(b)), which consists of 1695 im-

ages of 339 individuals’ eyes. Finally for the face data we used the Yale Database of

Faces [102] containing 100 images of 10 individuals (See Figure 4.5(a)) and the AT&T
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(a) Thermal (left) and optical (right) sensor finger-
print samples.

(b) Iris sample.

Fig. 4.4. Fingerprint and iris image samples.

Database of Faces [103, 104] (See Figure 4.5(b)) containing400 images of 40 individuals.

We evaluated our results using the SVM classification algorithm, with K-fold cross valida-

tion (CV). Based on the CV accuracy the False Acceptance Rate(FAR) and False Reject

Rate (FRR) were calculated. The FRR is calculated as1 − CV Accuracy, whereas the

FAR is calculated as theFRR
N−1

whereN is the number of classes.

The values of the key parameters used in Algorithms 1 and 2 arereported in Table 4.1

wheren is the size of the image in pixels,p is the number of sub-images formed,m is the

size in pixels for each of the sub-images andJ is the secondary image.

To assess the optimal values of the pairp andm, we ran various possible combinations

of the values and used the one that provided the maximum accuracy. For example for

fingerprint database FVC2004 DB3B, the value ofp was varied between[10, . . . , 100] and

that ofm also varied between[10, . . . , 100], the highest accuracy was found forp = 50 and

m = 30.

The code for implementing the various steps is written in MATLAB and therand()

function of MATLAB is used as the pseudo random function usedin step 21 and 12 of
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(a) Yale face database samples. (b) ATT face database samples.

Fig. 4.5. Face image samples.

Algorithms 1 and 2 respectively. The size of the secondary imageJ is 30× 100 leading to

the size of−→uJ = 30× 1 and−→vJ = 100× 1, thus resulting in a hash vector
−→
H = {−→uJ ,

−→vJ} of

130 dimensions.

For the SVM classification we adopted the LIBSVM [98] packageto use the hash vec-

tors and build the final classifier model. This uses the RBF as the kernel function. Based

on experimental analysis,C was set to the range{25, . . . , 215} andγ to {2−5, . . . , 23}. All

combinationsC andγ were tried using grid search to select this best CV accuracy based

on the input data.

Table 4.1 Parameter values for experiments based on Algorithms 1 and 2.

Image type n p m size ofJ pseudo-random functionsize of
−→
H

Fingerprint/Iris/Face 128 50 30 30× 100 MATLAB rand() 130
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Table 4.2 Summary of the experimental results of all biometric data types.

# Bio-
metric
Type

Database
Name

Description #
Im-
ages

#
Per-
sons

CV
Accu-
racy %

FRR
%

FAR
%

1. Finger-
print

FVC2004,
DB3 B

300 × 480,
Thermal
Sweeping
Sensor

54 9 92.59 7.41 9.26
×10−03

2. Finger-
print

FVC2004,
DB3 A

300 × 480,
Thermal
Sweeping
Sensor

150 30 97.33 2.67 9.21
×10−04

3. Finger-
print

FVC2004,
DB2

328 × 364,
Optical
Sensor

120 20 85.83 14.17 7.46
×10−03

4. Finger-
print

SFingGe
v3.0, Syn-
thetic
Generator

288× 384 50 10 88 12 1.33
×10−02

5. Iris UBIRIS.v1
Sessao1

800×600−
24 bit color

1100 220 87.73 12.27 5.6
×10−04

6. Iris UBIRIS.v1
Sessao2

800×600−
24 bit color

595 119 97.65 2.35 1.99
×10−04

7. Face The Yale
Face
Database B

640×480−
8 bit gray
scale

100 10 99 1 1.11
×10−03

8. Face AT & T
Databases
of Faces

92 × 112−
256 bit gray
scale

400 40 98.25 1.75 4.49
×10−04
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4.2.5 Experimental Results

We now present the results of our experimental evaluation ofour system. First, regard-

ing the time performance, on an average, the hash vector fromany given image is generated

in 0.9597 seconds. In the process of enrollment if we need 5 samples of one person, it will

take about 5 seconds of processing time to generate hash vectors for one person for the

given software and hardware setting.

The SVM classifier for about 220 persons’ hash vectors takes 3or 4 hours to generate

the SVM classifier model. At the testing stage, when the modelis generated, it takes

approximately 0.001 second to classify the test image.

Regarding the experimental results, overall, the obtainedresults largely confirm the cor-

rectness of our algorithm: in each of the test cases, the accuracy was above 85% cross vali-

dation. False acceptance rates were low ranging between [1.99×10−04, . . . , 1.33×10−02],

which translates into the assurance that the percent chances of accepting an incorrect bio-

metric image are low. The worst FAR has been registered as1.33 × 10−2, which is inter-

estingly obtained from the synthetic fingerprint images. These images are generated under

controlled conditions (e g., there is no unexpected noise caused by human interaction). Re-

garding FRR, the worst recorded FRR was in conjunction with the worst accuracy results

because the FRR result is dependent on the accuracy (see previous section). The worst rate

amounts at 14% (case test n. 3) and it is still acceptable, as it is in the same order of similar

biometric key generators [105].

We now provide additional insights specific to the tested biometric types.

Fingerprint. Two types of Fingerprint Verification Competition (FVC) databases [94]

corresponding to two types of sensors were used for the fingerprint biometric experiments.

The sensors highly influence the quality of fingerprint images. We define thequality of

the fingerprint image according to three criteria [73]: (i) high contrast between ridges and

valleys, (ii) the image area foreground, and (iii) little scar or latency. As shown by the

results, the CV cross validation is above 85% for each data set considered, which confirms

the validity of our approach. A first important consideration suggested by the result is that
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the algorithm performs better in case of a large data set (as in the test case n. 2 in Table

4.2), most likely because of the more accurate training and testing during configuration

phase which helped in finding the optimal configuration parameters. We also notice that

on average our algorithm performs better using the thermal sensor than when using the

optical sensor because the thermal sensor captures better quality fingerprint images. We can

explain this result by elaborating more on how the quality isaffected; in that the quality

of the fingerprint image is affected by several human factorssuch as skin humidity and

pressure. If the skin humidity is less the image quality of the optical sensor degrades.

The skin humidity does not affect the image quality of the thermal sensor because it is

the sweeping type. Moreover, regarding pressure, for an optical sensor the foreground

image gets smaller for low pressure while the fingerprint is smeared for high pressure. This

is again not true for a thermal sweeping sensor where the image quality is not affected

significantly.

Out of the four data sets the last one was composed of artificially generated images.

We experimented with synthetic fingerprint images as they potentially supply non-biased

images and can be created at a low cost. However, it was difficult to control the randomness,

which led to significant differences in the fingerprints generated for the same individual.

This caused a degradation in the classification to get a 88% cross validation accuracy. We

believe the results could be improved using a synthetic generator version that generates

several fingerprint samples maintaining some known invariant fingerprint features as in the

case of real fingerprints. This would guarantee random noisefor each sample, as in the

case of real life sensors, while keeping the basic characteristics, such as the nature of the

core point (whorl versus delta), unchanged.

Iris. Iris image databases UBRIS.v1 Sessao1 (Session 1) and UBRIS.v1 Sessao2 (Ses-

sion 2) [101,106] were used for the iris biometric experiments. For the first image capture

session, the noise factors such as reflections, luminosity and contrast were minimized. In

the second session the capture place was changed to introduce natural luminosity factor.

Images collected in the second session simulated the ones captured by a vision system

without or with minimal active participation from the subjects, adding possible noise in the



105

resultant images. When capturing iris images there is a certain amount of pre-processing

performed. A sequence of images are obtained rather than a single image. Not all images

in the input sequence are clear and sharp enough for recognition. The images may be out of

focus, or contain interlacing lines caused by eye motion or have severe occlusions caused

by eyelids and eyelashes. Therefore, only high quality images from an input sequence are

included in the final database.

The number of classes in the first database was almost double of the second, therefore

the increased number of hyperplanes formed during SVM modeling led to an increased

number of misclassifications. This resulted in better results for the second database, even

if the quality of images of the first database was better. Therefore we observe that the

increased number of classes (> 200) in the SVM classification model influence the final

cross validation accuracy.

Face. We used two databases for the experiments on faces. The first one collected good

quality images, in that photos were taken with each subject in a frontal pose (See Fig-

ure 4.5(a)). Thus the resulting cross validation accuracy of 99% was obtained.

The second set of tests were performed on images that were taken at different times,

varying the lighting, facial expressions (open / closed eyes, smiling / not smiling) and

facial details (glasses / no glasses). All the images were taken against a dark homogeneous

background with the subjects in an upright, frontal position with tolerance for some side

movement (See Figure 4.5(b)). Despite this, the overall cross validation accuracy of this

database was evaluated to be 98.25% although the false rejection rate increased by .75%.

4.3 Analysis

We start with proving some key properties related to uniqueness and repeatability and

security properties of the biometric key algorithms. Basedon such results we analyze the

privacy aspects, the possible attacks and discuss how to prevent from them.
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4.3.1 Uniqueness and Repeatability

Uniqueness and repeatability are two key requirements for biometric keys as mentioned

in the beginning of this chapter. We analyze these two properties in detail in this section.

A criterion frequently used for assessing uniqueness and repeatability in classification,

is the functionJ2 [107] which is described in the following. The key idea of function

J2 is to compare thewithin-classdistance of the various hash vectors (or elements being

classified) belonging to a given class, with thebetween-classdistance among the various

classes. There are two key steps to be taken while evaluatingJ2.

The first step is to evaluate thewithin-classscatter matrixSw:

Sw = ΣM
i=1SiPi

whereM is the total number of classes;Si = E[(x−µi)(x−µi)
T ] is the covariance matrix4

for a class denoted bywi whereE is the expected value function,x is any vector in classwi

andµi is the mean vector of classwi; and,Pi = ni/N whereni is the number of samples

in classwi andN is the total number of samples in all the classes.

The second step is to evaluate thebetween-classscatter matrixSb:

Sb = ΣM
i=1Pi(µi − µo)(µi − µo)

T

whereµo = ΣM
i=1Piµi is the global mean vector of all the classes.

From the above a covariance matrix of feature vectors with respect to the global mean

is evaluated asSm = Sw + Sb. Finally theJ2 criterion is calculated as:

J2 =
|Sm|
|Sw|

4Covariance is the measure of how much two random variables vary together. A covariance matrix is a matrix
of covariances between elements of a vector.
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As evident from the equation, for good repeatability of correct classification (small within-

class distance), and uniqueness (large between-class distance) the value ofJ2 should be

large.

We carried out additional experiments on all the datasets toestimateJ2 and obtained

average values ofJ2 for fingerprint as1.2712 × 1081, iris as1.5242 × 10303 and face as

3.7389103. This provides empirical evidence that the algorithm satisfies the uniqueness

requirement on the biometric hashes generated based on the biometric datasets we used.

Fig. 4.6. J2 histogram of iris classification.

For clarity, we provide an example of aJ2 histogram for the Iris Session 1 database in

Figure 4.6 (data corresponding to n. 5 in Table 4.2). TheJ2 metric requires the calculation

of within classandbetween classdistances of all the possible pairs of data elements. They

axis in the histogram presents number of log(J2) class distances between any two classes.
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For instance for a value (120(x-axis),100(y-axis)) means that there are 100 class distances

which have theJ2 value of 120. If there are all together|C| number of total classes then

the possible permutations of the distances to be tested are|C|×|C−1|
2

. In Figure 4.6 which

the histogram of different classes of iris data there are 220individuals iris data therefore

the possible number of distances between any two classes is equal to 220×119
2

. This results

in the projected histogram.

4.3.2 Biometric Image Keyed Hashing

We analyze the one-way security property of the SVD based biometric image hashing

algorithm. More specifically, we show that it is computationally hard, given BK-HASH-

VECTOR
−→
H to reconstruct the original biometric image. We explain this result by the

following two theorems. First, we prove that it is hard to construct the secondary image

from the vector, which is required to reconstruct the original biometric. The following re-

sult (Theorem 4.3.2) shows that even if the second image is constructed or attacked, it is

still hard to obtain the original biometric imageI. Our proofs are based on the combination

of mathematical properties of the SVD and the employed hashing technique, and from em-

pirical analysis where image-specific properties need to beanalyzed. Experimental results

are required to define important thresholds and boundaries for biometric specific data that

cannot be proven theoretically.

Theorem 4.3.1 Given only the hash valueH(uJ , vJ) it is computationally hard to con-

struct the secondary image.

Proof If only the final hash value is known to an adversary, then the first step is to ap-

proximate the secondary imageJ (See Figure 4.2). We prove it by analyzing the following

equation which provides a possible approximation of the secondary images:

J =
r∑

i=1

√
λiuiv

T
i =

√
λ1uJv

T
J +

√
λ2u2v

T
2 +

√
λ3u3v

T
3 + . . .+

√
λrurv

T
r︸ ︷︷ ︸
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Herer = 2p, p is the number of sub-images created,λi, 1 ≤ i ≤ r are non-zero eigen-

values of the matrixJTJ such thatλ1 > λ2 > . . . > λr. NoteJT is the transpose matrix of

J and a positive square root ofλi is a singular value. Theui andvi are eigenvectors ofJJT

andJTJ respectively. As the final hash value [uJ ,vJ ] is known to the adversary, the values

which need to be guessed areλ1 and{λ2u1v
T
1 +λ3u2v

T
2 +. . .+λrurv

T
r }. To guessλi’s there

are infinitely many solutions as any nonnegative eigenvalues can lead to specific eigenvec-

tors that are unitary (i.e. satisfy the definition). Any eigenvalue matrix resulting from this

construction will give a solution to the equation and therefore it is computationally hard for

the adversary to identify the original value.

If there is a case when theλ1 is dominant such that the rest of the valuesλ2, . . . , λr are

approximately equal to zero, then one could try to guess theλ1 and possibly approximate

the secondary image to getJ̇ =
√
λ1uJv

T
J . It is not trivial to predict theoretically the pos-

sible distribution of the values ofλi’s because they are dependent on the type of image and

the distribution of the pixel values of those images. Therefore we conducted experimental

evaluation on the biometric images and found that theλi’s are distributed such that there

is no one dominant eigenvalue because the secondary imageJ is a smooth image (i.e. the

adjacent pixels of the image do not differ beyond a certain threshold which is determined

by the algorithm parameters). We conclude that because of the difficulty of guessing the

eigenvalues and the lack of dominant eigenvalues the reconstruction of the secondary im-

ageJ from the resultant hash vector
−→
H is computationally hard for the biometric images

considered.

Theorem 4.3.2 Given the secondary image it is computationally hard to get the original

imageI.

Proof SketchIf J is known to the adversary, then the first step would be to form each sub-

image matrixAi where1 ≤ i ≤ p. Note a combination of allAi eigenvectors were used

to constructJ . EachAi is of the formAi = UiSiV
T
i . As in the proof of Theorem 4.3.1,

there exist infinite number of eigenvalues to construct infinite Ai which would satisfy the

relation. Moreover, using the same reasoning as before, there are no dominant eigenvalues
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as thep sub-images each of sizem×m are overlapping. The overlap causes the most sig-

nificant eigenvalues not to differ beyond a certain threshold as determined by the algorithm

parametersp andm. In addition the largest eigenvectors (i.e. the left most and the right

most vectors of theUi andVi matrices respectively) of each sub-imageAi are combined

pseudorandomly to formJ resulting in the number of choices the attacker would need to

try asp!. This motivates the need for large values ofp (∼ 50). As a result guessing the order

of each sub-imageAi and hence creating the original imageI is computationally hard.�

As a final remark we note that even if the attacker is able to retrieve the biometric

image, it cannot reconstruct the hash vector without the knowledge of the secret random

value needed during the selection of thep sub-images and to pseudorandomly combine

them to form the secondary imageJ .

4.3.3 SVM Classes and Key Space

We analyze how the addition of spurious classes in the model affects the security of the

final BK.

Spurious Classes

We performed empirical analysis to evaluate how the classification accuracy changes

as we add the spurious classes. We carefully selected spurious classes so they would not

be similar to the biometric samples already present in the classifier but are of the same

biometric type. We also processed protector class images for each class in the original

classifier model. In Figure 4.7 we show three different casesused for biometric images of

the face database. Here there aren = 20 original set of classes. In the first case (dashed

line) 10 dissimilar spurious classes added to the original set of n classes resulting in the

maximum ofn + 10 classes. The value in the x-axis ranging from[1, . . . , n] dictates the

number of classes that are trained and tested at one instance, and the value in the y-axis

provides the classification accuracy of those number of classes. The accuracy decreases

gradually only up to98.33% as the number of neighboring classes increased up ton + 10.
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In the second case (dash-dot line) only then protector classes are added per each of the

n original classes, giving a total of2n maximum number of classes. As in the previous

experiment we registered a gradual drop, with a final accuracy of 98.25% which is close to

the original. Finally in the third case (solid line) we addedboth the protector classes and

the other spurious classes resulting in the maximum of2n+10 classes, and obtained a final

value of96% accuracy. Based on the three cases, we conclude that spurious classes can be

added strategically without changing the original accuracy by a significant amount (< 3%

in the given dataset).
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Fig. 4.7. ROC curve showing the affect of spurious classes onthe accuracy.

Combination of Classes for final BK

From empirical analysis we observe that ifn is the total number of classes, and they

are listed in decreasing order of their confidence level, then for instances of correct classi-

fication, the highest confidence class is the same and the unordered set of the followingt

classes where(n − 1) ≥ t ≥ n
2

are the same for the multiple testing rounds in the K-fold
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validation. The ordering of several of thet classes were swapped with the neighboring

classes in several instances. Therefore for the final label that denoted the final BK value,

we use the class with the highest confidence followed by an unordered combination of the

nextt classes. Thus for an attacker to guess the right key based on the classifier model, the

number of choices would beη = n +
(

n
t

)
. n in our case ranges from[69, . . . , 220]. Based

on the value ofn, the resultantη ranges from[264, . . . , 2214]. Theη is proportional to the

number of bits needed to encode the BK. More precisely the number of bits islog2 η which

thus ranges from[64, . . . , 214]. A summary of the experimental data corresponding to the

biometric type,n, η and final number of bits of the BK is provided in Table 4.3.

Table 4.3 Number of SVM classes and the final number of bits of the biometric
key.

Type n Spurious classes η # of BK bits

Fingerprint 69 - 2.84× 1019 64
Fingerprint 139 69+1 2.36× 1040 134
Iris 220 - 4.52× 1064 214
Iris 119 - 2.43× 1034 114
Face 101 50+1 1.01× 1029 96

4.3.4 Privacy and Security Analysis

We analyze the relevant privacy and security properties of our system, based on the

above results.

Privacy Analysis Our approach supports privacy preserving verification because it relies

on the ZKPK protocol. This ensures minimal disclosure and unlinkability as per the use

of the BK identifiers in the aggregate ZKPK as elaborated in Chapter 3. Moreover, with

regards to the privacy of the biometric we do not require the storage of the biometric image.
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This is a feature of our technique and differs from traditional biometric approaches [108]

that rely on matching of the biometric templates. We do not base the matching of the bio-

metric on stored templates, but on hashing values obtained after processing the biometric

images. As such, the verifier will not learn anything about the actual biometric image used.

Even if a malicious verifier has the BK it is not possible for itto reconstruct or retrieve the

original biometric image, which follows from Theorem 4.3.1and 4.3.2.

Preservation of privacy also prevents replay attacks in supervised environments, which

corresponds to the process under the control of the verifier.To succeed in a replay at-

tack the attacker should be able to input a biometric image (in addition to other secrets) to

re-generate the BK. If the verification using the biometric is executed in a supervised envi-

ronment the mere knowledge of the BK would not be sufficient inpassing the verification

process.

Security Analysis Security in our system is given by difficulty of perpetratingimperson-

ation attacks and of learning additional information aboutthe individual’s biometric based

on the biometric keys. We discuss possible attacks that an attacker may attempt against

our verification system. We focus on an attacker trying to impersonate a different user and

show how our approach withstands these types of attacks.

To succeed in an impersonation attack the attacker needs to be aware of all the se-

crets, and/or bypass the verification methods and compromise the others. Bypassing the

cryptographic protocol is computationally hard, as shown in Section 3.4 of Chapter 3. By

contrast, it is fairly easy to obtain the biometric image of alegitimate user, because of the

image availability5. An attacker can present fake biometrics, resubmit previously stored

biometric images, override the image extraction process and so forth. As the reliability of

the biometric devices and their security cannot be always ensured, it is crucial to verify that

our system is indeed capable of thwarting from the attacker having a biometric image6.

5The reader can think of several technologies that make it easy to capture biometrics such as face images.
6From our perspective we do not verify whether the biometric image being read by the sensor is synthetic or
real.
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Table 4.4 Possible security attacks [Key: (a) biometric image (b) hashing secrets
(c) classifier model (d) BK (e) commitment secret].

Case (a) (b) (c) (d) (e) Description

1 × The BK cannot be created without the
hashing secrets.

2 × × The lack of classifier model prevents
from the construction of BK.

3 × × Classifier model does not reveal se-
crets and the hashing secret is needed
to construct BK-HASH-VECTOR to
classify into BK.

4 × × × → × The BK is compromised, but the com-
mitment secret prevents from creating
ZKPK.

5 6← × The BK is compromised, but the com-
mitment secret prevents from creating
ZKPK. No other secrets are leaked.

6 6← × × × × The BK is compromised and so the
verification. However, no replay in su-
pervised environment is possible.

7 × × × The client machine is compromised
but the BK cannot be constructed
without the biometric image.

In Table 4.4 we provide a summary of the various cases where one or more secrets

are compromised, and discuss possible security implications. Case 1, 2 and 3 address

the scenarios where the biometric image is known to the attacker, but not the BK-META-

DATA , which includes the hashing secret and classifier model, northe random secret in

the BK-COMMIT, which are stored by the user. Thus, the BK in these cases cannot be

generated. However, if the attacker knows the BK, then to perform successful verification

it also needs the commitment secrets. This scenario is summarized by case 4. As noted

earlier the knowledge of BK does not reveal any information of the biometric image or the

secrets involved as depicted in case 5. Moreover, in case 6, if a BK is compromised along



115

with the BK-META-DATA and the commitment secret, then as highlighted in our privacy

analysis, if the verification process is in a supervised environment, then it will not succeed.

Finally, an interesting case is when the user machine storing the BK-META-DATA and

the commitment secret are compromised as illustrated in case 7. In this case, the attacker’s

best choice as a source of information is the SVM model. However as we show in Section

4.3.3, for number of classesn > 69, the number of choices> 264 that makes it computa-

tionally difficult for the attacker to guess the right BK.

Multi-factor Approach. Considering a multi-factor verification approach presented in

Chapters 2 and 3, where multiple identifiers are provided to the verifier, having one of more

biometrics as additional factors increases the robustnessof the system, as a consequence of

the above results. The multi-factor verification using multiple SIT attributes corresponding

to users different strong identifiers, stored in the identity record can be used with the BK

commitments, which would also be included in the identity record, and subsequently be

aggregated together to construct ZKPKs as per the verification criteria of the verifiers.

Details on the analysis of the multi-factor approach followfrom Chapter 3, Section 3.4.

4.4 Summary

In this chapter we presented a new way to generate BKs from 2D biometric images.

These BKs can be used together with other SIT attributes using the multi-factor identity

verification techniques presented in Chapter 3. Our algorithms are based on image hash-

ing functions and support vector classification techniques. Through empirical analysis we

show that the algorithms provide unique and repeatable BKs for the given dataset. Overall

our evaluation uses 2569 images of 488 different individuals for three types of biometric

images; namely fingerprint images, iris images and face images. Based on the biometric

type and the classification models, we can generate keys ranging from 64 bits up to 214

bits.

We also ensure security and privacy of the biometric data. More specifically, we analyze

attack scenarios including the case when all data stored at the client machine is compro-
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mised; even in this case the biometric key is not compromised. We preserve privacy of the

biometric, in that no information about the original biometric image is revealed from the

biometric key or commitment.

There are specific assumptions to consider while employing the biometric key genera-

tion and verification protocols. First, our approach assumes that the client has a portable

storage device that contains the secrets needed to re-generate the biometric keys. Second,

the computational device (either at the client or verifier) that captures the biometric and

computes the BK is assumed to be trusted to delete the biometric data and related secrets

used in the computation. The computational device is also assumed to be trusted to not

release the secret keys during the BK proof computation.

The confidence on the linkability of a biometric commitment and a real world individual

can be evaluated based on the type of enrollment and verification policies. Our techniques

are designed to preserve privacy and not reveal biometric features or other uniquely iden-

tifying information based on the BKs or the proof constructed at verification. In addition

an individual can generate multiple BKs using the same biometric, by employing different

hashing and commitment secrets. However, if our techniqueswere to be used for unique

identification of individuals then the enrollment and verification mechanisms would need

to combine the biometric commitments with other strong identifiers at enrollment and/or

verification.

The biometric keys generated can potentially be used for various types of applications

such as encryption or other challenge-response based verification. However, based on the

applications and the desired security and privacy properties, the algorithms need to be re-

assessed with respect to the use of the key generation secrets, constraints on the computa-

tional devices and the properties of the final key generated.Examples of the properties of

the final key include the length of the key and the distribution of the values of the final key.

Moreover for a large scale deployment of the techniques presented, more extensive exper-

imental evaluation is needed using representative samplesof the population that would be

using this system.
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5. HISTORY BASED IDENTITY VERIFICATION AND

MANAGEMENT

In this chapter we presenthistory basedidentity attributes that are related to principals’

past transactions that can be used by principals, together with other identity attributes,

to perform identity verification and enabling SPs to make trust-based decisions concerning

current transactions. One category of such systems is represented by thereputation systems

[29,109]. Several e-commerce SPs have built reputation systems so as to give a better idea

of how trustworthy both the buyers and the sellers are. This is because the sellers are

typically SPs but could also be principals in a peer to peer (P2P) environment. Sellers

benefit from the use of such systems because good reputation score is likely to attract more

customers. Similarly buyers may qualify for better deals and services if they have good

reputation. However, most reputation systems have a major limitation in that the only

information they maintain are scores and they do not typically provide information about

the actual transactions a seller or buyer has made. Therefore it is important that trust be

established also according to the transaction history based attributes. Information about the

history can be consulted to evaluate and manage the potential risks in a given transaction.

Capturing and using transaction history for trust establishment entails addressing sev-

eral challenges. First, there should be a privacy preserving methodology to guarantee own-

ership of the history based attributes on which the trust decisions are made. Moreover, in

e-commerce applications, transaction history of individuals includes their customer profile

of transactions with several SPs and such transaction history needs to be accessed by var-

ious SPs, which may use heterogenous transaction history formats. In some existing real

world scenarios the SPs store transaction history in such a way that makes it impossible for

other SPs to use it. Therefore the principal cannot benefit from its past transactions. Addi-

tionally, there is a lack ofuser controlon his/her transaction history. The transaction history

is generally stored at the SP end, and the principal may not beable to control who accesses
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this information. One solution is to introduce a third partyreceipt management server. To

this extent, we propose an extension to VeryIDX as an electronic receipt infrastructure and

protocols to build and manage transaction history based attributes of principals. With such

system, SPs can have access to the principal’s transaction history according to the princi-

pals’ permissions. The history based attributes are encoded as receipts related to the past

transactions.

There are several desired properties for such a transactionhistory management system.

First isstealing preventionfor receipts. If a receiptRPA
is issued to a principalPA, then

PB who steals this receipt should not be able to presentRPA
as its own receipt. Second

is theavailability of receipts. If the transaction history is saved as cookies locally at the

client machine, portability and hence the availability of such receipts is hard to achieve.

VeryIDX infrastructure is based on an identity management system that makes the receipt

information available to the online principals. Third is the minimal disclosure of the in-

formation stored in the receipts, to minimize the information revealed about the principal’s

transactions at the various SPs. Fourth isuser choice; the principal should be able to se-

lect parts of a receipt based on the information needed to carry on the current transactions.

Fifth is integrity of the principal’s history based attributes. Integrity should be maintained

to enable high assurance trust establishment and reputation evaluation. From the architec-

tural perspective, a sixth desired property is that the system should beeasy to deployin

current e-commerce systems with minimal extensions to the existing systems. The manage-

ment overhead imposed on individuals should be as low as possible so to assureusability.

The final property is that the system should supportinteroperability , in that it should be

possible to use the transaction history from one SP at another SP.

We extend our approach to the use of receipts in offline in-person transactions at phys-

ical SP locations using mobile phones. In the case of using history based attributes in

mobile devices the user control and minimal disclosure properties are shown to be espe-

cially important [110] and should be supported. Moreover, the computational and resource

constraints of such devices should also be considered to ensureefficient execution of the

proposed protocols.
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In this chapter we explain protocols for managing transaction histories that verify the above

properties.

Among our key innovations is a series of protocols for the establishment and manage-

ment of principals’ transaction history. These receipt protocols satisfy specific security re-

quirements namely correctness, integrity, single submission, fairness and non-repudiation.

To achieve such properties several cryptographic tools such as zero-knowledge proofs,

identity-based signatures, contract signing and certifiedemail protocols are used in the

receipt protocols. All receipt protocols are privacy-preserving with respect to user con-

sent and minimal disclosure. We provide a standard yet extensible format of e-receipts

that is used in these protocols. In Appendix B describe a prototype implementation of the

VeryIDX system with detailed performance analysis using such history based attributes.

The architecture and design of the VeryIDX system takes intoaccount several important

considerations of a real-world e-commerce system infrastructure.

In the mobile phone context we present the main protocol thatuses the cellular phone

components to store and use the receipts for in-person transactions. We also analyze the

mobile phone solution under several criteria including performance, portability, security

and privacy.

The rest of the chapter is organized as follows. Section 5.1 provides an overview of the

main approach and the key functionalities of the system withsecurity and privacy criteria

that the receipt protocols need to satisfy. Section 5.2 introduces the proposed protocols

followed by a protocol analysis in Section 5.3. Section 5.4 we present the extension of

the main approach in the context of offline transactions using mobile phones. In particular

we present additional set of requirements specific to the useof receipts in mobile phones

in Section 5.4.1, followed by the protocol satisfying the requirements in Section 5.4.2 and

analysis in Section 5.4.3. In Section 5.5 we provide a summary.
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5.1 Overview of the Approach

In our approach to transaction history based attribute management, the registrar (See

Chapter 2 Section 2.1.1) manages principal’s receipts in addition to the identity record

(IdR) and provide them to SPs when needed. All receipts are stored in the principal Receipt

Record (RREC for brevity) that is created for each registered principal. An e-receipt has

9 key elements, namely– TRANSACTION ID, SELLER, BUYER, ITEM, ITEM DESCRIP-

TION, PRICE, USER INFO, RECEIPT ASSURANCELEVEL and TIME. The TRANSACTION

ID and SELLER form a key to uniquely identify the receipt. Most of the itemsin the receipt

correspond to those of traditional receipts except USER INFO and RECEIPT ASSURANCE.

USER INFO captures only the weak attributes collected about the principal during the e-

transaction. This information is used to assess the RECEIPT ASSURANCELEVEL that the

given receipt belongs to the principal claiming a given RREC. If the combination of the

weak attributes uniquely identifies the principal, then thereceipt assurance level of the re-

ceipt is set to ‘A’. Depending on the amount of information available about the principal,

the assurance level could be set to ‘B’ or ‘U’ for unknown. Receipt assurance level will be

lower if conflicts are identified. For example, if the citizenship of the principal in two dif-

ferent receipts is different, then there is the possibilitythat the two different e-transactions

have been executed by different principals. We ensure, by using digital signatures, that the

receipts cannot be tampered with once they are issued, even by the registrar storing them.

Example 10 An example of a receiptR of principal Alice is 〈 401,E-BOOK STORE,

Alice@Reg1, BOOK, Quantum Mechanics,$103.27, “AMERICAN, LAFAYETTE-IN, JUG-

GLER”, ’A’, 14:34 03/12/2007〉 where 401 is the transaction ID, E-BOOK STORE is the

name of the SP andAlice@Reg1 is the Alice’s SSO ID with the registrarReg1 where this

e-receipt is stored. Here the RECEIPT ASSURANCELEVEL of the USER INFO is ’A’.

To ensure minimal disclosure of the receipt attributes, in that the principal can use

them as SIT attributes and create aggregate ZKPKs (See Chapter 3) of its receipt attributes,

we allow the principal to extend the original receipts with Pedersen’s commitments [46].

Once the commitments are enrolled at the registrar, they canthen be used to create proofs
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regarding properties of those attributes as elaborated in Section 5.2. The receipt extension

(x-receipt for brevity) has the TRANSACTION ID and SELLER to uniquely identify the

receipt, followed by the element tag, such as PRICE, and the corresponding cryptographic

commitment. In Example 10 if Alice enrolls a commitment corresponding to the price, then

she can prove that the price is greater than $1001 without having to reveal the exact price.

We devise a logical structure called the ‘wallet’ that stores the principals cryptographic

secrets and potentially a subset of the IdR and RREC.

Table 5.1 Summary of receipt functions.

Function Purpose
Add Receipt Once a principal has completed a transaction, it executes

the ‘add receipt’ protocol to retrieve the receipt from the SP
and store it at the registrar.

Extend Receipt For a receipt that is already stored at the registrar the princi-
pal can create x-receipts by adding the cryptographic com-
mitment to the original e-receipt.

Use Receipt When the principal interact with a SP, it can use the receipts
to prove properties about its past transactions. Properties
required about past transactions are specified by thetrust
establishment policiesof the SP.

Remove Receipt If a receipt is unusable, expired or revoked, then the prin-
cipal, registrar or SP can delete it. Once this receipt is
removed from the registrar, no other copy of this receipt
stored at any other can be successfully used.

Our system provides the functions listed in Table 5.1 supporting the creation, use and

deletion of the receipts. The protocols implementing the functions are described in de-

tail in Section 5.2. It is important to mention that there arespecificsecurityandprivacy

requirements for all these protocols. We briefly discuss such requirements in what follows.

Security requirement. Security of the receipt protocols includes five main properties.

1There are ZKP’s that allow to prove that a committed integer satisfies an inequality, such as a given commit-
ted value x is greater than a constant A. A possible approach to accomplish this is using interval proofs [111].
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1. Correctness.It means that if two honest parties successfully complete ane-commerce

transaction, then the final receipt is constructed with the correct receipt attributes and

is included in the RREC of principals’ involved in the transaction.

2. Integrity. It refers to the tamperproofness of the constructed receipt. If any receipt

attribute is modified, then it should be possible to detect the change.

3. Single Submission.It requires that the same receipt be not submitted more than once

as two different receipts.

4. Fairness. It requires that the proof-of-delivery from the buyer and the proof-of-

origin from the seller are available to the seller and buyer,respectively. Moreover,

the protocol must be fail-safe, in that the incomplete execution of the protocol must

not result in a situation in which the proof-of-delivery is available to the seller but

the proof-of-origin is not available to the buyer, or vice versa.

5. Non-repudiation. For two-party protocols the non-repudiation property is two-

fold [112]: a) non-repudiation of origin, that is, providing the buyer with irrefutable

proof that the content received was the same as the one sent bythe seller; b) non-

repudiation of delivery, that is, providing the seller withirrevocable proof that the

content of item or token received by the buyer was the same as the one sent by the

seller.

Privacy requirement. The privacy requirement for the receipt protocols consistsof two

main properties.

1. User Consent.It requires that the principals be able to consent or agree toterms or

conditions that may be associated with the disclosure and use of its receipt attributes.

It is important that the principal has an opportunity to reject any disclosure of receipt

information if required by the SP [113].

2. Minimal Disclosure. It requires that only the minimal piece of receipt information,

as needed by the SP, is revealed.
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5.2 History Based Receipt Protocols

In this section we present receipt based protocols that enable principals to enroll their

receipts with registrars, and use them with SPs. More specifically, we provide detailed pro-

tocols based on two-party message exchange and cryptographic primitives such as identity

based signature (IBS) and zero knowledge proof of knowledge(ZKPK). The protocols are

summarized in Table 5.2.

5.2.1 Preliminary Concepts

In the following we present the notion identity based signatures that are employed in

the protocols.

Identity Based Signature Scheme:We use the ID-based signature scheme derived

from the Schnorr’s signature scheme given in [114]. The ID-based signature scheme con-

sists of four main protocols, namelySetup, Extract, Sign andV erify.

TheSetup algorithm consists of the follows steps. Given security parametersk1, k2 ∈
Z+

Step 1: Choose ak1-bit primep and ak2-bit primeq, such thatq|p− 1.

Step 2: Choose generatorg of orderq in Zp.

Step 3: Choose a randomx ∈ Z∗
q , and computey = gx modp.

Step 4:Choose two cryptographic hash functionsH1(·) andH2(·), such thatH1 : {0, 1}∗ →
Z∗

q ,H2 : {0, 1}∗ → Z∗
q .

TheExtract algorithm is an interactive protocol between the principaland the Private

Key Generator (PKG).

1. The principal chooses a randomrID ∈ Z∗
q , and computesRID = grID . It sends

(ID,RID) to the PKG.
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Table 5.2 Summary of receipt protocols.

# Title Parties Protocol Goal Key Challenges [Techniques used]
1 Adding

receipt
(SP-
principal)

P, SP,
REG

Principal adds the re-
ceipt provided by a SP
after an e-transaction
to its RREC at the reg-
istrar.

(a) The principal’s identity is veri-
fied correctly [AgZKPK],
(b) Integrity of the receipt [PKE],
(c) Single submission of receipt
[Session handles]

2 Adding
receipt
(principal-
principal)

P,
REG

Both buyer and seller
are principals who
perform e-transaction
and add their receipts
to their RREC’s.

(a),(b),(c), (d) Both parties should
get their receipts simultaneously
[Contract Signing Protocol],
(e) Non-repudiation [IBS]

3 Extending
receipt

P,
REG

The principal creates
cryptographic com-
mitments for selected
receipt attributes.

(a), (f) The extension is done cor-
rectly and on the claimed attribute
[ZKPK]

4 Providing
receipt
attributes

P, SP,
REG

Principal provides
selected receipt
attributes to SP.

(a), (g) Availability of the princi-
pals’ receipts [online Registrar]
(h) User consent on the released at-
tributes [Registrar portal UI],
(i) Integrity of the released at-
tributes [PKE]

5 Providing
receipt
attribute
proofs

P, SP,
REG

Principal provides
proof of knowledge
of selected receipt
attributes.

(a),(g), (j) minimal disclosure of at-
tribute information [ZKPK],
(k) Non-repudiation of proof [IBS
and ZKPK]

6 Revoking
a receipt

P, SP,
REG

SP invalidates the
principals’ receipt
because of the refund
of the e-transaction.

(a), (l) The refund of the item and
receipt revocation happens simul-
taneously [Contract Signing Proto-
col],
(e) Receipt is removed from RREC
[Semi-trusted registrar]

2. Upon receiving(ID,RID), the PKG does the following: 1) Chooses a random

rPKG ∈ Z∗
q , 2) computesRPKG = grPKG mod p, and 3) computes
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dID = rPKG + xH1(ID||RID||RPKG) mod q. The PKG sends(RPKG, dID) to

principal.

3. Principal checksgdID
?
= RPKGy

H1(ID||RID||RPKG) mod p. If this check holds then

the private key of the principal isskID = rID + dID mod q.

To Sign a messagem, under the public keyID, the principal 1) chooses a random

r ∈ Z∗
q , 2) computesR = gr mod p andβ = H2(ID||RID||RPKG||R||m), and 3) set the

signature to beRID, RPKG, R, σ whereσ = r + (rID + dID)β mod q.

To Verify a signatureRID, RPKG, R, σ for messagem, the verifier checks

gσ ?
= R(RIDRPKGy

H1(ID||RID||RPKG))β mod p

In this scheme,non-repudiationis achieved by step 3 of theExtractprotocol. This is

because the private key used to sign is never revealed even tothe PKG involved.

Public Key Encryption: As stated in Chapter 2 we assume a public key infrastructure

for the registrars and the SPs. Public key encryption (PKE) is used while encrypting the

data for a particular SP or registrar, and also when data is signed by these entities.

Fig. 5.1. Message flow of receipt Protocol 1 and Protocol 4.
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5.2.2 Adding Receipts to the Registrar

We define two protocols for adding receipts to a registrar that vary according to the

parties involved. The first protocol is applicable when a principal has conducted an e-

commerce transaction with a SP and wants a receipt. The second one applies when two

principals want to conduct peer to peer e-commerce transaction without an external SP.

Protocol 1: Adding Receipts generated by Principal-to-SP Transactions.

Steps 1–12 illustrated in Figure 5.1 are followed by the principal to add a receipt, generated

by a SP, to its RREC at the registrar. In steps 1–4 the principal obtains a random session

handle generated by the SP. In step 5 the principal conducts multi-factor identity verification

as described in Chapter 2 using Aggregate ZKPK (AgZKPK) as presented in Chapter 3.

Steps 6–11 in Figure 5.1 illustrate the messages exchanged among the registrar, principal

and SP to retrieve the receipt. In the final step, before storing the new receipt in the RREC,

the registrar calculates the receipt assurance using the procedure described below.

Receipt Assurance Assessment.To assess the assurance, the registrar verifies receiptR

and compares the USER INFO (W for brevity) in the receipt, with the weak attributes

(Wuser) stored at the registrar that have a high assurance level. These weak attributes can

be stored as a part of other receipts in RREC and principal information available to the

registrar. Based on the overlap of this information the registrar computes the assurance

that the principal who is registered is the same principal who performed the e-commerce

transaction. For example ifW
⋂
Wuser = W then there is a complete overlap. IfW

uniquely identifies the individual, the assurance level would be as high as the lower bound

of the assurances of allwuser ∈ Wuser. The higher the number of overlapped attributes,

the higher is the assurance level. Once the assurance level is assessed the registrar adds the

receipt to the principal’s RREC.

Protocol 2: Adding Receipts generated by Principal-to-Principal Transactions.

Consider a case of two principals that carry out an e-commerce transaction directly with

each other. A principalPA is selling itemI for pricePrice to principalPB. Both principals



127

are interested in submitting a receipt of this transaction to the registrar to extend their

transaction history as a seller and a buyer respectively. This receipt would have to be

constructed with the consent and verification of bothPA andPB. We assume that principals

have pre-established accounts at the registrar, in that they have a user name and password

corresponding to a RREC. AsPA andPB do not trust each other, if such a purchase/selling

transaction were unsupervised then it would be difficult to settle any dispute. Therefore

the following protocol is carried out to make the purchase, followed by the generation and

submission of the receipt.

1. ID-Based Signature Setup.PrincipalsPA andPB execute the IBS Scheme introduced

in Section 5.2.1. Here the public IDs are the SSO IDs ofPA andPB at the registrar.

The key used to sign is only known to the principal owning thatID.

2. Receipt and Context Agreement.PrincipalsPA andPB first sign their user ID at the

registrar with their private key, using the IBSSign protocol. Once each signature

is verified, by using theV erify protocol, the seller and buyer names at the registrar

are known. Then they need to agree on the details of the purchase involving details

of price, item and other such information to construct the potential receipt. They

also need to agree to provide a valid signed receipt when the transaction is complete.

These terms of agreement are formalized in acontractC. To achieve fairness, this

contract should be signed simultaneously. Therefore, acontract signing protocol

[115] is used so that each party has a signed copy of this contract simultaneously.

3. Purchase.To make the purchase, principalPB needs to provide its strong attributes

such as Credit Card Number and weak attributes such as Name with Address (PBAttr

for brevity). To do this the following steps are taken [116]−

(a) PB generates a random keyK and sendsPA the encrypted message

EK(PBAttr||C||RPB
) whereC is the contract they agreed upon andRPB

is a

receipt signed byPB detailing the purchase.
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(b) PA publishes a signed message requestingPB to publish the key forEK–

encrypted message whose digest isH(EK(PBAttr||C||RPB
)) by dateT at lo-

cationX.

(c) PB publishes the pairH(EK(PBAttr||C||RPB
)),K in X on or before dateT .

The above certified email protocol preventsPA from denying the fact thatPB pro-

vided required information for the purchase. At this pointPB ’s side of the purchase

is made. In a similar fashion,PA provides the resource, contractC, and a signed

receipt of purchaseRPA
toPB.

4. Receipt Addition.In this step bothPA andPB have signed receipts. They both log

onto the registrar using multi-factor verification to add their respective receipts as

described in Protocol 1.

Protocol 3: Receipt Extension with Commitments.

A principal can extend receipts stored at its RREC by creating cryptographic commitments

of receipt attributes. This is to allow the principals to create ZKPKs, in future transactions,

based on the commitments. We omit the details of such extension as it follows directly

from Protocol 1 in Chapter 3. At a successful completion of this protocol the registrar adds

the signed commitment for the specified attribute to the RREC.

Protocol 4: Trust establishment with a SP using e-receipt.

Steps 13–20 in Figure 5.1 show how the principal can provide its receipt attributes to the

SP to establish trust or a reputation level based on the criteria specified by that SP. This

criteria may be specified as policies at the SP.

Trust establishment policies on e-receipts.The policies are specified as conditions on

the receipts. We use first order logic formula (FOLF) to reason about the policies. The vo-

cabularyΨopen contains binary predicates corresponding to receipts and receipt attributes.

A complete list of these predicates is provided in Table 5.3.The SP trust establishment

policy Π is a FOLF expressed in terms ofΨopen.
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Table 5.3 Predicates for service providers trust establishment policies.

Predicate Arity Arguments Meaning
Receipt 1 receipt R If Receipt(R) is true, then R is a

valid receipt belonging to the prin-
cipal who is claiming this receipt.

ReceiptKey 3 receipt R, transac-
tion ID R.TID and
seller R.SELLER

If ReceiptKey (R, R.T,R.S) is true,
then R receipt can be uniquely iden-
tified using its transaction ID R.T

and seller name R.S.
Seller 2 receipt R and

seller information
R.SELLER

If Seller(R,R.S) is true, then R has
the seller name R.S.

Buyer 2 receipt R and
buyer information
R.BUYER

If Buyer(R,R.B) is true, then R has
the buyer pseudonym R.B.

Item 2 receipt R and item
tag R.ITEM

If Item(R,R.I) is true, then R has
the item tag R.I.

Price 4 receipt R, price
number value
R.PRICE, numeric
operator, number
constant

If Price(R,R.P,o,C) is true, then R
has the price value R.P which has a
relation denoted by operatoro (e.g.
=, >,<) with numeric constantC.

Assurance 2 receipt R and
assurance tag
R.ASSURANCE

If Assurance(R,R.A) is true, then
R has the assurance level R.A.

Time 2 receipt R and time
R.TIME

If Time(R,R.T) is true, then R was
issued at time R.T.

Example 11 A policy of the online-book store ’e-book’ could be as follows – ‘if a princi-

pal has bought a book for more than$80 from ’e-book’, then it is a trusted customer.’ The

trust establishment policy can be encoded in the logic as:

TrustedCustomer(P ) := ∃RP (Receipt(RP )∧Buyer(RP , P )∧Seller(RP ,
′ e−book′)∧

Price(RP , RP .P rice, >, 80))
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The SP provides the principal with the trust establishment policy Π as illustrated in step

13 of Figure 5.1, along with the random session handle that isneeded to ensure freshness

of the transaction. The principal then logs on to the registrar and provides this information.

The registrar evaluates the policyΠ to identify a list of receiptsR1, . . . , Rk that would sat-

isfy the trust establishment criteria2. Once the receipts are identified the registrar provides

a way for the principal to select the attributes[aRRECi
]Rt

from receiptRt, where1 ≤ t ≤ k,

1 ≤ i ≤ n, andn is the total number of attributes needed to satisfyΠ. The principal is also

given an option to add more receipts from its RREC if it desires to do so. The principal also

provides the random handlerSP to the registrar. Given this information, the registrar con-

structs the signed attribute tokenρattr = 〈{[aRRECi
]Rt
}, rSP , t〉REG wheret is the current

timestamp. The registrar sendsρattr to the principal. Finally the principal providesρattr to

the SP. The SP verifies the attributes and provides the service accordingly.

Protocol 5: Trust establishment with a SP using x-receipt.

If a principal does not want to provide clear attributes fromthe receipts and instead wants to

prove properties of the receipt attributes, it can use the enrolled cryptographic commitments

of the x-receipts to create proofs of such properties. The policies for this kind of trust

establishment can be expressed as follows.

Trust establishment policies on x-receipts.For the cases in which the trust establishment

criteria are related tocryptographic proofsof receipt attributes belonging to the principal,

the SP uses an extension of policy vocabularyΨopen denoted asΨproof . Ψproof also has bi-

nary predicates but unlikeΨopen the attributes specified do not have to be revealed in clear.

Instead ZKPK of those receipt attributes need to be providedby the principal. For each of

the predicates listed in Table 5.3, there is an equivalent predicate for theΨproof vocabulary,

pre-pended by the letter ‘x’. For examplexSeller, xItem, andxPrice. If in Example 11

the clear attributes are not required, instead the cryptographic proofs of those attributes are

sufficient, and then the same trust establishment policy canbe written as:

TrustedCustomer(P ) := ∃RxP (xReceipt(RxP )∧xBuyer(RxP , P )∧xSeller(RxP ,
′ e−

2The evaluation is possible only if the RREC has the value of the attributes needed to satisfyΠ in clear.
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book′) ∧ xPrice(RxP , RxP .P rice, >, 80))

Using such policies, the precise steps of the protocol are described as follows.

1. SP Policy. The SP provides the trust establishment policy requiring ZKPK Πx to-

gether with a random handlerSP and sends it to the principal.

2. Principal retrieves receipt commitments.It is required that the principal has created

a commitment for each of the receipt attributes for which it has to construct a ZKPK.

Assuming that these commitments are created for each such attribute using Protocol

3, the next step is to retrieve these commitments.

The principal logs on to the registrar to access its RREC. Theregistrar then evaluates

the policyΠx to identify a list of receipts that would satisfy the trust establishment

criteria based on the attribute information available in clear. Once the receipts are

identified the registrar provides a user-interface for the principal to add additional

receipts if needed. Let the resulting list of selected receipts beR1, . . . , Rk. The

principal then selects the attributes[aRRECi
]Rt

with the corresponding commitments

[CRRECi
]Rt

from receiptRt where1 ≤ t ≤ k, 1 ≤ i ≤ w andw is the number

of commitments needed. We simplify the notation of the commitment and represent

it asC1, . . . , Cw. The principal is also given an option to add more receipts from

its RREC if the principal desires to do so. The principal alsoprovides the random

handlerSP to the registrar.

Given this information the registrar constructs the signedcommitment tokenρcommit =

〈{([CRRECi
]Rt

)}, rSP , t〉REG wheret is the current time stamp. The registrar sends

ρcommit to the principal.

3. Proof submission of principal’s x-receipt attributes.The principal performs AgZKPK

with the SP to provide proof of knowledge of the required attributes. Only the princi-

pal knows the random secrets and the actual attribute valuescorresponding to each of

the committed receipt attributes. The proof consists of thefollowing two key steps.

(a) Principals’ aggregation. Consider that the SP has challenged the principal to

prove knowledge of commitments{Ci} where1 ≤ i ≤ w. The principal computes
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C =
∏w

i=1Ci = ga1+···+athr1+···+rt, whereai andri are the attribute and secret ran-

dom corresponding to the commitmentci respectively. The principal sendsC, ρcommit

to the verifier.

(b) Zero-knowledge proof of aggregate commitment. The principal and the registrar

carry out the following AgZKPK protocol:

PK
{

(α, β) : C = gα
1 h

β
1 , α, β ∈ Zq

}

whereα = {a1 + · · · + at} andβ = {r1 + · · · + rt}. If the ρcommit is constructed

correctly to satisfyΠx and AgZKPK in step 3 is successful, then the principal proof

is considered correct and the trust is established.

Protocol 6: Revoking a receipt

By revocation of a receipt we mean the removal of the receipt from the principals’ RREC.

We consider three cases for the revocation of a receipt depending on the party revoking the

receipt, namely the principal, the registrar and the SP.

The first two cases are trivial. For the principal case, the principal is required to log onto

its account using multi-factor identity verification to access its RREC. Once logged in, our

system provides a way for the principal to remove any of the receipts from its RREC. For

the registrar case, the registrar may define the criteria forremoving receipts. For example,

the registrar may revoke receipts that are more than100 days old. The registrar periodically

checks the RREC to see if the receipts are compliant to its criteria to retain the receipts.

If not, the registrar asks the principal to remove the specific receipts within a given time

period, after which the receipt is removed by the registrar itself.

For the SP revocation case we consider an interesting scenario where the principal needs

to return the purchased item from a SP and the SP may provide a refund. More importantly

this SP needs to ensure that the receipt stored from the previous transaction gets void and

the principal needs to ensure that it gets the refund. The following steps are needed to do

this revocation.
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1. Principal retrieves receipt from its registrar.The principal logs on to access its

RREC. It identifies the receiptR which is to be revoked once it returns the item

relevant to the purchase identified in the receipt. The registrar then constructs the

signed tokenρrevoke = 〈R,P, t〉REG. It sendsρrevoke to the principal whereP is the

SSO ID of the principal, andt is a timestamp to ensure freshness.

2. Principal requests revocation from SP.The principal then signs the〈ρrevoke〉P using

IBS Sign protocol and provides this token to the SP. The SP verifies thesignature

using the public key ofP and the IBSV erify protocol. Only if the verification is

successful, the revocation protocol proceeds.

3. Principals’ refund and SPs revocation.The principal and SP agree on a contract

C using a simultaneous contract signing protocol, which would state that for the

transaction identified by the receiptR in ρrevoke the principal will provide the SP the

identifieri of the purchased item, and the SP will provide the refundf applicable to

that purchase. The item identifier should not be a sensitive value, but instead a public

service number for the item purchased. For examplei could be a pin. Once the pin is

revoked, no other principal can use it to access the same resource. Once this contract

is agreed upon, the three steps as in Protocol 5 Step 3 are executed with message

EK(i||C) whereC is the refund contract they agreed upon. Using these steps the

principal can request revocation and the SP cannot deny the principal did revoke its

purchase. Then the SP sends the principal a tokenα = [f, ρrevoke]REG encrypted with

the registrar’s public key. The principal sendsα to registrar. The registrar removes

the receipt identified inρrevoke and sends the refundf to the principal.

5.3 Analysis

In this section we present an analysis of the receipt protocols based on the security and

privacy requirements introduced in Section 5.1. For ease ofunderstanding, a summary of

the cryptographic techniques used in the various protocolsthat provide the various security

and privacy properties are given in Table 5.4.
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Table 5.4 Analysis of the security and privacy requirementsof the receipt proto-
cols based on cryptographic building blocks.

# SECURITY PRIVACY

Correct-
ness

Integr-
ity

Single
Submit

Fair-
ness

Non-
repudiation

User Con-
sent

Min.
Disclo-
sure

2 IBS,
AgZKPK,
Contract
Signing

IBS Session
handles

Contract
Signing

IBS, Certi-
fied Email
Protocol

IBS,
Contract
Signing

AgZKPK,
SSO ID

3 ZKPK IBS ZKPK N/A IBS Commitment,
ZKPK, IBS

N/A

5 AgZKPK PKE Commit-
ments

N/A ZKPK tran-
script

ZKPK ZKPK

6 PKE PKE PKE Contract
Signing

IBS, Certi-
fied Email
Protocol

IBS, Certi-
fied Email

SSO ID

Property 1 (Security of Receipt protocols) All receipt protocols satisfy the security cri-

teria namely 1) Correctness, 2) Integrity, 3) Single Submission, 4) Fairness and 5) Non-

repudiation properties

For all the protocols, the multi-factor identity verification at the registrar using AgZKPK

prevents identity theft attacks as described in Chapter 3. As such, if an adversary is able

to impersonate a given principalP and authenticate usingk random commitments, then

that would imply that this adversary was able to steal the corresponding2k secrets ofP to

construct a valid proof. Such compromise can occur with a lowprobability and hence the

login at the registrar is reliable. In addition the evaluation of the RECEIPT ASSURANCE

LEVEL based on the principals’ weak identifiers stored at the RREC’s, also mitigates the

risk of the adding and using incorrect receipts. For each of the detailed protocols, the

security criteria are discussed below.
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In Protocol 2,correctnessof the buyer and seller information is achieved by multi-

factor identity verification and use of IBS. The IBS scheme isprovably secure based on the

Schnorr’s signature scheme [117] in a random oracle model. If the signatures are correct,

it would imply that the buyer and seller information provided for the receipt is correct. For

the correctness of the receipt attributes, the contract signing protocol [115] is used. The

principals agree on a set of attributes relevant to the e-transaction and use it to carry out

the protocol. Integrity of the e-receipts is achieved by IBS signatures [114] on the final

receiptsRUA
andRUB

provided by each principal. Thesingle submissionis ensured based

on the session handles included inρsubmit token used during the final addition of the receipt

at the registrar. Thefairnessis proven and achieved because of the use of the simultaneous

contract signing protocol [115]. Finallynon-repudiationis achieved because of the use of

the IBS. This is because the IBS scheme used achieves the Girault’s trusted level 3 [118]

that implies the that private key generator (i.e. the registrar) does not know, or cannot easily

compute, the principals’ private keys. Moreover, the certified email protocol given at step

3 requires that the requests and keys shared in step 3, be published, therefore the parties

cannot deny carrying out the transaction.

In Protocol 3,correctnessis ensured because of the use of the ZKPK while creating the

commitment. Theintegrityandnon-repudiationproperties are achieved because of the use

of the IBS signature and AgZKPK at the time of identity verification.

In Protocol 5,correctnessis achieved using mutli-factor identity verification, followed

by the AgZKPK on the commitments identified in tokenρcommit. For the integrity of

ρcommit, the public key signature of the registrar on this token is used. The tamperproofness

of ρcommit prevents adding any additional commitment of an attribute which may not belong

to a valid receipt. Thus thesingle submissionof the attribute commitment is achieved.

In Protocol 6,ρrevoke is first signed by the registrar using PKE, and eventually by the

principal using IBS. These signatures ensureintegrity of the receipt that needs to be re-

voked. The signed token〈ρrevoke〉U and the timestampt prevent receipt from being re-

submitted by an adversary. Usingρrevoke also helps in thesingle submissionof receipt
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revocation requests. Finally thefairnessandnon-repudiationproperties are achieved as in

Protocol 2.

Property 2 (Privacy of receipt protocols) All receipt protocols preserve the privacy crite-

ria, namely 1) user consent and 2) minimal disclosure of principal receipt attributes and

other principals identity information, as described in Section 5.1.

In Protocol 2 theuser consentis captured using the IBS signatures, and the contract

signing protocol. This is because only the principal is assumed to have the secret key

for executing theSign protocol. Moreover the terms and conditions of the e-transaction

are encoded in the contract that is signed by each participant principal. The protocol also

ensuresminimal disclosurewhich is achieved by the use of random session handles. Even

if both principals’ identity is verified with mutli-factor identity verification using AgZKPK

at the registrar, the principals do not learn any other information besides the SSO ID of

each other, and the information required for the e-transaction to occur.

In Protocol 3 theuser consentis ensured when the principal creates the cryptographic

commitment followed by the IBS signature and the ZKPK on the committed value. Sub-

sequently in Protocol 5,user consentis captured based on the ZKPK which can only be

performed if the principal provides its secrets associatedwith the receipt attributes on which

the proofs are formed. The ZKPK also helps in theminimal disclosurebecause of the se-

curity of Pedersen commitment [46] that relies on the hardness of the discrete log problem.

Finally in Protocol 6, the IBS and the certified email protocol ensures that the principal

participates in the revocation procedure and that there isuser consent. During this protocol

no other information other than the principals’ SSO ID is revealed to the SP conducting the

revocation, thus ensuringminimal disclosureof principals attributes.

5.4 Receipts in Mobile Phones

In this section we extend the above approach to show how such receipts can be used in

physical in-person commercial transactions. It is desiredto have a portable device which

can store and compute ZKP’s in addition to communicating thethe physical SPs. We
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use Near Field Communication (NFC) enabled cellular phone devices to store and do the

necessary computations to execute the receipt protocols. NFC is a standards-based, short-

range (∼15 centimeters) wireless connectivity technology that enables two-way interac-

tions among electronic devices, allowing users to perform contactless transactions, access

digital content and connect electronic devices [30]. Firstwe present an additional set of

requirements on receipt usage in the mobile device context,followed by protocols satisfy-

ing those requirements. We also provide additional analysis based on the use of receipts in

mobile phones.

5.4.1 Additional Requirements

In this section we highlight specific requirements related to user control that are impor-

tant in the mobile device based in-person transactions [119]. In our context the user control

on his/her receipts stored on the mobile device is ensured bysatisfying the following spe-

cific requirements.

1. Condition-based Receipt Retrieval:Retrieval of receipts from the mobile device

should not be unconstrained, rather it should be driven by conditions defined by user

preferences or SP policies. These conditions should be taken into account while

making queries on the RREC or subset of RREC stored on the mobile device.

2. User Consent: The individual should provide explicit consent or be aware of the

data being revealed from the mobile device.

3. Minimal Disclosure: Similar to the privacy requirement for online transactions

given in Section 5.1, in the context of mobile phones, the individual should be able to

disclose to the SP the minimal information about the receiptattributes that is needed

as per the SP service policies.

Satisfying the above requirements in addition to the security and privacy requirements

provided in Section 5.1 is non-trivial, because of technical and practical challenges. Our
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overall goal in this section is, by satisfying the requirements, to support flexible and portable

receipt based transactions, as in the following example.

Fig. 5.2. Example scenario of NFC mobile phone based receiptmanagement.

Example 12 Assume an individual Alice, denoted by her SSO IDAlice@Reg1 at a reg-

istrar Reg1, conducts an e-commerce transaction with SPeFollets to buy a book for the

price of $134.65. The receipt of this transaction is uploaded to the RREC in steps 2 and 3

according to the receipt protocols detailed in Protocol 1. Using Protocol 3 Alice can extend

the receipts to establish cryptographic commitments corresponding the one or more receipt

attributes. Alice extends her set of receipt attributes to create a commitment (step 4) on the

price of the receipt received in step 2. For portable usage ofthe receipts in the RREC, a

subsetR of the receipts in RREC is uploaded to the NFC mobile phone by Alice in step 5.

Alice then decides to use her receipts at a physical SP shopFollets to qualify for a

particular discount that requires her to have performed a (possibly electronic) commerce

transaction involving buying an item from theFollets or eFollets for more than 80$.

The device has the capability to retrieve the appropriate receipts based on the conditions

specified by the SP. The receipt information is not passed from the NFC mobile phone to
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the SP without explicit user consent of the user. Moreover toensure minimal disclosure,

Alice can prove using ZKPK that the receipt from theeFollets transaction was greater than

80$ without showing this value in clear. This is depicted in step 8. If the proof is correct

then Alice qualifies for the discount offered byFollets.

In the above example,Follets may also wish to ensure that the receipts are actually

owned by the individual presenting the receipts. Using the information stored in the mobile

phone, which is signed by the registrar,Alice can prove toFollets that she owns the RREC

that contains the receipt attributes being presented. The correctness and integrity of the

receipt attributes involved is ensured by the registrars’ signature on the receipt attributes

and multi-factor identity verification using AgZKPK. In this manner the user control and

security requirements of the use of receipts in mobile phones is ensured.

5.4.2 Receipt Protocol for Mobile Devices

Table 5.5 Nokia NFC mobile phone components.

# Component Symbol Description Usage in Receipt Protocol
1. MIDlet Phmid Detailed descrip-

tion in § 5.4.2
Main applications running the re-
ceipt usage protocol

2. Phone Mem-
ory

Phmem 11 MB memory To store secrets, IdR and RREC tu-
ples

3. External
Memory

Phxmem 2GB memory To store secrets, IdR and RREC tu-
ples

3. Smart Card NFCdev
sc 72KB memory To store secrets

4. Mirfare Tag NFCdev
tag 4KB memory Used for communication with the

SP
5. Modem/ An-

tennae
- Communication

components
Used for communication with the
SP

In this section we provide the protocol that satisfies the requirements highlighted in

the previous subsection. As we will see, the protocol description refers to the Nokia NFC
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Table 5.6 Summary of mobile device based receipt usage functions.

Requirement Function Description
Condition-
based Receipt
Retrieval

QueryRREC(RREC,
conditions)

This function returns the receipts in the
RREC which satisfy the conditions listed
in conditions which specified by user
preferences and/or the SP service policy.

User consent UserInterface (Re-
ceipts)

This function is responsible for the user
interaction interface involved in the selec-
tion and submission of receipt attributes.

Minimal Dis-
closure

CreateProof(
ReceiptIDs,
Commitments,
Tags)

To create AgZKPK on the receipt at-
tributes indicated byReceiptIDs and
Tags, along with the list of associated
commitmentsCommitments stored.

Ownership VerifyID(Verification
Policy)

The function returns true only if based
on multi-factor identity verification using
AgZKPK on the information present in the
RREC and IdR is successful.

Receipt Usage VerifyReceipts( Re-
ceipt Policy) (§ 5.4.2)

The protocol describes how the receipts
can be used to satisfy the receipt based on
the SPs trust establishment policy.

cellular phone architecture. We thus begin our presentation with a brief overview of the key

components of the mobile phone that are utilized in the protocols and some basic functions

implemented on the phone itself for the receipts usage. Following that we provide the

protocol for privacy preserving usage of receipt attributes.

Preliminary Concepts regarding Cell Phone Architecture

We use a Nokia 6131 NFC cell phone (PhNFC) [30] to store and use portable re-

ceipts for in-person transactions. We assume that the SPs have a NFC reader (denoted by

NFCSP
reader) that transmits and receives messages from a NFC cell phone.The phone is

integrated with a NFC device and thus contains both reader and writer to receive and send
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Fig. 5.3. NFC mobile phone components.

messages from/to a SP. The components of thePhNFC are shown in Figure 5.3 and briefly

described in Table 5.5.

The main component used to manage and use receipts is given bythe MIDlet suite.

The MIDlet suite consists of a Java Application Descriptor (JAD) and MIDlet. The JAD

describes the MIDlet applications in the suite. A MIDlet (denoted byPhmid) is a Java pro-

gram that runs on the Mobile device. APhmid can be installed onto a phone and use Mobile

Information Device Profile (MIDP) in Java 2 Platform Micro Edition (J2ME) [120]. The

MIDlet operates in a sandbox [121] that restricts the available APIs to a limited set. Once

thePhmid has been deployed on the cell phone, it uses the cell phone’s CPU and mem-

ory. To access the secure elements of 6131 NFC (NFCdev
tag andNFCdev

sc ) Nokia requires

that only signed MIDlet’s can access the secure elements. Such signed MIDlet’s are called

trusted MIDlet’s. Security for trusted MIDlet suites is based onprotection domains[120].

Each protection domain defines thepermissionsthat may be granted to a MIDlet suite in

that domain. These permissions are checked by the implementation prior to the invocation

of any protected function. In Section 5.4.3 we provide additional details on the protection

domain and how it applies to the protocol presented next.

The functions supported byPhmid are briefly described in Table 5.6. Some of the

functions can be implemented using existing technologies.For example, theQueryRREC
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function can be implemented using tools for querying the mobile database [122]. Also,

several techniques have been proposed [123] for ensuring a usableUserInterface for mo-

bile phone applications. TheCreateProof andVerifySig functions rely on the Aggregate

ZKPK and signatures introduced Chapter 3. TheVerifyID andVerifyReceipts functions

are novel and are based on the articulated cryptographic-based solution. Both functions

enable verification of attributes, and are thus similar. In the former, the identity attributes

in the IdR are proven to the verifier and in the latter the receipt attributes in RREC are used

to prove history-based attributes. In this section, we focus on how theVerifyReceipts

function is implemented on thePhNFC .

Managing Receipts in the NFC Cell Phone Device

Now we present the protocol for providing receipts usingPhNFC . We focus our atten-

tion on the key steps specific to the NFC device itself, and omit the details on the crypto-

graphic protocols involved for the correctness and integrity of the receipts3. To show where

such cryptographic protocols are used, we make the appropriate calls to functions as listed

in Table 5.6.

Adding receipts to the NFC device is straightforward as the individual can select the

digital receipts from his/her RREC which, in turn, is saved in the external memory of the

NFC device. More specifically, each time an individual obtains a receipt in a physical SP

location, then this receipt can use standard digital data communication technology such as

bluetooth, Infra Red communication(IR) and USB cable [30] to upload this receipt. On

the contrary, the verification protocol has several interesting challenges. Recall that the

protocol is carried out by the individual to provide the proofs of receipt attributes required

to satisfy the SPs trust establishment policiesπSP as illustrated in Protocols 4 and 5 in

Section 5.2. SPs specify policies that describe the conditions that need to be satisfied by a

given receipt before the individual qualifies for a particular request (example a discount).

Such conditions will be encoded into queries on the receipt records stored in the individu-

3See Chapter 3 for details on the cryptographic protocols.
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als’ mobile device. The main steps of theVerifyReceipt protocol to engage for satisfying

queries of this kind are provided in Protocol 7 that is explained in the following.

As a pre-requisite, individuals’PhNFC is initialized with a set of receiptsR uploaded

before carrying on the protocol. In the first step the individuals’ cell phone tag denoted by

NFCdev
tag capturesπSP sent by the SPs transceiverNFCSP

reader
4. TheNFCdev

tag transfers this

policy to the cell phones main memoryPhmem in step 2. Subsequently, in step 3NFCdev
tag

triggers an event to the cell phones computational unit to initiate thePhmid MIDlet to run

the receipt queries.Phmid calls the functionQueryRREC to evaluate the potential receipts

in R that can satisfy the conditions inπSP . As a result the eligible receiptsR′ ⊂ R is

retrieved from thePhNFC and displayed on the cell phone’s screen. In step 5, thePhmid

calls the user interface related functionUserInterface that allows the user to choose the

receipt attributes fromR′ that the user wishes to show in clear (L1) or create a ZKPK (L2).

In the next step, the mainPhmid initiates a new MIDlet calledPhmidc that runs in a

protected domain with restricted permissions. This is becausePhmidc uses cryptographic

secrets associated with the receipt attributes to create receipt proofs. The receipt proofs

are created in an aggregated manner using the functionCreateProof in step 8. This re-

sults in the aggregated proof calledAgProof . Phmidc sends theAgProof to Phmid.

The receipt attributes and proof are concatenated in step 9 to obtain the final tokenF :=

L1||L2||AgProof whereL1 is a list of receipt id’s, attribute values signed with the regis-

trar’s key, and the corresponding tags it wants to reveal in clear; andL2 is a list of receipt

id’s, commitment values signed with the registrar’s key, and of the corresponding tags the

individual wants to prove ownership. Using theUserInterface function the individual ap-

proves sending this information to the SP. On receiving userconsent,F is sent via the

NFCdev
tag to be read by theNFCSP

reader. If the receipt attributes and proofs provided satisfy

the conditions defined in the SPs policy (πSP ), then the individual receives the services as

specified inπSP .

4NFC Transceiver is a device that can transmit as well as receive data using NFC.
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Protocol 7 [VerifyReceipt] User providing receipt attributes fromPhNFC to SP

Require: SP trust establishment policiesπSP , user receiptsR onPhNFC .
Ensure: The user’sPhNFC and the SPsNFCSP

readerare located at a close proximity.

1: NFCSP
reader

M1−−→ NFCdev
tag [M1 = πSP ]

2: NFCdev
tag

M2−−→ Phmem [M2 = πSP ]

3: NFCdev
tag

M4−−→ PhCPU [M4 =initiatePhmid event]
4: Phmid[uncritical domain] executesQueryRREC(R, πSP )←R′

5: Phmid[uncritical domain] executesUserInterface (R′)
6: { User choosesL1 := {Ri, ak, attrk} which is a list of receipt id’s, signed attribute

values with registrars key, and the corresponding attributes it wants to reveal in clear
7: User choosesL2 := {Ri, Cl, attrk} which is a list of receipt id’s, signed commitment

values with registrars key,and the corresponding attributes it wants to prove}
8: Phmidc[critical domain] executesCreateProof (L2)← AgProof
9: Phmid[uncritical domain] executesUserInterface to provide consent to final tokenF

:= L1||L2||AgProof
10: Phmid F−→ NFCdev

tag

11: NFCdev
tag

F−→ NFCSP
reader

5.4.3 Analysis of Receipt Protocol for Mobile Devices

In this section we analyze the receipt usage using thePhNFC with respect to perfor-

mance, portability, security and privacy criteria. We focus on the applications running on

the phone executing the receipt usage protocol and discuss how we use specific capabilities

of the phone to achieve the desired properties.

Performance

One of the key features required of a MIDlet is that it should run efficiently on the

mobile phone platform. One main factor that would impede theperformance is the use of

large numbers to perform the ZKPK computations. Because creating ZKPK proof com-

putation done at the MIDlet uses computations on large integers (∼128 Bytes), it may be

expected that the time taken to compute the ZKPK to be proportional to the number of

receipt attributes involved. However, using AgZKPKs it takes almost constant time for

ZKPK generation even as the number of attributes being proven increase. This is because
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Fig. 5.4. Comparison of proof create in Midlet versus Applet.

AgZKPK has a constant number of exponentiations while providing proof of knowledge

(See Chapter 3 Table 3.2). This claim is confirmed by the following experimental test

results.

The performance testing is based on the Nokia 6131 NFC mobilephone [30]. The

Phmidc has the size 17 KB. A graph displaying the amount of time it takes for the ag-

gregated proof for number of identifiers ranging from [1,. . .,50] is provided in Figure 5.4.

Overall, the estimated time for creating a proof varying with one to fifty attributes is 2.22

seconds on an average. We compared the amount of time it takesto create the proof in the

Phmid versus the time it takes to create the proofs in an online transaction using a JAVA

Applet [124] which is on an average .020 seconds. The increased number of identifiers

being proven does not increase the time. We also compared thetime the SP takes to verify

these proofs at the server (which is an Intel Pentium D CPU 3.0GHZ and 1G RAM and

runs the Windows XP Operating system) to the time it takes to create it using an Applet

in Figure 5.5. On an average the SP takes 0.103 seconds to verify aggregate proof of 50

identifiers.

We also analyzed the communication costs by measuring the number of bytes sent to

the verifier when the user provides a proof of identity attributes. The amount of time taken
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Fig. 5.5. Comparison of proof create versus proof verify.

to transfer the messages relies on the network speed in case of online transaction. Fig-

ure 5.6 illustrates the increase in message size with increased number of identity attributes

being proven. The size of the aggregate proof is approximately the same (∼167 Bytes) but

the other information associated with the proof such as the commitments, and the tag in-

formation (See step 9 of Protocol 7) increases with the number of identifiers. The message

size for each round with a given number of identity attributes was averaged over 3 runs.

The number of bytes increase 161 Bytes on an average as the proof includes one more

identifier. We use thetcpdump tool to get the the size of TCP data that is transmitted. For

one identity attribute∼1582 Bytes is sent on an average.

Portability and Interoperability

Portability allows users to have multiple devices (such as mobile phones and external

storage devices) implementing the protocols, thus enabling user choice not only on the

attributes but the device itself. Portability is achieved through adherence to standards and

use of MIDlet’s for applications. MIDlets can be copied to other platforms and used to

manage receipt and other identity attributes in the RREC andIdR respectively.
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Fig. 5.6. Message size analysis with increased number of identifiers.

The receipts can be stored and added as per the memory capability of thePhNFC and

thePhxmem. Our implementation of the wallet in the Nokia 6131 NFC modelcan use up

to 11MB of Phmem and up to 2GB ofPhxmem. The unit size of a IdR or RREC receipt

tuple containing one commitment is 4KB. ThePhxmem can hold up to 50,000 receipts for

2GB memory and the maximum number of receipts that can be stored into phone’s internal

memory is 2750, although this number will vary based on the memory taken by other files

in the phone, such as the multimedia files. Individuals need to upload only a subset of

records in RREC and IdR. The wallet contains the secrets needed for the proof generation.

With any modification to the secrets, the proof verification will fail so the integrity needs

to be ensured. To ensure confidentiality of the secret residing in plain text in thePhxmem

the user can lock the memory card with a password. It is however not required that the

password is re-entered every time an access call is made to the wallet file in thePhxmem.

Further mechanisms to ensure confidentiality is a part of ourfuture work.

Regarding interoperability, the stored secrets in the user’s wallet can be transferred to

various devices such asPhmem Phxmem or even otherPhNFC . The NFC phone supports

InfraRed, bluetooth and USB cable connection for this data transfer.Phxmem can be used

from another cellphone as the user decides to use a differentmobile device. Keeping wallet
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in Phxmem helps our system to maintain interoperability, in that the memory card can be

used from some other cell phone using thePhxmem [30].

Security and Privacy

Fundamental security and privacy properties such as minimal information disclosure

and non-replay of proof of ownership are inherited by the employed AgZKPK protocols.

In the following we instead focus on the possible attacks on the MIDlets and on how our

proposed protocols ensure user consent when releasing receipts attributes.

The integrity of the MIDlet is ensured by using the trusted MIDlet suite for all the

applications running our protocols. The trusted MIDlet suite is composed of signed code so

as to ensure the integrity of the applications running on thePhNFC . An important aspect of

MIDlet is that they run in a sandboxed environment [121], providing the necessary isolation

of the memory usage betweenPhmidandPhmidc.

One possible attack on the MIDlets can occur if an attacker intercepts the MIDlet ap-

plication during proof creation, to either read the cryptographic secrets to compromise the

confidentiality of such secrets, or write to the MIDlet during proof creation resulting in

possibly incorrect proofs. To mitigate this attack, we run the information critical MIDlets

(Phmidc) in a restricted environment with no connectivity with external devices so the at-

tacker cannot use the excessive permissions or open ports, to access thePhmidc to exploit

any potential vulnerabilities. More specifically we consider two types oftrusted domains.

If the MIDlet needs to access cryptographic secrets, such asPhmidc in Protocol 7, then

it is run in a restricted domain called thecritical protected domain. This domain helps

protect against the interception of possibly malicious programs to retrieve the secrets used

in a given computation [30]. If other functionalities are needed, for examplePhmid in

Protocol 7 needs connectivity with theNFCSP
reader, then it runs in theuncritical domain

that contains a set of permissions to access thePhNFC ’s resources. The set of permissions

are often called together as function groups. An example of afunction group assigned to
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Phmid is Local Connectivitythat contains permissions related to connection via local ports

such as NFC to do the necessary communication withNFCSP
reader.

Another attack, related to user’s privacy is the potential opportunity for a malicious

SP to access the receipt and other identity attributes from the user’s mobile phone without

explicit consent of the individual. To prevent this threat it is crucial to ensure user con-

trol [110]. An individual should provide explicit consent to every transaction or attribute

receipt exchange. The user consent is attained in steps 5 and9 of Protocol 7. Internally, in

thePhNFC , theUserInterface function ofPhmid displays the potential receipt attributes

the individual can use in a given transaction. Based on the individuals’ choice, the list of at-

tributesL1 andL2 are constructed. This is followed by cryptographic operations computed

by thePhmidc whose permissions are set requiring user input (denoted byUser Permis-

sion in [120]) to execute theCreateProof function. Finally, in step 9, before the receipt

attributes and proofs are revealed to the SP, this information is checked using theUserIn-

terface function of thePhmid. In this manner, the user consent property is achieved and

the individual maintains a level of control over which identity attributes are released to a

given SP.

5.5 Summary

In this chapter we have presented the concept of history based identity attributes en-

coded as receipts related to online transaction histories of individuals and protocols to build

and manage such attributes. We show how the protocols can ensure several desired secu-

rity and privacy properties and be used along with other identity attributes for multi-factor

identity verification, during the usage of such history based attributes. Given our approach

individuals’ online activity can be used to generate reliable identity information that can

be managed and used as any other identity attributes to evaluate trust relationship based

related properties such as reputation. We also show how the receipts can be portable, and

used with mobile phone devices. In the mobile identity context we further analyze and

show that are protocols are effective to achieve the desiredperformance, security and pri-
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vacy properties in the system. In essence, the receipt protocols presented in this chapter

provide a flexible and privacy preserving methodology to usehistory-based attributes in

the VeryIDX framework.

There are specific assumptions to consider while employing the history based protocols.

First, is the participation of the SPs in issuing receipts toindividuals as specified in the

protocols. Second, at the time of verification it is assumed that the SPs define policies

based on such receipt attributes and attribute properties which can potentially be proven in

zero knowledge.

The receipt protocols allowuser choicewhen receipts are revealed to a given SP. There-

fore if a user doesnotprovide a receipt then it does not imply that the user did not execute

a particular transaction. More specifically, the SPs do not gain knowledge about all po-

tential transactions executed by the user, but instead those that the user chooses to reveal.

Trust establishment based on the knowledge of all possible transactions of a given user will

require additional mechanisms such as profiling.

An important aspect for successful deployment of protocolsrelated to e-commerce is

to analyze the constraints and requirements of the various e-commerce applications. For

example, the secure electronic transaction (SET) [125] protocols that provided mechanisms

to allow SPs to substitute a certificate for a user’s credit-card number, failed to be imple-

mented because of several practical considerations. A firstconsideration was with respect

to the cost and complexity for SPs to support such protocols,especially given the pres-

ence of simpler alternatives such as SSL [126]. In addition it was cumbersome to install

client software and allow client-side certificate distribution. In our approach we provide a

flexible mechanism to allow various types of transactions asper the capability and require-

ments of the system. Moreover we show that there is minimal computational overhead and

need for client software in our prototype implementations.However, to be practical, addi-

tional studies of human computer interaction [127], marketacceptance and other business

requirements are needed.



151

6. RELATED WORK

In this chapter, we survey work related to our thesis. In our thesis we present an infras-

tructure and several techniques for the protection of digital identity in IdM systems. The

main innovative features we have proposed are the support for the extended notion of fed-

erations and a broad variety of strategies to establish and maintain identity in such systems.

One of the key ideas that we focus on to prevent identity theftis the notion of multi-factor

identity verification. For this purpose, we present methodologies for identity assurance and

new cryptographic primitives that allow privacy preserving multi-factor identity verifica-

tion. We extend the basic approach with the use of biometricsby devising new techniques

for biometric key generation. Further, to make decisions based on the history of activities

of a user in a federation we provide methodologies to captureand use history-based identity

information. We also show how this information can be used with mobile devices.

This chapter is organized as follows. In Section 6.1, we explore the most relevant fed-

erated digital identity management initiatives, describing the security and privacy features

relevant to the identity theft problem. Several cryptographic techniques have been proposed

for privacy preserving identity verification in distributed systems. Therefore, in Section 6.2

we compare our work in Chapter 3 to some known cryptographic schemes namely anony-

mous credential, identity based encryptions and signatures with zero-knowledge proofs.

As the contribution of the present thesis requires the interplay of different technologies

including biometric verification systems and biometric keygeneration techniques, in Sec-

tion 6.3 we provide background information of existing biometric verification schemes and

upcoming biometric key generation schemes and compare themwith our work in Chapter 4.

Finally in Sections 6.4 and 6.5 we provide related work in history-based trust establishment

and management of identity data on mobile devices respectively, and how they compare to

our techniques presented in Chapter 5. The aim of these sections is to provide state-of-the-
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art in the corresponding areas to show how the integration has been exploited to provide a

comprehensive solution.

6.1 Identity Management Initiatives

Identity management is being investigated extensively in the corporate world and sev-

eral standardization initiatives for identity federationare being developed. A summary of

some of the most significant ongoing projects are summarizedin Table 6.1. In this sec-

tion we first analyze the Liberty Alliance [6] (LA) and WS-Federation [17] which are the

two most significant approaches. Then, we overview other relevant approaches, such as

Shibboleth [13] and Microsoft CardSpace [14].

The multi-national, multi-industry Liberty Alliance (LA)[6] consortium is collabora-

tively developing a set of open standards for federated network identity. LA’s objectives are

twofold. One goal is to establish a standardized, multi-vendor, web-based single sign-on

with federated identities. A second goal, which raises a number of interesting technical

challenges to be achieved, is to enable organizations to maintain and manage their cus-

tomer identity data without third-party participation. LA’s specifications build on the Open

Standard Security Assertion Markup Language [71], an XML-based security standard that

provides a way of exchanging principals1 authentication information.

LA has defined technology specifications based on three building blocks; the ID-FF

(Identity Federation Framework), the ID-WSF (Identity WebServices Framework) and the

ID-SIS (Identity Service Interface Specifications). ID-FFdefines a framework for feder-

ating identities and a mechanism for single sign-on [128] (SSO) in a federated manner.

Principals’ accounts are distributed and maintained at each service site. To federate these

accounts while ensuring principals’ privacy, the IdP and other SPs establish a pseudoran-

dom identifier that is associated with a real name identifier at each site. The process of

federating two local identities for a principal between providers is triggered by the prin-

cipal with the consent of the providers - this allows each provider to map the established

1Principals or users are digital representation of real world individuals in a federated IdM system (See Chap-
ter 2 Section 2.1.1).
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pseudonym into their local account identifiers. When an authentication of a principal is

requested by a given SP, the IdP authenticates that principal and then issues an authenti-

cation assertion. If the IdP has already authenticated a principal, then it directly issues an

assertion without requiring the principal’s participation. Each SP validates the assertion

issued from the IdP, and determines whether or not it should be accepted. As the IdP can

issue multiple assertions to different SPs based on a singleauthentication action by the

principal, the principal is able to sign-on to these other service sites without needing to be

re-authenticated at each service site. ID-FF defines how data must be exchanged between

IdPs and SPs.

ID-WSF (Identity Web Services Framework) defines a framework for web services that

allows providers to share principals’ attributes in a permission-based manner and to create,

discover and request identity services. It also supports discovery of services and security

mechanisms to transmit messages.

ID-SIS (Identity Service Interface Specifications) definesservice interfaces for each

identity-based web service so that providers can exchange different aspects of identity (i.e.,

a principal’s profile) in an interoperable manner. Examplesof ID-SIS services include:

personal information request, geo-location services and directory services. Furthermore,

LA specifies various federated identity trust models; one ofwhich is circles of trust. A

circle of trust is formed by federating SPs and IdPs that havebusiness relationships and

with whom principals can transact business in a secure and seamless environment.

WS-Federation is a collaborated effort of BEA Systems, BMC Software, CA Inc., IBM,

Layer 7 Technologies, Microsoft, Novell and VeriSign. It isoften abbreviated as WS-*. It

is integrated into a series of other web services specifications such as WS-Trust [129] and

WS-Security [130]. WS-Federation describes how to manage and broker the trust relation-

ships in a heterogeneous federated environment, includingsupport for federated identities,

sharing of attributes, and management of pseudonyms. In WS-Federation, the principal

obtains security tokens from its IdP and can pass them to SPs to get access to resources.

The defined Web browser mechanisms allow the expressivenessprovided by WS-Trust,

WS-Policy, and other WS-* mechanisms to be leveraged in Web browser environments.
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WS-Federation framework allows attributes to be brokered from identity and security to-

ken issuers to services and other relying parties without requiring principals intervention.

WS-Federation has been created with goal of standardizing the way companies share

principals and machine identities among disparate authentication and authorization systems

spread across corporate boundaries. This translates in mechanisms and specification to

enable federation of identity attributes, authentication, and authorization information, but

it doesnot include trust establishment/verification protocols.

The common objectives of both LA and WS-* proposals have beenprimarily to reduce

the number of user-business interaction and exchange of information such that critical pri-

vate information is used only by appropriate parties. Both approaches make principals’

information available to the SPs on demand, online and with low delay. Thus, principals’

data is more up-to-date and consistent compared to the case where each principal has to

maintain its data in multiple places. Both reduce costs and redundancy because organiza-

tions do not have to acquire, store and maintain authorization information about all their

partners’ users anymore. Also, both try to preserve privacy, as only data required to use a

service is transmitted to a business partner.

As compared to LA and WS-* that use PKI for principals authentication, we show

how we can also leverage the SSO ID for establishing different types of identity attributes

as detailed in Chapter 2. This enables privacy and adds flexibility to the identity system.

We also address other security issues that remain open in both approaches. For example,

almost the only security issue considered in the standards is communication security. In our

work, we investigate a critical component regarding how identity verification is done in the

various stages of the identity lifecycle to provide high assurance enrollment, management

and use of principals identity information. Regarding privacy, as the systems are primarily

provider centric, the principals must be able to regulate which information about them is

allowed to be sent to which providers. However, there are no concrete definitions of such

attribute release policies (ARP’s) in the specifications. Our approach instead is user centric

where the principal is in control when its identity attributes are used and for what purpose.

Our identity protection and verification protocols can be used within the LA and WS-*
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federation frameworks to ensure specific security and privacy properties as presented in

Chapter 1.

Shibboleth [13] is an initiative by universities that are members of Internet2 [131].

It is a standards-based, open source middleware architecture providing both intra-domain

and inter-domain SSO capability. Shibboleth implements the OASIS Security Assertion

Markup Language (SAML) standard specification, and is interoperable with Microsoft’s

Active Directory Federation Services (ADFS) [11]. A Shibboleth federation is an agree-

ment among resource (service) providers and institutions (IdPs). For sharing to occur, all

parties need to agree on a common set of acceptable authorization attributes for their prin-

cipals, and a schema to describe them. Principals’ attributes are stored at the IdPs of the

principals’ home institution. Attributes can be encoded inJava or pulled from directories

and databases. Standard X.520 [132] attributes are most commonly used, but new attributes

can be arbitrarily defined as long as they are understood and interpreted similarly by the

IdP and SP in the transaction.

A key aspect of Shibboleth is the emphasis on principals’ privacy. The SP releases

principal’s attributes on the basis of theAttribute Release Policies(ARP’s) specified by

that principal. ARP’s dictate the conditions according to which attributes can be released.

As such, the target SP only knows the attributes and information necessary to perform an

access control decision, protecting principals’ anonymity in cases where their unique iden-

tity is not required. This allows flexibility about how the principal attributes are released.

Our approach to identity verification can be applied in the context of Shibboleth where the

principal provides multi-factor proofs of identity of SIT attributes. Here a key difference

from the provider centric approach of Shibboleth would be that the principal would need

to be involved when the identity proof is created and such information cannot be replayed

even if the identity attributes at the IdP are compromised.

CardSpace [14] is part of Microsoft’s implementation of an identity metasystem based

on standard WS-* security protocols (including WS-Security, WS-Secure Conversation,

WS-SecurityPolicy, WS-MetadataExchange and WS-Trust). CardSpace functions as a

“digital wallet” that stores pointers to digital identifiers of a principal at various IdPs, and
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provides a unified interface for choosing the identity for a particular transaction, such as

logging in to a web site or accessing some web service. The CardSpace user interface en-

ables principals to create personal cards (also known as self-issued cards) associated with

a limited set of identity attributes. As a result of the selection, the CardSpace process con-

tacts the selected IdP, and obtains an IdP signed XML document that contains the requested

identity information.

Similar to the CardSpace implementation of digital wallet,in our implementation we

consider an “identity wallet.” Differently from their digital wallet, in our case the identity

wallet contains the cryptographic secrets and commitmentsalong with the other informa-

tion related to the principals IdR stored at the registrar. The identity wallet can be used

without contacting the registrar, contrary to the requirement in CardSpace where the IdP

needs to be contacted each time an identity attribute needs to be used. This is because the

principal can create the ZKPK revealing the minimal information as needed by the SP. This

proof is dependent on the commitments that are signed by the registrar and stored in the

identity wallet. If the SPs need to check for revocation of the signed commitments, then

the revocation mechanisms described in Chapter 2 are used. Our approach also prevents

against replay assuming not all the user’s secrets involvedin the proof are compromised. In

the case of CardSpace, it is possible that if the attacker colludes with the IdP, it can retrieve

and misuse the honest principal’s identity attributes.

Table 6.1 presents a short summary of the above mentioned initiatives as well of other

relevant projects in the area of digital identity management.

Concerning the problem of identity theft, LA, the Shibboleth project and other orga-

nizations such as Better Business Bureau and Federal Trade Commission have initiated

efforts aiming at educating consumers and preventing identity theft. A LA paper [133]

points out that the use of SSO in federations helps reduce ID theft by reducing the number

of login names and passwords. The paper also discusses how attribute sharing in a federa-

tion inherently prevents from theft of identity attributes“by controlling the scope of access

to participating websites, by enabling consent-driven, secure, cross-domain transmission

of a user’s personal information.”LA tries to mitigate ID theft attacks by having the or-
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Table 6.1 Federated identity management projects and initiatives.

Liberty Alliance [6] The Liberty Alliance is a consortium of over 150
companies that develops specifications for federated identity management. It re-
leased the first version of its Liberty Web Services Framework in 2003 which al-
lowed single sign-on and account linking between trusted partners.

WS-Federation [17] In April 2002, Microsoft and IBM published a joint
whitepaper outlining a roadmap for developing a set of Web service security spec-
ifications. Their first jointly-developed specification, WS-Security, offers a mecha-
nism for attaching security tokens to messages, including tokens related to identity.

Shibboleth [13] Shibboleth is standards-based, open source middle-
ware which provides SSO across or within organizational boundaries. It allows
sites to make informed authorization decisions for individual access of protected
online resources in a privacy-preserving manner.
Microsoft CardSpace [14] Windows CardSpace, formerly known as InfoCard, is

a framework developed by Microsoft which securely stores pointers to digital iden-
tities of a person, and provides a unified interface for choosing the identity for a
particular transaction, such as logging in to a website or accessing web service.

OpenID [16] OpenID is a decentralized identity system, in which
any individuals online identity is given by URL (such as for ablog or a home page)
and can be verified by any server running the protocol.

ganizations in the federation adopt LA standards of security, by distributing information

to avoid single point of failure, by having access control onthese attributes based on user

preferences, and by coordinating response to incidents andfrauds. There are several ongo-

ing projects to achieve such goals. However no identity verification protocols to mitigate

ID theft have been developed. In particular, none of the proposed techniques in LA takes

into account the case of malicious providers. Also the LA approach does not address the

problem of impersonation attacks where an attacker attempts to claim compromised iden-

tifiers to as its own. Our solution not only exploits the advantages of a federation, as the

general usage case, but extends it further with the concept of SIT attributes and efficient

multi-factor verification techniques.
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As a final remark, from a systems standpoint, IdM systems are realized by various pro-

tocols and technologies. The basic technology related to authentication techniques such as

security tokens, public keys and certificates [36,37] are part of an IdM system and are used

in various steps of the IdM protocols. For example Windows CardSpace based IdM sys-

tems can employ various authentication techniques and security tokens that are requested

from an IdP and passed on to a SP. More specifically, CardSpacecan work with any dig-

ital identity system, using any type of security token, including simple usernames, X.509

certificates [50], Kerberos tickets [134], SAML tokens [71], and so forth. IdM protocols

are typically built to allow different authentication protocols and other technologies to in-

teroperate. Upcoming standards such as WS-* and SAML are used to exchange messages

that encode the various tokens needed in various authentication protocols. In the case of

CardSpace, a SPs policy is described using WS-SecurityPolicy, that policy is retrieved us-

ing WS-MetadataExchange, a security token is acquired using WS-Trust, and that token is

conveyed to the SP using WS-Security.

Even though the security tokens in traditional IdM systems have typically been focused on

conveying only authentication information, it is important to note that the notion of digi-

tal identity is more general as described in Section 1.1.1 ofChapter 1. Security tokens in

emerging IdM systems convey various types of identity information as needed in the trans-

action. This use of digital identities can now become as broadly useful in the networked

world as are the many identifiers we use in the real world [14].

6.2 Cryptographic Schemes

Several cryptographic schemes relevant to IdM systems and protocols have been inves-

tigated. In this section, we focus on those that are closely related to ours. We describe

the work on anonymous credentials, followed by identity based encryption techniques and

finally the work on signatures with zero knowledge proof.
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6.2.1 Anonymous Credentials

There are few emerging IdM initiatives that are based on the notion of anonymous cre-

dentials [15,41,135]. In anonymous credential systems, organizations know the principals

only by pseudonyms. Different pseudonyms of the same principal cannot be linked. Yet,

an organization can issue a credential to a pseudonym, and the corresponding principal can

prove possession of this credential to another organization (who knows it by a different

pseudonym), without revealing anything more than the fact that it owns such a creden-

tial [136]. The main idea regarding use of pseudonyms in current IdM systems [6, 13, 17]

is in that “the IdP generates anopaque handlethat serves as the name identifier the SP and

the IdP use in referring to the user when communicating with each other” [137]. Rudimen-

tary non-linkability is achieved, as an outside observer cannot infer any information about

the actual user based on the random session based opaque handles. The first approach that

proposed the use of pseudonyms was provided by Chaum [42]; the key idea was to use one

time pseudonyms for a series of transactions to provide unlinkability among different trans-

actions with organizations, and at the same time transfer certified attributes among these

organizations. A credential system was also employed, to ensure that only the information

required for the transaction is revealed on aneed to knowbasis.

Brands [47] significantly improved on Chaum’s basic blind-signature based system in

both the discrete log and strong RSA assumption settings. Brands credentials provided

algorithms that provided privacy through selective disclosure in an unconditional security

setting. Brands protocols include an efficient observer setting that involves augmenting

security with a low performance smart card without compromising privacy guarantees.

Brands’ scheme also provides unlinkability features usingsingle-use certificates, that is,

certificates may only be used once if unlinkability is to be retained.

An anonymous credential system with multi-show unlinkability was provided by the

Identity Mixer also known Idemix [15], which is based on Camenisch-Lysyanskaya signa-

ture scheme [41]. Idemix provides mechanisms for efficientmulti-show2 credentials and a

2Credentials can be used multiple times. Possession of a multi-show credential can be demonstrated an
arbitrary number of times; these demonstrations cannot be linked to each other [15].
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flexible scheme for issuing and revoking anonymous credentials. It also provides a mech-

anism forall or nothing sharing and a PKI-based non-transferability. These techniques

were used in the direct anonymous attestation (DAA) protocol [138] to issue a certificate

(attestation) to a computing platform that it is genuine. The techniques allow a platform to

remotely prove to a SP that it is indeed genuine while protecting the platform users privacy.

The attestation is issued to the trusted platform module (TPM) [139] embedded into the

platform.

The anonymity properties of anonymous credentials are however limited to certified

attributes and weak identifiers. Therefore anonymous credentials may not be sufficient for

identity verification in several real applications becausethis would rely on use of strong

identifiers. We differ from these approaches in that we do nothide the user identity even if

we protect its identity attributes. More specifically, we donot only protect user privacy but

also protect the use of its strong identifiers without requiring anonymity. Table 6.2 presents

comparison between various anonymous credential schemes [15, 41, 47] and our proposed

VeryIDX approach according to relevant criteria. In particular, identity theft prevention

approach as provided in our work is through multi-factor identity verification are not cov-

ered by anonymous credential schemes. Other additional mechanisms such as assurance

evaluation and detection of duplicate registration of strong identifiers also help in prevent-

ing identity theft as elaborated in our work that are also notpart of anonymous credential

schemes. Using anonymous credentials within the VeryIDX framework and protocols can

provide in achieving additional security and privacy properties specific to the anonymous

credential schemes employed.

6.2.2 Identity Based Encryption

The notion of Identity Base Encryption (IBE) was first introduced and defined by

Shamir in 1984 [118] and then extended by several other researchers [55,140,141]. An IBE

scheme is a public-key cryptosystem in which any string is a valid public key. In particular,

email addresses and dates can be public keys [142]. The private key is then computed by
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Table 6.2 Comparison of anonymous credential schemes and SIT attribute scheme.

Criteria Anonymous Credential Schemes
[15,41]

Proposed VeryIDX Scheme

Digital
Identity

Pseudonyms, PKI-based anony-
mous credentials, primary focus
onweak identifiers.

PKI-based credentials,uncertified at-
tributes, SIT attributes, primary focus on
strong identifiers.

Privacy Provides mechanism for mini-
mal attributes disclosure from a
user credential and provable un-
linkability.

Provides mechanism for minimal at-
tributes disclosure in the multi-factor iden-
tity verification protocols using Aggregate
ZKPK. Provable unlinkability for specific
protocols when strong identifiers are not
required in clear.

Anonymity Provides provable unlinkability,
multi-show credentials and is
mainly based on disclosure of
weak identifiers.

Provides provable unlinkability for Aggre-
gate ZKPK protocols not requiring strong
identifiers in clear.

Multi-factor
Identity Veri-
fication

Verification depends on a sin-
gle PKI based cryptographic se-
cret for ZKPK therefore does not
provide multi-factor verification.

Verification depends on multiple (possi-
bly non-PKI such as biometric) secrets of
strong identifiers for Aggregate ZKPK re-
sulting in multi-factor identity verification.

Duplicate
detection

No mechanism to detect dupli-
cate registration of strong iden-
tifiers.

DHT based duplicate registration detec-
tion of strong identifiers.

Confidentiality Provides provable unlinkability,
multi show of credentialsprop-
erty by which even when SPs
collude no user information is
leaked.

Linking of data is possible if SPs collude
who have strong identifiers of a user. No
identity information is leaked if even if
SPs and registrars, not having the strong
identifiers in clear, collude.

Integrity Unforgeability of credentials is
ensured based on the Discrete
Log Problem (DLP) and strong
RSA assumption.

Unforgeability of SIT attributes is based
on SIT identifiers signed by registrars and
Aggregate ZKPK which depends on DLP
and strong RSA assumption.

a master authority in possession of the master secret, and delivered to the principal after

authentication, usually via a separate channel. As a result, parties may encrypt messages

or verify signatures with no prior distribution of keys to individual participants. This is
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useful in cases in which pre-distribution of authenticatedkeys is inconvenient or not feasi-

ble because of technical constraints. However, to decrypt or sign messages, the authorized

principal must obtain the appropriate private key from the private key generator. A caveat

of this approach is that this private key generator must be trusted.

In the approach by Adida et al. [55] the IBE is used to define andimplement a cross

domain identity-based ring signatures. The ring structureof these signatures provides re-

pudiability. With identity-based public keys, a full PKI isno longer required. Separability

allows ring constructions across different identity-based master key domains. Together,

these properties make signature constructions a possible solution to the email spoofing

problem. Our approach greatly differs from the IBE schemes because we do not provide

a mechanism to encrypt data or manage certificates. Instead we focus on providing the

infrastructure and methodologies to protect the identity of a user from misuse. Typically in

IBE the public information, such as the email address, is assumed to be correct and is de-

noted as the identity of the receiver. There is no clear methodology to verify and guarantee

if this public information is correct and does belong to the intended recipient. Therefore

the problem of identity theft as described in Chapter 1 is notaddressed by such schemes.

6.2.3 Signatures with Zero Knowledge Proof

The work most closely related to our protocols in Chapter 3 are the cryptographic

schemes proposed by Camenischet al. [21]. They propose efficient protocols that allow

one to prove in zero-knowledge the knowledge of a signature on a committed (or encrypted)

message and to obtain a signature on a committed message. Their approach also provides

a signature scheme that is based on an assumption introducedby [143] and uses bilinear

maps. In Section 3.4 of Chapter 3, we show how our protocols are substantially better for

the purposes of multi-factor identity verification. We combine our ZKPKs with the aggre-

gate signature scheme presented in [22] and establish a new cryptographic primitive for

aggregate proof of knowledge. Our scheme is more flexible andefficient and requires less

storage than the protocols in [21]. The paper by Bonehet al. [22] presents several appli-
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cations for aggregate signatures and proposes an efficient aggregate signature mechanism

based on bilinear maps. They however, do not investigate signatures on commitments that

can be used later for ZKPK protocols. Also, in our case since the signatures are aggregated

by the same registrar, the aggregation and verification are more efficient. There are no other

cryptographic schemes that have the same or similar functionality.

6.3 Biometric Verification Schemes

In the following we first introduce the traditional biometric matching based verification

system. Then we focus on the main biometric key generation work that has been proposed

in the literature.

6.3.1 Biometric Matching Based Verification Systems

Biometric verification, unlike conventional approaches, is not based on what an individ-

ual knows or possesses, but on some characteristics of the individual itself. We elaborate

on the main concepts related to biometric verification in this section.

A detailed reference model for a biometric system has been developed by ISO/IEC

JTC1 SC37 [4], which aides in describing the sub-processes of a biometric system. Typ-

ically there are four main subsystems in the biometric model, namely theData Capture,

Signal Processing, Data Storage, MatchingandDecisionsubsystems.

• Data capture subsystem:It collects the subject’s biometric data in the form of a

sample that the subject has presented to the biometric sensor.

• Signal processing subsystem:It extracts the distinguishing features from a biomet-

ric sample to then either be stored as the reference templateduring registration or

be matched during verification. A template is data, which represents the biometric

measurement of an individual, used by a biometric system directly or indirectly for

comparison against other biometric samples.
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• Data storage subsystem:Reference templates are stored either at the server or at the

client depending on the chosen architecture.

• Matching subsystem:It compares the features extracted from the captured biometric

sample against one or more enrollment reference templates.The obtained similarity

scores are then passed to the decision subsystem.

• Decision subsystem:It uses the similarity scores generated from one or more match-

ing comparisons to make a decision about a verification transaction. The features

are considered to match a compared template when the similarity score exceeds a

specified threshold.

A biometric system typically supports two sub-processes: registration (also called en-

rollment), and verification.Enrollmentis the process of capturing the features from a bio-

metric sample provided by an individual and converting it into a template. The effectiveness

of enrollment strictly depends on the quality of the data submitted along with the biomet-

ric. Thus, the enrollment process has also to ensure that theverification documents (such as

passports and driver’s licenses) are trustworthy so that a fake or false identity is not linked

to a biometric. Additionally, no duplicate records have to be stored in the database for the

same identity. This enrollment mechanism is a key aspect of biometric verification making

it reliable. Enrollment is the first interaction of the user with the biometric system, and mis-

uses of such operation can affect the quality of sample beingprovided by the user, which

in turn affects the overall performance of the system. Once the process of registration is

successfully completed, the individual can use the biometric system for verification. The

verificationis performed when the individual presents his/her biometric sample along with

some other identifier which uniquely ties a template with that individual. The matching

process is performed against only that template.

In traditional fingerprint based biometric verification systems [25, 26], verification is

based on matching of fingerprints. One way to do the matching is to extract the minutiae

points of the fingerprint and compare it against the second fingerprint template minutiae’s.

The effectiveness of such systems are based on evaluating error rates such as False Accept
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Rate (FAR), False Reject Rate (FRR), and Equal Error Rate (EER). The processing time for

the matching has shown to be efficient (0.2-0.4 seconds) for practical purposes. In our work

related to biometrics as detailed in Chapter 4, there is no matching of the actual fingerprint

template, therefore the efficiency of the biometric-key system is reliant primarily on the

time needed to generate the biometric-key. This has been shown to be taking< 1 second

with the provided hardware and software specifications, andusing our key-generation tech-

niques. Most computation is performed in the configuration phase (i.e. before enrollment),

and the user specific classifier model is evaluated at the timeof enrollment. Henceforth, at

verification only the hashing and classification has to be performed.

6.3.2 Cryptographic Key Generation from Biometrics

Biometric based key generation has been extensively investigated in the past years. As

suggested in [80] the known methods for generating cryptographic keys from biometric

measurements are characterized by two stages. The first stage is when certain biometric

features are examined and used to compute a bit string representing that biometric. This bit

string should have uniqueness and repeatability properties, in that two different biometrics

should produce different bit strings (large inter-class variation) and the same user with the

same biometric should be be able to produce the same or similar bit string (small intra-class

variation). This bit string in our work corresponds to the BK-HASH-VECTOR introduced in

Section 4.1 of Chapter 4. The bit string is then used in the second stage to generate a unique

cryptographic key with the help of stored meta data. If two instances of the bit strings are

sufficiently similar then the cryptographic key generated is the same. This cryptographic

key is denoted by BK-CLASS-COMB in our work. In most existing work, the second stage

is independent of the biometric being used, the first is mostly specific to the biometric.

The first work in biometric key generation is because of Soutar et al.[76,77,144] where

they describe methods for generating a repeatable cryptographic key from fingerprint using

optical computing and image processing techniques. At enrollment phase, Soutar’s algo-

rithm uses image processing techniques based on correlation to create afilter function from
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a series of fingerprint images. This filter function is combined with a random array and

then an output pattern is created using an inverse Fourier transform. This output pattern

is linked to a specified digital key. Then during the verification phase the digital key is

retrieved by using another set of fingerprint images and the previously generated filter. The

authors mainly focused on the second-stage of the key generation, which in their context

is the creation of the filter function. Here the challenge is to create a filter function that

is tolerant to distortions (minimal intra-class distance)and can still discriminate among

different samples (maximal inter-class-distance). Thereare similarities of our SVD based

image analysis with the Fourier analysis in the way the imagevectors are produced. Similar

to low-pass filtering in Fourier analysis, SVD analysis alsopermits filtering by concentrat-

ing on those singular vectors that have the highest singularvalues. We extend their main

approach in how the SVD is applied and used with the SVM stage-two component. We

also provide several empirical results and analysis validating our approach. In [144] the

final key is independent yet linked to the biometric data, while in our approach, the final

key is not only linked to the biometric data but the value of the final key depends on the

value of the biometric bitstring generated in stage-one.

Most of the approaches that followed this work have a key binding aspect, in that the

cryptographic key and the biometric data are monolithically bound within a cryptographic

framework and it is computationally infeasible to decode the cryptographic key or the bio-

metric template without any knowledge of the users biometric data. This differs from work

as the final key is derived from the biometric data itself and cannot be pre-determined. In

the former case the biometric data islinkedwith the cryptographic key, and this key cannot

be retrieved without the biometric. In our work, the final value of the key that is generated

is dependent both from the stored cryptographic secrets andthe biometric features.

Following Soutar’s work several strategies have been proposed for improving the second-

stage of the key generation. Davidaet al.[78] described a second-stage strategy using error

correcting codes and how it could be used with the first-stageapproaches for generating a

bitstring representing iris scans [145]. The second-stageapproach was significantly im-

proved by Juelset al. [74, 75]. The underlying intuition behind the error correction and



167

similar schemes can be understood based on Shamir’s secret sharing scheme [146]. Here a

user can share a secretκ into n shares and anyt of these shares can be combined to create

the original secret. In the context of the biometric key generation, each of then shares

correspond to an element of the biometric representative string that is the resultant output

of stage-one of the key generation process. As explained in [75] Shamir’s secret sharing

scheme cannot be used as it is for biometric data because of the noise factor inherent to bio-

metric data. To overcome this,error correcting codes(ECC) is used. The Reed-Solomon

error correcting codes has been viewed as the error tolerantform of Shamir’s secret shar-

ing. As such, the difficulty of Shamir’s secret sharing scheme is based on thepolynomial

reconstructionproblem. This problem is a special case of the Reed-Solomon list decoding

problem [147]. In Juelset al. fuzzy vault scheme [75] using ECC the user adds spurious

chaffpoints that make it infeasible for an attacker to reconstruct the polynomial represent-

ing the biometric key of the original user.

Since the introduction of the fuzzy vault scheme, several researchers have implemented

it in practice [148–154]. In particular the most recent workis by Nandakumaret al. [154]

where the fuzzy vault implementation is based on the location of minutia points in a finger-

print. They generated 128 bit keys and obtained an accuracy rate of 91% for high quality

images and 82.5% for medium quality images. The FRR was approximately 7% which

shows an improvement over several other implementation of this scheme (where the aver-

age FRR was from 20-30%). From the experimental point of view, we generate 134 bit

keys with the accuracy of 94.96% for high quality images and 86.92% for medium quality

images. The FRR was on an average 9.06%, which is comparable to the above scheme.

From the algorithmic point of view, we use a similar concept of chaff points while adding

spurious classes to make it difficult for the attacker to guess the correct final key. We do

not use error correcting codes to retrieve the final key, but plan to investigate how they

can be used while finding a list of SVM classes uniquely ordered by the confidence mea-

sures (See Chapter 4 Section 4.3.3). Comparing our approachwith respect to the stage-one

approaches of the various implementations of the fuzzy-vault one major difference is that

their feature extraction is specific to the biometric type. In our case, we instead use image
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analysis that can be used for several generic 2D biometric images like fingerprint image,

iris image and face image.

Another scheme which makes use of thepolynomial reconstructionproblem in the

second-stage is the scheme proposed by Monroseet al. that was originally used for hard-

ening passwords using keystroke data [155] and then extended for use in cryptographic key

generation from voice [80]. In this approach consider ifm biometric features are recorded

as a result of stage-one. It follows, when the system is initialized the main keyκ and 2m

shares ofκ are generated using a generalized secret sharing scheme. The shares are ar-

ranged within anm × 2 table such thatκ can be reconstructed from any set ofm shares

consisting of one share from each row. The selection is basedon the biometric features

recorded and they show that it is computationally infeasible for an attacker to guess the

right shares because of the random or spurious shares present in the table. As described in

the case before where we also add spurious classes in the SVM classification model. More-

over, the features they capture in stage-one for key stroke [155] are durations and latencies

and voice [80] are ceptral coefficients. For their experiments they obtained on an average

about 20-30% FRR. This biometric encoding of voices is not comparable with ours as we

consider different biometrics that can be represented in 2Dimages.

Several of the above described techniques have been recently extended in the context

of BioHashing [27,156,157]. The ones closest to our work arethe bio-hashing techniques

by Goh and Ngo [81, 82] where the authors propose techniques to compute cryptographic

keys from face bitmaps.Bio-hashingis defined as a transformation from representations

that are high-dimension and high-uncertainty (example face bitmaps) to those that are low-

dimension and zero-uncertainty (the derived keys). Similar to our work, the goal of using

the image hashing techniques is to extract bits from face images so that all similarly look-

ing images will produce almost the same bit sequence. However, the work mainly focuses

on the first stage of biohashing and propose potential use of Shamir’s secret sharing tech-

niques [146] in the second stage.

With respect to the first stage, the authors use principal component (PCA) analysis

while analyzing the images. This is similar to our use of SVD,as both SVD and PCA are
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common techniques for analysis of multivariate data. Thereis a direct relation between

PCA and SVD in the case where principal components are calculated from the covariance

matrix. The right most and left most eigen vectors in Algorithms 1 and 2 of Chapter 4 which

retrieved are the same as the principal components in the given context. An important

capability distinguishing SVD and related methods from PCAmethods is the ability of

SVD to detect weak signals or patterns in the data that is important in our case as we

propose to use our techniques for generic 2D biometric images. The methodologies we

employ for stage-one also differ in that the BK-HASH-VECTOR output from stage-one

cannot be simply distinguished using straightforward implementation of Hamming distance

based analysis as proposed in [81,82]. We instead couple stage-one and stage-two with the

use of SVM classifiers in stage-two that provides a way to analyze the properties such as

inter and intra-class distance of the BK-HASH-VECTORS. We provide a detailed analysis

of this approach.

There are other biometric cryptosystems where biometric authentication is completely

decoupled from the key release mechanism. The biometric template is stored on the de-

vice and when the biometric match happens then the cryptographic key is released [158].

This approach however has several vulnerabilities and is not related to our key generation

approach.

6.4 History Based Trust Management Initiatives

Transaction history-based trust establishment has been explored from different perspec-

tives. We elaborate on three different perspectives; thereputation systemsthat rely on the

history of e-commerce activities of the principals; thetransaction protocolsthat ensure fair

and safe transactions; thecryptographic protocolsthat ensure unforgeable receipts. Related

work in each area is detailed in the following.

Reputation systems have been investigated extensively. One approach to build a rep-

utation system is to have a distributed trust management systems [29]. The basic idea of

this work is to construct hierarchical reputation systems.Principals who want to know
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reputation for a specific server (seller), query a local broker. Reputation is calculated from

principals’ evaluation after the completion of a transaction with the server. This score is

merged throughout several brokers. Note that in this framework only servers’ rating of the

principals is stored and not the attributes on which the score is calculated. In our system it

is possible for SP to draw reputation score from principals’transaction history given prin-

cipals’ consent to view the receipts. Another key difference is with respect to the subject

who uses reputation scores. In [29], principals, as buyers,take advantage of SPs reputation

score to choose trustworthy sellers whereas in our approach, the sellers utilize principals’

past transaction history to determine principals’ reputation.

Another approach to reputation systems has been developed in the context of P2P net-

works [109]. Such an approach does not depend on the customers’ evaluation of the seller.

Instead it suggests new credit computation schemes of a reputation system for decentralized

unstructured P2P networks such as Gnutella [159]. The proposed system has two computa-

tion schemes, namely the debit-credit reputation computation (DCRC) and the credit-only

reputation computation (CORC). In P2P system, every principal shares files with other

principals and get files from them. Each principal as a peer isboth a client and a server in

these networks. So when a principal joins the system, its machine becomes a peer (server)

to others. The reputation score of a principal, as a server, is an important factor for decision-

making- who to download content from. This score is raised aspeers download more files

from it.

One novel contribution of this work is to enable a peer to keepits reputation locally

for the fast reputation retrieval. A reputation computation agent (RCA) prevents malicious

reputation modification by use of a public key based mechanism. Unlike real world trans-

actions, a sender (who shares files with others) is the one whogets receipts from receivers.

Senders report those receipts to the RCA and receive the updated reputation score about

themselves in return. In our approach we provide a way for both the buyer and the seller

to create and submit receipts of their past transactions. In[109], the use of receipts is re-

stricted to acquire credit from the server. By contrast, ourreceipts can be used as a proof

of purchase for other types of transactions as well.
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In the AttentionTrust [160] approach, principals install aFirefox extension to share their

website access log with the SPs. This system supposes that principals are willing to share

their privacy without gaining any financial benefit. The information sent to a central server

and SPs may be used for customized advertisement to the users. The extension sends web

page URL, title, HTTP response code and so on to the server. This is similar to ours in that

principals are allowed to choose SP to share privacy information. However the principals of

AttentionTrust cannot choose which information will be shared, though the principals can

specify the list of websites that should not receive its data. In our case, the principals can

choose which information will be revealed to which SP, at what time and for what purpose.

Transaction protocols provide mechanisms to execute pricenegotiation, ordering and

payment procedures. For example, a transaction server named NetBill for information

goods was suggested in early 90s [161]. It takes part in the payment procedure so as to

allow a buyer to hide its identity from the seller and give certified receipts to the buyer. The

main goal of this system is to assure a fair exchange between two parties i.e customers can

read or use electronic goods only after they receive a decryption key from a merchant. The

merchant sends a decryption key to the buyer only if he got payment from the user and then

reports an endorsed payment order to the server. Customers receive receipts consisting of

transaction result, identity, price, product ID and so on. The server signs this receipt and

then transmits it to the merchant. However, it is the responsibility of buyers to manage

these receipts. We also investigate fair exchange in Protocol 2 of Chapter 5. In addition,

principals manage and use receipts within VeryIDX framework with assurance based on

multi-factor identity verification.

Finally, cryptography-oriented approaches have been proposed that deal with history-

based trust establishment. For example, Simmons and Purdy proposed ZKP of identity

attributes in transaction receipts [162]. They focus on theunforgeable transaction receipts

using ZKP. They use a public authentication channel to create trusted credentials. These

credentials can then be used for constructing proofs. Even though receipts in their scheme

can be extended for use in two-way protocol between a seller and a buyer, using this receipt
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for other purposes does not seem trivial. This is because each principal’s credentials are

highly specialized for the proposed scheme and does not offer interoperability.

Another work related to non-repudiation in transactions isby Coffeyet al. [163] where

they propose an approach to achieve mandatory mutual non-repudiation including both

mandatory proof of origin and mandatory proof of receipt. Asa result, their approach

ensures non-repudiation protocol and fair exchange. This research is more focused on the

transaction itself rather than on the receipt management. As our system is not affected by

the payment process, those techniques could be used together with the ones presented in

Chapter 5.

6.5 Mobile Identity Management Initiatives

In this section we discuss the related work on using mobile phones for commerce trans-

actions involving identity attributes and other recent developments in mobile identity man-

agement initiatives.

With the advent of high-speed data networks and feature-rich mobile devices, the con-

cept ofmobile wallet[164–166] has gained importance. The initial efforts of combining

digital cash and mobile telephones was under two distinct projects by CWI Amsterdam.

One was on mobile device authentication, the other on Chaum’s online digital payment

protocols [42]. In both cases the idea was to connect to the bank and payee via the mobile

networks, using Global System for Mobile Communication (GSM) [167] mobile termi-

nal as the payer’s electronic wallet. Subsequently, as a part of the European CAFE e-

commerce project [165] this idea was extended in a seminal work introducing the concept

of wallets with observers [84], which enabled off-line digital cash and credentials to be

used in commercial settings. The CAFE project developed electronic wallet technology;

the transactions are performed via a short range infrared link either directly with compli-

ant cash registers and wallets held by other individuals, orover the Internet, to other SPs.

Although functionality of the CAFE wallet was never demonstrated in combination with

cellular technology the project results in the significant step for the mobile wallet technol-
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ogy. The functional elements of the proposed mobile wallet was comprised of an observer

and a purse. The observer is trusted by the credential issuerand protects the issuers interest

during off-line transactions. The observer restricts the copying and uses the credentials on

behalf of the issuer. An off-line transaction in this respect is a transaction where both the

credential holder (payer) and the credential verifier (payee) do not connect to any auxiliary

services. The purse is owned and trusted by the payer. Our approach does not require an

observer, as the integrity of the receipts is based on the signature of the registrar on the

receipts. As a part of future work, the addition of the observer would be beneficial if the

usage of the receipts is constrained for example by number oftimes of use.

The wallets with observers approach was generalized in [164]. Here the authors also

exploited the on-line mobility of the user’s device, and theavailable wireless networks.

They solved the multi-issuer problem in the original approach by having the mobile keep

a single access credential corresponding to an entity called a localized credential keeper at

the user’s (possibly remote) machine. The localized credential keeper stores all credentials

issued for different services and was accessed online during the transaction. No centralized

on-line server carrying sensitive personal credential information needs to be established in

their approach. Our approach could be decentralized if several registrars were involved.

Moreover we overcome the problem of multiple issuers of the receipts, as all receipts are

signed by the registrar when they are stored in the RREC. The signature on multiple receipts

can be verified using the aggregation techniques presented in Chapter 3.

A recent commercial example of a mobile wallet is the Valistamobile wallet [168],

which allows functions such as secure payment transactions, personalization and user iden-

tity verification. The authors employ a provider centric approach, wherein the wallets are

hosted on a server (like an IdP) and accessed from the user’s mobile device. This method-

ology gives the IdP control over how the data is used and the security of the data and

transactions. The information provided via the wallet is asper the requirement of the SP

service policy. The mobile wallets proposed here are onlineand adopt IdM services on

the high-speed networks. The wallets comply with the major security standards, such as

Visas Mobile 3-D Secure and MasterCards Secure Payment Application (SPA). Moreover,
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the Liberty Alliance Project [6] has taken initiatives to drive multi-device user identity that

employ such wallets. An important distinction of our approach from the one presented by

Valista is of user centricity. In our case the wallet is stored and secured in the device itself

and does not require the IdP to be contacted each time any wallet attribute is used. We also

provide ZKPK techniques to ensure minimal disclosure of theattributes, and techniques

allow the individual to choose the identity information to reveal based on the SP service

policies.

Other mobile identity management initiatives have gained importance with the rapid

adoption of second-generation mobile telecommunication systems, leading to the growth

of mobile commerce [119, 167]. Two specific factors that are critical in this domain are

usability and trust. Several approaches to enable usability of the mobile devices have been

proposed [123]. Trust on the device comprises several security and privacy properties such

as confidentiality, integrity, user control and minimal disclosure of the identity data stored

on these devices.

One approach to mobile IdM is based on the GSM [167]. GSM basedIdM uses the

GSM infrastructure and the Subscriber Identity Module (SIM) as the underlying platform.

Using the GSM based mobile IdM has several advantages but theidentity attributes man-

aged are limited and related to the SIM-Hardware or the GSM infrastructure. Identity

attributes such as those involved in current IdM systems [6,13, 17] are not supported. Our

approach could use the GSM infrastructure to provide history-based and other general iden-

tity attributes. There are also several privacy and trust issues using the proposed GSM

model [167] that can be mitigated using our approach of usingZKPKs and other related

techniques proposed in the thesis.

In [119] the authors propose a mobile IdM solution where theyemphasize user control

over the data that is published based on the services that areoffered. As such, the mobile

device carrying identity information would reveal the partial identity based on the context

of the transaction and location. More specifically, their approach consists of three main

steps. In the first step their device uses the surrounding computing and interaction environ-

ment to set a context. In the second step, the device application UI provides the user an
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option to choose the appropriate partial identity that would be revealed. Finally, in the third

step the individual decides which services and authentication information and protocols

be combined with this partial identity. They also investigate possibilities of anonymous

communications with the mobile devices under specific contexts. Similar to the given ap-

proach, ours also emphasizes user consent and control on theidentity attributes disclosed

to the SP. We differ by the use of aggregate ZKPKs and other verification techniques that

provide additional security and privacy properties (See Chapters 3 and 5) in the resultant

mobile IdM system.
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7. SUMMARY AND FUTURE DIRECTIONS

Identity management systems have improved the management of identity information and

user convenience, however they do not provide specific solutions to address protection

of identity from threats such as identity theft and compromise of an individuals’ privacy.

In this thesis we presented a number of techniques that address the problem of identity

verification leading to protection of identifiers against misuse. In this chapter we provide

the summary followed by possible future work.

7.1 Summary

Our approach is based on the concept of privacy preserving multi-factor identity ver-

ification that consists of verifying multiple identifier claims of an individual without re-

vealing extraneous identity information. A distinguishing feature of the approach is the

use of identity protection and verification techniques in all stages of the identity life cycle.

Our approach is also enhanced with the use of biometric and history-based identifiers. In

particular we provide the following key contributions:

• A new cryptographic primitive referred to asaggregate proof of knowledgeto achieve

privacy preserving multi-factor verification. This primitive uses aggregate signatures

on commitments that are then used for aggregate zero-knowledge proof of knowl-

edge (ZKPK) protocols. Our cryptographic scheme is substantially better in terms of

performance, flexibility and storage requirements than existing efficient ZKPK tech-

niques that may be used to prove, under zero-knowledge, the knowledge of multiple

secrets.

• Algorithms to reliably generate biometric keys from an individuals’ biometric im-

ages which in turn are used to perform multi-factor identityverification using ZKPK.
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Several factors, including various traditional identity attributes, can thus be used in

conjunction with one or more biometrics of the individual. We also ensure security

and privacy of the biometric data and show how the biometric key is not revealed

even if all the data, including cryptographic secrets, stored at the client machine is

compromised. We provide an empirical evaluation of our techniques using biomet-

ric images of individuals for different types of biometrics; namely fingerprint, iris

and face. As compared to related work, our algorithms perform better in terms of

accuracy, false rejection rate and false acceptance rate. Our approach is also novel

in terms of how the key is generated and used in the system. More specifically, we

do not use biometric keys directly and instead use them to create biometric commit-

ments that are used in the aggregate ZKPKs.

• A series of protocols for the establishment and management of individuals’ trans-

action history-based identifiers encoded as receipts from e-commerce transactions.

These receipt protocols satisfy the security and privacy requirements related to man-

agement of electronic receipts. We show how the user’s receipt protocols can be

employed in the context of mobile phones. In particular we provide techniques for

managing the portable identity information on such devices, and using them at phys-

ical locations of the service providers. We provide a prototype implementation and

performance analysis of the key protocols on the web and mobile phone settings.

7.2 Future Directions

An important aspect to explore as a part of future work is the service provider and user

acceptance of the concept of multi-factor proofs presentedin this dissertation. The study

would include surveying verification policies that use the concept of proof of identity versus

the traditional attributes in clear. Practical concerns ofthe use of such proofs in an identity

management system that have additional compliance, legal and business requirements also

need to be considered. Moreover, methodologies for usable yet secure management of



178

secrets associated with the secured from identity theft identifiers, at the user end, need to

be investigated.

Another critical aspect not considered in the dissertationis the concept verifying nega-

tive claims. In our approach there are various requests and queries issued against the user’s

identity attributes that correspond to positive claims. When a SP requests an attribute, the

user provides it with proof of ownership of that attribute using multi-factor proofs. Based

on this, one can build additional types of queries employingother complicated technolo-

gies to infer negative claims. For example, consider a case when a given SP needs to verify

that a user doesnot have a criminal record. The SP may have policies that use the do-

main knowledge and other additional sources regarding criminal records to collect positive

claims about the individual. In this case, positive claims in the form of certificate(s) of

clearance from the police department of the users state(s) of residence in the last 5 years

may be needed to satisfy the SP policy. The provided user attributes can then be evaluated

using an inference engine at the SP to have confidence about the truth of the negative claim.

Other complex procedures can be used, utilizing the semantics of the attributes along with

the policies associated with the use of such attributes.

In the rest of this section we present other applications andfuture directions of the

various techniques presented in the thesis.

7.2.1 Aggregate Zero Knowledge Proofs

The aggregate ZKPK primitive is useful in other scenarios where a large number of

proofs and signatures need to be transmitted. An example is in the case of distributed

computing applications that are used to solve difficult computational tasks [169,170]. One

well known application is the SETI@Home [169] project that uses free cycles of Internet-

connected computers to analyze radio telescope data in the Search for Extraterrestrial In-

telligence. In such distributed applications there existsa supervisor who splits the main job

into tasks executed by many participants. One main concern for distributed computation

applications is the honesty of participants. Several techniques have been proposed to mit-
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igate against dishonest participants [171]. One additional methodology could be to verify

identity attributes of the participants, to evaluate the trustworthiness of the computations

performed by them. Such verification could employ aggregateZKPK to ensure efficiency,

with the increased number of signed proofs required in the system.

The aggregate ZKPK protocols presented can be extended in several directions as a

part of future work. The protocols presented in Chapter 3 aretwo-party protocols. One

extension would be to consider multi-party [172, 173] aggregate ZKPK wheren players

compute their proofs separately and aggregate them in a way such that the privacy of their

inputs is not compromised and the verification is successfulonly when each input provided

by the parties is correct. Another extension would be to consider (k, n) threshold aggre-

gate ZKPK schemes where ifk of the inputs involved in the construction of the aggregated

ZKPK is correct, then the verification is successful. Note that this is different from thresh-

old signature based zero knowledge schemes [174] where the secret shares are combined

in zero-knowledge using polynomial interpolation.

7.2.2 Biometric Key Generation

The biometric keys generated, using techniques presented in Chapter 4, can be useful in

several other applications including access control, computer login and encrypting digital

information. Biometrics are increasingly being included in identification cards of individu-

als [175] where the biometric templates are stored in the card itself. A possible alternative,

to be explored as future work, would be to instead store the biometric commitment and the

meta data required to re-generate the biometric key which inturn is used for verification. In

this way, the privacy of the biometric would be preserved andthe verification would satisfy

the additional security properties as described in Chapter4.

The biometric key generation algorithms presented can alsobe extended further as a

part of future work. One extension would be to include the useof error correction codes

(ECC) such as Reed-Solomon codes [150] while creating the final biometric key. Another

extension would be to investigate how SVM classification itself can improve the biometric
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hash vector classification and the addition of spurious classes in the model as described in

Chapter 4 Section 4.3.

7.2.3 History Based Protocols

As mentioned in Chapter 5, history-based protocols can be used extensively in the con-

text of reputation systems. There are several aspects that can be extended as a part of future

work, including usability studies [123, 176] that would analyze how the individuals use

the e-receipts in e-commerce transactions and in the context of portable receipts on mobile

devices. Another important aspect would be securing the cryptographic secrets on such

devices using techniques such as Shamir’s Secret Sharing [146].

A significant advantage of our VeryIDX framework lies in the possibility for the regis-

trar and for the SP to cooperate (by exchanging messages not part of the receipt manage-

ment and usage protocols) to promptly detect possible frauds. Anomalous behavior can be

detected by peers of the federation that exchange messages upon identification of fraudu-

lent action. Frauds in the given context occur when users dishonestly use receipts with the

intention of obtaining services for which they are not qualified. Fraud detection is particu-

larly challenging as the attacker is not an outsider, but a known user who misuses its rights

without breaking the protocol rules. Fraud detection relies on analysis of logs that col-

lect history of transactions of individuals. Logs are common practices of business oriented

transactions. The use of receipts and receipt protocols, would enable privacy preserving

logs as a side affect of using ZKPKs. The SPs do not gather extraneous information about

users attributes which could be profiled in a way to compromise user privacy. As a part of

future work, cases can be considered where either a SP or a registrar suspects or detects

a misuse, raises alarms to the cooperating entities and informs them about the anomaly.

These methodologies may lead to possible solutions to balance the profiling of individuals’

activities and preserving privacy in identity management systems.
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7.3 Advantages

Our approach has several advantages as summarized below:

• Privacy of individuals is preserved, as minimal information is released, both in the

registration and the usage phase. Individuals only register the identifiers they are will-

ing to commit. At the time of usage, the actual values of identifiers are revealed only

if required for obtaining the service. Additional proofs ofidentity can be provided

by the individuals without revealing the actual values of identity attributes. The veri-

fication methods are efficient, because individuals can satisfy SPs multiple identifier

verification requirements by disclosing a single piece of information. Because of the

aggregate ZKPK protocol, efficiency is ensured even if proofs of multiple identifiers

are required.

• The federation protocols are secure with respect to the basic security and privacy

properties described in this section. Even if some information about individual iden-

tifiers is leaked to an adversary, the adversary is not able touse it for obtaining any

service in the federation. The main effort required by an individual is when it first

establishes identity proofs. Once this bootstrapping partis completed, the operations

needed from the individual are minimal. The protocol proofsrequired for verifica-

tion may be implemented without requiring any human intervention if the secrets are

stored in tamper proof hardware.

• Our approach makes it possible to maintain consistency in a federation with respect

to two well known invariants of individuals identifiers. First, strong identifiers are

generally unique, unless proved otherwise by the owners. The second invariant is

related to the fact that several strong identifiers of an individual have some com-

mon weak identifiers associated with them. The two invariants cover the common

understanding of the notion of strong identifiers.

• Biometric identifiers are supported. The introduction of biometric verification into

a framework for the verification of identity attributes is novel and will result in ad-
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vances to the state-of-art with respect to the integration of cryptographic protocols

and biometric data in IdM systems.

• History based identity attributes are supported. They provide a way to use individuals

online activity to generate reliable identity informationwhich can be managed and

used as any other identity attributes to evaluate reputation and other trust relationship

based related properties.

• The approach supports portable identifiers and their usage with mobile devices such

as cellular phones. Several aspects relevant to such devices with respect to the secu-

rity and resource usage are investigated.

7.4 Conclusion

This thesis demonstrates several aspects of digital identity protection and the effec-

tiveness of our privacy preserving multi-factor identity verification solution in an identity

management framework. We have established new techniques for cryptographic compu-

tations and use of biometric and history-based identifiers in such a system. Our solution

is a significant advancement in the protection of identity attributes in identity management

systems. Moreover, as described above our techniques can beapplied in broader contexts,

and have considerable scope for future work.
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APPENDICES

Appendix A: State and Federal Laws Designed to Protect Personal Information

Increased federal and state legislation regarding identity theft has brought a heightened

awareness to identity theft in general and the special status of an individual’s SSN as an

identifier in particular. For instance, the Identity Theft and Assumption Deterrence Act

of 1998 makes identity theft a federal crime (18 U.S.C.§ 1028 (2003)). The purpose of

this statute is to criminalize the act of identity theft itself, before other crimes are commit-

ted. Under this law, identity theft occurs when a person “knowingly transfers, possesses or

uses, without lawful authority, a means of identification ofanother person with the intent

to commit, or to aid or abet, or in connection with, any unlawful activity that constitutes

a violation of federal law, or that constitutes a felony under any applicable state or local

law.” 18 U.S.C.§ 1028(a)(3)(7). Under this law, a name or SSN is considered a “means

of identification.” (18 U.S.C.§ 1028(c)(3)(C)(3)(A)). States have attempted to be proactive

with the crime of identity theft as well. In Indiana, for example, a person who “knowingly

or intentionally obtains, possesses, transfers, or uses the identifying information of another

person” without consent and has an intent to harm or defraud another person or assume the

other person’s identity commits identity deception (Ind. Code§ 35-43-5-3.5 (2004)). Under

Indiana’s law, “identifying information” specifically includes a SSN (Ind. Code§ 35-43-5-

1(i)). Growing recognition of the availability of SSN and that number’s ubiquitous use as a

means of identifying a person for a number of purposes has spurred state legislation trying

to combat the careless and cavalier use of the number. Many ofthe new laws enacted at the

state level contain provisions addressing the circumstances under which SSN and other per-

sonally identifying information can be disclosed to third parties, confidential destruction of

papers and electronic media containing SSN and personally identifying information of cus-
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tomers, and requirements for encryption of SSN and other sensitive personally identifying

information held in electronically stored mediums [177,178].

Appendix B: VeryIDX Web-Based Implementation Prototype

In this appendix we provide the architectural design and prototype implementation de-

tails of VeryIDX registrar and other key components. We alsoperform a performance and

storage analysis of the prototype system.

B.1 System Architecture

To implement the VeryIDX system we developed components forthree main entities

of this system, namelyregistrar, SPandprincipal. Several main considerations were taken

into account in the design of VeryIDX.

1. The requirement tominimally extendthe existing components used for e-commerce

transactions.

First, as principals and SPs should have easy access to the registrar we made our sys-

tem web-based. Thus, no client side software installation is needed. Second, requiring

modification to the current verification processes of SPs would not be desirable be-

cause of backward compatibility and scalability issues. Therefore we provide add-on

modules for SP to join the VeryIDX system. Furthermore our system does not affect

the legacy interactions between SPs and principal’s.

2. Providingde facto interoperation. VeryIDX achieves interoperation using a few reg-

istrar components. Different SP can specify their requirements according to their

service policies and subsequently use the registrar to obtain relevant and reliable in-

formation when they have to make decisions for identity verification and trust estab-

lishment.

3. Providingscalable and interchangeable building blocks. A modular application is

composed of smaller, separated modules that are well isolated. Thus, it makes easier
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to develop and manage than tightly coupled application. We adopt modularization so

it is easy to update component and simple to add new functionality.

Fig. B.1. System architecture of web-based VeryIDX.

Figure B.1 shows the general architecture of the VeryIDX system. In the following

we describe system architecture, implementation details and subcomponents of the three

entities, namely registrar, SP and principal.

Registrar Side

Registrar handles principals’ request to add or extend receipts and other identity at-

tributes. It manages principals’ identity record (IdR) andreceipt record (RREC). Registrar

comprises four key modules that are described as follows.

1. Webserver module.This module comprises servlet container and the implementation

of registrar. The servlet container accepts principals’ connection and relays it to the

registrar components. It is in charge of processing the principals’ request, e.g, show-

ing dynamic receipts, allowing principals to add new receipt and so on. We used
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Gridsphere Portal Framework [179] to create dynamic web pages because of its ex-

tensive built-in servlets, user management portlet capabilities and reliability. As a

servlet container, Jakarta Tomcat has been selected for itsrobustness.

2. Record storage.To store the principals records, namely IdR and RREC, we use Oracle

10g database. Identity related information such as registrar’s public key and some

public parameters for example,p, q, g andh required for ZKPK protocols are also

stored in the database.

3. Identity verification module.The identity verification module checks the correctness

of the claimed identity. It performs aggregate ZKPK for multi-factor identity verifica-

tion, before this principal is allowed access to its IdR or RREC. It is also used to assess

the assurance level on a given attribute. For example, in thecase of history based at-

tributes, this module checks whether a principal logged in at the registrar is the same

as the one indicated in the receipt obtained from SP using thereceipt assurance steps

specified in Protocol 1 of Chapter 5. Secure Socket Layer (SSL) is deployed for the

secure traffic using the Java Secure Socket Extension (JSSE)package.

4. SP policy evaluator.This module receives as input the verification and trust establish-

ment policies of the SP. Given the IdR and RREC of the principal it then identifies

the potential attributes and receipts of the principal thatcan satisfy the policy require-

ments. Thereafter the result is presented to the principal,so it can construct the proofs

based on the selected tuples of the IdR and the RREC.

Principal Side

The key module used at the principals end is theUser Crypto Module. This module

consists of two components namelyZKP commitment CalculatorandZKP Proof Calcula-

tor. The ZKP commitment calculator computes commitment of any given attribute related

to either identity or receipt information. A critical requirement is that the secrets involved

in creating the commitment should not leak outside the principals’ machine. Only the final

commitment is revealed once the computation is complete andthe principals secrets are
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stored at the principals local machine. The ZKP Proof Calculator creates a proof object

that can be submitted to the SP or registrar. Using this object, the verifier can carry out the

ZKPK proof verification.

Java Applets [124] are used to implement both components. Java applets can com-

municate not only with the servlet in the registrar but also with the principals’ local file

system. In addition, some parameters about principals can be passed to the applets from

JSP. Applets have some access limitations to the user file system because they are not part

of the local system. In our system, we use signed applets thatcan be allowed to access

local filesystem. In addition, principals are required to put a policy file to enable an applet

to access local file having principals’ secret. We devised a logical structure named ‘wallet’

where the principal securely stores its personal information and secrets. When principals

create commitments, the secret information is stored at thewallet to be used later in ZKPK.

The secret information in the wallet is never revealed to theregistrar nor the SP. We use

Java Serialization technique1 for applet to servlet communication. This approach does not

require the system to deploy additional protocols for the data transmission. The receiver

simply needs to get serialized stream and recover the same objects the sender transmitted.

Service Provider Side

TheTrust Management Moduleis the main extension required to the SP. Such module

has four main components. The first is the SPpolicy database; such database is accessed

by theproof requestercomponent. This component is responsible for creating the condi-

tional statements required to verify identity and establish trust. Once the proof is provided,

theproof verifiertakes the proof object that may consist of clear attribute values or crypto-

graphic proofs. The proofs are verified to get a boolean valuedetermining the verification

or trust establishment decisions. The last component is thereceipt providerthat issues the

receipts when the e-commerce transaction is completed (SeeChapter 5).

1Serialization saves the current state of objects to a streamand restores an equivalent object from the stream.
Stream can hold data in a persistent container (disk) or transient container (RAM).
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B.2 Implementation Analysis

Our system is web-based therefore the response time mainly depends from the net-

work speed. The message size related to the cryptographic computations is analyzed in

Section 5.4.3. The computation time and the storage requirements of our protocols are

minimal as detailed below. We have carried out our experiments on an Intel Core duo

2GHz and 2G RAM, and server had 2.8GHz Pentium D CPU with 1G RAM.

Average time to execute AgZKPK using applets. From our experiments, the aver-

age time to log onto the registrar, using user name and password, over 100 iterations takes

less than 1 sec. Likewise, the time to download an applet takes around one second under

a network whose average data receive rate is 928 Bytes per second (relatively slow con-

nection). To extend a receipt, the applet running on client receives a tag and a value pair

from the registrar that are then used to calculate the commitment. Excluding the principals

interaction time, to calculate a single commitment takes onan average 0.011 sec.

Summing up the total time including commitment computation, transmission to the

server and receipt of the reply, the average time to extend a receipt, takes 1.03 seconds.

The average time for the applet to create proofs is .020 seconds as illustrated in Figure 5.4

and detailed in Section 5.4.3 of Chapter 5.

At the registrar side, one of the major functions is to store principals record into the

database. Every time a principals commitment arrives to theserver, the registrar makes

a connection to the Oracle 10g database by issuing one INSERTstatement. The average

insertion time was measured 0.5 sec. Finally, as illustrated in Figure 5.5 of Chapter 5 the

proof verification at the registrar, for 50 aggregated identifier proofs takes .103 seconds at

the registrar.

Average storage needed at the principal and the registrar.Our implementation re-

quires less than 6M bytes of disk space for the portal codes under the tomcat directory at

server side. At the client side, principals’ secret needed for the commitments are recorded

at the VeryIDX.wallet and its size increases around 5KB for each commitment. The regis-

trar stores principals’ record into Oracle database. For the other registrar components, the
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minimum space required is about 50MB for tomcat excluding disk space for the Operat-

ing System. The RREC of a principal is on an average 67M bytes for 106 receipts with

one cryptographic commitment. Each commitment value takes31 digit characters on an

average.

B.3 Illustrative Example of the VeryIDX Receipt Based System

The main steps related to the cryptographic computations related to aggregate ZKPK

using IdR or RREC are similar. Therefore in the following we provide an example scenario

of how a principal would use suach a system to manage history based attributes encoded as

receipts from online transactions as presented in Chapter 5.

Fig. B.2. Applet for creating ZKPK for identity attributes.
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Fig. B.3. Applet for creating commitments for x-receipts.

Fig. B.4. Registrar portal view of receipts in RREC.
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Consider a scenario when a principalAlice has bought a book from VeryIDX enabled

eFollets and now wants to opt-in to add the receipt of this transactionto her RREC at

the registrar. She uses Protocol 1 of Chapter 5 (See also Figure 5.1). Once she has sent

her intention to get the receipt to SP (Step 1) then she logs onto the registrar using her

SSO ID and password. Her registrar requires multi-factor identity verification (Step 2) so

it requiresAlice to prove she knows the secrets corresponding to her credit card number

commitment stored in her IdR. She runs the proof calculator applet (See Figure B.2) where

she can automatically retrieve the required secrets by clicking the “Retrieve Secrets” button.

Once the secrets are retrieved she clicks on “Calculate Proof” to calculate the proof object.

Finally she sends the proof object to the registrar that is used to verify its the correctness

of the proof. If the proof is verified correctly, the reply of the registrar appears on the

principals’ applet.

As a next step the registrar generates theρsubmit used eventually by the SP to giveAlice

the correct receipt. Note here that SP creates a TRANSACTION ID that is unique to this SP.

SubsequentlyAlice can add this receipt using Step 5 of Protocol 1. At any pointAlice can

view her RREC at registrar by logging on to her registrar using step 2 of Protocol 1 (See

Figure B.4).

Once the e-receipt is submitted,Alice extends this receipt using Protocol 3. More

specifically she creates a cryptographic commitment corresponding to PRICE attribute of

her receipt. To do this, she logs on to her account at the registrar and this time she runs

the commitment creation applet (See Figure B.3). Here the main requirement is that the

principal should have unique tag values corresponding to each commitment. The TAG is the

combination of the TRANSACTION ID, SENDER and the type of attribute being committed

(on this case the price). The random needed at Step 2 of Protocol 3 is computed when she

clicks the “calculate Random” button. She can then send thiscommitment to the server.

The commitment can be subsequently used to create proofs as illustrated in Figure B.2.
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