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ABSTRACT
Li, Jiangtao. Ph.D., Purdue University, May, 2006. Privacy Enhanced Automated Trust
Negotiation. Major Professors: Mikhail J. Atallah and Ninghui Li.
In automated trust negotiation, two parties exchange digitally signed credentials that
contain attribute information to establish trust and make access control decisions. Because the information in question is often sensitive, credentials are protected according to
access control policies. In traditional trust negotiation, credentials are transmitted either
in their entirety or not at all. This approach can at times fail unnecessarily, either because
a cyclic dependency makes neither negotiator willing to reveal her credential before her
opponent, because the opponent must be authorized for all attributes packaged together in
a credential to receive any of them, or because it is necessary to disclose the precise attribute values, rather than merely proving they satisfy some predicate (such as being over
21 years of age).
In this thesis, we introduce a number of techniques that address the previous problems.
In particular,
• We propose Oblivious Attribute Certificates (OACerts), an attribute certificate
scheme in which a certificate holder can select which attributes to use and how
to use them. In particular, a user can use attribute values stored in an OACert to
obtain a resource from a service provider without revealing any information about
these values. Using OACerts, we develop a policy-hiding access control scheme
that protects both sensitive attribute values and sensitive policies.
• We present a privacy-preserving trust negotiation protocol that enforces each credential’s policy (thereby protecting sensitive credentials). Our result is not achieved
through the routine use of standard techniques to implement, in this framework,
one of the known strategies for trust negotiations (such as the “eager strategy”).

xi
Rather, we use novel techniques to implement a non-standard trust negotiation strategy specifically suited to this framework.
• We introduce a framework for automated trust negotiation in which diverse credential schemes and protocols can be combined, integrated, and used as needed.
A policy language is introduced that enables negotiators to specify authorization
requirements that must be met by an opponent to receive various amounts of information about certified attributes and the credentials that contain it.

1
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INTRODUCTION

Computer systems traditionally are closed, centrally managed systems in which each subject has one or more identities. The system grants or denies a subject’s requests to access
certain resources based on its access control policies and the authenticated identities of the
requester. It is assumed that subjects in the system already know each other. Thus, trust
can be easily established based on each other’s identity. Furthermore, without obtaining
a local identity, a subject is not able to interact with the system and gain access to the
resources of the system.
The move towards a globally interconnected infrastructure and open environment, such
as the Internet, provides opportunities for two or more parties who are strangers to each
other to share resources or conduct business transactions. Such interactions often involve
release of sensitive information and remote access to a party’s local resources. Mutual
trust between two parties is crucial in such environments. As parties belong to different
security domains controlled by different authorities, establishing trust based on identity is
not a feasible solution. Therefore, identity information such as username and password is
usually inadequate for establishing trust between strangers.
Blaze, Feigenbaum, and Lacy [1] introduced the term trust management to group together some principles dealing with decentralized authorization. In trust management [1–
6], access control decisions are based on authenticated attributes of the subjects, which are
established by digitally signed credentials. Each credential associates a public key with
the key holder’s identity and/or attributes such as employer, group membership, credit
card information, birth-date, citizenship, and so on. Because these credentials are digitally signed, they can serve to introduce strangers to one another without online contact
with the attribute authorities.
Winsborough, Seamons, and Jones [7] introduced the notion of automated trust negotiation (ATN). The goal of ATN [7–12] is to enable resource requesters and access

2
mediators to establish trust in one another through cautious, iterative, bilateral disclosure
of credentials. In the existing ATN literature, access control policies are established to
regulate the disclosure of credentials, in addition to the granting of system resources. The
negotiation consists of a sequence of exchanges that begin with disclosing credentials that
are not sensitive. As credentials flow, higher levels of mutual trust are established, and access control policies for more sensitive credentials are satisfied, enabling these credentials
also to flow. In successful negotiations, credentials eventually flow that satisfy the policy
of the desired resource. Trust negotiation differs from trust management in that:
1. In trust negotiation, credentials are modeled as sensitive information, and protected
by access control policies just same as other resources in the system.
2. Trust negotiation is performed in a peer-to-peer architecture, where a client and a
server are treated equally. Instead of a one-shot authorization, trust is established
incrementally through a sequence of credential disclosure.
In traditional ATN approaches the only way to use a credential is to send it as a whole,
thus disclosing all the information in the credential. In other words, a digital credential is
viewed as a black-box, and the information in a credential is disclosed in an all-or-nothing
fashion. In these approaches sensitive attribute values stored in a credential are protected
using access control techniques. There is an access control policy associated with each
credential and a credential can be disclosed if its access control policy has been satisfied.
Viewing a credential as a black-box severely limits the power of ATN. The following are
some of the limitations.
1. Because attribute information is disclosed in an all-or-nothing fashion, each attribute
can be disclosed only when the policy governing the credential and its entire contents is satisfied, leading to unnecessary failure. For example, suppose Bob would
allow Alice to access a resource provided Alice is over 21, and Alice has a digital
driver license that includes Alice’s birth-date and address. If Alice does not want to
reveal her address (or her exact birth-date) to Bob, the negotiation would fail, even
if Alice were willing to prove she is over 21.
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2. When one negotiator does not want to disclose detailed information about his policy
and the other negotiator does not want to disclose too much information about her
attributes, a negotiation can fail even though the amount of information that needs
to be disclosed by each party is acceptable to both. For example, suppose Bob is
a bank that offers a special-rate loan and Alice would like to know whether she is
eligible for such a loan before she applies. Bob is willing to reveal that his loanapproval policy uses one’s birth-date, current salary, and the length of the current
employment; however, Bob considers further details of this policy to be a trade
secret that he is unwilling to reveal. Alice would like to know whether she is eligible
for the loan while disclosing as little information about her attributes as possible. In
particular, Alice does not want to disclose the exact values of her birth-date or salary
level. Using traditional ATN techniques, this negotiation would fail.
3. If there is a cyclic dependency among credentials and their policies, negotiations can
fail unnecessarily. For example, in a negotiation between Alice and Bob, suppose
Alice has a credential c1 that can be disclosed only if Bob has c2 , and Bob has
c2 , but can disclose it only if Alice has c1 . Using traditional ATN techniques, the
negotiation would fail because neither c1 nor c2 can be disclosed before the other,
even though allowing Alice and Bob to exchange both c1 and c2 would not violate
either negotiator’s policy.

Thesis Statement
The goal of my thesis is to design an ATN scheme that has better privacy protection
and is able to avoid the above mentioned limitations. More specifically, our goal is to
develop cryptographic credentials and protocols for Alice and Bob to negotiate trust while
minimizing the disclosure of each party’s sensitive credentials and policies. Furthermore,
we want to develop a new ATN framework that supports these cryptographic credentials
and protocols.
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Our Contribution
To address the previously mentioned limitations of ATN, we propose Oblivious Attribute Certificates (OACerts), an attribute certificate scheme in which a certificate holder
can select which attributes to use and how to use them. Using OACerts, a certificate
holder is no longer limited to the all-or-nothing property of traditional trust negotiation.
For example, suppose Alice’s digital driver license is documented using OACerts. Alice can prove that she is older than 21 without revealing her exact birth-date. Thus, the
first above-mentioned limitation is naturally solved. Furthermore, a user can use attribute
values stored in an OACert obliviously, i.e., the user obtains a service if and only if the
attribute values satisfy the policy of the service provider, yet the service provider learns
nothing about these attribute values. This way, the service provider’s access control policy
is enforced in an oblivious fashion.
Based on the OACerts scheme, we further develop a policy-hiding access control
scheme that protects both sensitive attributes and sensitive policies. That is, Bob can
decide whether Alice’s certified attribute values satisfy Bob’s policy, without Bob learning any other information about Alice’s attribute values or Alice learning Bob’s policy.
Using this policy-hiding access control, we can address the second limitation.
We develop a privacy-preserving trust negotiation protocol and several novel cryptographic protocols for carrying it out. We propose a reverse eager trust negotiation strategy that handles arbitrary policy cycles, whereas the existing traditional trust negotiation
strategies are inherently unable to handle such cycles. Using our protocol, Alice and Bob
can determine whether the trust can be established without disclosing any of their private
credentials and policies.
Finally, we introduce a framework for trust negotiation that supports the combined use
of several cryptographic credential schemes and protocols that have been previously introduced piecemeal to provide capabilities that are useful in various negotiation scenarios.
Our framework enables these various schemes to be combined flexibly and synergistically,
on the fly as the need arises.

5
Organization of the Thesis
This thesis is organized as follows. We first review several cryptographic tools that
will be used in our thesis in Chapter 2. We then present our construction of OACerts
in Chapter 3. In Chapter 4, we present a policy-hiding access control scheme based on
OACerts. In Chapter 5, we describe a privacy-preserving trust negotiation protocol that
can seamlessly handle policy cycles. In Chapter 6, we present a trust negotiation framework that supports diverse cryptographic credentials and protocols. Finally, we discuss
the related work in Chapter 7 and summarize this thesis in Chapter 8.
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2 CRYPTOGRAPHIC TOOLS
In this chapter we review some cryptographic tools and building blocks that will be used in
this thesis, right after a brief description of several standard assumptions in cryptography.
We say that a function f is negligible in the security parameter t if, for every polynomial
p, f (t) is smaller than 1/|p(t)| for large enough t; otherwise, it is non-negligible.
• Discrete Logarithm (DL) Assumption. The DL problem is the following: Given a
finite cyclic group G, a generator g ∈ G, and a group element y, compute logg y.
The DL assumption is that there exists no polynomial-time algorithm that can solve
the DL problem with non-negligible probability.
• Computational Diffie-Hellman (CDH) Assumption. The CDH problem is the following: Given a finite cyclic group G, a generator g ∈ G, and group elements
g a , g b , compute g ab . The CDH assumption is that there exists no polynomial-time
algorithm that can solve the CDH problem with non-negligible probability.
• Decisional Diffie-Hellman (DDH) Assumption. The DDH problem is the following:
Given a finite cyclic group G, a generator g ∈ G, and group elements g a , g b , and
g c , output 0 if g c = g ab and 1 otherwise. The DDH assumption is that there exists
no polynomial-time algorithm that can solve the DDH problem with non-negligible
advantage. The advantage of an algorithm is its success probability minus 1/2, as
one can always randomly guess with a 1/2 success probability.
• Random Oracle Model. The random oracle model is an idealized security model
introduced by Bellare and Rogaway [13] to analyze the security of certain natural cryptographic constructions. Roughly speaking, a random oracle is a function
H: X → Y chosen uniformly at random from the set of all functions {h : X → Y }
(we assume Y is a finite set). An algorithm can query the random oracle at any point
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x ∈ X and receive the value H(x) in response. Random oracles are used to model
cryptographic hash functions such as SHA-1. Note that security in the random oracle model does not imply security in the real world. Nevertheless, the random oracle
model is a useful tool for validating natural cryptographic constructions.

2.1

Cryptographic Commitment Scheme
Informally speaking, a commitment scheme enables a prover to commit a value to a

verifier such that the verifier does not know which value has been committed, and the
prover cannot change its mind after having committed. In this section, we briefly describe
the Pedersen commitment scheme [14] that we use throughout this thesis.
Definition 2.1.1 (The Pedersen Commitment Scheme)
Setup A trusted third party T chooses two large prime numbers p and q such that q divides
p − 1. It is typical to have p be 1024 bits and q be 160 bits. Let g be a generator of
Gq , the unique order-q subgroup of Z∗p . We use x ← Zq to denote that x is uniformly
randomly chosen from Zq . T picks x ← Zq and computes h = g x mod p. T keeps
the value x secret and makes the values hp, q, g, hi public.
Commit The domain of the committed values is Zq . For the prover to commit an value
a ∈ Zq , the prover chooses r ← Zq and computes the commitment c = g a hr mod p.
Open To open a commitment c, the prover reveals a and r, and the verifier verifies
whether c = g a hr mod p.
The above setting is slightly different from the standard setting of commitment schemes,
in which the verifier runs the setup program and does a zero-knowledge proof to convince
the prover that the parameters are constructed properly.
The Pedersen commitment scheme is unconditionally hiding: Even with unlimited
computational power it is impossible for an adversary to learn any information about the
value a from c, because the commitments of any two numbers in Zq have exactly the
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same distribution. This commitment scheme is computationally binding: Under the DL
assumption, it is computationally infeasible for an adversarial prover to open a value a′
other than a in the open phase of the commitment scheme. Suppose an adversary finds a′
′

′

(other than a) and r′ such that g a hr ≡ g a hr (mod p), then she can compute

a′ −a
r−r ′

mod q,

which is logg (h), the discrete logarithm of h with respect to the base g.

2.2

Homomorphic Encryption
A homomorphic encryption scheme [15–18] is an encryption scheme in which the

plaintexts are taken from a group G, and given the encryptions of two group elements one
can efficiently compute a encryption of their sum. Usually this computation involves a
modular multiplication of the encryptions, we write E(a) · E(b) = E(a + b). It is easy to
see that E(a)c = E(c · a). Damgård and Jurik [18] proposed a homomorphic encryption
scheme in which all users can use the same modulus when generating key pairs.
Definition 2.2.1 (Damgård-Jurik Cryptosystem) Let n = pq be an RSA modulus, with
p = 2p′ + 1 and q = 2q ′ + 1 where p, q, p′ , q ′ are primes. Let g be a generator of Qn , the
group of all squares of Z∗n .
Key Generation Choose α ∈ Zτ where τ = p′ q ′ = |Qn |. The public key is then (n, q, h)
with h = g α mod n and the private key is α.
Encryption Given a plaintext m ∈ Zn , choose a random r ∈ Zn , and the ciphertext is
E(m, r) = (g r mod n, (hr mod n)n (n + 1)m mod n2 ).
Decryption Given a ciphertext c = (G, H) = E(m, r), m can be found as
m = L(H(Gα mod n)−n )
= L((g αr mod n)n (n + 1)m (g rα mod n)−n )
= L((n + 1)m mod n2 ) = m mod n.
Damgård-Jurik cryptosystem is a homomorphic encryption scheme. To see why, let
m, m′ ∈ Zn and r, r′ ∈R Zn , let E(m, r) = (G, H) and E(m′ , r′ ) = (G′ , H ′ ). We define
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E(m, r) · E(m′ , r′ ) to be (G · G′ , H · H ′ ), it is easy to verify that E(m, r) · E(m′ , r) =
E(m + m′ mod n, r + r′ ). In the rest of this thesis, we will use E(m) as a shorthand for
E(m, r).
Damgård-Jurik cryptosystem is semantically secure [18] under the Decisional Composite Residuosity Assumption and DDH assumption. The semantic security property
guarantee that an eavesdropper cannot learn any information about the plaintext from the
ciphertext. More precisely, given two arbitrary message m0 and m1 , the random variables
representing the two homomorphic encryptions E(m0 ) and E(m1 ) are computationally
indistinguishable.

2.3

Identity-Based Encryption
The concept of Identity-Base Encryption (IBE) was first proposed by Shamir [19] in

1984, however the first usable IBE systems were discovered only recently [20, 21]. An
IBE scheme is specified by following four algorithms:
Setup A Private Key Generator (PKG) takes a security parameter k and generates system
parameters params and a master secret s. params is public, whereas s is private to
PKG.
Extract Given any arbitrary string id ∈ {0, 1}∗ , PKG uses params, s, and id to compute
the corresponding private key sk.
Encrypt It takes params, id and plaintext M as input and returns ciphertext C. We use
I(M, id) to denote the encryption algorithm using the identity id.
Decrypt It takes params, sk and ciphertext C as input and returns the corresponding
plaintext M . We use I −1 (C, sk) to denote the decryption algorithm using the private
key sk. Of course, the decryption algorithm must satisfy the standard consistency
constraint, namely for any identity id, the corresponding private key sk, and any
message M , the equation I −1 (I(M, id), sk) = M is always true.
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An IBE scheme enables a sender to encrypt a message using a receiver’s identity as the
public key, thus avoids obtaining the public key from the receiver or a directory. Boneh
and Franklin proposed an IBE scheme from weil pairing [20]. Their scheme is secure
against adaptive chosen ciphertext attacks (IND-ID-CCA).

2.4

Hidden Credentials
The hidden credentials system was proposed by Holt et al. [22]. In the hidden creden-

tials system, there is a trusted CA who issues credentials for users in the system. Each
user in the system is assigned with a unique nym, where nym could be either a real name
or a pseudonym. A hidden credential is a digital signed assertion about an attribute of a
credential holder by the CA. Roughly speaking, given an IBE scheme as described in the
previous section, a hidden credential cred for username nym and attribute attr is the private key corresponding to the identity nym||attr. More specifically, the hidden credentials
system has following four programs:
1. CA Create(): The CA runs the setup program of the IBE system and generates
system parameters params and a master secret s, and publishes params. The CA
also publishes a list of possible attribute names.
2. CA Issue(nym, attr): The CA issues a credential for user with username nym
and an attribute attr by running the extract program of the IBE system with id =
nym||attr, and outputs the private key sk as the credential. Given a hidden credential cred, we use cred.nym to denote the corresponding username, and cred.attr to
denote the corresponding attribute in the credential.
3. I(M, nym||attr): This program corresponds to the encrypt algorithm of the IBE
system with system parameters params, id = nym||attr, and plaintext M . The
output of this program is C.
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4. I−1 (C, cred): This function corresponds to the decrypt program of the IBE system
with system parameters params, cred, and ciphertext C. The output of this function
is M .
The hidden credentials system is secure against an adaptive chosen ciphertext attack
where an attacker can obtain unlimited number of other arbitrary credentials [22]. The
hidden credentials are also unforgeable. We here give a simple example of how Alice
accesses Bob’s resource using the hidden credentials. Suppose Bob’s resource M can
only be accessed by a student. Alice has a student credential cred, i.e., cred.nym = Alice
and cred.attr = stu. To access M , Alice sends her username Alice to Bob who responds
with I(M, Alice||stu). Alice uses her credential cred to decrypt I(M, Alice||stu) and
obtains M . Bob does not learn whether Alice possesses a student credential or not from
the interaction.

2.5

Scrambled Circuit Evaluation
The Scrambled Circuit Evaluation (SCE) protocol was developed by Yao [23]. This

protocol runs between two players: a generator and an evaluator. In the SCE protocol,
the generator “scrambles” the circuit in some manner, then two players interact, the evaluator “evaluates” the scrambled circuit, and finally the evaluator sends the result of the
evaluation to the generator who recovers the final result.
Let x be the evaluator’s input, and y be the generator’s input. Let f : {0, 1}∗ ×
{0, 1}∗ → {0, 1}∗ be a function known to both parties. In the end, both parties learn
f (x, y). The SCE protocol takes the following steps:
Encrypting the circuit Assume that Ek [ M ] is a semantically secure encryption function
for the message M using the key k. Suppose the circuit for the function f (x, y)
consists of s gates g1 , . . . , gs and t wires w1 , . . . , wt , where each gate gi has two
input wires and one output wire; we use gi to also denote the function {0, 1}2 →
{0, 1} computed by the gate. The generator scrambles the circuit as follows.
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1. The generator chooses 2t random keys k10 , k11 , . . . , kt0 , kt1 and assigns a pair of
random keys {ki0 , ki1 } to each wire wi for 1 ≤ i ≤ t.
2. For each gate gi in the circuit, the generator constructs a table Ti as follows:
(a) Let wa and wb be the input wires of gate gi , and wc be the corresponding
output wire, where 1 ≤ a, b, c ≤ t.
(b) The generator computes the following four values:
h
ii
h
ii
h
h
g (0,0)
g (0,1)
m0,0 = Ekb0 Eka0 kc i
|| 0σ
m0,1 = Ekb1 Eka0 kc i
|| 0σ
h
h
ii
h
h
ii
gi (1,0)
gi (1,1)
σ
σ
m1,0 = Ekb0 Eka1 kc
|| 0
m1,1 = Ekb1 Eka1 kc
|| 0
where mx,y (for x ∈ {0, 1} and y ∈ {0, 1}) corresponds to the case that
the input wire wa has value x and the input wire wb has value y, and
g (x,y)

kc i

||0σ means concatenating the random value corresponds to the wire

wc having value gi (x, y) ∈ {0, 1} with a binary string of σ 0’s.
(c) The generator randomly permutes the set {m0,0 , m0,1 , m1,0 , m1,1 } and stores
it in the table Ti .
For example, the table for the gate gi when it is an AND gate would contain
the following four entries in some random order:


m0,0 = Ekb0 Eka0 [ kc0 || 0σ ]


m1,0 = Ekb0 Eka1 [ kc0 || 0σ ]



m0,1 = Ekb1 Eka0 [ kc0 || 0σ ]


m1,1 = Ekb1 Eka1 [ kc1 || 0σ ]

If the evaluator knows (ka1 ,kb1 ), the two keys corresponding to the 1 value in
wires wa and wb , and tries to decrypt the four entries, the evaluator will find
garbage when trying to decrypt m0,0 , m0,1 , m1,0 and successfully decrypt m1,1 .
The evaluator can tell that the decryption of m1,1 is successful by finding the
binary string 0σ in the decrypted message. This enables the evaluator to learn
kc1 , the value corresponds to the wire wc being 1. Of course, wc should be
1 when both wa and wb are 1. If the evaluator knows (ka1 ,kb0 ), then it can
successfully decrypt m1,0 and recover kc0 . In the other two cases, the evaluator
recovers kc0 as well.
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3. The generator sends T1 , . . . , Ts to the evaluator. The generator sends also the
topology of the circuit, so that the evaluator knows which gate connects to
which.
Coding the input The evaluator learns a random key for each input wire as follows.
1. For each wire wi that corresponds to the generator’s input, the generator sends
ki0 to the evaluator if his input is 0, he sends ki1 if his input is 1.
2. For each wire wj that corresponds to the evaluator’s input, the generator and
the evaluator engage in a 1-out-of-2 oblivious transfer protocol [24–26] in
which the generator provides kj0 and kj1 , and the evaluator chooses kj0 if her
input is 0, and chooses kj1 otherwise.
Evaluating the circuit The evaluator evaluates the scrambled circuit gate-by-gate, starting from the circuit-input gates and ending at the circuit-output gates. Each gates gi
is evaluated as follows:
1. The evaluator can evaluate gate gi only if she has learned one key for each of
the input wires.
2. Let wa , wb , wc be the corresponding input wires and output wire of gate gi .
Assume kax and kby are the keys the evaluator learned that correspond to wires
wa and wb , respectively.
3. Let Ti be the table corresponding to gate gi . The evaluator uses kax and kby to deh
ii
h
g (x,y)
crypt each entry in Ti and succeeds in the entry mx,y = Ekby Ekax kc i
.
g (x,y)

Thus she learns kc i

, one of the two keys corresponding to the output wire

wc .
Finally, the evaluator obtains the output of the scrambled circuit, and sends it back
to the generator. The generator learns f (x, y) and reveals the result to the evaluator.
The SCE protocol is secure in honest-but-curious model [23, 26]. As for the security of each gate, it is necessary to construct the table using a non-malleable encryption
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scheme [27] (such as AES), to prevent the evaluator from making meaningful changes
in the plaintext by changing the ciphertext. Provided that the encryption scheme is nonmalleable, knowledge of one key for each of the input wires discloses only one key of the
output wire. The other key is unknown to the evaluator. As for the security of the entire
circuit, the oblivious transfer protocol ensures that the evaluator learns just one key per input wire, and the generator does not learn which value the evaluator chose. Therefore, the
evaluator can obtain one and only one key per wire in the circuit. As the mapping between
the (two) random keys of each wire and the Boolean values is unknown to the evaluator,
she learn neither the type of each gate, nor any intermediate results of the original circuit.
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3 OACERTS: OBLIVIOUS ATTRIBUTE CERTIFICATES
Privacy is an important concern in the use of Internet and web services. When the attribute
information in a certificate is sensitive, the certificate holder may want to disclose only
the information that is absolutely necessary to obtain services. Consider the following
example.
Example 1 A senior citizen Alice requests from a service provider Bob a document that
can be accessed freely by senior citizens. Alice wants to use her digital driver license to
prove that she is entitled to free access. Alice’s digital driver license certificate has fields
for an identification number, expiration date, name, address, birth-date, and so on; and
Alice would like to reveal as little information as possible.
In the above example, suppose Alice’s digital driver license is an X.509 certificates [28],
Alice first sends her request to Bob who responds with the policy that governs access to
that document. Alice then sends her driver license certificate to Bob. After Bob receives
the certificate from Alice and verifies it, he grants Alice access to the document. Observe that, in this scenario, Bob learns all the attribute information (i.e., name, address,
birth-date, etc.) in Alice’s driver license.
Suppose Alice’s digital driver license is an anonymous credential [29–33], after Bob
reveals his access control policy, Alice can prove to Bob that she is a senior citizen without
leaking any additional information. Now it might seem that Alice needs to reveal at least
the fact that she is a senior citizen, i.e., her birth-date is before a certain date. However,
even this seemingly minimal amount of information disclosure can be avoided. Suppose
that the document is encrypted under a key and the encrypted document is freely available
to everyone. Further suppose a protocol exists such that after the protocol is executed
between Alice and Bob, Alice obtains the key if and only if the birth-date in her driver
license is before a certain date and Bob learns nothing about Alice’s birth-date. Under
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these conditions, Bob can perform access control based on Alice’s attribute values while
being oblivious about Alice’s attribute information.
We call this oblivious access control, because Bob’s access control policies for his
resources are enforced without Bob learning any information about Alice’s certified attribute values, not even whether Alice satisfies his policy or not. It is important to point
out that a process that protects Alice’s attributes from Bob is not only to Alice’s advantage
but also to Bob’s: Bob no longer needs to worry about rogue insiders in his organization
illicitly leaking (or selling) Alice’s private information, and may even lower his liability
insurance rates as a result of this. Privacy-preservation is a win-win proposition, one that
is appealing even if Alice and Bob are honest and trustworthy entities.
To enable such oblivious access control, we propose Oblivious Attribute Certificates
(OACerts), a scheme for using certificates to document sensitive attributes. The basic idea
of OACerts is quite simple. Instead of storing attribute values directly in the certificates,
a certificate authority (CA) stores the cryptographic commitments [14, 34–36] of these
values in the certificates. Using OACerts, a user can select which attributes to use as well
as how to use them. An attribute value in an OACert can be used in several ways: (1)
by opening a commitment and revealing the attribute value, (2) by using zero-knowledge
proof protocols [37–40] to prove that the attribute value satisfies a condition without revealing other information, and (3) by running a protocol so that the user obtains a message
only when the attribute value satisfies a condition, without revealing any information about
the attribute value. The idea of storing cryptographic commitments of attribute values in
certificates was used in anonymous credentials [29–33]; however, we are not aware of
prior work on the oblivious usage of such attribute values.
In Example 1, suppose that the driver-license certificate that Alice has is an OACert.
With attribute values committed rather than stored in the clear in her certificates, Alice
can send her certificate to Bob without revealing her birth-date or any other attribute information. Using zero-knowledge proof protocols [37–40], Alice can prove to Bob that
her committed birth-date is before a certain date without revealing any other information.
However, our goal is that Bob should learn nothing about Alice’s birth-date, not even
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whether Alice is a senior citizen or not. To enable oblivious access control, we need to
solve the following two-party Secure Function Evaluation (SFE) problem:
Problem 1 Let commit be a commitment algorithm, let Params be public parameters for
commit, and Pred be a public predicate. Let a be a private number (Alice’s attribute value),
c = commitParams (a, r) be a commitment of a under the parameters Params with a random
number r, and M be a private message (Bob wants Alice to see M if and only if a satisfies
Pred). Alice and Bob jointly compute a family F of functions, parameterized by commit
and Pred. Both parties have commit, Pred, Params, and c. Bob has private input M . Alice
has private input a and r. The function F is defined as follows.

F [commit, Pred]Bob (Params, c, M, a, r) = ∅
F [commit, Pred]Alice (Params, c, M, a, r)
={

M

if c = commitParams (a, r) ∧ Pred(a) = true;

∅

otherwise.

where F [commit, Pred]Alice represents Alice’s output, F [commit, Pred]Bob represents Bob’s
output. In other words, our goal is that Bob learns nothing and Alice learns M only when
her committed attribute value satisfies the predicate Pred.
The preceding problem can be solved using general solutions to two-party SFE [23,
26, 41]; however, the general solutions are inefficient, as commitment verification is done
within the SFE. We propose an Oblivious Commitment Based Envelope (OCBE) scheme
that solves the above two-party SFE problem efficiently. Formal definition of OCBE will
be given in Section 3.3. Informally, an OCBE scheme enables a sender Bob to send an
envelope (encrypted message) to a receiver Alice, such that Alice can open the envelope
if and only if her committed value satisfies the predicate. An OCBE scheme is oblivious
if at the end of the protocol the sender cannot learn any information about the receiver’s
committed value. An OCBE scheme is secure against the receiver if a receiver whose
committed value does not satisfy the predicate cannot open the envelope.
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We develop efficient OCBE protocols for the Pedersen commitment scheme 2.1 and
six kinds of comparison predicates: =, 6=, <, >, ≤, ≥, as well as conjunctions and disjunctions of multiple predicates. These predicates seem to be the most useful ones for testing
attribute values in access control policies. We present a protocol (called EQ-OCBE) for
equality predicates and a protocol (called GE-OCBE) for greater-than-or-equal-to predicates and prove that these protocols are provably secure in the Random Oracle Model [13].
These protocols use cryptographic hash functions to efficiently derive symmetric encryption keys from a shared secret, and random oracles are used to model such usage of hash
functions. We also show that it is easy to construct OCBE protocols for other comparison
predicates using variants of EQ-OCBE and GE-OCBE.

3.1

Architecture of OACerts
In this section, we present the architecture of the OACerts scheme. There are three

kinds of parties in the OACerts scheme: certificate authorities (CA’s), certificate holders,
and service providers. A CA issues OACerts for certificate holders. Each CA and each
certificate holder has a unique public-private key pair. A service provider, when providing services to a certificate holder, performs access control based on the attributes of the
certificate holder, as certified in OACerts.
An OACert is a digitally signed assertion about the certificate holder by a CA. Each
OACert contains one or more attributes. We use attr1 , . . . , attrm to denote the m attribute
names in an OACert, and v1 , . . . , vm to denote the corresponding m attribute values. Let
ci = commitParams (vi , ri ) be the commitment of attribute value vi for 1 ≤ i ≤ m with ri
being the secret random number. The attribute part of the certificate consists of a list of
m entries, each entry is a tuple hattri , ci i. When the commitment scheme used is secure,
the certificate itself does not leak any information about the sensitive attributes. Thus, an
OACert’s content can be made public. A certificate holder can show his OACerts to others
without worrying about the secrecy of his attributes.
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In many commitment schemes [14, 34, 35], the input domain is the set of integers;
hence it is necessary to map an arbitrary attribute value to an integer in OACerts. For
example in a digital driver license, gender can be expressed by a single bit, state can
be expressed by a number from [1, 50], birth-date can be expressed by the number of
days between January 1st of 1900 and the date of birth. In an another example, suppose
a digital student certificate contains an attribute for major. As the number of different
majors is finite (and quite small in practice), we can easily encode each major with a
number. There are certain attributes of which the values could be arbitrary, such as name
or home address. We cannot represent those attribute values directly with integers, in this
case, the CA hashes the attribute values using a collision-free hash function and commits
the hash values in OACerts.
OACerts can be implemented on existing public-key infrastructure standards, such as
X.509 Public Key Infrastructure Certificate [28, 42] and X.509 Attribute Certificate [43].
The commitments can be stored in X.509v3 extension fields, in which case a certificate
includes also the following fields: serial number, validity period, issuer name, user name,
certificate holder’s public key, and so on. The distribution and revocation of OACerts can
be handled using existing infrastructure and techniques. See Section 3.5 for our implementation and performance measurements of OACerts.
There are four basic protocols in the OACerts scheme:
• CA-Setup: A CA picks a signature scheme Sig with a public-private key pair
−1
(KCA , KCA
), and a commitment scheme commit with public parameters Params.

The public parameters of the CA are {Sig, KCA , commit, Params}.
• Issue Certificate: A CA uses this protocol to issue an OACert to a user. A user
Alice generates a public-private key pair (KA , KA−1 ) and sends to the CA a certificate
request that includes her public key KA and attributes information (attr1 , v1 ), . . .,
(attrm , vm ), signed by KA−1 . After the CA verifies the correctness of v1 , . . . , vm
(most likely using off-line methods), it issues an OACert for Alice. In this process,
the CA computes ci = commitParams (vi , ri ) and sends the certificate along with
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the secrets r1 , . . . , rm to Alice. Alice stores the certificate and stores the values
(v1 , r1 ), . . . , (vm , rm ) together with her private key KA−1 . The role of the CA here is
similar to the role of a CA in the traditional Public Key Infrastructure.
• Alice-Bob initialization: Alice, a certificate holder, establishes a secure communication channel with Bob, a service provider, and at the same time proves to Bob
the ownership of an OACert. In this protocol, Bob checks the signature and the validity period of the certificate, then verifies that the certificate has not been revoked
(using, e.g., standard techniques in [28]). Bob also verifies that Alice possesses
the private key corresponding to KA in the OACert. All these can be done using
standard protocols such as TLS/SSL [44].
Alice then requests the decryption key for an encrypted document, and Bob sends
Alice his policy.
• Alice-Bob Interaction: Alice can show any subset of her attributes using the show
attribute protocols. These protocols are executed after the show certificate protocol, through a secure communication channel between Alice and Bob. To show
t attributes, Alice runs show attribute protocols t times. There are three kinds of
show attribute protocols; each gives different computational and communication
complexity and privacy level.
1. direct show: Alice gives vi and ri directly to Bob, and Bob verifies ci =
commit(vi , ri ). This protocol is used when Alice trusts Bob with the attribute
values, or when Alice is very weak in computational power. This protocol is
the most efficient one but offers the least privacy protection. Bob not only
knows vi but also can convince others that Alice has attribute vi .
2. zero-knowledge show: Alice uses zero-knowledge proofs to prove vi satisfies
some properties Bob requires, e.g., is equal to some value or belongs to some
range. This kind of protocols is more expensive than the direct show, but offers
better privacy protection. Bob learns whether vi satisfies his policies, but he
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cannot convince others about this. Bob also doesn’t learn the exact value of vi
provided that multiple values satisfy his policies.
3. oblivious show: Alice interacts with Bob using OCBE protocols. Bob learns
nothing about vi . This kind of oblivious show protocols offers the best privacy
protection among the three types of show protocols. Often times, it has similar
or less computation than the zero-knowledge show protocols.
In practice, Alice and Bob may not share the same CA. That is, Bob may not know
the CA that issues the OACerts to Alice and Bob may not trust that CA. We can handle
this problem using a hierarchy of CAs with only the root of the hierarchy being trusted
by Bob. For example, Alice is a student at StateU, and has a student certificate issued by
College of Science (CoS) of StateU using the OACerts scheme. CoS has a valid certificate
issued by StateU; and StateU is certified by Accreditation Board for Engineering and
Technology (ABET). The certificate chain to prove that Alice is a valid student takes
the form ABET → StateU → CoS → Alice. There are three certificates associated
with this chain, where the first two certificates are regular certificates (as there are no
sensitive information in these certificates) and the last one is an OACert. Suppose Bob’s
policy is that only students in computer science can access the resource, and suppose Bob
trusts ABET. Alice can first show the certificate chain to Bob without leaking any attribute
information in her student certificate, and then run a zero-knowledge proof protocol to
prove that her major is computer science.
Another practical consideration is that different CAs may use different attribute names
for the same attribute. For example, Bureau of Motor Vehicles (BMV) may use DoB as
the attribute name for birth-date in the driver license, whereas a Bureau of Consular Affairs may use date of birth as the attribute name for birth-date in the passport. Alice and
Bob can use application domain specification documents [5,6] to achieve name agreement
between different attribute names. It is also possible that different CAs use different encoding methods to convert an attribute value to an integer. To address this problem, each
CA publishes its encoding methods online and signs them using its private key. When
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Alice shows her OACert to Bob, she also sends to Bob the encoding methods for her attributes signed by her CA. Bob can then adjust his policy based on the encoding methods.
For example, in the digital driver license issued by BMV, birth-date field is encoded using
the number of days between January 1st of 1900 and the actual date of birth. Suppose
Bob’s policy is that Alice’s age must be between 30 and 40, Bob can convert his policy
to be that the value of birth-date in Alice’s OACert is between a and b, where a and b are
birth-date values corresponding to age 30 and age 40, respectively.

3.2

Applications of OACerts
In additional to enabling oblivious access control, OACerts and OCBE are useful in

the following settings.
Break policy cycles

OACerts and OCBE can be used to break policy cycles (see [45]

for definition) in automated trust negotiation [7,9,10,46]. Consider the following scenario
where Alice and Bob want to exchange their salary certificates. Alice’s policy says that
she can show her salary certificate only to those whose salary is great than $100k. Similarly, Bob will reveal his certificate only to those who earn more than $80k a year. Using
current trust negotiation techniques, neither Alice nor Bob is willing to present her/his
certificate first. The technique developed in [45] does not work well here neither, because
the salary requirement in the policies is a range, not a specific value. Such problem can
be solved using OACerts and OCBE. Suppose both Alice and Bob use OACerts as their
salary certificates, Alice and Bob can first exchange their OACerts without revealing their
salary values, then Bob uses an OCBE scheme to send Alice his salary value together with
a non-interactive proof that the value sent is indeed the value committed in the OACerts,
on the condition that Alice can open them (i.e., the value and the proof) only if her salary
is more than $80k. Bob is certain that his salary figure is revealed to Alice only if Alice’s
income is more than $80k, thus Bob’s policy is enforced without him knowing Alice’s
salary value.
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Improve the efficiency of trust negotiation

The goal of automated trust negotiation [7,

9, 10, 46] is to establish trust between strangers through interactive disclosure of certificates. OACerts and OCBE can simplify the trust negotiation process by reducing the
rounds of interactions and the number of certificates exchanged. Consider the following
scenario where Bob is a web publisher and Alice is a senior citizen who wants to get access to Bob’s resource. Bob’s policy requires Alice to be older than 60. On the other hand,
Alice only shows her birth-date to those who are a member of Better Business Bureau
(BBB). Using traditional trust negotiation techniques, Bob first shows his BBB certificate,
then Alice reveals her driver license, finally Bob sends Alice his resource. The negotiation
could be more complicated (and take more rounds) if there is an access control policy for
Bob’s BBB certificate. Using OACerts, the trust between Alice and Bob can be established in one round – Bob sends his resource using an OCBE protocol such that Alice can
receive the resource if and only if she is a senior citizen.

3.3

Definition of OCBE
We now give a formal definition of OCBE. While the definition follows the usage

scenario described in Section 3.1 in general, it abstracts away some of the details in the
scenario that have been solved using OACerts and focuses on the parts that still need to
solved by the OCBE protocol.
Definition 3.3.1 (OCBE) An Oblivious Commitment-Based Envelope (OCBE) scheme
is parameterized by a commitment scheme commit. It involves a sender S, a receiver R,
and a trusted CA, and has the following phases:
CA-Setup CA takes a security parameter t and outputs the following: the public parameters Params for commit, a set V of possible values, and a set P of predicates.
Each predicate in P maps an element in V to either true or false. The domain of
commit[Params] contains V as a subset.
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CA-Commit R chooses a value a ∈ V (R’s attribute value) and sends to CA. CA picks a
random number r and computes the commitment c = commitParams (a, r). CA gives
c and r to R, and c to S.
Recall that in the actual usage scenario, CA does not directly communicate with R.
Instead, CA stores the commitment c in R’s OACert certificate. The certificate is
then sent by R to S, enabling S to have c as if it is sent from CA. Here we abstract
these steps away to have CA sending c to S. We stress that CA does not participate
in the interactions between S and R.
Initialization S chooses a message M ∈ {0, 1}∗ . S and R agree1 on a predicate Pred ∈
P.
Now S has Pred, c, and M . R has Pred, c, a, and r.
Interaction S and R run an interactive protocol, during which an envelope containing an
encryption of M is delivered from S to R.
Open After the interaction phase, if Pred(a) is true, R outputs the message M ; otherwise,
R does nothing.
Let an adversary be a probabilistic interactive Turing Machine [47]. An OCBE scheme
must satisfy the following three properties. It must be sound, oblivious, and semantically
secure against the receiver.
Sound An OCBE scheme is sound if in the case that Pred(a) is true, the receiver can
output the message M with overwhelming probability, i.e., the probability that the receiver
cannot output M is negligible.
Oblivious An OCBE scheme is oblivious if the sender learns nothing about a, i.e., no
adversary A has a non-negligible advantage against the challenger in the game described
1

The main effect of having both the sender and the receiver to affect the predicate is that in the security
definitions both an adversarial sender and an adversarial receiver can choose the predicate they want to
attack on.
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Challenger

Adversary (sender)

1. runs CA-setup phase.

2. Params, V, P 

5. chooses b ∈ {1, 2},
sets a = ab ,
c = commitParams (a, r).

6. c



emulate the receiver




3. picks a1 , a2 ∈ V.

4. a1 , a2

-

8. Pred

7. chooses Pred ∈ P,
and M ∈ {0, 1}∗ .

10. interaction -

emulate the sender

11. b′

Adversary wins the game if b = b′ .
Figure 3.1. The attacker game for OCBE’s oblivious property. We allow the adversary to pick a predicate Pred and two attribute values a1 , a2
of her choice; yet the adversary still should not be able to distinguish a
receiver with attribute a1 from one with attribute a2 .

in Figure 3.1 where the challenger emulates CA and the receiver, and the adversary emulates the sender. In other words, an OCBE scheme is oblivious if for every probabilistic
interactive Turing Machine A, | Pr [A wins the game in Figure 3.1] − 12 | ≤ f (t), where f
is a negligible function in t.
Secure against the receiver An OCBE scheme is secure against the receiver if the
receiver learns nothing about M when Pred(a) is false, i.e., no adversary A has a nonnegligible advantage against the challenger in the game described in Figure 3.2 where the
challenger emulates CA and the sender, and the adversary emulates the receiver.
We now argue that OCBE is an adequate solution to the two-party SFE problem in
Problem 1, by showing intuitively that the security properties defined for OCBE suffice to
prove that the scheme protects the privacy of the participants in the malicious model [26].
Observe that our definitions allow arbitrary adversaries, rather than just those following
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Challenger

Adversary (receiver)

1. runs CA-setup phase.

2. Params, V, P 

5. c = commitParams (a, r).

9. chooses b ∈ {1, 2},
sets M = Mb .
emulate the sender

3. picks a ∈ V.

4. a
6. c, r

-

 8. Pred, M1 , M2




7. chooses Pred ∈ P,
s.t., Pred(a) = false, and
M1 , M2 ∈ {0, 1}∗ .

10. interaction 11. b

emulate the receiver

′

Adversary wins the game if b = b′ .
Figure 3.2. The attacker game for OCBE’s security property against the
receiver. Even if we give the adversary the power to pick two equallength messages M1 and M2 of her choice, she still cannot distinguish
an envelope containing M1 from one containing M2 . This formalizes the
intuitive notion that the envelope leaks no information about its content.
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the protocol (semi-honest adversaries). The oblivious property guarantees that the sender’s
view of any protocol run can be simulated using just the sender’s input, because one can
simulate a protocol run between the sender and receiver, and no polynomially bounded
sender can figure out the receiver’s input. Soundness and security against the receiver
guarantee that the receiver’s view can be simulated using just the receiver’s input and
output. If the receiver’s committed value a satisfies Pred, then the message M is in the
output, one can therefore simulates the sender S. If the receiver’s committed value a
does not satisfy Pred, one can simulate the sender with a arbitrary message M ′ and no
polynomially bounded receiver can tell the difference.
The security properties defined for OCBE guarantee also the correctness [26] of the
OCBE protocol against malicious receivers. Our security definitions do not cover the
correctness of the protocol against malicious senders, i.e., if the receiver’s value does not
satisfy the predicate, a malicious sender may trick the receiver to output the message M
which violates the correctness of the protocol2 . However, this malicious behavior does not
make sense in the applications. If a malicious sender does not want to send the message
M , she can choose not to participate in the protocol; on the other hand, if a malicious
sender wants the receiver to see M without satisfying her policy; she can choose to send
M directly rather than participating in the protocol.
We assume that the interaction phase of the OCBE scheme is executed on top of a previously established private communication channel between the sender and the receiver.
Recall that the certificate holder establishes an SSL channel with the service provider using OACerts described in Section 3.1.
Note that the OCBE scheme itself does not have the non-transferability property. That
is, a legitimate receiver, whose attribute value satisfies a sender’s predicate, can share the
values a, r, and c to others so that a non-legitimate receiver who knows a, r, and c can
successfully obtain the sender’s message. However, we stress that the OCBE protocol
should always be used together with the disclosure of OACerts (see Section 3.1 for the
usage of OACerts). In other words, the receiver has to show that c is certified in his
2

In such case, the views of the sender and receiver cannot be simulated in the ideal model.
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OACerts and that he owns the OACerts. In order for a non-legitimate receiver to access the
sender’s message, the non-legitimate receiver has to know not only a, r, c from a legitimate
receiver but also the private key to the legitimate receiver’s OACert. Therefore, nontransferability is guaranteed in our scheme.

3.4

OCBE Protocols
In this section, we present two OCBE protocols using the Pedersen commitment scheme,

one for equality predicates, the other for greater-than-or-equal-to predicates. We then
sketch how to construct OCBE protocols for other comparison predicates. All arithmetic
in this section is assumed to be mod p unless otherwise specified.

3.4.1

EQ-OCBE: An OCBE Protocol For = Predicates

Our EQ-OCBE protocol runs a Diffie-Hellman style key-agreement protocol [48] with
the twist that the receiver can compute the shared secret if and only if the receiver’s committed value a is equal to a0 .
Protocol 1 (EQ-OCBE) Let E be a semantically secure symmetric encryption scheme
with keyspace {0, 1}s . Let H : Gq → {0, 1}s be a cryptographic hash function that
extracts a key for E from an element in the group Gq , the order-q subgroup of Z∗p . EQOCBE involves a sender S, a receiver R, and a trust CA.
CA-Setup CA takes a security parameter t and runs the setup algorithm of the Pedersen
commitment scheme to create Params = hp, q, g, hi. CA also outputs V = Zq and
P = {EQa0 | a0 ∈ V}, where EQa0 : V → {true, false} is a predicate such that
EQa0 (a) is true if a = a0 and false if a 6= a0 .
CA-Commit R chooses an integer a ∈ V and sends to CA. CA picks r ← Zq and
computes the commitment c = g a hr . CA gives c and r to R, and c to S.
Initialization S chooses a message M ∈ {0, 1}∗ . S and R agree on a predicate EQa0 ∈
P.
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Now S has EQa0 , c, and M . R has EQa0 , c, a, and r.
Interaction S picks y ← Z∗q , computes σ = (cg −a0 )y , and then sends to R the pair
hη = hy , C = EH(σ) [M ]i.
Open R receives hη, Ci from the interaction phase. If EQa0 (a) is true, R computes σ ′ =
η r , and decrypts C using H(σ ′ ).
To see that EQ-OCBE is sound, observe that when EQa0 (a) is true,
σ = (cg −a0 )y = (g a hr g −a0 )y = (g a−a0 hr )y = (hr )y = (hy )r = η r = σ ′ .
Therefore the sender and receiver share the same symmetric key.
Also observe that the interaction phase of the EQ-OCBE protocol is one-round; it
involves only one message from the sender to the receiver. In the interaction and open
phases, the sender does two exponentiations and the receiver does one exponentiation.
The key idea of EQ-OCBE is that if the receiver’s committed value a is equal to a0 , the
sender can compute cg −a0 = g a−a0 hr = hr . The sender now holds hr such that the receiver
knows the value r. This achieves half of the Diffie-Hellman key-agreement protocol [48],
with h as the base. The sender then does the other half by sending hy to the receiver. Thus
both the sender and receiver can compute σ = (cg −a0 )y = hry . If the receiver’s committed
value a is not equal to a0 , then it is presumably hard for him to compute σ = (cg −a0 )y
from hy and cg −a0 . The receiver cannot effectively compute logh (cg −a0 ), because if the
receiver is able to find a number r′ = logh (cg −a0 ), he can break the binding property of
′

the commitment scheme, i.e., he finds a (a0 , r′ ) pair such that g a0 hr = g a hr .
Theorem 3.4.1 EQ-OCBE is oblivious.
Proof The interaction phase involves only one message from the sender to the receiver.
Among what the sender sees, the only piece of information that is related to the receiver’s
attribute value a is the commitment c. As the Pedersen commitment scheme is unconditionally hiding; c does not leak any information about a. Thus EQ-OCBE is oblivious
even against an infinitely powerful adversary.
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Theorem 3.4.2 Under the CDH assumption on Gq , the order-q subgroup of Z∗p , and when
H is modeled as a random oracle, EQ-OCBE is secure against the receiver.
Proof EQ-OCBE uses a semantically secure symmetric encryption algorithm. When H
is modeled as a random oracle, EQ-OCBE is secure against the receiver when no receiver
whose committed value is not equal to a0 can compute with non-negligible probability σ =
(cg −a0 )y , the secret that the sender uses to derive the encryption key. More precisely, EQOCBE is secure against the receiver if no polynomial-time adversary wins the following
game against the challenger with non-negligible probability (this game is instantiated from
the game in Figure 3.2 with details from the EQ-OCBE protocol): The challenger runs
the setup phase and sends Params = hp, q, g, hi and the descriptions of V and P to the
adversary. The adversary picks an integer a ∈ V. The challenger chooses r ← Zq
and computes the commitment of a as c = g a hr , and gives r and c to the adversary.
The adversary responds with an equality predicate EQa0 such that EQa0 (a) is false. The
challenger then picks y ← Z∗q and sends to the adversary hy . The adversary then outputs
σ, and the adversary wins the game if σ = (cg −a0 )y .
Given an attacker A that wins the above game with probability ǫ, we construct another
attacker B that solves the CDH problem in Gq with the same probability. B does the
following:
1. B, when given p, q, h ∈ Gq , hx , hy , gives Params = hp, q, hx , hi and the descriptions
of V = Zq and P = {EQa0 | a0 ∈ V} to A. Let g denote hx .
2. B receives an integer a ∈ Zq from A, picks r ← Zq , computes c = (hx )a hr , and
sends r and c to A.
3. B receives an equality predicate EQa0 from A where a 6= a0 , and sends hy to A.
4. B receives σ from A, computes δ = σh−ry , and outputs δ (a−a0 )

−1

mod q

.

When A wins the game, σ = (cg −a0 )y = (g a−a0 hr )y = (g y )a−a0 hry , then δ =
σh−ry = (g y )a−a0 = (hxy )a−a0 . B outputs δ (a−a0 )

−1

mod q

= hxy .
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B succeeds in solving the CDH problem if A wins the above game, i.e., successfully
computes (cg −a0 )y .

3.4.2

GE-OCBE: An OCBE Protocol For ≥ Predicates

In this section, we present an OCBE protocol (GE-OCBE) for the Pedersen commitment scheme with greater-than-or-equal-to predicates. The basic idea of the GE-OCBE
protocol is as follows. Let ℓ be an integer such that 2ℓ < q/2. Let a and a0 be two numbers in [0..2ℓ − 1], and let d = ((a − a0 ) mod q). Let c = g a hr be a commitment of a
where r is known to the receiver, then cg −a0 = g a−a0 hr = g d hr is a commitment of d that
the receiver knows how to open. Notice that if a ≥ a0 then d ∈ [0..2ℓ − 1], otherwise
d 6∈ [0..2ℓ − 1].
If a ≥ a0 , the receiver generates ℓ new commitments c0 , . . . , cℓ−1 , one for each of
the ℓ bits of d. The sender picks a random encryption key k and split it into ℓ secrets
k0 , . . . , kℓ−1 . Then the sender and receiver run a “bit-OCBE” protocol for each commitment, i.e., if ci is a bit-commitment, the receiver obtains ki , otherwise he gets nothing,
while the sender learns nothing about the value committed under ci .
Protocol 2 (GE-OCBE) Let E be a semantically secure symmetric encryption scheme
with keyspace {0, 1}s . Let H : Gq → {0, 1}s and H ′ : {0, 1}sℓ → {0, 1}s be two
cryptographic hash functions. Our GE-OCBE protocol involves a sender S, a receiver R,
and a trust CA.
CA-Setup CA takes two parameters, a security parameter t and a parameter ℓ (which
specifies the desired range of the attribute values). CA runs the setup algorithm of the
Pedersen commitment scheme to create Params = hp, q, g, hi such that 2ℓ < q/2.
CA also outputs V = [0..2ℓ − 1] and P = {GEa0 | a0 ∈ V}, where GEa0 : V →
{true, false} is a predicate such that GEa0 (a) is true if a ≥ a0 and false otherwise.
CA-Commit R chooses an integer a ∈ V and sends to CA. CA picks r ← Zq and
computes the commitment c = g a hr . CA gives c and r to R, and c to S.
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Initialization S chooses a message M ∈ {0, 1}∗ . S and R agree on a predicate GEa0 ∈ P.
Now S has GEa0 , c, and M . R has GEa0 , c, a, and r.
Interaction Let d = ((a − a0 ) mod q), GEa0 (a) = true if and only if d ∈ [0..2ℓ − 1].
Note that cg −a0 = g d hr is a commitment of d that R can open.
1. R picks r1 , . . . , rℓ−1 ← Zq and sets r0 = r −

Pℓ−1
i=1

2i ri mod q. When

GEa0 (a) = true, let dℓ−1 . . . d1 d0 be the binary representation of d, i.e., d =
d0 20 + d1 21 + · · · + dℓ−1 2ℓ−1 . When GEa0 (a) = false, R randomly picks
P
i
d1 , d2 , . . . , dℓ−1 ← {0, 1}, and sets d0 = d − ℓ−1
i=1 2 di mod q. R computes,

for 0 ≤ i ≤ ℓ − 1, the commitment ci = commit(di , ri ) = g di hri . R sends
c0 , . . . , cℓ−1 to S.
2. S verifies that cg −a0 =

Qℓ−1

2i
i=0 (ci ) .

S randomly chooses ℓ symmetric keys

k0 , . . . , kℓ−1 ∈ {0, 1}t and sets k = H ′ (k0 || · · · ||kℓ−1 ). S picks y ← Z∗q ,
computes η = hy and C = Ek [M ]. For each 0 ≤ i ≤ ℓ − 1, S computes
σi0 = (ci )y , σi1 = (ci g −1 )y , Ci0 = H(σi0 ) ⊕ ki , and Ci1 = H(σi0 ) ⊕ ki . S sends
0
1
to R the tuple hη, C00 , C01 , . . . , Cℓ−1
, Cℓ−1
, Ci.
0
1
Open R receives hη, C00 , C01 , . . . , Cℓ−1
, Cℓ−1
, Ci from the interaction phase. If GEa0 (a)
Pℓ−1 i
is true, d = i=0 2 di where di ∈ {0, 1}. For each 0 ≤ i ≤ ℓ − 1, R computes
′
σi′ = η ri , and obtains ki′ = H(σi′ ) ⊕ Cidi . R then computes k ′ = H ′ (k0′ || · · · ||kℓ−1
),

and decrypts C using k ′ .
To see that the GE-OCBE protocol is sound, observe that when GEa0 (a) is true,
d0 , . . . , dℓ−1 are either 0 or 1. If the receiver follows the protocol, the sender will sucQℓ−1 di ri 2i
Q
d r
−a0
2i
(c
)
=
ceed in verifying ℓ−1
. For each 0 ≤ i ≤ ℓ − 1,
i
i=0 (g h ) = g h = cg
i=0

if di = 0, σi0 = (ci )y = (g di hri )y = (hy )ri = η ri = σi′ , the receiver can compute

ki = Ci0 ⊕ H(σi′ ); if di = 1, σi1 = (ci g −1 )y = (g di −1 hri )y = (hy )ri = η ri = σi′ , the
receiver can compute ki = Ci1 ⊕ H(σi′ ). As k = H ′ (k0 || · · · ||kℓ−1 ), the receiver can
successfully obtain k. Thus the sender and receiver share the same symmetric key k if
GEa0 (a) is true.
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The interaction phase of the GE-OCBE protocol is two rounds. The receiver does
about 2ℓ exponentiations. The sender does about ℓ exponentiations (observe that σi1 can
be computed as σi0 g −y , where g −y needs to be computed only once).
We briefly sketch the idea why the receiver cannot obtain M if GEa0 (a) is false. If the
receiver follows the protocol, then d1 , . . . , dℓ−1 ∈ {0, 1} and d0 6∈ {0, 1}. The receiver
can successfully compute k1 , . . . , kℓ−1 , but fails to compute k0 because he can compute
neither σ00 = (c0 )y = (g d0 hr )y nor σ01 = (c0 g −1 )y = (g d0 −1 hr )y . Even if the receiver
does not follow the protocol, it is impossible for him to find d0 , . . . , dℓ−1 ∈ {0, 1} and
Qℓ−1
i
r0 , . . . , rℓ−1 such that cg −a0 = i=0
(ci )2 and ci = g di hri . Suppose the receiver finds
Pℓ−1 i
di 2 ∈ [0..2ℓ − 1] and r′ =
such d0 , . . . , dℓ−1 ∈ {0, 1} and r0 , . . . , rℓ−1 ; let d′ = i=0
Pℓ−1 i
i=0 ri 2 (mod q), then
g a−a0 hr = cg −a0 =

Qℓ−1

i

2
i=0 (ci ) =

Qℓ−1

i

di ri 2
i=0 (g h ) = g

P

ℓ−1
i=0

di 2i

P

h

ℓ−1
i
i=0 ri 2

′

′

= g d hr .

As a − a0 6∈ [0..2ℓ − 1] and d′ ∈ [0..2ℓ − 1], d′ 6= a − a0 , the receiver is able to find a − a0 ,
′

′

r, d′ , and r′ such that g a−a0 hr = g d hr , which breaks the binding property of the Pedersen
commitment scheme.
Theorem 3.4.3 GE-OCBE is oblivious.
Proof Consider the game for the oblivious property of OCBE (in Figure 3.1), let us
examine what an adversary would see in the case of GE-OCBE. The adversary sees a
Q
2i
commitment c and ℓ commitments c0 , . . . , cℓ−1 such that cg −a0 = ℓ−1
i=0 (ci ) . The joint
distribution of c, c0 , . . . , cℓ−1 is independent of whether the challenger picked a0 or a1 , as
c, c1 , . . . , cℓ−1 are totally random (because of the random choices of r, r1 , . . . , rℓ−1 ), and
Qℓ−1
i
c0 is always equal to cg −a0 i=1
(ci )−2 . GE-OCBE is oblivious even against an infinitely
powerful adversary.
Theorem 3.4.4 Under the CDH assumption on Gq , the order-q subgroup of Z∗p , and when
H and H ′ are modeled as random oracles, GE-OCBE is secure against the receiver.
Proof GE-OCBE uses a semantically secure symmetric encryption algorithm. When
H ′ is modeled as a random oracle, EQ-OCBE is secure against the receiver when no
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receiver whose committed value a does not satisfy GEa0 can compute with non-negligible
probability k0 || . . . ||kℓ−1 , the secret that the sender uses to derive the encryption key k. In
other words, if GEa0 (a) is false, we need to show that no receiver can compute k0 , . . . , kℓ−1
with non-negligible probability. Recall that the receiver is given Ci0 = H(σi0 ) ⊕ ki and
Ci1 = H(σi1 ) ⊕ ki , when H is also modeled as a random oracle, the receiver has to know
either σi0 or σi1 to recover ki .
GE-OCBE is secure against the receiver if no polynomial-time adversary wins the
following game against the challenger with non-negligible probability (this game is instantiated from the game in Figure 3.2 with details from the GE-OCBE protocol): The
challenger runs the setup phase and sends Params = hp, q, g, hi and the descriptions of V
and P to the adversary. The adversary picks an integer a ∈ V. The challenger chooses
r ← Zq and computes the commitment of a as c = g a hr , and gives r and c to the adversary.
The adversary responds with a greater-than-or-equal-to predicate GEa0 such that GEa0 (a)
Q
2i
is false. The adversary outputs ℓ commitments c0 , . . . , cℓ−1 such that cg −a0 = ℓ−1
i=0 (ci ) .

The challenger then picks y ← Z∗q and sends to the adversary hy . The adversary then
outputs σ0 , . . . , σℓ−1 and d0 , . . . , dℓ−1 ∈ {0, 1}, and the adversary wins the game if each
0 ≤ i ≤ ℓ − 1, σi = (ci g −di )y holds.
Given an attacker A that wins the above game with probability ǫ, we construct another
attacker B that solves the CDH problem in Gq with the same probability. B does the
following:
1. B, when given p, q, h ∈ Gq , hx , hy , gives Params = hp, q, hx , hi and the descriptions
of V = Zq and P = {GEa0 | a0 ∈ V} to A. Let g denote hx .

2. B receives an integer a ∈ Zq from A, picks r ← Zq , computes c = (hx )a hr , and
sends r and c to A.
3. B receives a great-than-or-equal-to predicate GEa0 from A where a < a0 . B computes d = ((a − a0 ) mod q).
4. B receives ℓ commitments c0 , . . . , cℓ−1 where cg −a0 =
A.

Qℓ−1

2i
i=0 (ci ) ,

and sends hy to
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5. B receives σ0 , . . . , σℓ−1 , and d0 , . . . , dℓ−1 from A. B computes δ =
P
i
−ry (d−d′ )−1 mod q
d′ = ℓ−1
)
.
i=0 di 2 , and outputs (δh

Qℓ−1

2i
i=0 (σi )

and

When A wins the game, σi = (ci g −di )y , then
δ =

Qℓ−1

= (g

2i
i=0 (σi )

Qℓ−1
−d′

=

Qℓ−1

i=0 ((ci g

2i y
i=0 (ci ) )
′ −1

B outputs (δh−ry )(d−d )

mod q

−di y 2i

) )

′

′

′

= (g −d cg −a0 )y = (g d−d hr )y = g (d−d )y hry .
′

′ −1

= (g (d−d )y )(d−d )

mod q

= g y = hxy .

B succeeds in solving the CDH problem if A wins the above game, i.e., successfully
Q
2i
computes (c0 g −d0 )y , . . . , (cℓ−1 g −dℓ−1 )y , where cg −a0 = ℓ−1
i=0 (ci ) , and d0 , . . . , dℓ−1 ∈
{0, 1}.

3.4.3

OCBE Protocols for Other Predicates

In this section, we first present two logical combination OCBE protocols, one for ∧
(AND-OCBE), the other for ∨ (OR-OCBE). Then we describe OCBE protocols for comparison predicates: > (GT-OCBE), ≤ (LE-OCBE), < (LT-OCBE), 6= (NE-OCBE). Finally, we present an OCBE protocol for range predicates (RANGE-OCBE). Instead of formally presenting these protocols, we briefly sketch the ideas. We use OCBE(Pred, a, M )
to denote an OCBE protocol with predicate Pred and committed value a, the receiver
outputs M if Pred(a) is true. Similar techniques have been used before in [30, 49].
1. AND-OCBE: Suppose there exists OCBE protocols for Pred1 and Pred2 , the goal
is to build an OCBE protocol for the new predicate Pred = Pred1 ∧ Pred2 . An
OCBE(Pred1 ∧Pred2 , a, M ) can be constructed as follows: In the interaction phase,
the sender picks two random keys k1 and k2 and sets k = H(k1 ||k2 ), where H
is a cryptographic hash function. The sender then runs the interaction phases of
OCBE(Pred1 , a, k1 ) and OCBE(Pred2 , a, k2 ) with the receiver. Finally, the sender
sends Ek [M ] to the receiver. The receiver can recover M in the open phase only if
both Pred1 (a) and Pred2 (a) are true.
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2. OR-OCBE: An OCBE(Pred1 ∨ Pred2 , M ) can be constructed as follows: In the
interaction phase, the sender picks a random key k. The sender then runs the interaction phases of OCBE(Pred1 , a, k) and OCBE(Pred2 , a, k) with the receiver.
Finally, the sender sends Ek [M ] to the receiver. The receiver can recover M in the
open phase if either Pred1 (a) or Pred2 (a) is true.
3. GT-OCBE: For integer space, a > a0 is equivalent to a ≥ a0 + 1. An OCBE(>a0
, a, M ) protocol is equivalent to an OCBE(≥a0 +1 , a, M ) protocol.
4. LE-OCBE: The idea of LE-OCBE protocol is similar to the GE-OCBE protocol.
Observe that a ≤ a0 if and only if d = ((a0 − a) mod q) ∈ [0..2ℓ − 1]. Let c = g a hr
be a commitment of a, then g a0 c−1 = g (a0 −a) mod q h−r mod q is a commitment of d
such that the receiver knows how to open. The LE-OCBE protocol uses the same
method as in GE-OCBE.
5. LT-OCBE: For integer space, a < a0 is equivalent to a ≤ a0 − 1. An OCBE(<a0
, a, M ) protocol is equivalent to an OCBE(≤a0 −1 , a, M ) protocol.
6. NE-OCBE: a 6= a0 is equivalent to (a > a0 ) ∨ (a < a0 ). Therefore, an OCBE(6=a0
, a, M ) can be built as OCBE(>a0 ∨ <a0 , a, M ).
7. RANGE-OCBE: a0 ≤ a ≤ a1 is equivalent to (a ≥ a0 ) ∧ (a ≤ a1 ). Therefore, a
RANGE-OCBE can be built as OCBE(≥a0 ∧ ≤a1 , a, M ).

3.4.4

MOCBE: Multi-attribute OCBE

OCBE guarantees that, for the receiver to receive a message, her attribute committed
in her OACert must satisfy the sender’s policy. In many scenarios, access control policies
are based on multiple attributes rather than one. For example, a policy may require that
the receiver either has GPA more than 3.0 or is older than 21. This requirement involves
two attribute a1 (GPA) and a2 (age), and the predicate for the sender is (a1 > 3.0) ∨
(a2 > 21). It is natural to extend OCBE to support multiple attributes, called MOCBE.
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In this subsection, we present constructions of MOCBE for two types of multi-attribute
comparison predicates which we believe are useful in practice. Let ⋄ denote a comparison
operation where ⋄ ∈ {=, 6=, <, >, ≤, ≥}. Our constructions use the Pedersen commitment
scheme and use the OCBE protocols as sub-protocols.
Linear Relation Predicates The linear relation predicates Pred(a1 , . . . , an ) take the
form of a1 b1 + · · · + an bn ⋄ e, where b1 , . . . , bn , and e are public integers from V.
In other words, Pred(a1 , . . . , an ) is true if a1 b1 + · · · + an bn ⋄ e is true, and is false
otherwise. The MOCBE protocol of this type of predicates can be built as follows: Since
the Pedersen commitment scheme is a homomorphic commitment scheme, the sender and
receiver each can compute the commitment of a1 b1 +· · ·+an bn (denoted as x) by computing cb11 cb22 · · · cbnn (denote as c). Now both the sender and the receiver have c, the receiver
knows how to open the commitment c, and we want the receiver to obtain the sender’s
message if and only if x (the value committed in c) satisfies x ⋄ e. We reduce the MOCBE
protocol to the OCBE protocols for comparison predicates.
General Comparison Predicates

The idea of this construction comes from [49]. The

predicate Pred(a1 , . . . , an ) is specified as a boolean circuit with n input and one output,
each input i is associate with a predicate ai ⋄ ei where ei is an integer in V. The circuit
consists of AND gates and OR gates; each gate has two or more inputs and one output.
Intuitively, a receiver makes an input true if ai ⋄ei is true. A receiver satisfies the predicate
if it makes the output of the circuit true. The MOCBE protocol is as follows:
1. For each i = 1..n, the sender chooses a random key ki and runs an OCBE protocol
with the receiver, sending ki in an envelope that can be opened only when ai ⋄ ei is
true.
2. The sender computes the keys associated with (the output of) each gate as follows,
starting from the input of the circuit. For an AND gate, let k (1) , k (2) , . . . , k (m) be
the keys associated with the m inputs, then the key corresponding to the output is
k = k (1) ⊕ . . . ⊕ k (m) . For an OR gate, let k (1) , k (2) , . . . , k (m) be the keys associated
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with the m inputs. The sender chooses a random key k as the output key. The sender
then encrypts k under each of k (1) , k (2) , . . . , k (m) , and sends the m ciphertexts to the
receiver.
3. The sender encrypts the message M using the key associated with the circuit output
and sends the ciphertext C to the receiver.
It is not hard to see that if the receiver’s attributes a1 , . . . , an satisfy the predicate
Pred(a1 , . . . , an ), then the receiver can obtain the key associated with the circuit output.
Thus the receiver is able to decrypt C and obtain M .

3.5

Implementation and Performance
We have implemented a toolkit that generates X.509 certificates [28] that are also

OACerts using Java v1.4.2 SDK and JCSI PKI Server Library [50]. In our implementation,
both the parameters of the Pedersen commitment scheme and commitments of certificate
holder’s attributes are encoded in the X.509v3 extension fields. Recall that the parameters
of the Pedersen commitment scheme are hp, q, g, hi; they are large integer numbers. The
commitments can also be viewed as large integers. We convert each of these integers
into an octet string and bind it with an unique object identifier (OID) [28], and place them
(octet string and OID) in the extension fields as a non-critical extension. Note that attribute
name is not encoded in the certificate. The CA can publish a list of attribute names and
their corresponding OID, so that service providers know which commitment corresponds
to which attribute. Our OACerts can be recognized by OpenSSL.
We implemented also the OCBE protocols and zero-knowledge proof protocols [35–
38] in Java with Java 2 Platform v1.4.2 SDK. We use the Pedersen commitment scheme
with security parameters p = 1024 bits and q = 160 bits. Thus the size of a commitment
is 1024 bits, or 128 bytes. We set the attribute values in OACerts to be unsigned long, i.e.,
ℓ = 32. In the implementation of the OCBE protocols, we use MD5 as the cryptographic
hash function, AES as the symmetric key encryption scheme. Given an arbitrary size
message, MD5 outputs a 128-bit message digest. In our setting, M is typically a 16-byte
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symmetric key, the size of E[M ] is also 16 bytes using AES in ECB mode. In EQ-OCBE,
η is 128 bytes (1024 bits) and C is 16 bytes, the total size of communication is 144 bytes.
We ran our implementation on a 2.53GHz Intel Pentium 4 machine with 384MB RAM
running RedHat Linux 9.0. We simulate the certificate holder and service provider on the
same machine. With p of size 1024 bits and q of size 160 bits in the Pedersen commitment
scheme, and ℓ = 32, the performance of two zero-knowledge proof protocols and two
OCBE protocols is summarized in Table 3.1.
Table 3.1
Running time and size of communication on a 2.53GHz Intel Pentium 4
running RedHat Linux. Security parameters are ℓ = 32, p = 1024 bits,
and q = 160 bits.
execution time

communication size

Zero-knowledge proof that a = a0

28 ms

168 bytes

Zero-knowledge proof that a ≥ a0

2.2 s

15 KB

EQ-OCBE

75 ms

144 bytes

GE-OCBE

0.9 s

5.1 KB
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4

POLICY-HIDING ACCESS CONTROL USING OACERTS

In attribute-based access control, as attribute information may be sensitive, the certificates
that contain attribute data need protection just as other resources do. Often times, the policies for determining who can access the resources are sensitive also and need protection
as well. Consider the following example.
Example 2 Bob is a bank offering certain special-rate loans and Alice would like to know
whether she is eligible for such a loan before she applies. Alice has a digital driver license
certificate issued by the state authority; the certificate contains her birth-date, address,
and other attribute data. Alice has also an income certificate issued by her employer
documenting her salary and the starting date of her employment. Bob determines whether
Alice is eligible for a special-rate loan based on Alice’s attribute information. For example,
Bob may require that one of the following two conditions holds: (1) Alice is over 30 years
old, has an income of no less than $43K, and has been in the current job for over six
months; (2) Alice is over 25 years old, has an income of no less than $45K, and has been
in the current job for at least one year.
Bob is willing to reveal that his loan-approval policy uses the applicant’s birth-date,
current salary, and the length of the current employment; however, Bob considers the
detail of his policy to be a trade secret and does not want to reveal it to others. Alice is
interested in this loan and would like to go forward; however, she wants to reveal as little
information about her attributes as possible. In particular, Bob shouldn’t learn anything
about her address (which is also in her driver license) or learn her actual birth-date. Ideally,
Alice wants Bob to know whether she is eligible for the loan, but nothing else.
In the above example, the policy is a commercial secret, and knowledge of Bob’s policy would compromise Bob’s strategy and invite unwelcome imitators. In other examples,
the motivation for hiding the policy is not necessarily protection from an evil adversary,
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but simply the desire to prevent legitimate users from gaming the system; e.g., changing
their behavior based on their knowledge of the policy. This is particularly important for
policies that are not incentive-compatible in economic terms.
Motivated by the preceding applications, we introduce and study the problem of policyhiding access control. In this framework, Bob has a private policy and Alice has several
sensitive certificates. In the end, Bob learns whether Alice’s attributes in her certificates
satisfy his policy but nothing else about her attribute values; at the same time, Alice does
not learn Bob’s policy except for what attributes are required for his policy.
One may tempt to use existing general solutions to the two-party Secure Function
Evaluation (2-SFE) [23, 26, 41] (e.g., Yao’s scramble circuit protocol [23]) for policyhiding access control. That is, Alice inputs her certificates and Bob inputs his policy; and
they run a 2-SFE protocol to evaluate Bob’s policy on Alice’s attributes in her certificates.
Such approach does not work well because (1) the function to compute in 2-SFE is public,
whereas the function (Bob’s policy) in policy-hiding access control is private; (2) as Alice
needs to input her certificates into 2-SFE, certificate verification, which involves verifying
digital signatures, needs to be done as a part of 2-SFE circuit evaluation. This is extremely
inefficient. Observe that Alice is not allowed to input her attribute values directly (instead
of her certificates), because, Alice otherwise can input arbitrary faked attribute values at
her will1 .
To avoid verifying certificates within circuit evaluation, we use OACerts described in
Chapter 3. We introduce the notion of Certified Input Private Policy Evaluation (CIPPE),
which enables policy-hiding access control using OACerts. Formal definition of CIPPE
will be given in Section 4.2. In CIPPE, Alice has private inputs x1 , x2 , · · · , xn , Bob has
a private function f drawn from a family F of functions (usually f outputs ‘yes’ or ‘no’;
however, we allow functions that output more than one bit of information), and Alice and
Bob share c1 , c2 , · · · , cn , where ci is a cryptographic commitments of xi , for 1 ≤ i ≤ n.
The objective of CIPPE is for both Alice and Bob to learn the result of f (x1 , · · · , xn ).
1

In SFE, there is no way to prevent a dishonest party from changing its local input before the protocol
execution.
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Bob should not learn anything about x1 , . . . , xn ; and Alice should not learn more than the
fact that f ∈ F.
We develop a CIPPE protocol for certain families of functions that we believe are
useful for expressing policies. Our solution uses Yao’s scrambled circuit protocol [23,
51]. When a circuit is scrambled, the operation in each gate is hidden; however, the
topological structure of the circuit is not. Therefore, Alice could infer some information
about Bob’s policy by looking at the scrambled circuit if Bob constructs the circuit in the
naive way. To protect Bob’s private function, we develop an efficient approach to construct
circuits with uniform topology that can compute certain functions families. To ensure that
Alice can evaluate the scrambled circuit only with her attribute values as committed in
her certificates, we develop an efficient and provably secure Committed-Integer based
Oblivious Transfer (CIOT) protocol. The computation and communication complexity of
the proposed CIPPE protocol is close to the complexity of the scramble circuit protocol
that computes f (x1 , . . . xn ) where f is public, and x1 , . . . , xn are not committed. The
CIPPE protocol is efficient; and we believe it can be deployed in practice (see [51] for an
implement of the scramble circuit protocol by Malkhi et al.).
The rest of this chapter is organized as follows. We first describe how CIPPE can be
used to enable policy-hiding access control in Section 4.1. Then we give a formal definition of CIPPE in Section 4.2. In the next two sections, we present two building blocks that
we build for CIPPE, one is circuit construction of policy functions with uniform topology,
the other is the CIOT protocol. In Section 4.5 we give an efficient construction for CIPPE.

4.1

Using OACerts and CIPPE for Policy-Hiding Access Control
In this section, we present a high-level framework for policy-hiding access control

using CIPPE. We describe how the policy-hiding access control in Example 2 can be
enabled. In what follows, we use commit to denote the commitment algorithm of a commitment scheme. Let Params denote the public parameters for commit. To be secure, a
commitment scheme cannot be deterministic; thus a commitment of a value a also depends
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on an auxiliary input, a secret random value r. We use c = commitParams (a, r) to denote a
commitment of a. Figure 4.1 depicts how CIPPE can be used in the policy-hiding access
control. We observe that the two CA’s are involved only in issuing certificates to Alice.
When Alice is interacting with various servers such as Bob, the CA’s are not involved
and can be off-line. Note that Kantarcioglu and Clifton have proposed a similar privacy
protection model in [52].

1.

1.

Company C

2.

BMV

2.

3.
4. Interaction

Alice

1111
0000
0000
1111
0000
1111
0000
1111
0000
1111
0000
1111

Bob

Figure 4.1. An example of policy-hiding access control procedures between Alice and Bob.

1. CA Setup. Let Bureau of Motor Vehicles (BMV) be the CA who issues digital
driver licenses. BMV runs the CA setup program, i.e., BMV picks a signature
scheme, a commitment scheme denoted by commit, a pair of public/private keys,
and the public parameters for the commitment scheme, Params. Let Company C be
Alice’s employer, the CA that issues an income certificate for Alice. Company C
runs the CA setup program analogously.
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2. Alice-CA Interaction. In this phase, Alice obtains two OACerts, one from BMV
and the other from Company C. Alice applies for a digital driver license certificate
from BMV as follows. BMV first verifies the correctness of her attribute values
through some (possibly off-line) channels, then issues an OACert for Alice. The
OACert is signed using the BMV’s key and contains Alice’s public key, BMV’s
public key, and a commitment for each attribute value that is to be included in the
certificate. For example, let x be Alice’s birth-date (encoded as an integer), BMV
generates a random number r, computes c = commitParams (x, r), and stores c in the
OACert. The BMV sends the signed OACert to Alice, together with all the secret
random values that have been used. Similarly Alice obtains an income certificate
from her employer Company C.
3. Alice-Bob Setup. Alice applies for a special-rate loan from Bob. Bob reveals that
the loan policy takes at most three attributes: birth-date, current salary, and the
length of current employment. Alice shows her driver license OACert and income
OACert to Bob. Alice then proves the ownership of her OACerts using the usual
techniques [28]. Recall that OACerts can be used as regular digital certificates (e.g.,
X.509 certificates) except the attribute values are stored in the committed form.
4. Alice-Bob Interaction. Alice and Bob run an interaction protocol, where Alice
inputs her attribute values and secret random values she has stored from Phase 2
(Alice-CA Interaction) and Bob inputs his private policy function. In the end, both
Alice and Bob learn whether Alice satisfies Bob’s policy without getting other information about Alice’s attributes or Bob’s policy.

4.2

Definition of Certified Input Private Policy Evaluation
We now give a formal definition of CIPPE, which allows us to prove our protocol for

CIPPE is secure.
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Definition 4.2.1 (CIPPE) A CIPPE scheme is parameterized by a commitment scheme
commit. A CIPPE scheme involves a client C, a server S, and a trusted CA, and has the
following four phases:
CA Setup CA takes a security parameter σ and another parameter ℓ (which specifies the
desired range of the attribute values), and outputs public parameters Params for
commit. The domain of commit contains [0..2ℓ − 1] as a subset. CA sends Params
to C and S.
Client-CA Interaction C chooses n values x1 , . . . , xn ∈ [0..2ℓ − 1] (these are C’s attribute values) and sends them to CA. For each i, 1 ≤ i ≤ n, CA generates a new
random number ri and computes the commitment ci = commitParams (xi , ri ). CA
gives ci and ri to C, and ci to S.
Recall that in the actual usage scenario in Section 4.1, CA does not directly communicate with S. Instead, CA verifies C’s attribute values before computing the
commitments and storing c1 , . . . , cn into C’s OACerts. The OACerts are then sent
by C to S, enabling S to have the commitment values as if they were sent from CA.
Here we abstract these steps away to have CA sending ci to S. We stress that CA
does not directly participate in the policy-hiding access control process between C
and S.
Client-Server Setup S chooses a family F of functions and sends the description of F
to C (this models the fact that F is public knowledge). Each f in F maps n ℓ-bit
integers to a bit, i.e., f : ([0..2ℓ − 1])n → {0, 1}. S chooses a function f ∈ F
privately.
Now S has c1 , . . . , cn , and f . C has c1 , . . . , cn , x1 , . . . , xn , and r1 , . . . , rn .
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Client-Server Interaction C and S run an interactive protocol. In the end, both C and S
output F (x1 , r1 , . . . , xn , rn , f ), where F takes c1 , . . . , cn , and F as parameters, and
is defined as
F (x1 , r1 , . . . , xn , rn , f )

 f (x , . . . , x )
1
n
=
 ∅

if f ∈ F ∧ ci = commit(ai , ri ) for each i
otherwise.

When both C and S are honest, C and S will output f (x1 , . . . , xn ) in this phase.
To avoid unnecessarily cluttering the exposition, in Definition 4.2.1 we assume that
there is only one CA in a CIPPE scheme, and that x1 , . . . , xn are equal-length and are committed under the same commitment parameters. The definition of CIPPE can be modified
to support multiple CA’s, different input lengths, and different commitment parameters.
As a matter of fact, we can easily adjust our CIPPE protocol to support the situation in
which each xi is committed under a different set of commitment parameters.

Notion of Security
The security definitions we use follow [26, 53, 54]. We consider security against three
kinds of adversaries. An adversary is a probabilistic interactive Turing Machine [47]. A
honest-but-curious adversary is an adversary who follows the prescribed protocol, and
attempts to learn more information than allowed from the execution. A weak-honest adversary [54] is an adversary who may deviate arbitrarily from the protocol, as long as her
behavior appears honest to parties executing the protocol. A malicious adversary is an
adversary who may behave arbitrarily. When we consider malicious adversaries, there
are certain things we cannot prevent: an adversary (1) may refuse to participate in the
protocol, (2) may substitute its local input with something else, and (3) may abort the protocol prematurely. When we consider weak-honest, we cannot prevent an adversary from
substituting her local input.
The security of a CIPPE protocol is analyzed by comparing what an adversary can do
in the protocol to what she can do in the ideal model with a Trusted Third Party (TTP).
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Figure 4.2. Ideal model for the CIPPE protocol

In the ideal model, as depicted in Figure 4.2, the client sends her private input xi and ri ,
for 1 ≤ i ≤ n, to the TTP, and the server sends his private input f to the TTP. The TTP
verifies that ci = commit(xi , ri ) for each i and f ∈ F, computes f (x1 , . . . , xn ), sends the
result back to the client and the server. If the verification fails, the TTP simply outputs a
special symbol ∅.
The ideal model differs for honest-but-curious adversaries, weak-honest adversaries,
and malicious adversaries. In the ideal model for honest-but-curious adversaries, an honest party outputs her output from the TTP, whereas an honest-but-curious party outputs
an arbitrary function from her initial input and the output she obtained from the TTP.
The ideal model for weak-honest adversaries is similar to the ideal model for honest-butcurious adversaries, but differs in that a weak-honest adversary can substitute her input
before sending to the TTP. In the ideal model for malicious adversaries, a malicious adversary can terminate the protocol prematurely, even at a stage when she has received her
output and the other party has not.
Definition 4.2.2 (Security) Let F be the function the client and server compute in the
interaction phase of a CIPPE scheme. Let Π be the CIPPE protocol for computing F . We
model the client and server as a pair of admissible probabilistic polynomial-time machines,
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where at least one of them is honest. Protocol Π securely computes F if for every pair of
admissible probabilistic polynomial-time machines (C ∗ , S ∗ ) in real model, there exists
a pair of admissible probabilistic polynomial-time machines (C, S) in the ideal model,
such that the joint execution of F under (C ∗ , S ∗ ) in the real model is computationally
indistinguishable from the joint execution of F under (C, S) in the ideal model.
Our construction for CIPPE is provably secure in the honest-but-curious model and
the weak-honest model. The server’s privacy is guaranteed against any malicious client.
A malicious server may learn additional information about a client’s attributes; however,
this additional information is limited to at most one bit and such malicious behavior will
be detected by the client (see Section 4.5 for the detailed construction).

4.3

Building Circuits That Have Uniform Topological Structure
When a circuit is scrambled (refer to Chapter 2.5), the operation in each gate is hidden;

however, the topological structure of the circuit is not. Therefore, the client could infer
some information about the server’s function by looking at the scrambled circuit if the
server constructs the circuit in a naive way. To protect the server’s private function, we
present an approach to construct circuits that can compute a family of functions and have
the same topological structure.

Function definition
We propose a family F of functions that can express many policy functions in real
applications. We define F as follows. F has four parameters ℓ, n, m, and λ. Each function
f in F(ℓ, n, m, λ) takes m parameters y1 , . . . , ym ∈ [0..2ℓ − 1] and n inputs x1 , . . . , xn ∈
[0..2ℓ − 1], and maps them to {0, 1}. Let f (x1 , . . . , xn ) = p(xi1 op1 y1 , xi2 op2 y2 , · · · ,
xim opm ym ), where 1 ≤ i1 , i2 , . . . , im ≤ n, each opi is one of the following predicates {=
, 6=, >, <, ≥, ≤}, and p is a disjunctive (or conjunctive) normal form in which the number
of disjuncts (or conjuncts) is no more than λ.
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If the server chooses a function f from the family F(ℓ, n, m, λ) of functions, the client
should not be able to distinguish f from any other functions in the family. For instance,
consider Example 2, Bob (the bank) can set n = 3, m = 8, λ = 4, and the policy function
is of the form:
f (x1 , x2 , x3 ) = (x1 ≥ 30 ∧ x2 ≥ 43000 ∧ x3 > 6) ∨
(x1 ≥ 25 ∧ x2 ≥ 45000 ∧ x3 > 12),
where x1 denotes age, x2 denotes annual income in dollars, and x3 denotes length of
current employment in months. Alice learns that x1 , x2 , and x3 are used for comparison
at most 8 times, she would not learn information such as which values they are compared
with, and how many times each attribute is compared.
If Bob builds a circuit for f (x1 , x2 , x3 ) in a naive fashion, Alice can learn from the
topology of the circuit how many times each xi is compared, what these comparison operators are, and some information about the structure of the policy function. One technical
difficulty in hiding such information is that each attribute may be used in multiple comparisons, and we want to hide the number of times it is used. A straightforward way to
do this is to use m circuits, each of which select one input from the n inputs. This is
not efficient as it needs O(nm) gates. Our construction uses results from the literature on
permutation and multicast switching networks (see, for example [55–59]). Some of these
networks may be useful for constructing circuits for families of functions beyond the ones
considered in this chapter.

Basic circuit components
We introduce three basic circuit components that will be used in our construction. We
depict them in Figure 4.3.
1. Comparison circuit. Given two ℓ-bit integers x and y, the comparison circuit computes x = y, x 6= y, x > y, or x < y. Observe that x ≥ y and x ≤ y can be
represented as x > y − 1 and x < y + 1, respectively. Let xℓ−1 . . . x1 x0 be the
binary representation of x and yℓ−1 . . . y1 y0 be the binary representation of y.
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Figure 4.3. Basic circuit components: (a) the structure of 4-bit comparison circuits, (b) the structure of 8-input logical operation circuits, (c) the
high-level schema for a generalizer circuit, (d) an (8,8)-generalizer,
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• Circuit for x = y is ℓ−1
i=0 (xi = yi )
W
• Circuit for x 6= y is ℓ−1
i=0 (xi 6= yi )
Note that the circuits for x > y and x < y have the same topology. To make the
structure of all comparison circuits uniform, we modify the circuits for x = y and
x 6= y by adding some “dummy” gates. For example, the comparison circuit for

Vℓ−1
Vℓ−1 
x = y could be i=0 (xi = yi ) ∧ j=i+1 g(xi , yi ) where g(xi , yi ) always outputs
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1. Figure 4.3(a) shows the structure of 4-bit comparison circuits. Note that each
ℓ-bit comparison circuit requires O(ℓ) gates (5ℓ − 4 gates).
2. Logical operation circuit. Given m Boolean inputs a1 , . . . , am , the logical circuit
W
V
computes i∈S ai or i∈S ai where S ⊆ {1, 2, . . . , m}. We can use a binary tree
structure to implement the m-input logical circuit. For example, to compute the
W
logical formula i∈S bi , every gate in the binary tree computes ∨; if i ∈ S we give
the corresponding wire value ai , otherwise, set value 0. Figure 4.3(b) shows a 8-bit
logical operation circuit. Note that the m-input logical circuits require O(m) gates
(m − 1 gates).
3. Generalizer circuit. An (n, n)-generalizer is an n-input and n-output switching
network, it passes each input i to zero or more outputs. The existence of (n, n)generalizer with O(n) gates is demonstrated nonconstructively by Pipenger [55].
Ofman [60] gives a construction of a generalizer using the schema shown in Figure 4.3(c). In his construction, the network consists of two parts: a pack network
and a copy network. The pack network packs those inputs having requests to consecutive positions. The copy network copies inputs to multiple outputs. The network proposed by Ofman [60] requires 3n log n gates. Thompson [56] improved
Ofman’s work and gives a construction using 2n log n gates. The Thompson’s construction uses a reversed butterfly network concatenated with a butterfly network.
Figure 4.3(d) is the Thompson’s construction of a (8, 8)-generalizer.

Our construction
Our construction takes the following three stages.
1. Copy Stage. The copy stage takes n ℓ-bit integers x1 , . . . , xn and outputs m ℓ-bit
P
integers in which each xi is copied to output vi times where vi ≥ 0 and vi = m.
To build the copy stage in circuit, we construct ℓ identical (n, m)-generalizers, one
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⌉ numbers of (n, n)for each bit. A (n, m)-generalizer can be implemented by ⌈ m
n
generalizer. This stage needs O(ℓm log n) gates (about 2ℓm log n gates).
2. Comparison Stage. The comparison stage takes m ℓ-bit integers and makes m comparisons. This stage consists of m comparison circuits, one for each (x, y) pair. This
stage needs O(ℓm) gates (about 5ℓm gates).
3. Logical Computation Stage. Observe that all the disjunctive normal forms where
W
V
the number of conjunctions is no more than λ can be expressed as λj=1 ( i∈Sj ai ),
where S1 , S2 , . . . , Sm ⊆ {1, 2, . . . , m}. Such disjunctive normal forms can be im-

plemented using λ m-input logical operation circuits and one λ-input logical operation circuits. For each m-input logical operation circuit, the input consists of the
m output bits from the comparison stage, the output is connected to the input wire
of the last λ-input logical operation circuit. The conjunctive normal forms can be
implemented analogously. This stage needs O(λm) gates (about λm gates).
Figure 4.4 shows the structure of circuits that can compute the family F(3, 3, 4, 4)
of functions. For the family F(ℓ, n, m, λ) of functions, our circuit construction needs
O(ℓm log n + λm) gates (around (2 log n + 5)ℓm + λm gates).

4.4

A Committed-Integer Based Oblivious Transfer Protocol
To build a CIPPE protocol using the scrambled circuit protocol, we have to ensure

that the client gets the keys of the input wires corresponding to her committed input. We
present a Committed-Integer based Oblivious Transfer (CIOT) protocol to achieve this.
A CIOT protocol involves a sender and a receiver. The receiver has a committed ℓ-bit
integer x, the sender has ℓ pairs of values (k10 , k11 ), · · · , (kℓ0 , kℓ1 ), and both the sender and
receiver share the commitment of x. In the end of the protocol, the receiver learns exactly
one key in each pair; furthermore, the keys she learns correspond to the bits in x. The
main idea of CIOT is as follows. Using the commitment of x, the receiver generates ℓ new
commitments, one for each bit of x. Then the sender and receiver run a modified version
of non-interactive oblivious transfer protocol [61, 62] for each commitment.
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Figure 4.4. An example circuit structure for the family F of functions
with parameters ℓ = 3, n = 3, m = 4, and λ = 4. There are 4 comparison
circuits in the comparison stage, and 5 logical operation circuits in the
logical computation stage.

Protocol 3 (CIOT Protocol) Let hp, q, g, hi be the public parameters of the Pedersen
commitment scheme. All arithmetic in this section is mod p unless specified otherwise.
Let x be an integer in [0..2ℓ − 1], and xℓ−1 . . . x1 x0 be the binary representation of x, i.e.,
x = x0 20 + x1 21 + · · · + xℓ−1 2ℓ−1 . Let c = commit(x, r) = g x hr be the commitment of
x with a random r ∈ Zq .
Input The receiver has x and r, and the sender has ℓ pairs of integers (k00 , k01 ), . . . ,
0
1
(kℓ−1
, kℓ−1
). Both the sender and receiver have c.
x

ℓ−1
Output The receiver learns k0x0 , . . . , kℓ−1
. The sender learns nothing.
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1. The receiver decomposes c into ℓ commitments, one for each bit of x. More specifP
i
ically, the receiver randomly picks r1 , . . . , rℓ−1 ∈ Zq and sets r0 = r − ℓ−1
i=1 2 ri
mod q. The receiver computes ci = commit(xi , ri ) = g xi hri for i = 0, 1, . . . , ℓ − 1,
Q
2i
and gives them to the sender. The sender checks that ℓ−1
i=0 (ci ) = c. Observe that
Pℓ−1
Pℓ−1 i
Qℓ−1
Qℓ−1 xi ri 2i
i
2i
i=0 xi 2 h i=0 ri 2 = g x hr = c.
(c
)
=
(g
h
)
=
g
i
i=0
i=0

2. For i = 0, 1, . . . , ℓ − 1, the sender calculates Ki0 = hp, q, h, ci i and Ki1 = hp, q, h,
ci g −1 i. Using the ElGamal encryption scheme [63] (modified to have messages
from a subgroup [64]), the sender sends to the receiver two ciphertexts EKi0 (ki0 ) =
(hyi , ki0 cyi i ) and EKi1 (ki1 ) = (hzi , ki1 (ci g −1 )zi ), where yi and zi are chosen at uniform random from Zq by the sender. The receiver can obtain kixi as follow: If xi
equals 0, then ci = hri , the receiver knows the private key corresponding to Ki0 (the
private key is ri ), therefore she can decrypt EKi0 (ki0 ) to recover ki0 . If xi equals 1,
then ci g −1 = hri , the receiver knows the private key corresponding to Ki1 , she can
decrypt EKi1 (ki1 ) to recover ki1 .
Both the sender and receiver need O(ℓ) modular exponentiation, i.e., the sender needs
2ℓ modular exponentiation, and receiver needs 4ℓ modular exponentiation. The security
properties of the CIOT protocol are given by the following theorems.
Theorem 4.4.1 The sender does not learn anything from the CIOT protocol.
Proof The CIOT protocol consists of two phases: a bit-commitment phase and an oblivious transfer phase. The sender learns nothing about x from the oblivious transfer phase,
as the receiver does not send any information to the sender during that phase. Thus,
all the information the sender learns about x is from the bit-commitment phase. In the
bit-commitment phase, the sender learns the commitments c0 , . . . , cℓ−1 . Observe that
Qℓ−1
i
(ci )−2 ; therefore, c0 can be computed from c, c1 , . . . , cℓ−1 and does not leak
c0 = c i=1
any additional information. Recall that r, r1 , . . . , rℓ−1 are chosen uniformly randomly
from Zq ; the distributions of c, c1 , . . . , cℓ−1 are exactly the same as the distribution of any
commitment under the Pedersen commitment scheme. Thus c, c1 , . . . , cℓ−1 leak nothing
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about their corresponding committed values x, x1 , . . . , xℓ−1 . Therefore, the sender does
not learn anything about x. In other words, for any x, y ∈ [0..2ℓ −1] (let cx , cy be the corresponding commitments), and for any adversary executing the sender’s part, the views that
the adversary sees when the receiver inputs (x, cx ) and when the receiver inputs (y, cy ) are
perfectly indistinguishable.
Theorem 4.4.2 Under the DDH assumption and the DL assumption on Gq , the order-q
subgroup of Z∗p , the receiver learns at most one value per (ki0 , ki1 ) pair.
Proof Suppose an adversarial receiver learns both ki0 and ki1 for some given i, where
0 ≤ i ≤ ℓ − 1. Under the DDH assumption, the ElGamal encryption scheme is semantically secure [64]. Therefore, the adversary knows the private keys corresponding to the
ElGamal public keys Ki0 = hp, q, h, ci i and Ki1 = hp, q, h, ci g −1 i. In other words, the
′

adversary knows r where hr = ci , and r′ where hr = ci g −1 . Thus, the adversary knows r
′

and r′ where hr = ghr ; she can effectively compute logg (h) = (r − r′ )−1 mod q, which
contradicts the DL assumption.
Theorem 4.4.3 Under the DDH assumption and the DL assumption on Gq , the order-q
x

ℓ−1
subgroup of Z∗p , if the receiver learns ℓ keys, these values must be k0x0 , . . . , kℓ−1
.

Proof By Theorem 4.4.2, if an adversarial receiver learns ℓ keys, she learns exactly one
y

ℓ−1
key per (ki0 , ki1 ) pair. Suppose she learns k0y0 , . . . , kℓ−1
, where yi ∈ {0, 1} for i ∈ [0..ℓ−1]
Pℓ−1
P
i
i
and there exist at least one j such that xj 6= yj . Therefore, ℓ−1
i=0 xi 2 = x.
i=0 yi 2 6=

Under the DDH assumption, the adversary knows the private keys corresponding to the
y

ElGamal public keys Kiy0 , . . . , Ki ℓ−1 ; thus she knows ti for each i ∈ [0..ℓ − 1] such that
g yi hti = ci . As
g x hr = c =
where y denotes

Qℓ−1

Pℓ−1
i=0

i

2
i=0 (ci ) =

Qℓ−1

i

yi ti 2
i=0 (g h ) = g

yi 2i and t denotes

Pℓ−1

i
i=0 ti 2

P

ℓ−1
i=0

yi 2i

P

h

ℓ−1
i
i=0 ti 2

= g y ht ,

(mod q), the receiver knows x, r,

y, and t such that g x hr = g y ht . The receiver can efficiently compute logg (h), which
contradicts the DL assumption.
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In the CIOT protocol, a malicious receiver may learn the inputs that do not correspond
to bits of her committed x. However, in this case, she cannot learn a key for every input
wire of the circuit. Therefore in this case she cannot compute the output of the scrambled
circuit.

4.5

The CIPPE Protocol
We now give the CIPPE protocol which follows Definition 4.2.1, and specify what

each participant does in each step.
Protocol 4 (CIPPE Protocol) The CIPPE protocol involves a client C, a server S, and a
trusted CA, and has the following four phases:
CA Setup CA takes a security parameter σ and a setup parameters ℓ as input. CA runs
the Pedersen commitment setup algorithm to create Params = hp, q, g, hi such that
2ℓ < q, and sends it to C and S.
Client-CA Interaction C chooses n integers x1 , . . . , xn ∈ [0..2ℓ − 1] and sends them to
CA. For each xi , 1 ≤ i ≤ n, CA picks ri ∈R Zq and computes the commitment
ci = (g xi hri mod p). CA gives ci and ri to C, and ci to S.
Client-Server Setup S takes three parameters ℓ, n, m, and λ as input, and outputs the
family F of functions as defined in Section 4.3. S sends the description of F to C,
then chooses a private function f ∈ F.
Now S has c1 , . . . , cn , and f . C has c1 , . . . , cn , x1 , . . . , xn , and r1 , . . . , rn .
Client-Server Interaction The steps are as follows.
1. Scrambling the circuit: S constructs a circuit that computes the function f using the
technique described in Section 4.3, then scrambles the circuit. S gives the scrambled
circuit to C.
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2. Committing the output: Let wire wt denote the unique output wire of the scrambled circuit, and (kt0 , kt1 ) denote the corresponding keys of wt . S sends hη0 =
Ekt0 [ 0σ ] , η1 = Ekt1 [ 1σ ]i to C.
3. Coding the input: For each xi where 1 ≤ i ≤ n, there are ℓ corresponding input
wires in the scrambled circuit. C and S run the CIOT protocol in which C inputs
xi , ri , and ci ; and S inputs ci and ℓ pairs of keys that correspond to the ℓ input
wires. In the end of this step, C learns one key per input wire; furthermore, each
key corresponds to a bit in C’s committed input.
4. Evaluating the circuit: After Step 3, C possesses enough information to evaluate the
scrambled circuit independently. C evaluates the circuit and obtains k, the key of
the output wire. Recall that C receives hη0 , η1 i from S in step 2, C tries to decrypt η0
and η1 using key k. If C fails in decrypting both of them, she outputs ∅ and aborts;
this happens only when S intentionally misbehaves. If C succeeds in decrypting η0
and gets 0σ , she outputs 0. Otherwise, if C succeeds in decrypting η1 and gets 1σ ,
she outputs 1.
5. Notifying the result: C sends k to S, enabling S to output 0 if k = kt0 and output 1
if k = kt1 .
The purpose of committing the output in step 2 is to achieve the fairness of the computation. The client and server need O(ℓn) modular exponentiation and O(ℓm log n + λm)
symmetric key encryptions. More precisely, the server needs around 2ℓn modular exponentiation and the client needs around 4ℓn modular exponentiation, both the client and
server need (16 log n + 40)ℓm + 8λm symmetric key encryptions.
The CIPPE protocol is complete in the sense that if both C and S follow the protocol,
C will get proper keys of the input wires, and will be able to evaluate the scrambled circuit
correctly. We now briefly discuss the security properties of our CIPPE protocol and the
intuitions underlying these properties.
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• The CIPPE protocol is secure against honest-but-curious adversaries. This property
follows from the fact that the scrambled circuit protocol is secure in the honest-butcurious model [23].
An honest-but-curious server cannot learn any information about a client’s private
input, as the server is not able to obtain any information about the client’s committed values from the CIOT protocol. An honest-but-curious client cannot learn any
information about the a server’s private function f , because the client learns only
the topology of the circuit which is public information.
• The CIPPE protocol is secure against weak-honest adversaries. As we described in
Chapter 4.4, for the client to evaluate the scrambled circuit, the client has to get one
input value for each of her input wires to the circuit. Furthermore, if the client gets
an input value for each of the input wires, these input values must correspond to
her committed attribute values. Therefore, the client can neither learn the server’s
private function f nor change the result of the computation, as long as the server
follows the protocol.
A weak-honest server cannot build a circuit that has different topology than expected, because the client can detect such deviant behavior immediately. The server
can build a circuit that computes a function other than f , we denote the function
computed by the circuit as f ′ . Because f is the server’s private input, it is essentially same as if the server inputs f ′ instead of f . In other words, such adversarial
behavior in the real model can be simulated by the execution of computing f ′ in the
ideal model.
• The CIPPE protocol is secure against a malicious client. However, a malicious
server may learn (at most) one extra bit of information. The server can do this by
constructing a scrambled circuit that would fail for some of the client’s input. While
executing step 4 of Protocol 2, the client may fail during the evaluation of the circuit
or fail to decrypt η0 and η1 . At the end of the protocol, the client may send (kt0 , kt1 ),
or nothing to the server. Thus the server can classify the client’s input into one of
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three subsets determined by the circuit. When the server is honest, the server can
classify the client’s input into only two subsets. In other words, a malicious server
may learn at most one bit of extra information. However, the client would know that
the server has cheated when the circuit evaluation fails.
In the example scenario we consider, if the bank is detected to be dishonest by
Alice, the bank’s reputation may suffer. This small extra gain does not seem to
warrant such malicious behavior in the kind of electronic commerce scenarios we
consider.
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5

A PRIVACY-PRESERVING TRUST NEGOTIATION PROTOCOL

In traditional trust negotiation [7, 8, 11, 12, 65, 66] the notion of sensitive credential protection has been well studied. In these schemes, each sensitive credential has an access
control policy – a credential is used (or revealed) only when the other party satisfies the
policy for that credential. This does not prevent sensitive credential leakage, but it does
allow the user to control the potential leakage of her credentials. The privacy-preserving
attribute-based access control schemes in [22, 67, 68] and in Chapter 4 did not reveal credentials but could not handle policies for credentials (i.e., they dealt with the easier special
case where each credential’s access control policy was unconditionally “true”). This work
is the first to combine the techniques for privacy-preserving access control with the notion
of policies for sensitive credentials. These credential policies have to be considered sensitive as well, because otherwise the server (or client) can game the system in many ways.
For example, if the client knows the access control policies for the server’s credentials
then she will know the path of least resistance to unlock certain credentials and thus she
will be able to probe more easily.
We organize this chapter as follows. We begin with a detailed description of our contributions in Section 5.1. We review trust negotiation and propose a new definition of trust
negotiation that supports policy cycles in Section 5.2. Next, we formally introduce our approach to trust negotiation in Section 5.3. We present our protocol for privacy-preserving
trust negotiation in Section 5.4. We give efficiency improvements for our base scheme in
section 5.5. Finally, we give a sketch of the proof of security in Section 5.6.

5.1

Our Contributions
We introduce a protocol for privacy-preserving trust negotiation, where the client and

server each input a set of credentials along with an access control policy for each of their
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credentials. The protocol determines the set of usable credentials between the client and
the server, and then will process the resource or service request based on the client’s
usable credentials. A credential is usable if its access control policy has been satisfied by
the other party. Our protocol is complicated by the fact that: (1) the policies for sensitive
credentials may themselves be sensitive and therefore cannot be revealed, (2) the client
should not learn information about which of her credentials or the server’s credentials
are usable, and (3) the server should not learn information about which of his credentials
or the client’s credentials are usable. The rationale for requirement (1) was given in the
previous section. Requirements (2) and (3) are because, if the client or server were to learn
which of its credentials are usable, then this would reveal more information about the other
party’s credential set and thus facilitate probing attacks. The technical contributions of this
chapter include:
1. We develop a new privacy-preserving trust negotiation protocol and several novel
cryptographic protocols for carrying it out. One of the challenges is the distinction
between having a credential and being able to use that credential (when its access
control policy has been satisfied), while requiring that “not having” a credential be
indistinguishable from “having but being unable to use” a credential.
2. We propose a reverse eager trust negotiation strategy (denoted as RE strategy) that
handles arbitrary policy cycles, whereas the existing traditional trust-negotiation
strategies (such as the eager strategy [7]) are inherently unable to handle such cycles
(even if these strategies were properly implemented in this framework).

5.2

Trust Negotiation: Review and Discussion
In trust negotiation [7–9,11,12,65,66], the disclosure of a credential s is controlled by

an access control policy ps that specifies the prerequisite conditions that must be satisfied
in order for credential s to be disclosed. Typically, the prerequisite conditions are a set of
credentials C ⊆ C, where C is the set of all credentials. As in [7, 8, 11, 65, 66], the policies
in this chapter are modeled using propositional formulas. Each policy ps takes the form
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s ← φs (c1 , . . . , ck ) where c1 , . . . , ck ∈ C and φs (c1 , . . . , ck ) is a normal formula consisting
of literals ci , the Boolean operators ∨ and ∧, and parentheses (if needed). In this chapter,
s is referred to as the target of ps , and φs (c1 , . . . , ck ) is referred to as the policy function
of ps .
Given a set of credentials C ′ ⊆ C and a policy function φs (c1 , . . . , ck ), we denote
φs (C ′ ) as the value of the normal formula φs (x1 , . . . , xk ) where xi = 1 if and only if
ci ∈ C ′ (otherwise xi = 0). For example, if φs = (c1 ∧ c2 ) ∨ c3 , then φs ({c1 , c2 , c4 }) = 1
and φs ({c1 , c4 }) = 0. Policy ps is satisfied by a set of credentials C ′ ⊆ C if and only if
φs (C ′ ) = 1. During trust negotiation, one can disclose credential s if φs (C ′ ) = 1 where C ′
is the set of credentials that she has received from the other party.
A trust negotiation protocol is normally initiated by a client requesting a resource
from a server. The negotiation consists of a sequence of credential exchanges. Trust
is established if the initially requested resource is granted and all policies for disclosed
credentials are satisfied [7, 65]. In this case, the negotiation between the client and server
is a successful negotiation, and otherwise, it is a failed negotiation. We give the formal
definition for traditional trust negotiation as follows:
Definition 5.2.1 (Traditional Trust Negotiation) Let CS and PS (CC and PC ) be the sets
of credentials and policies possessed by a negotiating server (client). The negotiation is
initiated by a request for s ∈ CS

1

from the client. The goal of trust negotiation is to find

a credential disclosure sequence (c1 , . . . , cn = s), where ci ∈ CS ∪ CC , and such that
for each ci , 1 ≤ i ≤ n, the policy for ci is satisfied by the credentials already disclosed,
S
i.e., φci ( j<i cj ) = 1. If the client and server find a credential disclosure sequence, the
negotiation succeeds, otherwise, it fails.
The sequence of disclosed credentials depends on the decisions of each party; these
decisions are referred to as a strategy. A strategy controls which credentials are disclosed,
when to disclose them, and when to terminate a negotiation [66]. Several negotiation
strategies are proposed in [7, 65, 66]. For example, in the eager strategy [7], two parties
1

For simplicity, we model service s as a credential. In order to obtain s, the client has to have credentials
that satisfy φs .
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take turns disclosing a credential to the other side as soon as the access control policy
for that credential is satisfied. Each negotiator iteratively executes the pseudo-code in
Figure 5.1. The negotiation succeeds if s appears in the output (i.e., s ∈ M), and it
fails if the size of the credential disclosure sequence does not increment after one round
of execution (i.e., M = ∅). Note that any negotiation using the eager strategy takes at
most min(nS , nC ) rounds, where nS and nC are the sizes of CS and CC , respectively. The
following is an example of trust negotiation using the eager strategy.
eager-strategy(D, C, P, s)
D = {c1 , . . . , ck }: the credential disclosure sequence.
C: the local credentials of this party.
P: the local policies of this party.
s: the service to which access was originally requested.
Output:
M: the set of new released credentials.
Pre-condition:
s has not been disclosed.
Procedure:
M = ∅;
For each credential c ∈ C
let c’s policy be pc : c ← φc ;
if φc (D) = 1, then M = M ∪ {c};
M = M − D;
return M.
Figure 5.1. Pseudocode for the eager strategy
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Example 3 Suppose the client and server have the following policies:
Client

Server

p c1 : c1 ← s1

ps : s ← c5 ∨ (c2 ∧ c4 )

p c2 : c2 ← s2 ∧ s3

p s1 : s 1 ← c 4

p c3 : c3 ← s1 ∨ s2

p s2 : s 2 ← c 1

pc4 : c4 ← true

ps3 : s3 ← true

where s denotes the server’s service, {s, s1 , s2 , s3 } denote the set of server’s credentials,
{c1 , c2 , c3 , c4 } denotes the set of the client’s credentials. Using the eager strategy, the
client begins by revealing credential c4 , as the policy function for c4 is true (thus it is
trivially satisfied). The server then discloses s3 (which can be revealed freely) and s1
(which requires the earlier receipt of c4 ). The exchange of credentials continues as the
final disclosure sequence is {c4 , s1 , s3 , c1 , c3 , s2 , c2 , s}. Note that all policies for disclosed
credentials have been satisfied.
Although the cryptographic contributions of this chapter will make it possible to implement the eager strategy in the framework considered, we do not pursue this approach
because it fails to handle policy cycles. In fact, if there is a policy cycle, the trust negotiation will fail under Definition 1. We now propose a new definition of trust negotiation that
supports policy cycles.
Definition 5.2.2 (Cycle-Tolerant Trust Negotiation) Let CS and PS (CC and PC ) be the
sets of credentials and policies possessed by a negotiating server (client). The negotiation
is initiated by a request for s ∈ CS from the client. The negotiation between the client and
server succeeds if there exists usable credential sets US ⊆ CS and UC ⊆ CC for the server
and client respectively, such that (1) s ∈ US , (2) ∀c ∈ US , φc (UC ) = 1, and (3) ∀c ∈ UC ,
φc (US ) = 1. Otherwise, the negotiation fails.
Note that the above definition allows for many possible UC , US solution pairs, and does
not capture any notion of minimality for such pairs: Some solution pair may be a proper
subset of some other pair, and either of them is considered acceptable. This is fine in the
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framework of this chapter, because at the end of the negotiation nothing is revealed about
the specific UC , US pair, i.e., neither party can distinguish which pair was responsible for
access or whether that pair was minimal or not. It also implies that the trust negotiation
strategy we design need not make any particular effort at zeroing in on a particular pair
(e.g., a minimal one).
Example 4 Suppose the client and server have the following policies:
Client

Server

p c1 : c1 ← s2

ps : s ← c5 ∨ (c2 ∧ c4 )

p c2 : c2 ← s2 ∧ s3

p s1 : s 1 ← c 6

p c3 : c3 ← s6

p s2 : s 2 ← c 1

pc4 : c4 ← true

p s3 : s 3 ← c 4

where s denotes the server’s service, {s, s1 , s2 , s3 } denote the set of server’s credentials,
{c1 , c2 , c3 , c4 } denotes the set of the client’s credentials. Under Definition 1, the negotiation between the client and server would fail as there is a policy cycle between c1 and s2 ,
and there exists no credential disclosure sequence ending with s. However, under Definition 2, the negotiation succeeds, as UC = {c1 , c2 , c4 } and US = {s, s2 , s3 } is a solution
pair.
If the trust negotiation between the client and server can succeed in Definition 1, it
will also succeed in Definition 2. Let U be the set of credentials in the final credential
disclosure sequence in Definition 1, then U ∩ CC is a usable credential set for the client
and U ∩CS is a usable credential set for the server such that these two credential sets satisfy
the definition in Definition 2. However, it is not vice-versa, that is, success of negotiation
in Definition 2 does not imply negotiation success in Definition 1 (e.g., see Example 4).
In the next section, we describe a reverse eager (RE) strategy that efficiently determines
whether the negotiation can succeed (under Definition 2) given CS , PS , CC , and PC . Then,
we will give a privacy-preserving trust negotiation protocol that securely implements the
RE strategy without revealing CS and PS to the client and without revealing CC and PC to
the server.
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5.3

Our Approach
We begin this section with an intuitive, informal presentation of our approach. The ea-

ger strategy for trust negotiations can be thought of as one of “progressively incrementing
the usable set”: The set of usable credentials is initially set to the unconditionally usable
credentials, and each iteration adds to it credentials that have just (in that iteration) become known to be usable. It is, in other words, a conservative approach, whose motto is
that a credential is not usable unless proved otherwise: The iterative process stops when
no more credentials are added to the usable set. This conservatism of the eager approach
is also why using that strategy would lead us to deadlock on cycles. Our overall strategy
is the opposite, and can be viewed as a “reverse eager” strategy: Initially all credentials
are temporarily considered to be usable, and each iteration decreases the set of usable credentials (of course the decrease is achieved implicitly, so as not to violate privacy – more
on these implementation details is given in the next section). Note that, because of the
“optimism” of the RE strategy (in that a credential is tentatively usable, until proven otherwise), cycles no longer cause a problem, because a “self-reinforcing” cycle’s credentials
will remain usable (whereas it deadlocked in the eager strategy). This RE strategy (the
details of which are given later) is made possible by the fact that we carry out the iterative
process in a doubly blinded form, so that neither party learns anything (not only about
the other party’s credentials, but also about their use policies for these credentials). The
RE strategy and blinded evaluations work hand in hand: The former is useless without the
latter, and it should not be used outside of this particular framework. Note that because the
credentials and policies are blinded, it is acceptable for the RE strategy to find maximal
usable credential sets rather than minimum ones.
The rest of this section gives a more precise presentation by first introducing the notation that will be used throughout the rest of the chapter, then defining our problem and
giving a more detailed overview of our approach.
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5.3.1

Notation and Definitions

Before describing the details of our approach, it is necessary to give a more formal
notation than the intuitive terminology of the previous section.
• We use s to denote the server’s service or resource that the client requests. Without
loss of generality, we model s as a credential.
• We use CC (resp., CS ) to denote the set of the client’s (resp., the server’s) hidden credentials. We use nC and nS to denote the size of CC and CS , respectively. Referring
to Example 4, CC = {c1 , c2 , c3 , c4 } and nC = 4.
• We use PC (resp., PS ) to denote the set of the client’s (resp., server’s) policies.
• We use R(pi ) to denote the set of credentials relevant to (i.e., that appear in) the
policy function of the policy pi . For example, if the policy function for pi takes the
form of φi (c1 , . . . , ck ), then R(pi ) = {c1 , . . . , ck }.
• We use R(PC ) (resp. R(PS )) to denote the union of all the R(pi )’s over all pi
S
in PC (resp. PS ), i.e., R(PC ) = pi ∈PC R(pi ). We use mC and mS to denote
the size of R(PC ) and R(PS ), respectively. Referring to Example 4, R(PS ) =
{c1 , c2 , c4 , c5 , c6 } and mS = 5.
• We use UC (resp., US ) to denote the set of the client’s (resp., the server’s) credentials
whose policies are presumed to have been satisfied (i.e., these are the currentlybelieved usable credentials); as stated earlier, these sets will decrease from one iteration to another. Initially, UC = CC and US = CS , and throughout the iterative
process we have UC ⊆ CC and US ⊆ CS .

5.3.2

Problem Definition

The goal of this chapter is to develop a solution such that the client and server are able
to learn whether trust can be established without either party revealing to the other party
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anything about their own private credentials and policies (other than, unavoidably, what
can be deduced from the computed answer). We formalize the privacy-preserving trust
negotiation problem as follows.
Problem 2 The server inputs CS and PS and the client inputs CC , PC , and a request for
the server’s service s. In the end, both the client and server learn whether the client’s
access to s can be granted based on their credentials and policies, without revealing their
sensitive credentials and policies to the other party. In other words, they want to know
whether the trust negotiation between the client and server succeeds under Definition 2
without leaking other information, except for nC , nS , mC , and mS .
Having stated the problem, we will now discuss the information revealed by the protocol. The values nC and nS reveal the number of credentials that the client and server
respectively have and the values mC and mS reveal the size of all policies for all credentials for the client and the server. We do not view this as a problem because the parties can
pad their list or their policies with dummy credentials. We now list the security properties
required of a solution (a more detailed version is given in Section 5.6).
1. Correctness: If trust can be successfully negotiated, then both the client and server
should output true with overwhelming probability if they follow the protocol.
2. Robustness against malicious adversaries: If the trust negotiation fails, then both
the client and server should output false even if one of the participants is malicious
(i.e., behaves arbitrarily) with overwhelming probability.
3. Privacy-preservation: The client and server should not learn anything about the
other party’s private input (credentials and policies) or intermediate results (usable
credential sets), other than what can be deduced from the yes/no outcome of the
negotiation.
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5.3.3

Overview of Our Approach

As described earlier, our overall strategy for privacy-preserving trust negotiation is
the RE strategy. During each round of the RE strategy, a negotiator blindly (i.e., without
actually learning the outcome) checks which of their presumed-usable local credentials
are in fact not usable (according to whether the policy for it has ceased to be satisfied
based on the the new presumed-usable credential set of the other party). After this, the
negotiator blindly decreases their own local presumed-usable credential set accordingly.
Recall that we use UC (US ) to denote the set of the client’s (server’s) credentials that are
presumed usable, i.e., at a particular stage of the iterative process, for each credential in
UC (US ), the corresponding usability policy is currently satisfied (although it may cease to
be so in a future iteration). We present the RE strategy in Figure 5.2.
reverse-eager-strategy(C, P, UO )
C: the local credentials of this party.
P: the local policies of this party.
UO : the credentials used by the other party.
Output:
U: the local credentials that can be used.
Procedure:
U = C;
For each credential c ∈ C
let c’s policy be pc : c ← φc ;
if φc (UO ) = 0, then U = U − {c};
return U.
Figure 5.2. Pseudocode for the RE strategy

Our approach to privacy-preserving trust negotiation is to implement the RE strategy
in a secure way. We give the high-level description of our protocol in Figure 5.3. In it,
the server first initializes US . Then the client and server run a secure version of the RE
strategy protocol to update UC and US iteratively for n rounds, where n = min(nC , nS )
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(recall that the trust negotiation using the eager strategy takes at most n rounds). In the
end, if s ∈ US (i.e., s can be used), the negotiation succeeds, otherwise, it fails.
privacy-preserving-trust-negotiation(s, CC , PC , CS , PS )
Output:
true or false
Procedure:
Initialize US ;
For i = 1, . . . , min(nC , nS )
UC = reverse-eager-strategy(CC , PC , US );
US = reverse-eager-strategy(CS , PS , UC );
If s ∈ US , output true, otherwise, output false.
Figure 5.3. High-level description of privacy-preserving trust negotiation

Clearly, UC and US should not be known to either the client or the server. Thus UC and
US need to be maintained in such a way that the values of UC and US : (1) are unknown
to the client and server and (2) cannot be modified by a malicious client or server. We
maintain UC in the following split way: For each c ∈ CC , the client generates two random
numbers rc [0] and rc [1], and the server learns one of them, denoted as rc . If c ∈ UC ,
then rc = rc [1], otherwise rc = rc [0]. The client does not learn which value the server
obtains, and so by splitting UC in this way, the client does not learn UC . Furthermore,
the server does not learn anything about UC , as the values he obtains from the client look
random to him. We maintain US in an analogous way. Our protocol will keep this form of
splitting as an invariant through all its steps. This does not solve all privacy problems of
the negotiation, but it will be one of the guiding principles of our protocol.

5.3.4

Proof of RE Strategy

We now provide a proof of the correctness of the RE strategy for trust negotiations.
That is, we prove that at the end of the RE negotiation every unusable credential has
been marked as such (the other credentials correctly retain their initial label of “usable”).
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So not only does RE not produce a minimal usable credential set pair CC , CS , in fact
it will produce a maximal pair in the sense that every credential (whether essential or
not) is kept usable unless marked otherwise. As stated earlier, this is justified by the
indistinguishability to either party of any two solution pairs.
Throughout this section, we use CX,i , X ∈ {C, S}, to denote the usable credential set
of the client (if X = C) or of the server (if X = S) after iteration i of the RE negotiation
has completed. We use CX,0 to denote the initial (prior to iteration 1) usable credential set
(which equals CX ). We use X̄ to denote {C, S} − X.
Letting C(X) denote the correct usable credentials for X, our goal is therefore to prove
that, after the last iteration i of the RE negotiation, we have CX,i = C(X) and CX̄,i = C(X̄).
Note that CX,i = fX (CX,i−1 , CX̄,i−1 ) for some monotonic function fX . (Although in fact
CXi depends only on CX̄,i−1 and not on CX,i−1 , it does no harm to give a more general
proof, as we do below, for the case when it can depend on both.)
The next lemma proves the intuitive fact that an iteration i cannot cause an unusable
credential to become usable.
Lemma 1 CX,i ⊆ CX,i−1 , for i = 1, 2, . . ..
Proof By induction on i. For the basis of the induction, i = 1, the claim trivially holds
because, prior to iteration 1, all the credentials of each party are in their initial usable
set CX,0 . For i = 2, the claim also holds because CX̄,1 ⊆ CX̄,0 , CX,2 = fX (CX,1 , CX̄,1 ),
and CX,1 = fX (CX,0 , CX̄,0 ), thus we have CX,2 ⊆ CX,1 . We now turn our attention to the
inductive step, i > 1. Observe that
1. during iteration i, CX,i is computed based on CX,i−1 and CX̄,i−1 , i.e., CX,i = fX (CX,i−1 ,
CX̄,i−1 );
2. during iteration i − 1, CX,i−1 is computed based on CX,i−2 and CX̄,i−2 , i.e., CX,i−1 =
fX (CX,i−2 , CX̄,i−2 );
3. by the induction hypothesis we have CX,i−1 ⊆ CX,i−2 , and CX̄,i−1 ⊆ CX̄,i−2
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The above facts (1), (2), and (3), together with the monotonicity of the function fX ,
imply that CX,i ⊆ CX,i−1 .
A corollary of the above lemma is that, to prove the correctness of RE, it suffices to
show that for every credential c of party X, c is unusable if and only if there is some
iteration i after which c ∈
/ CX,i . The next lemma proves the “if” part. Recall that C(X)
denote the correct usable credentials for X.
Lemma 2 For every i, we have C(X) ⊆ CX,i .
Proof By induction on i. The basis, i = 0, is trivial because CX,0 = CX . For the inductive
step, i > 0, we assume that credential c was removed by iteration i (i.e., that c ∈ CX,i−1
and c ∈
/ CX,i ), and we show that it must then be the case that c ∈
/ C(X). Observe that
1. c ∈
/ fX (CX,i−1 , CX̄,i−1 );
2. by the induction hypothesis, we have C(X) ⊆ CX,i−1 and C(X̄) ⊆ CX̄,i−1 .
The above (1) and (2), together with the monotonicity of fX , imply that c ∈
/ fX (C(X),
C(X̄)), i.e., that c ∈
/ C(X).
The above lemma proved that every c removed by the RE negotiation deserves to be
removed (the “if” part). To complete the proof, we need to prove the “only if” part: That
every unusable credential will eventually be marked as such by the RE negotiation. That
is, we need to prove that every c ∈
/ C(X) will, for some i, be removed by iteration i. This
is proved in the next lemma.
Lemma 3 For every c ∈
/ C(X), there is an iteration i for which c ∈ CX,i−1 and c ∈
/ CX,i .
Proof For every credential c, let the level of c be defined as follows:
• If c is unconditionally usable then level(c) = 1.
• If the usability policy for c is pc then level(c) = 1 + max{level(v) : v ∈ R(pc )}.
(Recall that R(pc ) is the set of credentials relevant to policy pc .)
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We claim that a credential c ∈
/ C(X) is removed after at most level(c) iterations, i.e.,
that for some i ≤ level(c) we have c ∈ CX,i−1 and c ∈
/ CX,i . This is established by a
straightforward induction on level(c), whose details we omit.

5.4

Protocol for Privacy-Preserving Trust Negotiation

5.4.1

Building Blocks

We now describe two building blocks, one for blinded policy evaluation, the other for
equality test for array elements. These building blocks will later be used in the secure RE
strategy protocol.

Blinded policy evaluation
The goal of the blinded policy evaluation is for Bob to evaluate Alice’s policy without
learning her policy. Alice should learn nothing about Bob’s input nor the output of the
evaluation. We define the input and output for this blinded policy evaluation in Figure 5.4.
Input: Alice has a private policy function φ : {0, 1}k → {0, 1}, two random
numbers t0 and t1 , and k pairs of values {r1 [0], r1 [1]}, . . . , {rk [0], rk [1]}.
Bob has k values r1 , . . . , rk where ri ∈ {ri [0], ri [1]}.
Output: Bob learns tφ(r

?
?
1 =r1 [1],...,rk =rk [1])

. Alice learns nothing.

Figure 5.4. Input and output of blinded policy evaluation

The protocol for blinded policy evaluation was given in [67, 69]. In most cases, it
requires a polynomial amount of communication, and works for a family of policy functions.
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Equality test for array elements
In an equality test for array elements, Alice has a private array hx1 , . . . , xn i and Bob
has a private array hy1 , . . . , yn i. They want to learn whether there exists an index i such
that xi = yi . The result of the equality test is known to neither Alice nor Bob. We define
the input and output for this protocol in Figure 5.5.
Input: Bob has n values hy1 , y2 , . . . , yn i.
Alice has n values
hx1 , x2 , . . . , xn i and has two random numbers t0 and t1 .
Output: Bob learns t1 if and only if there ∃ i ∈ [1..n] such that xi = yi ,
and learns t0 otherwise. Alice learns nothing.
Figure 5.5. Input and output of equality test for array elements

This equality test can be implemented by a scrambled circuit evaluation protocol [23,
51]. The protocol requires O(ρ2 n) communication and computation, where ρ is the maximum bit-length of each xi and yi or the security parameter (whichever is larger). We give
an efficiency improvement that reduces that communication and computation requirement
to O(ρn) (that is of independent interest) in Section 5.5.

5.4.2

Secure RE Strategy Protocol

The goal of the secure RE strategy protocol is to securely implement the RE strategy in Figure 5.2. We denote the participants of this protocol by Alice and Bob, where
Alice is either the client or the server and Bob is the opposite role. In this section, we introduce a protocol to compute secure-reverse-eager-strategy(CA , PA , CB , UB ) (the items
subscripted by A are Alice’s values and those subscripted by B are Bob’s values), where
the output is UA in the split-form described earlier. The careful reader may notice a discrepancy between this and the RE strategy defined earlier. Note that in this case UB represents an array of Boolean values marking which credentials are usable, whereas in the
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previous case it represented the actual credentials. A credential c of Alice’s is not usable
if Bob’s usable credentials do not satisfy Alice’s usability policy for c.
Protocol 5 (Secure RE Strategy Protocol) The protocol details are given as follows.
Input Bob inputs: (1) a set of credentials, CB , which we denote by b1 , . . . , bn and (2) his
share of UB , which we denote by ordered pairs (r1B [0], r1B [1]), . . . , (rnB [0], rnB [1]).
Alice inputs: (1) a set of credentials, CA , which we denote by a1 , . . . , am , (2) a set
of policies for these credentials, PA , which we denote by p1 , . . . , pm , and (3) her
B B
B
share of UB , which we denote by r1B [dB
1 ], . . . , rn [dn ] (note di is 1 if Bob can use bi

and is 0 otherwise).
Output Alice learns her share of the updated UA which is denoted by ordered pairs
A
A
(r1A [0], r1A [1]), . . . , (rm
[0], rm
[1]). Bob learns his share of the updated UA which
A A
A
is denoted by r1A [dA
1 ], . . . , rm [dm ], where di = pi (UB ).

Protocol Steps The steps are as follows.
1. Determine which credentials in Alice’s policies Bob has and can use: Suppose
that the credentials in R(PA ) are c1 , . . . , ck . Alice randomly generates k ordered pairs: (t1 [0], t1 [1]), . . . , (tk [0], tk [1]). For each credential ci , Alice and
Bob engage in the following steps:
(a) Alice picks a random number x, and sends m = I(x, ci ), the IdentityBased Encryption (IBE) of x based on the hidden credential ci , to Bob.
(b) Bob decrypts m using each of his hidden credentials, and obtains d1 , . . .,
dn , where di = I −1 (m, bi ).
B B
(c) Alice creates a vector ~a1 = hx + r1B [dB
1 ], . . . , x + rn [dn ]i and Bob creates

a vector ~a2 = hd1 + r1B [1], . . . , dn + rnB [1]i. Alice and Bob engage in
an equality test protocol for array elements where they each input their
own array and Alice inputs ti [0] and ti [1]. At the end of the protocol, Bob
obtains ti [xi ]. Note that xi is 1 if and only if ci ∈ UB and Bob has ci (that
is Bob can use the credential and he actually has it) and is 0 otherwise.
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2. Compute UA : For each credential ai , Alice and Bob engage in the following
steps:
(a) Alice randomly generates an ordered pair (riA [0], riA [1]).
(b) Alice and Bob securely evaluate pi using blinded policy evaluation. Alice
inputs pi , (riA [0], riA [1]), {(t1 [0], t1 [1]), . . . , (tk [0], tk [1])} and Bob inputs
{t1 [x1 ], . . . , tk [xk ]}. At the end of the protocol Bob obtains r1A [dA
1 ].
A
A
3. Alice and Bob produce UA : Alice learns (r1A [0], r1A [1]), . . . , (rm
[0], rm
[1]) and
A A
Bob learns r1A [dA
1 ], . . . , rm [dm ]

Intuition of Correctness/Security: In Step 1 of the protocol, Bob will learn ti [1] if he has
credential ci and he can use it, and otherwise he learns ti [0]. Note that these values were
generated by Alice. The first part of this (i.e., Bob has ci ) is captured by the value x; that
is, Bob is able to obtain x if and only if he has ci . Furthermore, if Bob’s credential bj is
ci , then dj = x in Step 1b. The second part of this (i.e., Bob can use ci ) is captured by the
set UB ; that is, Alice will have riB [1] if Bob can use ci can she will have riB [0] otherwise.
Putting these pieces together implies that “bj equals ci and Bob can use bj ” if and only if
B
x + rjB [dB
j ] = dj + rj [1]. Thus the equality test for array elements protocol computes the

desired value.
In Step 2 of the protocol Alice and Bob learn their shares of UA , that is Alice will learn
a pair (riA [0], riA [1]) and Bob will learn riA [1] if and only if Alice can use credential ai and
he will learn riA [0] otherwise. Note that Alice can use credential ai only if Bob’s usable
credential (computed in Step 1) satisfies Alice’s policy for ai . However, this is exactly
what the blinded policy evaluation in Step 2 does.
Proof of Correctness/Security: A more detailed proof sketch is given in Section 5.6.
Cost analysis Steps 1(a)-1(c) are performed k times. Step 1(c) requires O(nρ2 ) (where ρ
is a security parameter) communication. Thus Step 1 requires O(knρ2 ) communication,
but this can be reduced to O(knρ) if the protocol in Section 5.5.1 is used for Step 1(c).
Assuming that the policies can be computed with circuits that are linear in the number of
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credentials, Step 2 requires O(mkρ) communication. Now k is mA , n is nB , and m is nA ,
and so this protocol requires O(mA ρ(nA + nB )) communication (assuming policies can
be computed by a circuit of size linear in the number of bits of their inputs).

5.4.3

Privacy-Preserving Trust Negotiation Protocol

We now “put the pieces together” and give the overall protocol for privacy-preserving
trust negotiation.
Protocol 6 (Privacy-Preserving Trust Negotiation Protocol) We now describe the protocol as follows.
Input The client has CC and PC . The server has CS (call these credentials s1 , . . . , snS )
and PS . Furthermore, s1 is the service that the client requested.
Output If the trust negotiation between the client and server can succeed, then both the
client and server output true, otherwise, they output false.
Protocol Steps The steps are as follows.
1. Initialize US . For each credential si ∈ CS , the server picks two random numbers {riS [0], riS [1]}. The server sends riS [1] to the client. The client calls this
value riS [xi ]
2. For i = 1, . . . , min(nC , nS ):
(a) The client and server run the secure RE strategy protocol to obtain UC =
secure-reverse-eager-strategy(CC , PC , CS , US ) in split form.
(b) The server and client run the secure RE protocol to obtain US = securereverse-eager-strategy(CS , PS , CC , UC ) in split form.
3. Output result. To determine whether s1 ∈ US , the server sends a hash of r1S [1]
to the client. The client checks if the hash of r1S [x1 ] matches this value; if it is
a match then the client proves this to the server by sending r1S [x1 ] to the server
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(and both parties output true), and if it is not a match the client terminates the
protocol (and both parties output false).

Intuition of Correctness/Security: In Step 1 of the protocol, the server sets its set of
usable credentials to all of its credentials (recall that the RE strategy protocol assumes
everything is usable initially and that things are removed from this set).
In Step 2 of the protocol, the client and the server take turns updating their usable
credential sets based on the other party’s usable set. Once a set ceases to change then
the usable sets will cease changing and we will have computed the maximal usable credential set. Note that since we are assuming monotonic policies this will take at most
min{nC , nS } rounds to compute this set.
Finally, as we model the service as a credential s1 , the client will have r1S [1] after Step
3 if and only if s1 is in the US .
Proof of Correctness/Security: A more detailed proof sketch is given in Section 5.6.
Cost analysis Step 2 of the protocol is executed min{nC , nS } (call this value n) times.
An individual execution requires O(ρ(mC + mS )(nC + nS )) communication and thus the
protocol requires O(nρ(mC + mS )(nC + nS )) communication.

5.5

Efficiency Improvements

5.5.1

A More Efficient Equality Test for Array Elements

In this section, we introduce a more efficient protocol for the equality test for array
elements. This protocol is related to the protocol proposed by [70] for secure set intersection. Note that this protocol requires only O(nρ + ρ2 ) communication (instead of O(nρ2 )
communication). We give the proof sketch of correctness and security in Section 5.6.
Protocol 7 (Secure Equality Test Protocol for Array Elements) The input and output
of this protocol can be found in Figure 5.5. The protocol steps are as follows.
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1. Alice and Bob both choose semantically secure homomorphic encryption schemes
EA and EB that share a modulus M and exchange public parameters.
2. Alice creates a polynomial P that encodes the x values where the constant coefficient is 1 (which can be done since this arithmetic is modular). In other words she
finds a polynomial P (x) = ηn xn + ηn−1 xn−1 + · · · + η1 x + 1 where P (xi ) = 0 for
all xi . She sends to Bob EA (ηn ), . . . , EA (η1 ).
⋆
3. Bob chooses a value kB uniformly from ZM
. For each yi , Bob chooses a value qB,i
⋆
uniformly from ZM
and he computes (EA (P (yi )))qB,i EA (kB +yi ) = EA (qB,i P (yi )+

kB +yi ) (call this value EA (αi )). Bob sends to Alice EA (α1 ), . . . , EA (αn ), EB (kB ).
4. Alice decrypts the values to obtain α1 , . . . , αn . She then computes x1 −αi , . . . , xn −
αn She checks for duplicate values, and if there are duplicates she replaces all extra
occurrences of a value by a random value. Alice chooses a value kA uniformly from
⋆
⋆
ZM
. For each of the values xi − αi she chooses qA,i uniformly from ZM
and then

she computes (EB (kB )EB (xi − αi ))qAi EB (kA )= EB ((xi + kB − αi )qA,i + kA ) (we
will call this value EB (βi )). Alice sends to Bob EB (β1 ), . . . , EB (βn ).
5. Bob decrypts the values to obtain β1 , . . . , βn . Bob then creates a polynomial Q that
encodes these values where the constant coefficient is 1. In other words Bob finds a
polynomial Q(x) = γn xn + γn−1 xn−1 + · · · + γ1 x + 1 where Q(βi ) = 0 for all βi .
Bob sends to Alice EB (γn ), . . . , EB (γ1 ).
⋆
6. Alice chooses two values k and qA uniformly from ZM
and computes EB (Q(kA )qA +

k) and sends this value to Bob.
7. Bob decrypts this value to obtain k ′ . Alice and Bob engage in a scrambled circuit
evaluation of an equality circuit where Alice is the generator with input k and she
sets the encodings for the output wire to t0 for the negative encoding and to t1 for
the positive encoding and Bob is the evaluator with input k ′ .

80
5.5.2

Reducing the Number of Rounds

A possible criticism of our protocol for trust negotiation is that it requires O(min{nC ,
nS }) rounds. The RE strategy requires this many rounds in the worst case, but in practice
it requires much less (it requires rounds proportional to the length of the longest policy
chain). Our protocol can be modified to stop as soon as the usable credential sets cease
changing. However, this is not recommended as it would leak additional information, and
this information allows for additional probing. For example, if the negotiation requires
5 rounds then both parties can deduce that the other party does not satisfy at least 4 of
their credentials. Thus, from a privacy standpoint terminating after the usable credential
sets cease changing is not a good idea. Another option is to limit the number of rounds
to some reasonable constant. This does not have privacy problems, but it could cause
the negotiation to succeed when credentials do not satisfy policies. However, if there is
domain-specific knowledge that bounds the longest credential chain, then this is a viable
option.

5.6

Security Proofs
We now discuss the security of our protocols. We first define what is meant by security.

We then briefly sketch components of the proof of security.

5.6.1

Definition of Security

The security definition we use is similar to the standard model from the secure multiparty computation literature [26, 53]. The security of our protocol is analyzed by comparing what an adversary can do in our protocol against what an adversary can do in an ideal
implementation with a trusted oracle. Specifically, we will show our protocol is no worse
than this ideal model by showing that for any adversary in our model there is an adversary
in the ideal model that is essentially equivalent. Thus if the ideal model is acceptable (in
terms of security), then our protocols must also be acceptable.
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Defining the ideal model for private trust negotiation is tricky. First, the ideal model
has to be defined such that there are no “violations of security” that are achievable in this
ideal model; otherwise, there could be “violations of security” in our protocols. Furthermore, the ideal model must be defined in such a way as to allow useful trust negotiation to
take place; otherwise it and our protocols will not be useful. This is further complicated
by the fact that the RE strategy does not make sense in a non-private setting (as one cannot
revoke knowledge from another party). Thus we define a fictitious environment where the
parties have ”chronic amensia” about the other party’s credentials. In such an environment
the RE strategy is plausible, and so our ideal model simulates this environment.
We now informally define an ideal model implementation of our scheme. In the ideal
model the client sends CC and PC to the trusted oracle, and the server sends CS , PS , and
s to the oracle. We model PC and PS as arbitrary PPT algorithms. These algorithms
will simulate the parties’ behavior during the RE strategy. Thus these algorithms should
be viewed as control algorithms that: (1) define which credentials to use during each
round, (2) define the access control policies (which we model as PPT algorithms over the
other party’s currently usable credentials) for its credentials during each round, and (3)
can force the oracle to terminate. We stress that these algorithms cannot do the above
operations based upon the state of the negotiation. For example, they cannot force the
oracle to terminate when a specific credential becomes unusable. The oracle will simulate
the RE strategy using the access control policies defined by each party’s control algorithm.
At the end of the negotiation the oracle will inform the client and the server whether access
is granted.

5.6.2

Sketch of the Security Proof

We will now sketch part of the proof and we focus only on one specific aspect of
the system. We focus on the secure reverse eager strategy protocol (which is the key
component of our system). We first show that if Alice is honest, then Bob cannot influence
the outcome of the protocols so that he unrightfully keeps one of Alice’s credentials usable.
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Lemma 4 In the secure RE strategy protocol: If Alice is honest and after the protocol a
specific credential ai (with policy pi ) is in UA , then Bob has a credential set CB such that
pi (CB ) is true.
Proof (sketch) Because step 2 is done by SCE and Alice is an honest generator, by
Lemma 5 all that we must show is that after step 1, Bob learns ti [1] only when he has
credential ai . By way of contradiction, suppose Bob does not have credential ai , and that
he learns ti [1] in Step 1c. By Lemmas 6 and 7, Bob only learns ti [1] when there is a match
in the arrays created by Alice and Bob in Step 1c. If there is a match, then Bob must be
able to learn x with a non-negligible probability. In other words, Bob can learn x from
I(x, ci ) where ci is a credential Bob does not have. This implies that he can invert the IBE
encryption with non-negligible probability, but this contradicts that the IBE encryption
scheme is secure.
Lemma 5 In scrambled circuit evaluation: If the generator is honest and the evaluator
learns at most one encoding for each input wire, then the evaluator learns at most one
encoding for the output wire; furthermore this encoding is the correct value.
Proof We omit the details of this lemma, but similar lemmas are assumed in the literature.

Lemma 6 In the circuit-version of the equality test for array elements: If Alice is honest,
Bob learns t1 only when there is an index i such that xi = yi .
Proof Since Alice is the generator of the circuit and is honest, Bob will input a set of y
values and will learn t1 only when one of his y values matches one of Alice’s x values (by
Lemma 5).
Lemma 7 In the new version of the equality test for array elements (Section 5.5.1): If
Alice is honest, Bob learns t1 only when there is an index i such that xi = yi .
Proof By way of contradiction, suppose Bob learns t1 and there is no match in their
arrays. In Step 7 of the protocol Bob must know the value k (by Lemma 5). Thus in Step
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5 of the protocol, Bob must be able to generate a non-zero polynomial of degree n that has
kA as a root, but this implies he knows kA with non-negligible probability. This implies
that in Step 3, Bob can generate values α1 , . . . , αn such that there is an α value that is
xi + kB . This implies Bob knows xi with non-negligible probability, and this implies that
there is a match in the arrays.
The above only shows one part of the proof. We must also show that if Alice is honest,
Bob cannot learn whether he made a specific credential usable (he can force a credential
to be unusable, but this has limited impact). Furthermore, we must show that if Bob is
honest that Alice does not learn which of her credentials are usable (other than what can
be deduced from her policies; i.e., a globally usable credential will definitely be usable).
We now show that the protocol is correct, that is if the parties are honest, then the correct
usable set is computed.
Proof In step 1 of the protocol, Bob learns a value ti [xi ] where xi is 1 if Bob has credential ci and can use it. There are 3 cases to consider:
1. Bob does not have ci : In Step 1b of the protocol, Bob will not learn the value x, and
thus there will not be a match in Step 1c (with very high probability). Since there is
no match in the array, Bob will learn ti [0], which is correct.
2. Bob has ci but cannot use it. Suppose bj = ci and Alice has rjB [0]. In this case,
dj = x, but Bob’s vector entry will be x + rjB [1] and Alice’s will be x + rjB [0]. Since
there is no match in the array, Bob will learn ti [0], which is correct.
3. Bob has ci and can use it. Suppose bj = ci and Alice has rjB [1]. In this case, dj = x,
but Bob’s vector entry will be x + rjB [1] and Alice’s will be x + rjB [1]. Since there
is a match in the array, Bob will learn ti [1], which is correct.
In step 2 of the protocol, Alice and Bob securely evaluate pi based upon which credentials are in UB . If pi (UB ) is true, then Bob will learn riA [1] (signifying that Alice can
use ai ) and otherwise he will learn riA [0] (signifying that Alice cannot use ai ).
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6

A TRUST NEGOTIATION FRAMEWORK FOR CRYPTOGRAPHIC
CREDENTIALS

A number of cryptographic credential schemes and associated protocols have been developed to address the privacy problems in ATN. Oblivious signature based envelope [45],
hidden credentials [22, 68], and secret handshakes [71] can be used to address the policy
cycle problem. OACerts (see Chapter 3), private credentials [30], and anonymous credentials [29, 31–33] together with zero-knowledge proof protocols can be used to prove that
an attribute satisfies a policy without disclosing any other information about the attribute.
CIPPE (see Chapter 4) enables A and B to determine whether A’s attribute values satisfy
B’s policies without revealing additional information about A’s attributes or B’s policies.
While these credential schemes and associated protocols all address some limitations
in ATN, they can be used only as fragments of an ATN process. For example, a protocol
that can be used to handle cyclic policy dependencies should be invoked only when such
a cycle occurs during the negotiation process. A zero-knowledge proof protocol can be
used only when one knows the policy that needs to be satisfied and is willing to disclose
the necessary information to satisfy the policy. An ATN framework that harness these
powerful cryptographic credentials and protocols has yet to be developed. In this chapter,
we develop an ATN framework that does exactly that. Our framework has the following
salient features.
• The ATN framework supports diverse credentials, including standard digital credentials (such as X.509 certificates [28,42]) as well as OACerts, hidden credentials, and
anonymous credentials.
• In addition to attribute information stored in credentials, the ATN framework also
supports attribute information that is not certified. For example, oftentimes one is
asked to provide a phone number in an online transaction, though the phone num-
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ber need not be certified in any certificate. In our framework, uncertified attribute
information and certified attribute information are protected in a uniform fashion.
• The ATN framework has a logic-based policy langauge that we call Attribute-based
Trust Negotiation Language (ATNL), which allows one to specify policies that govern the disclosure of partial information about a sensitive attribute. ATNL is based
on the RT family of Role-based Trust-management languages [5, 6, 72].
• The ATN framework has a negotiation protocol that enables the various cryptographic protocols to be used to improve the effectiveness of ATN. This protocol is
an extension of the Trust-Target Graph (TTG) ATN protocol [9, 12].
The rest of this chapter is organized as follows. We first review several credential
schemes and associated protocols that can be used in ATN in Section 6.1. In Section 6.2,
we present the language ATNL. In Section 6.3 we present our negotiation protocol.

6.1

Overview of Cryptographic Credentials and Tools for ATN
We now give an overview of six properties that are provided by cryptographic creden-

tial schemes and their associated cryptographic tools. These properties can improve the
privacy protection and effectiveness of ATN.
1. Separation of credential disclosure from attribute disclosure: In several credential systems, including private credentials [30], anonymous credentials [29, 31–33]
and OACerts in Chapter 3, a credential holder can disclose her credentials without
revealing the attribute values in them. In the OACerts scheme, a user’s attribute
values are not stored in the clear; instead, they are stored in a committed form in
her credentials. When the commitment of an attribute value is stored in a credential,
looking at the commitment does not enable one to learn anything about the attribute
value. Private credentials and anonymous credentials share somewhat similar ideas:
a credential holder can prove in zero-knowledge that she has a credential without revealing it; thus, the attribute values in the credential are not disclosed. For example,
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consider a digital driver license certificate from Bureau of Motor Vehicles (BMV)
consisting of name, gender, DoB, and address. In trust negotiation, a user can show
that her digital driver license is valid, i.e., that she is currently a valid driver, without
disclosing any of her name, gender, DoB, and address.
2. Selective show of attributes: A credential holder can select which attributes she
wants to disclose (and which attribute she does not want to disclose) to the verifier.
As each attribute in a credential is in committed form, the credential holder can
simply open the commitments of the attributes she wants to reveal. For instance,
using the digital driver license, the credential holder can show her name and address
to a verifier without disclosing her gender and DoB. Cryptographic properties of the
commitment schemes ensure that the credential holder cannot open a commitment
with a value other than the one that has been committed.
3. Zero-knowledge proof that attributes satisfy a policy: A credential holder can use
zero-knowledge proof protocols [35, 37, 39, 40] to prove that her attributes satisfy
some property without revealing the actual attribute values. For example, a credential holder can prove that she is older than 21 by using her digital driver license
without revealing any other information about her actual DoB.
4. Oblivious usage of a credential: A credential holder can use her credentials in
an oblivious way to access resources using Oblivious Signature Based Envelope
(OSBE) [45], hidden credentials [22], or secret handshakes [71,73]. In OSBE, a user
sends the contents of her credential (without the signature) to a server. The server
verifies that the contents satisfy his requirement, then conducts a joint computation
with the user such that in the end the user sees the server’s resource if and only if
she has the signature on the contents she sent earlier. Hidden credentials and secret
handshakes share a similar concept; however, they assume that the server can guess
the contents of the user’s credentials; thus the user does not need to send the contents
to the server. The oblivious usage of a credential enables a user to obtain a resource
from a server without revealing the fact that she has the credential.
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5. Oblivious usage of an attribute: A credential holder can use her attributes in an
oblivious way to access resources using OCBE in Chapter 3. In OCBE, a credential
holder and a server run a protocol such that in the end the credential holder receives
the server’s resource if and only if the attributes in her credential satisfy the server’s
policy. The server does not learn anything about the credential holder’s attribute
values, not even whether the values satisfy the policy or not.
6. Certified input private policy evaluation: In CIPPE in Chapter 4, a credential holder
and a server run a protocol in which the credential holder inputs the commitments
of her attribute values from her credentials, and the server inputs his private policy
function. In the end, both parties learn whether the credential holder satisfies the
server’s policy, without the attribute values being revealed to the server, or the private function, to the credential holder. For example, suppose that the server’s policy
is that age must be greater than 25 and the credential holder’s age is 30. The credential holder can learn that she satisfies the server’s policy without revealing her exact
DoB or knowing the threshold in the server’s policy.
There are other useful properties achieved in private credentials [30] and anonymous
credentials [29, 31–33], such as the multi-show unlinkable property, anonymous property,
etc. Some of these properties require anonymous communication channels [74, 75] to be
useful. In this chapter, we focus on the six properties described above, because we believe
they are most related to trust negotiation. Our goal is to integrate them into a coherent
trust negotiation framework.
Note that we do not assume each negotiating participant supports all six properties. For
instance, if one participant uses an anonymous credential system and supports properties
1–3, and the other participant supports properties 1–6, then they can use properties 1–3
when they negotiate trust. We present an ATN framework that can take advantage of these
properties when they are available, but that does not require them.
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6.2

The Language of Credentials and Policies
In this section, we present the Attribute-based Trust Negotiation Language (ATNL), a

formal language for specifying credentials and policies. ATNL is based on RT , a family of
Role-base Trust-management languages introduced in [5, 6, 72]. We first give an example
trust negotiation scenario in ATNL, then describe the syntax of ATNL in detail.

An Example
In this example, the two negotiators are BookSt (a bookstore) and Alice. We give
the credentials and policies belonging to BookSt first, then give those for Alice, and then
describe a negotiation process between BookSt and Alice.
BookSt’s credentials:
ℓ1 : SBA.businessLicense ←− BookSt
ℓ2 : BBB.goodSecProcess ←− BookSt
BookSt’s policies:
m1 : BookSt.discount(phoneNum = x3 ) ←− StateU.student(program = x1 )
∩ BookSt.DoB(val = x2 )
∩ Any.phoneNum(val ⇒ x3 ) ;
((x1 = ‘cs’) ∧ (x2 > ‘01/01/1984’))
m2 : BookSt.DoB(val = x)
←− BMV.driverLicense(DoB = x)
m3 : BookSt.DoB(val = x)
←− Gov.passport(DoB = x)
m4 : disclose(ac, SBA.businessLicense) ←− true
m5 : disclose(ac, BBB.goodSecProcess) ←− true

Figure 6.1. The credentials and policies of BookSt

BookSt’s credentials and policies are given in Figure 6.1. BookSt has a credential
(ℓ1) issued by the Small Business Administration (SBA) asserting that BookSt has a valid
business license. BookSt is certified in (ℓ2) by the Better Business Bureau (BBB) to have
a good security process.
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BookSt offers a special discount to anyone who satisfies the policy (m1), which means
that the requester should be certified by StateU to be a student majoring in computer science, under 21 (as of January 1, 2005), and willing to provide a phone number. Since
the discount is a resource, the head of this policy, BookSt.discount(phoneNum = x3 ),
defines a part of the application interface provided by the ATN system using this policy; the parameter phoneNum is made available to the application through this interface.
That is, the application will issue a query to determine whether the requester satisfies
BookSt.discount(phoneNum = x3 ), and if it succeeds, the variable x3 will be instantiated to the phone number of the requester. The body of policy (m1) (i.e., the part to the
right of←−) consists of the following two parts.
Part 1: StateU.student(program = x1 ) ∩ BookSt.DoB(val = x2 )
∩ Any.phoneNum(val ⇒ x3 )
Part 2: ((x1 = ‘cs’) ∧ (x2 > ’01/01/1984’))
Part 1 describes the role requirement of the policy and consists of the intersection of
3 roles. To satisfy the role StateU.student(program = x1 ), one must provide a credential (or a credential chain) showing that one is certified by StateU to be a student;
program = x1 means that the value of the program field is required to satisfy additional
constraints. In Any.phoneNum(val ⇒ x3 ), the keyword Any means that the phone number does not need to be certified by any party and the symbol ⇒ means that the phone
number must be provided (enabling it to be returned to the application). Part 2 describes
the constraints on specific field values.
BookSt’s policies (m2) and (m3) mean that BookSt considers both a driver license
from BMV and a passport issued by the government (Gov) to be valid documents for
DoB. BookSt’s policies (m4) and (m5) mean that BookSt treats his SBA certificate and
BBB certificate as non-sensitive resources and can reveal these certificates to anyone.
Alice’s credentials and policies are given in Figure 6.2. Alice holds three credentials.
Credential (n1) is issued by StateU and delegates to College of Science (CoS) the authority to certify students. Credential (n2) is Alice’s student certificate issued by CoS.
Credentials (n1, n2) prove that Alice is a valid student from StateU. Credential (n3) is
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Alice’s credentials:
n1 : StateU.student
←− CoS.student
n2 : CoS.student(program = ‘cs’, level = ‘sophomore’) ←− Alice
n3 : BMV.driverLicense(name = commit(‘Alice’),
DoB = commit(‘03/07/1986’)) ←− Alice
Alice’s attribute declarations:
o1 : phoneNum = ‘(123)456-7890’
o2 : DoB
= ‘03/07/1986’
o3 : program
= ‘cs’
o4 : level
= ‘sophomore’

::
:: BMV.License(DoB)
:: CoS.student(program)
:: CoS.student(level)

Alice’s policies:
p1 : disclose(ac, CoS.student)
p2 : disclose(full, DoB)
p3 : disclose(full, phoneNum)
p4 : disclose(range, DoB, year)
p5 : disclose(ac, BMV.driverLicense)

←−
←−
←−
←−
←−

::
::
::
::

sensitive
sensitive
non-sensitive
non-sensitive

SBA.businessLicense
BBB.goodSecProcess
BBB.goodSecProcess
true
true

Figure 6.2. The credentials and policies of Alice

her digital driver license issued by BMV. For simplicity, we assume that the digital driver
license contains only name and DoB. Among her credentials, Alice considers her student
certificate to be sensitive, and provides it only to those who have a valid business license
from SBA (p1). Alice does not protect the content of her driver license, except for its DoB
field. She considers her birth-date and phone number to be sensitive information, thus
she reveals them only to organizations whose security practices are adequate to provide
reasonable privacy (p2, p3). For this, we assume that BBB provides a security process
auditing service. Further, Alice is willing to reveal to everyone her year of birth (p4) and
her digital driver license (p5).
A negotiation between BookSt and Alice When Alice requests a discount sale from
BookSt, BookSt responds with his discount policy (m1). Alice first discloses her driver
license (n3), which is assumed to be an OACert, to BookSt without revealing her DoB. To
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protect her phone number and her student certificate, Alice wants BookSt to show a business license issued by SBA and a good security process certificate issued by BBB. After
BookSt shows the corresponding certificates (ℓ1, ℓ2), Alice reveals her student certificate
chain (n1, n2) and phone number (o1). As Alice is allowed by her policy p4 to reveal her
year of birth to everyone, she uses a zero-knowledge proof protocol to prove to BookSt
that her DoB in her driver license is between ‘1/1/1986’ and ‘12/31/1986’. BookSt now
knows that Alice is younger than 21, thus satisfies his discount policy. During the above
interactions, Alice proves that she is entitled to obtain the discount.
The above negotiation process uses the first three properties described in Section 6.1.
The Syntax
Figure 6.3 gives the syntax of ATNL in Backus Naur Form (BNF). In the following, we
explain the syntax. The numbers in the text below correspond to the numbers of definitions
in Figure 6.3.
Each negotiation party has a policy base (3) that contains all information that may
be used in trust negotiation. A party’s policy base consists of three parts: credentials,
attribute declarations, and policy statements. In the following, we discuss each of the
three parts in detail.
Credentials and Roles
Two central concepts that ATNL takes from RT [5, 6] are principals and roles. A
principal is identified with an individual or agent, and may be represented by a public
key. In this sense, principals can issue credentials and make requests. A role designates
a set of principals who are members of this role. Each principal has its own localized
name space for roles in which it has sole authority to define roles. A role (7) takes the
form of a principal followed by a role term, separated by a dot. The simplest kind of a
role term consists of just a role name. As roles are parameterized, a role term may also
contain fields, which will be explained later. We use A, B, D, S, and V , sometimes with
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hlist of Xi ::=
hset of Xi ::=
hpolicy-basei ::=
hcredentiali ::=
hmember-credi ::=
hdelegation-credi ::=
hrolei ::=
hrole-termi ::=
hfieldi ::=
hattr-decli ::=
hattr-refi ::=
hpolicy-stmti ::=
hpolicy-bodyi ::=
hp-role-reqi ::=
hp-constrainti ::=
hpre-condi ::=
hconj-of-p-rolesi ::=
hp-rolei ::=
hp-role-termi ::=
hp-fieldi ::=
hpolicy-headi ::=
hdis-acki ::=
hdis-aci ::=
hdis-fulli ::=
hdis-biti ::=
hdis-rangei ::=

hXi | hXi “,” hlist of Xi
ǫ | hXi hset of Xi

(1)
(2)

hset of credentiali hset of attr-decli hset of policy-stmti

(3)

hmember-credi | hdelegation-credi
hrolei “←−” hprini
hrolei “←−” hrolei

(4)
(5)
(6)

hprini “.” hrole-termi
hrole-namei | hrole-namei “(” hlist of fieldi “)”
hfield-namei “=” ( hvari | hconstanti | hcommitmenti )

(7)
(8)
(9)

hattr-namei “=” hconstanti “::” [ hlist of attr-refi ]
“::” ( “sensitive” | “non-sensitive” )
hprini “.” hrole-namei “(” hfield-namei “)”

(10)
(11)

hpolicy-headi “←−” hpolicy-bodyi
hp-role-reqi [ “;” hp-constrainti ] | true
[hrolei “!”] hconj-of-p-rolesi
[hpre-condi “!”] hconstrainti
hrolei | “false”
hp-rolei | hp-rolei “∩” hconj-of-p-rolesi
hprini “.” hp-role-termi | Any.hp-role-termi
hrole-namei | hrole-namei “(” hlist of p-fieldi “)”
hfield-namei ( “=” | “⇒” ) ( hvari | hconstanti )

(12)
(13)
(14)
(15)
(16)
(17)
(18)
(19)
(20)

hrolei | hdis-acki | hdis-aci | hdis-fulli | hdis-biti | hdis-rangei
“disclose” “(” “ack” “,” hrolei “)”
“disclose” “(” “ac” “,” hrolei “)”
“disclose” “(” “full” “,” hattr-namei “)”
“disclose” “(” “bit” “,” hattr-namei “)”
“disclose” “(” “range” “,” hattr-namei, hprecisioni “)”

(21)
(22)
(23)
(24)
(25)
(26)

Figure 6.3. Syntax of ATNL in BNF. The first two definitions hlist of Xi
and hset of Xi are macros parameterized by X. The symbol ǫ in (2)
denotes the empty string. The symbols hvari, hconstanti, and hprini
each represents a variable, a constant, and a principal respectively. The
symbols hrole-namei, hfield-namei, and hattr-namei represent identifiers
drawn from disjoint sets. The syntax for non-terminals hcommitmenti,
hprecisioni, hconstrainti are not defined here; they are explained in the
text.
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subscripts, to denote principals. We use R, often with subscripts, to denote role terms. A
role A.R can be read as A’s R role. Only A has the authority to define the members of the
role A.R, and A does so by issuing role-definition statements.
In ATNL, a credential can be either a membership credential or a delegation credential.
A membership credential (5) takes the form A.R ←− D, where A and D are (possibly
the same) principals. This means that A defines D to be a member of A’s role R. A
delegation credential (6) takes the form A.R ←− B.R1 , where A and B are (possibly the
same) principals, and R and R1 are role terms. In this statement, A defines its R role to
include all members of B’s R1 role.
For example, BookSt’s credential (ℓ1) in Figure 6.1 is a membership credential. It
means SBA issued a business license certificate for BookSt. Alice’s credential (n1) in
Figure 6.2 is a delegation credential. It says that StateU delegates its authority over identifying students to CoS. Alice’s membership credential (n2) in Figure 6.2 means that CoS
asserts that Alice is a sophomore student in StateU majoring in computer science.
A role term (8) is a role name possibly followed by a list of fields. Each field (9) has a
field name and a field value. A field value can be a variable, a constant, or a commitment.
For example, SBA.businessLicense is a role without any fields, CoS.student(program =
‘cs’, level = ‘sophomore’) and BMV.driverLicense(name = commit(‘Alice’), DoB =
commit(‘03/07/1986’)) are roles with fields. In the preceding roles, CoS is a principal
name, student is a role name, program is a field name, ‘cs’ is a constant of string type, and
commit(‘Alice’) is a commitment. In ATNL, a commitment takes of the form commit(c),
where c is a constant, and commit denotes the output of a commitment algorithm of a
commitment scheme [14, 36]1 .
If a credential is a regular certificate, such as an X.509 certificate [28], then each field
in the credential takes the form x = c, where x is the field name and c is a constant. For
example, Alice’s student certificate (n2) may be an X.509 certificate. When a credential is
implemented as a cryptographic certificate, such as an OACert or an anonymous creden1

In order to have the hiding property, a commitment scheme usually cannot be deterministic, thus the commitment of a value also depends on a secret random value. For simplicity of presentation, we do not explicitly model the random secret in the representation of a commitment.
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tial, the attribute values are committed in the credential. Therefore, each field takes the
form x = commit(c), where commit(c) is the commitment of a constant c. For example,
Alice’s digital driver license (n3) is modeled as a cryptographic certificate.
Attribute declarations
Each attribute declaration (10) gives the name of the attribute, the value of the attribute, a list of attribute references that correspond to this attribute, and whether this
attribute is considered sensitive or not. For example, Alice’s attribute declaration (o1) in
Figure 6.2 means that Alice has a phone number (123)456-7890 and she considers her
phone number to be sensitive information. Alice’s attribute declaration (o3) indicates that
Alice’s major is ‘cs’ and that her program appears in her student certificate, issued by CoS.
We use attr to denote attribute names.
Each attribute reference (11) corresponds to a field name in a role. The attribute reference is used to link the declared attribute to a specific role field. For example, Alice’s
DoB attribute declaration has an attribute reference BMV.driverLicense(DoB), it means
that Alice’s DoB is documented in the DoB field of the role BMV.driverLicense. It is
possible to have several attribute references for an attribute. This means that the attribute
is documented by several roles2 . For example, suppose Alice also has a passport, and her
DoB is certified in her passport. Then the attribute declaration for her DoB looks like
DoB = ‘03/07/1986’ :: BMV.driverLicense(DoB),
Gov.passport(BirthDate) :: sensitive
Because the disclosure of attribute values in a credential can be separated from the disclosure of the credential, one purpose of the attribute declarations is to uniformly manage
the disclosure of an attribute value that appears in different credentials. That is, the policy
author gives disclosure policies for attribute DoB, instead of assigning separate disclosure
policies for BMV.driverLicense(DoB) and Gov.passport(BirthDate).
2

We assume that the attribute values from different roles are the same, however we do not require each
principal to use the same field name. For example, BMV may use DoB as the field name for birth-date,
whereas Gov uses BirthDate as the field name. Name agreement for different field names can be achieved
using application domain specification documents [5, 6].
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When the list of the attribute references is empty, the corresponding attribute does not
appear in any role that is certified by a credential. In other words, the attribute is uncertified
by any authorities. Unlike most prior trust negotiation systems, our framework supports
uncertified attributes. In many online e-business scenarios, like the example in Section 6.2,
the access control policies require some personal information about the requester, such as
phone number and email address, which may not be documented by any digitally signed
credentials. Like certified attributes, uncertified attributes may be sensitive, and should be
protected in the same way. We treat all attributes uniformly, whether certified or not, by
protecting them with disclosure policies.
If an attribute is not sensitive, then the keyword non-sensitive appears at the end of its
corresponding attribute declaration. This means that the attribute can be revealed to anyone. There is no access control policy for this attribute. On the other hand, if an attribute
is treated as a sensitive resource, the attribute owner will mark its attribute declaration
with the keyword sensitive. In this case, if there are disclosure policy statements for this
attribute, one has to satisfy the body of one of these statements to learn information about
the attribute. If there is no disclosure policy statement for a sensitive attribute, it means
the attribute must never be disclosed.
Policy statements
In ATNL, a policy statement (12) takes the form hpolicy-headi ←− hpolicy-bodyi in
which hpolicy-bodyi either is true or takes the form:
pre-cond-1 ! B1 .R1 ∩ · · · ∩ Bk .Rk ;
pre-cond-2 ! ψ(x1 , . . . , xn )
where B1 , . . . , Bk are principals, R1 , . . . , Rk are role terms, k is an integer greater than or
equal to 1, pre-cond-1 and pre-cond-2 are two pre-conditions (which we discuss shortly),
ψ is a constraint from a constraint domain Φ, and x1 , x2 , . . . , xn are the variables appearing
in the fields of R1 , . . . , Rk . The constraint ψ(x1 , . . . , xn ) is optional. We call B1 .R1 ∩· · ·∩
Bk .Rk in the policy statement an intersection.
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A pre-condition is defined to be a role or the keyword false. Pre-cond-2 (16) can be
either of these; when it exists, pre-cond-1 is a role (14). The motivation for pre-conditions
is that, oftentimes, policies may contain sensitive information. The policy enforcer does
not want to reveal the policy statement to everyone. If a pre-condition is false, the precondition is never satisfied. If the pre-condition is a role, say B.R, then the negotiation
opponent has to be a member of B.R for the pre-condition to be satisfied. Returning to the
policy body, if pre-cond-1 is satisfied (or if pre-cond-1 is omitted), then the negotiation
opponent is allowed to see B1 .R1 ∩· · ·∩Bk .Rk , otherwise, she is not permitted to know the
content of this policy body. Once pre-cond-1 is satisfied, if pre-cond-2 is also satisfied,
then the negotiation opponent is allowed to see the constraint ψ(x1 , . . . , xn ).
Verifying that a principal satisfies a policy body takes two steps. In the first step, the
policy enforcer verifies that the principal has all roles and has provided all uncertified attributes given by B1 .R1 , . . . , Bk .Rk . In the second step, the policy enforcer verifies that the
variables in the parameters of R1 , . . . , Rk satisfy the constraint ψ(x1 , . . . , xn ). Such twostep policy verification process is made feasible by using cryptographic credentials and
the associated cryptographic tools (see Section 6.1). The first step corresponds to verifying that the principal has the desired credentials. The second step corresponds to verifying
that the principal’s attribute values in the credentials satisfy the constraint ψ(x1 , . . . , xn ).
If ψ(x1 , . . . , xn ) is disclosed, which happens only when the second pre-condition has been
satisfied, then the principal can use zero-knowledge proof protocols to prove that her attribute values satisfy the constraint; otherwise, the principal can elect to run a private
policy evaluation protocol with the policy enforcer, enabling each to determine whether
she satisfies the constraint.
Using the example in Section 6.2, BookSt’s policy (m2) in Figure 6.1 is a policy
statement with no constraint. It states that BookSt considers a driver license from BMV
to provide adequate documentation of birth-date. The variable x is used in the statement
to indicate that the field value of BookSt.DoB is the same as the DoB field value in
BMV.driverLicense.
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The BookSt policy statement (m1) means that, in order to be a member of the role
BookSt.discount, a principal has to have the roles BookSt.student(program = x1 ),
BookSt.DoB(val = x2 ), and Any.phoneNum(val ⇒ x3 ). It further requires that the
program field value x1 in BookSt.student and the DoB field value x2 in BookSt.DoB
satisfy the constraint (x1 = ‘cs’) ∧ (x2 > ’01/01/1984’). The symbol ⇒ in the role
Any.phoneNum(val ⇒ x3 ) indicates that BookSt must receive a phone number from the
negotiation opponent. Where the equality symbol = is used, the policy requires only proof
that the associated field value satisfies any constraints given in the policy statement.
Policy heads
The policy head in a policy statement determines which resource is to be disclosed
and how it is to be disclosed. A policy head (21) can be a role or a disclosure. When
the policy head is a role, the statement means that if the negotiation opponent satisfies
the policy body, then she is a member of the role. Roles defined in policy statements
are controlled by the policy owner and are called dummy roles because they serve only
to define local policies. If the policy head is a disclosure, then the opponent is granted
a permission specified in the disclosure, once the policy body is satisfied. This section
explains each type of disclosure and its associated permission.
We call (the body of) a policy statement with head disclose(ack, A.R) (22) an Ack
policy for the role A.R. The opponent has to satisfy one of A.R’s Ack policies to gain
permission to learn whether the policy enforcer is a member of A.R. Until such satisfaction is shown, the policy enforcer’s behavior should not depend in any way on whether
she belongs to A.R.
We call a policy statement with head disclose(ac, A.R) (23) an AC policy for the
credential A.R ←− D. We assume, in this case, that the policy enforcer is D and that D
has the membership credential A.R ←− D. When the negotiation opponent has satisfied
an AC policy for the credential A.R ←− D, he is authorized to receive a copy of the
credential.
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We call a policy statement with head disclose(full, attr) (24) a full policy for the
attribute attr. If a full policy for attr is satisfied, the negotiation opponent is allowed to see
the full value of attr. When attr is an uncertified attribute, this means the policy enforcer
can simply disclose its value. When the field value linked to the attribute reference of attr
is a commitment, it means the policy enforcer can open the commitment to the opponent.
We call a policy statement with head disclose(bit, attr) (25) a bit policy for the attribute attr. Bit policies are defined only for certified attributes. If a bit policy for attr
is satisfied, the negotiation opponent has the permission to receive one bit of information
about the value of attr, in the sense of receiving the answer to the question whether the
value satisfies some predicate. We stress that the one bit information of attr in our context
is not necessarily the value of a certain bit in the binary representation of attr, but can be
the output of any predicate on attr. More specifically, the policy enforcer can run a private
policy evaluation with the opponent in which the opponent learns whether attr, together
with other attributes of the enforcer, satisfies the opponent’s private policy. Alternatively,
the policy enforcer can prove that attr satisfies (or does not satisfy) the opponent’s public
policy using zero-knowledge proof techniques. While specifying the bit disclosure policy,
one should be aware that the bit disclosure of attr is vulnerable to a probing attack. If
an adversarial opponent runs the private policy evaluation multiple times using different
policies that constrain attr, she may learn more information about the value of attr. In
practice, a negotiator may limit the number of times that the private policy evaluation is
computed on a particular attr to prevent such attack.
We call a policy statement with head disclose(range, attr, precision) (26) a range
policy for the attribute attr. Range policies are defined only for certified attributes of
certain data types, such as finite integer type, finite float type, and ordered enumeration
type. If the range policy for attr is satisfied, then the negotiation opponent has permission to learn that attr belongs to a range with the given precision. For example, if the
negotiation opponent has satisfied the policy for disclose(range, DoB, year), then she is
allowed to know the year of DoB, but not the exact date. How to specify precision depends on the data type of the attribute. For example, assume credit score takes integer
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values from 1 to 1000, and Alice has a credit score of 722 documented in her credit report
certificate using cryptographic credential schemes. If BookSt satisfies Alice’s policy of
disclose(range, score, 50), then Alice can prove to BookSt that her credit score is between 701 and 750 using zero-knowledge proof protocols. Similarly, the policy with head
disclose(range, score, 10) means that if the policy is satisfied, the opponent can learn
that Alice’s credit score is between 721 to 730.
When no Ack policy is specified for an attribute, this indicates that the Ack policy is
trivially satisfied. Although a more natural logical interpretation would be that in this case
it is trivially unsatisfiable, such an Ack policy would render its attribute unusable, which
is not useful. The other types of policies (i.e., AC policy, full policy, bit policy, and range
policy) are taken to be unsatisfiable if they are not defined.
So if there is no Ack policy associated with a role A.R in the policy base, then the
policy enforcer can reveal to everyone that she is (or is not) a member of A.R. On the
other hand, if there is no AC policy associated with a role A.R in the policy base, then
the policy enforcer should never reveal her credential A.R ←− D to anyone. If there are
both an Ack policy and an AC policy with a role A.R, the access control policy is actually
the intersection of these two policies, i.e., only if the negotiation opponent satisfies both
policies can she see the credential corresponding to A.R. That is enforced implicitly
through our trust negotiation protocol.
6.3

The Extended Trust Target Graph Protocol
In this section, we introduce a trust negotiation protocol that can take advantage of

ATNL and the cryptographic protocols. This protocol extends the trust-target graph protocol introduced in [9,12], to deal with the additional features of ATNL and cryptographic
certificates.
In this protocol, a trust negotiation process involves the two negotiators working together to construct a trust-target graph (TTG). A TTG is a directed graph, each node of
which is a trust target. Introduced below, trust targets represent questions that negotiators
have about each other. When a requester requests access to a resource, the access media-
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tor and the requester enter into a negotiation process. The access mediator creates a TTG
containing one target, which we call the primary target. The access mediator then tries
to process the primary target by decomposing the question that it asks and expanding the
TTG accordingly in a manner described below. It then sends the partially processed TTG
to the requester. In each following round, one negotiator receives new information about
changes to the TTG, verifies that the changes are legal and justified, and updates its local
copy of the TTG accordingly. The negotiator then tries to process some nodes, making its
own changes to the graph, which it then sends to the other party, completing the round.
The negotiation succeeds when the primary target is satisfied; it fails when the primary
target is failed, or when a round occurs in which neither negotiator changes the graph.
6.3.1

Nodes in a Trust-Target Graph

A node in a TTG is one of the five kinds of targets, defined as follows. We use the
notation e և S for several different categories of e, meaning that S belongs to, satisfies,
or has the property e. We introduce the various usages of the notation informally as they
are used in the following list.
?

• A role target takes the form hV : A.R և Si, in which V is one of the negotiators,
A.R is a role3 , and S is a principal. S is often opp(V ), the negotiator opposing
V , but it can be any principal. This target means that V wants to see the proof of
A.R և S.
?

• A policy target takes the form hV : policy-id և Si, in which V is one of the negotiators, S is a principal, and policy-id uniquely identifies a policy statement in
V ’s policy base. We assume each negotiator assigns each of her policy statements a
unique identifier for this purpose. This target means that V wants to see the proof
that S satisfies the body of the statement corresponding to policy-id.
3

Technically, the roles in the TTG correspond syntactically to the non-terminal hp-rolei, rather than to hrolei.
This is because they are derived from policies, and so can contain symbols such as Any and ⇒.
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?

• An intersection target takes the form hV : B1 .R1 ∩ · · · ∩ Bk .Rk և Si, in which V
is one of the negotiators, S is a principal, B1 .R1 , . . . , Bk .Rk are roles, and k is an
integer greater than 1. This means that V wants to see the proof of B1 .R1 ∩ · · · ∩
Bk .Rk և S.
?

• A trivial target takes the form hV : S և Si, in which V is one of the negotiators,
and S is a principal. Representing questions whose answers are always affirmative,
trivial targets provide placeholders for edges that represent credentials in the TTG.
?

• An attribute goal takes the form hV : attr և Si, in which attr is the name of an
attribute in S’s attribute declaration. This goal means that V wants to learn some
information about the value of attr, e.g., V may want to learn the full value of the
attribute, or to learn partial information about the attribute, e.g., whether it satisfies
a policy.
In each of the above forms of targets, we call V the verifier, and S the subject of this node.
6.3.2

Edges in a Trust-Target Graph

Seven kinds of edges are allowed in a trust-target graph, listed below. We use  to
represent edges in TTG’s.
?

?

• A credential edge takes the form hV : A.R և Si  hV : e և Si, in which A.R is a
?

role, and e is either a principle or a role. We call hV : e և Si a credential child of
?

hV : A.R և Si. (We use similar “child” terminology for other kinds of edges.) An
edge always points from the child to the parent. Unlike the other kinds of edges, a
credential edge needs to be justified to be added into the TTG; a credential edge is
justified if the edge is accompanied by a credential that proves A.R և e.
?

?

• A policy edge takes the form hV : A.R և Si  hV : policy-id և Si, in which
policy-id is a policy identifier and A.R is the role in the head of the policy statement
(that corresponds to policy-id).
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?

?

• A policy control edge takes the form hV : policy-id և Si  hV : A.R և Si, in which
policy-id is a policy identifier and A.R is one of the pre-conditions in the policy
statement.
?

• A policy expansion edge takes the form hV : policy-id և Si  hV : B1 .R1 ∩ · · · ∩
?

Bk .Rk և Si, in which policy-id is a policy identifier and B1 .R1 ∩ · · · ∩ Bk .Rk is
the intersection in the policy statement. If k > 1, the policy expansion child is an
intersection target; otherwise, it is a role target. Each policy expansion edge has
associated with it up to one tag consisting of a constraint.
?

?

• An intersection edge takes the form hV : B1 .R1 ∩ · · · ∩ Bk .Rk և Si  hV : Bi .Ri և
Si, where i is in 1..k, and k is greater than 1.
?

?

• An attribute edge takes the form hV : A.R և Si  hV : attr և Si, in which S is
the negotiation opponent of V , attr is an attribute name, and A.R is a role. This
is used when the attribute attr is linked to a specific field in A.R in S’s attribute
declarations.
?

?

• An attribute control edge takes the form hV : e և Si  hopp(V ) : policy-id և V i,
in which opp(V ) denotes the opponent of V , policy-id is a policy identifier, and e
is the role or attribute name in the head of the policy statement. Attribute control
edges are used for handling disclosure policies. Each attribute control edge has a
tag consisting of one of ac, ack, full, bit, or range; in the range case, it also includes
a precision parameter.
The optional tag on a policy expansion edge is used to express the constraint portion
of the policy statement identified by policy-id. The tag on an attribute control edge characterizes the information that V can gain permission to learn by satisfying the body of the
statement identified by policy-id.
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6.3.3

State Propagation in TTG

Each node has a processing state, which is a pair of boolean states: verifier-processed
and opponent-processed. A node is verifier-processed when the verifier cannot process
the node any further, i.e., the verifier cannot add any new child to the node. A node
is opponent-processed when the opponent cannot process the node any further. When a
node is both verifier-processed and opponent-processed, we say that it is fully processed.
Each target has a satisfaction state, which has one of three values: satisfied, failed, and
unknown. For each field in a role node or an intersection node, there is a field state. Each
field state has three entries, one for full disclosure, one for bit disclosure, and one for range
disclosure4 . Each entry can have value false, indicating that the corresponding disclosure
policy has been found to be unsatisfiable by the negotiator desiring to know the field value.
Entry values can also be of several other types, as will be discussed shortly. Each attribute
has an attribute state. An attribute state has three entries, one for full disclosure, one for
bit disclosure, and one for range disclosure. Each entry can be one of the three values:
true, false, or unknown. A true value means the corresponding policy in that entry has
been satisfied. A unknown value means the corresponding policy has not been satisfied
yet. A false value means the corresponding policy is failed by the opponent.
We now describe how to determine the satisfaction state of targets, the field state of
fields, the attribute state of attribute goals, and corresponding local states.
Satisfaction state
The trust target satisfaction state is determined as follows:
1. Role target. The initial satisfaction state of a role target is unknown. It becomes
satisfied when one of its credential children or one of its policy children is satisfied,
and for each field in its role with the ⇒ symbol (the verifier wants to see the full
value of this field), the full policy entry in its field state table is not unknown (the full
4

In this specification, we only support single range policy, though it can be easily extended to allow multiple
range policies.
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value of the field has been disclosed). It becomes failed when it is fully processed
and it has no child, or all of its children are failed, or there exists some field in the
role with the ⇒ symbol whose full entry value in the field state is false. It becomes
satisfied when one of its children is satisfied and each field in the role with the ⇒
symbol has a non-false value in the full entry.
2. Policy target. Let policy-id be the policy identifier in this policy target. If the policy
body corresponding to policy-id is the constant true, then the inital satisfaction state
of this target is satisfied. Otherwise, the initial satisfaction state of a policy target is
unknown.
(a) If there is no constraint in the policy corresponding to policy-id, the satisfaction state of the policy target becomes satisfied when it is fully processed
and its policy expansion child is satisfied. It becomes failed when it is fully
processed and either it has no policy expansion child (the pre-condition for the
policy has not been satisfied) or its policy expansion child is failed.
(b) If there is a constraint in the policy corresponding to policy-id, the satisfaction
state of the policy target becomes satisfied when it is fully processed, its policy
expansion child is satisfied, and the constraint is evaluated and also satisfied. If
the constraint has been revealed (i.e., any policy control child for the constraint
has been satisfied), it can be evaluated when the value or the range of each
variable in the constraint has been disclosed. If the constraint is private, it
can be evaluated by using the private policy evaluation, or by conventional
means once the full value of each variable in the policy has been disclosed. It
becomes failed when it is fully processed and it has no policy expansion child,
or its policy expansion child is failed, or the constraint uses a variable whose
corresponding field-policy entries are all false, or the constraint is not satisfied.
3. Intersection target. The initial satisfaction state of an intersection target is unknown.
It becomes satisfied when it is fully processed and all of its children are satisfied. It
becomes failed when one of its children is failed.
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4. Trivial target. A trivial target is always satisfied.
Attribute state
There are three entries in the attribute state of an attribute goal, one for full policy, one
for bit policy, and one for range policy. The initial value of each entry is unknown. If the
satisfaction state of the attribute control child of the attribute goal becomes satisfied, we
mark the value of the corresponding entry in the attribute state to be true. On the other
hand, if the satisfaction state of the attribute control child becomes failed, we mark the
value of the corresponding entry in the attribute state to be false.
Field state
The field state for each field in a (role or intersection) node has each entry initially
unknown. The values of a given node’s field states are copied from its children or its
grandchildren, as they become available. Field-state entry values are copied from the
corresponding field states in delegation-credential children or intersection children. If the
given node has a non-delegation credential child and the corresponding credential is a
standard credential (i.e., one not containing commitments, such as X.509 certificate), then
the precise value of the field is copied to the full entry. Otherwise, if the current node
has an attribute child, depending on the attribute state of the attribute goal, the opponent
reveals the attribute value accordingly. For example, if the full entry in the attribute child
is true, then the opponent reveals the full value of the field and the value is added to a
set of values in the full entry of the field state. If the bit entry in the attribute state of the
attribute child is true, the bit entry in the field state is set to contain a reference to the
current role target, as well as a reference to the corresponding attribute in that role target.
This aids in associating constraints and the sources of the values of variables contained
therein. If a range disclosure entry in the attribute state of the attribute child is true,
the opponent proves that the field value belongs to some range according the precision
parameter. The disclosed range is then written into the range entry of the field state. If an
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entry in the attribute state of the attribute child is false, then we write the false value into
the corresponding entry in the field state.
The legal update operations do not remove nodes or edges once they have been added,
and once a node is fully processed, it remains so thereafter. Consequently, once a target
becomes satisfied or failed, it retains that state for the duration of the negotiation.
6.3.4

Messages in the Protocol

As described before, negotiators cooperate by using the protocol to construct a shared
TTG, a copy of which is maintained by each negotiator. Negotiators take turns transmitting messages each of which contains a sequence of TTG update operations and a set of
credentials to be used in justifying credential edges. Negotiators may also run a set of
cryptographic protocols, described in Section 6.1, during the ETTG protocol. On receiving an update operation, a negotiator verifies it is legal before updating its local copy of
the shared TTG. The following are legal TTG update operations:
• Initialize the TTG to contain a given primary trust target (TT), specifying a legal
initial processing state for this node. (See below.)
• Add a justified edge (not already in the graph) from a TT that is not yet in the graph
to one that is, specifying a legal initial processing state for the new node. The new
TT is added to the graph as well as the edge.
• Add a justified edge (not already in the graph) from an old node to an old node.
• Mark a node processed. If the sender is the verifier, this marks the node verifierprocessed; otherwise, it marks it opponent-processed.
The legal initial processing state of a trivial target is fully-processed. Both a policy target and an intersection target are initially opponent-processed. An attribute goal
is initially verifier-processed. A role target is initially either opponent-processed or verifier processed. These operations construct a connected graph. Satisfaction states of trust
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targets, field state of fields in trust targets, and attribute states of attribute goals are not
transmitted in messages; instead, each negotiation party infers them independently.
6.3.5

Node Processing

Previously we described the ETTG negotiation protocol, in which two negotiators exchange update messages. The protocol defines what updates are legal, and the receiver
of a message can verify that the updates in the message is legal. We now describe procedures for correct processing, which update the TTG in a manner designed to satisfy the
primary target whenever this is possible, while enforcing each negotiator’s policies. Correct processing continues until either the primary target is satisfied (negotiation success),
it is failed (negotiation failure), or neither negotiator can perform a correct update (also
negotiation failure).
Note that a negotiator cannot be forced to follow the correct procedures, and when
it does not, the other negotiator may not be able to tell. The protocol and the correct
processing procedures are intended to guarantee that a misbehaving negotiator can never
gain advantage (either learn information or gain access without satisfying relevant policies first) over a faithful negotiator who follows the protocol and the correct procedures.
Therefore, a normal negotiator has no incentive to misbehave. Still, it is always within the
power of either negotiator to behave incorrectly, and doing so may prevent the negotiation
from succeeding. For instance, either negotiator can simply abort the negotiation at any
time.
Node Processing State Initialization
When a new node is added to a TTG, its processing state should be initialized as
follows:
• A trivial target is fully processed, its satisfaction state is satisfied, and it has no field
state.

108
?

• For a role target, hKV : K.r և KS i, if K.r is a dummy role (defined in a policy
statement), the target is opponent-processed, which means that the opponent cannot
further process it; otherwise, it is verifier-processed. The initial satisfaction state for
this target is unknown. If there are fields in the role K.r, we add a field state for
each field. Initially, each field state has three entries, one for the full entry, one for
the bit entry, and one for the range entry. The values of these entries are set to be
empty.
• A policy target is initially opponent-processed. If the policy body corresponding to
the policy identifier in this target is true, then the initial satisfaction state is satisfied,
otherwise, the satisfaction state is unknown. There is no field state for this target.
• An intersection target is initially opponent-processed. The initial satisfaction state
for this target is unknown. If there exist fields in any roles in the intersection target,
we add a field state for each field. Initially, each field state has a full entry, a bit
entry, and a range entry. The values of these entries are set to be empty.
• An attribute goal is initially verifier-processed. The attribute state for the attribute
goal is set to be empty. That is, there is no entry in the attribute state corresponding
to this attribute goal.
Verifier-Side Processing
We now describe how a negotiator V processes a node when it is the verifier of the
node. These rules apply to nodes that are not yet marked verifier-processed.
?

1. Processing T = hV : A.R և Si
(a) For each of V ’s local policy statements in which A.R is a dummy role in the policy
head and policy-id is the corresponding policy identifier, V can add a policy edge T 
?

hV : policy-id և Si.
(b) V can mark T as verifier-processed only after (a) is done, meaning that all edges that
can be added according to (a) have been added.
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(c) If one of the policy children has been satisfied, V copies the values in the field state
of each field from its grandchild, the policy expansion child of the newly satisfied policy
child, to the field states in its current target.
?

2. Processing T = hV : policy-id և Si
(a) Let [pre-cond-1 !] B1 .R1 ∩ · · · ∩ Bk .Rk ; [[pre-cond-2 !] ψ(x1 , . . . , xn )] be the policy
body corresponding to policy-id. If pre-cond-1 is a role, say A1 .R1 , V can add a policy
?

control edge T  hV : A1 .R1 և Si.
?

(b) After (a) is done and hV : A1 .R1 և Si is satisfied, V can add a policy expansion edge
?

T  hV : B1 .R1 ∩ · · · ∩ Bk .Rk և Si. V can also do so in the case that there is no precondition for the intersection.
(c) Suppose there is a constraint for this policy. If pre-cond-2 is a role, say A2 .R2 , V can
?

add a policy control edge T  hV : A2 .R2 և Si.
?

(d) After (c) is done and hV : A2 .R2 և Si is satisfied, or there is no pre-condition for the
constraint, V can add a tag to the policy expansion edge with the constraint in it.
(e) V can mark T as verifier-processed only after (d) is done, or if there is no constraint
for the policy after (b) is done, or if (a) is done and the policy control child added in (a)
has been marked fail.
(f) T is satisfied only if its policy expansion child has been satisfied and the constraint (if
exists) in the tag has been satisfied. The constraint can be evaluated only if there is enough
information in the field states corresponding to the required fields. There are the following
three cases.
• When each of the variables in the constraint has in its full entry in the field state a
non-empty value that is not equal to false (i.e., all the required attribute values have
been fully disclosed), V determines whether those values satisfy the constraints in
the policy statement identified by policy-id. If the constraint is satisfied, V marks T
to be fully-satisfied; otherwise, V marks T to be failed. If the constraint is public,
then both V and S can verify the constraint; otherwise, only V verifies the constraint.
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• When each of the variables in the constraint has in its full and bit entries in the
field states non-empty values not equal to false (i.e., V is allowed to see either one
bit or full information for each of the required attributes in the constraint), if the
constraint is private, V runs a private policy evaluation protocol with S to evaluate
the constraint using the location information stored in the bit entries of the field
states. If the constraint is public, S can prove to V using zero-knowledge proof
techniques that her attributes satisfy (or do not satisfy) the constraint by using the
information stored in the bit entries of the field states to identify the credentials and
fields within them from which each variable in the constraint obtains its value.
• When some variables in the constraint have in their range entries in the field states a
non-empty value that is not equal to false (i.e., all the required attribute values have
been disclosed with certain precisions), V checks whether the range information
in these range entries of the field states, when added to the available information
about the other variable values, is enough to determine whether the constraint can
be satisfied. If the range information is enough to evaluate the constraint, V verifies
the constraint accordingly. If the constraint is satisfied, V marks T to be fullysatisfied, otherwise, V marks T to be failed. If the constraint cannot be evaluated,
the satisfaction state of T remains unknown. If the constraint is public, then both V
and S can verify the constraint, otherwise, only V verifies the constraint.
?

3. Processing T = hV : B1 .R1 ∩ · · · ∩ Bk .Rk և Si
?

(a) V can add the k intersection edges, T  hV : Bi .Ri և KS i, 1 ≤ i ≤ k
(b) V can mark T verifier-processed only after (a) is done.
(c) For each of its intersection children, if it has been satisfied, V copies the values in the
field state of each field from the child target to the field states of its current target. The
intersection target is satisfied if all of its intersection children are satisfied.
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Opponent-Side Processing
We now describe how a negotiator S process a node when it is the opponent of the verifier of the node. These rules apply to nodes that are not yet marked opponent-processed.
?

1. Processing T = hV : A.R և Si
(a) If there exists a policy statement with head disclose(ack, A.R), S can add an attribute
?

control edge T  hS : ack-id և V i, where ack-id is the policy identifier for the ack policy.
?

(b) After (a) is done and hS : ack-id և V i is satisfied (if it exists), if S has the credential
A.R ←− S, and if there exist a policy statement ac-id with head disclose(ac, A.R), S can
?

add an attribute control edge T  hS : ac-id և V i.
?

(c) After (b) is done and hS : ac-id և V i (if it exists) is satisfied, S can add the credential
?

edge T  hV : S և Si. Once S reveals her credential A.R ←− S, S mark T to be fullysatisfied. If the credential disclosed is a traditional certificate (and all the attributes in the
credential has been disclosed as well), S copies the attribute values to the full entries of
the field states in node T .
?

(d) After (a) is done and hS : ack-id և V i is satisfied, if S has a delegation credential
?

A.R ←− A1 .R1 , S can add the credential edge T  hV : A1 .R1 և Si.
(e) S can mark T as opponent-processed if T is satisfied, or all of the above steps are done.
?

2. Processing T = hV : attr և Si
(a) If there exists a policy statement full-id with head disclose(full, attr), S can add an
?

attribute control edge T  hS : full-id և V i. S adds a full entry to the attribute state and
sets its value to be unknown. If the attribute control child has been satisfied, S sets the
full entry of the attribute state to be true. Once the full entry of the attribute state becomes
true, S reveals the attribute value corresponding to attr, and copies the value to the full
entry of the field state in the parent node of T .
(b) If there exists a policy statement bit-id with head disclose(bit, attr), S can add an
?

attribute control edge T  hS : bit-id և V i. S adds a bit entry to the attribute state and
sets its value to be unknown. If the attribute control child has been satisfied, S sets the bit
entry of the attribute state to be true. Let us denote P to be the parent node of T . Once
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the bit entry of the attribute state becomes true, S writes the identity of P to the bit entry
of the field state in P .
(c) If there exists a policy statement range-id with head disclose(range, attr, precision),
?

S can add an attribute control edge T  hS : range-id և V i. S adds a range entry with the
precision parameter to the attribute state and sets its value to be unknown. If the attribute
control child has been satisfied, S sets the range entry of the attribute state to be true. Then
S runs a zero-knowledge proof protocol with V to prove that attr belongs to a range with
certain precision, and writes the range value into the range entry of the field state in the
parent node of T .
(d) S can mark T as opponent-processed if T is satisfied, or all of the above steps are
done.
6.3.6

Example of The ETTG Protocol

We now give an example that illustrates the ATNL language and the ETTG protocol.
This is a simple instance of the ETTG protocol and illustrates the usage of the first three
properties described in Section 6.1. Referring to the bookstore example in Section 6.2, we
depict the final TTG in Figure 6.4. Alice and BookSt run the ETTG protocol as follows: As
BookSt wants to see the proof of BookSt.discount և Alice in order to grant Alice access,
BookSt creates the primary target (node 1) for the negotiation and sets its satisfaction state
to be unknown. If node 1 becomes satisfied, then the negotiation succeeds. In BookSt’s
policy base, there is a policy statement (m1) for BookSt.discount, hence BookSt creates
a policy target (node 2) and adds a policy edge between node 1 and node 2. As the
policy statement (m1) has no pre-conditions, BookSt reveals the policy by adding a policy
expansion child (node 3) and a constraint tag between the parent (node 2) and the child
(node 3). Based on the policy (m1), BookSt wants to see Alice’s phone number and wants
to know whether Alice’s program and DoB satisfy his constraint. BookSt then creates
node 4, 5, 6 and adds them as intersection children to node 3. Since the role BookSt.DoB
is a dummy role and there are policies (m2, m3) associated with it, BookSt adds a policy
target (node 7) as the policy child to node 6. BookSt then adds a policy expansion child
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Figure 6.4. Final TTG for the bookstore example. In this figure, ← denotes the symbol և, A denotes Alice, and B denotes BookSt. The white
nodes are created by BookSt and the grey nodes are created by Alice.

(node 8) to node 7. Similarly, BookSt adds node 9 and 10. Essentially, BookSt wants to
see Alice’s DoB from either a driver license or a passport. Now BookSt cannot process
the TTG any more.
After receiving the TTG from BookSt, Alice begins to process the graph. Alice first
discloses her credential n1 (as it is not sensitive) and adds a credential child (node 11). She
cannot disclosure her student credential (n2) immediately, as there exists an AC policy
(p1) for n2. Therefore Alice adds a policy target (node 12) and expands it with a role
target (node 13). Note that the edge between node 11 and 12 is an attribute control edge,
which means that if node 12 is satisfied, then Alice can disclose her student credential
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(n2). Alice also reveals her digital driver license (without revealing her DoB) to BookSt,
creates a trivial target (node 14), and adds a credential edge between node 8 and node 14.
At this point, Alice notices that she needs to prove she is younger than ‘1/1/1984’ and to
reveal her phone number, she adds an attribute goal (node 15) for her DoB attribute and
another attribute goal (node 19) for her phoneNum, she also expands the TTG by adding
nodes 16, 17, 18, 20. As the node 16 is trivially satisfied (because the policy for p4 is
true), Alice proves to BookSt that she is born in 1986. Alice’s year of birth flows up from
node 8 to node 3.
BookSt adds a trivial target (node 21) and shows to Alice his StateU.businessLicense
certificate and BBB.goodSecProcess certificate, which triggers the satisfaction of the
nodes 12 and 20. Alice then reveals her student credential (n2) and her uncertified phoneNum.
The values of Alice’s attribute program and phoneNum flow up to node 3, where BookSt
verifies that Alice’s attributes satisfy the constraint. Finally, the primary target is satisfied
and the negotiation succeeds.
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7 RELATED WORK
7.1

Automated Trust Negotiation
Automated trust negotiation was introduced by Winsborough et al. [7], who presented

two negotiation strategies: an eager strategy in which negotiators disclose each credential
as soon as its access control policy is satisfied, and a “parsimonious” strategy in which
negotiators disclose credentials only after exchanging sufficient policy content to ensure
that a successful outcome is ensured. Yu et al. [10] developed a family of strategies called
the disclosure tree family such that strategies within the family can interoperate with each
other in the sense that negotiators can use different strategies within the same family.
Seamons et al. [8] and Yu and Winslett [11] studied the problem of protecting contents of
policies as well as credentials.
On the aspect of system architecture for trust negotiation, Hess et al. [76] proposed the
Trust Negotiation in TLS (TNT) protocol, which is an extension to the SSL/TLS handshake protocol by adding trust negotiation features. Winslett et al. [46] introduced the
TrustBuilder architecture for trust negotiation systems.
The problem of leaking attribute information was recognized by Winsborough and
Li [9], Seamons et al. [77], and Yu and Winslett [78]. Winsborough and Li [9, 12, 79] introduced the notion of acknowledgement policies to protect this information and provided
a formal notion of safety against illegal attribute information leakage. Further, Irwin and
Yu [80] proposed a general framework for the safety of trust negotiation systems, in which
they developed policy databases as a mechanism to help prevent unauthorized information
inferences during trust negotiation.
Bonatti and Samarati [81] proposed a framework for regulating service access and
information release on the web. Their framework supports both certified attributes and
uncertified attributes. Bertino, Ferrari, and Squicciarini proposed Trust-χ [82–85], a com-
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prehensive XML-based framework for trust negotiations, specifically conceived for a peerto-peer environment. Trust-χ presents a number of innovative features, such as the support
for protection of sensitive policies, the use of trust tickets to speed up the negotiation, and
the support of different strategies to carry on a negotiation.
7.2

Cryptographic Approaches to Automated Trust Negotiation
Recently, several cryptographic protocols have been proposed to address the limi-

tations in ATN. For example, oblivious signature based envelopes [45], hidden credentials [22, 68], oblivious commitment based envelopes in Chapter 3, and secret handshakes
[71, 73] can be used to handle policy cycle problems. Access control using pairing-based
cryptography [86], anonymous identification [87], certified input private policy evaluation [88], hidden policies with hidden credentials in Chapter 5 (and also in [67, 89]), and
policy-based cryptography [90] are proposed to address the privacy issues in access control, in particular, these protocols can be used to protect the server’s policy and the client’s
identities or attributes. While all the above protocols are useful tools and building blocks
for ATN, they are not general enough to solve arbitrary trust negotiation problems in a
systematic way.
7.3

Anonymous Credential Systems
Anonymous credential systems (also called pseudonym systems) [29–33] enable busi-

ness transactions to be conducted in an anonymous yet authenticated manner. Similarly
to OACerts, in anonymous credential systems, a user can choose which information in a
credential, and which aspects of that information, to disclose or prove to another party.
For example, suppose a credential asserts that Alice’s age is 24. Then Alice can prove to
Bob that her age is over 18 without revealing the exact value of her age. This property
is desirable in trust negotiation because it minimizes the information revealed during an
interaction and enhances privacy protection.
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7.4

Secure Function Evaluation
Secure Function Evaluation (SFE) [23,26,41] is a powerful and general cryptographic

primitive. In SFE, Alice and Bob each have private data (say, xA for Alice and xB for Bob),
and they want to compute f (xA , xB ) where the function f is known to both Alice and Bob,
and f (xA , xB ) is efficiently computable by someone who had both xA and xB . However,
neither Alice nor Bob is willing to disclose his/her private data to the other or to a third
party. Informally speaking, a protocol that involves only Alice and Bob, is said to be secure
if, at its end, Alice and Bob have learned only f (xA , xB ). The history of the multi-party
computation problem is extensive since it was introduced by [91] and extended by [41]
and others. Broadly speaking, it has been established that there exists a secure protocol
to evaluate any well-defined function, no matter how complex. However, [92] states that
although the general secure multi-party computation problem is solvable in theory, using
the solutions derived by these general results can be impractical. In other words, efficiency
dictates the development of special solutions for special cases. Therefore, for efficiency
reasons we might need to either transform the computation into a different form or provide
a customized solution.
Selective Private Function Evaluation was introduced by Canetti et al. [93] whose goal
is for Bob to compute a private function f (xi1 , . . . , xim ) over a subset of Alice’s database
x = x1 , . . . , xn without revealing Bob’s function. In their, the authors focused on the case
where f and m are public but the m locations in the database are private to Bob.
Abadi and Feigenbaum [94] introduced the notion of Secure Circuit Evaluation. In Secure Circuit Evaluation, Alice has a private input x and Bob has a private circuit C. In the
end Alice learns the value C(x) but nothing else about C. Sander et al. [95] improved the
previous results and gave an efficient one-round protocol for secure evaluation of circuits
that have polynomial size and depth O(log n).
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8

SUMMARY

In ATN, two parties exchange digitally signed credentials that contain attribute information to establish trust and make access control decisions. However, in existing approaches
to ATN, there are several limitations due to the privacy constraints. In this thesis, we
introduced a number of techniques that address these limitations. In particular,
• We proposed OACerts, an attribute certificate scheme especially designed for ATN.
We presented an efficient and provably secure solution to policy-hiding access control using OACerts, which enables Bob to decide whether Alice’s certified attribute
values satisfy Bob’s policy, without Bob learning any other information about Alice’s attribute values or Alice learning Bob’s policy.
• We gave an efficient protocol for Alice and Bob to negotiate trust, such that Alice
does not learn Bob’s credentials and policies, and Bob does not learn Alice’s credentials and policies. The only information they learn is whether the trust between them
can be established, or in other words, whether Alice is eligible for Bob’s service
or resource. Our work is a substantial extension of the state-of-the-art in privacypreserving trust negotiations.
• We have introduced a framework for ATN that supports the combined use of several cryptographic credential schemes and protocols that have been previously introduced piecemeal to provide capabilities that are useful in various negotiation scenarios. Our framework enables these various schemes to be combined flexibly and
synergistically, on the fly as the need arises.
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