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ABSTRACT

There has been an increasing interest in the deployohéhiblic Key Infrastructures, the
past few years. Security issues emerge from the operatiCertification Authorities, as well
as the operation of other P¥glated security service providers. Most of them have been
addressed and efficient solutions have been found. One afe¢hs which has to be studied
further is the generation and dissemination of informategarding the status of a digital
certificate.

In this dissertation, we present a set of evaluatidarizifor mechanisms that are used to
generate and disseminate Certificate Status InforméB&h). We evaluate the proposed CSI
mechanisms according to the aforementioned criteria,demdify the security and performance
issues that emerge from their use.

Finally, we develop a prototype specification for a CSI digs&ion mechanism, which we
call Alternative Dissemination of Certificate Stataformation (ADOCSI). This mechanism
uses the functionality offered by Software Agents in otdedisseminate CSI, and also uses
some of the properties and functionality offered by the d@l®&rmechanism3/Ne believe that
ADOCSI addresses some of the issues that emerge fromsehef the other Certificate Status
Information dissemination mechanisms.

loannis lliadis
jiliad@aegean.gr
jiliad@bcs.org.uk
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1. DISSEMINATION OF CERTIFICATE STATUS INFORMATION

1.1 Introduction

Certification Authorities have to provide ‘asecure and prompt revocation serVice
[Euro98a], [Euro98b]. The implementation of this service asthoften being done with the use
of Certificate Revocation Lists (CRL) and online cestife status protocols. These
mechanisms could prove to be inadequate in the not so distarg, when the use of
certificates will possibly be more widespread. The timegeaity problem in CRLs prevents
users from having up-to-date information regarding theistaf a certificate. Furthermore, the
increasing size of CRLs is also going to be a problem, dvédelta-CRLs and CRL
distribution points (see sectio@sl and3.2.1) are in place. Online certificate status protocols
could also prove to be inadequate. This is due to the facthbanumber of Certification
Authorities (CAs) that emerge, is increasing rapidliie entities that depend on the use of
certificates in order to authenticate certificate hader verify the signature of the latter on
documents, will soon not be able to track all these CAs amd &n updated list of Universal
Resource Identifiers (URI) [Berne94] which they could ueelocate certificate status
information.

The aforementioned mechanisms for disseminating catéfistatus information (CSI) as
well as the other ones that have been proposed (see s8ctiepend on reliable networks.
These mechanisms also take for granted that the sof@ayguications which make use of
certificates, care enough to check for the status eftdicate before accepting it and that they
also support the mechanism used by a specific CA in ord@otide entities who depend on
certificates with CSI [Fox98].

It is clear that as time goes by, locating up-to-daterindtion regarding the status of a
certificate is going to become a tedious task for the afeméomed dependent entities. The
dynamic nature of the information that concerns theistat a certificate and the complexity
involved with locating CSI and validating a specific ifiedte is only going to render the
aforementioned task more difficult. It is the autBoopinion that Public Key Infrastructures
(PKI) should provide an easier and more transparent patietdissemination of certificate
status information.

In this dissertation we present the prototype of a mecahathiat makes extensive use of
Software Agents [Gene94] and of the existing CSI meshamnin order to provide solutions to
some of the problems pertinent to the dissemination oficatéfstatus information.

1.2 Contentsof report

This dissertation is divided in the following sectionssdttion2 we present a taxonomy of
the proposed mechanisms for the dissemination of certifist@els information (CSI). In
section3 we develop a set of evaluation criteria for the aforeimesti mechanisms and we
proceed with evaluating these mechanisms based on tlitesia.cln sectiord we present an
alternative mechanism for disseminating the certiéficstatus information and we provide a
comparative evaluation of that mechanism against ther atiechanisms that have been
proposed. The proposed, alternative mechanism makes useprdpesties and functionality
of the mechanisms we reviewed in sect®nbut also meets certain criteria that those
mechanisms do not. In sectiénwe refer to the future improvements that can be donéen t
prototype, alternative CSI mechanism and on the disseamir@ftcertificate status information
in general. Finally, in sectiodBwe present our conclusions.
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2. TAXONOMY OF CERTIFICATE STATUS INFORMATION
MECHANISMS

In this section we present a taxonomy of the proposed menfgrior conveying
Certificate Status Information (CSI). The mechanisraspresent are either dacto or dejure
standards; others have been proposed by individuals or theryndust they are currently
under review. In sectioB.1 we develop a set of criteria which will help us evautie
mechanisms of the following section.

In Figure 1 a generic scheme for CSI dissemination is depictedifiCee holders send
their certificates to entities that depend on the usthaxfe certificate (dependent entities) in
order to authenticate the certificate holders (authetimg entities) or verify their signatures
(signers) on documents they have sent to the former.dept entities have to verify the
validity of the certificate they have been presentedh.Witrification of the validity of the
aforementioned certificates is being performed with tleeaiis CSI dissemination mechanisms
which are provided by the Certification Authorities thesued the respective certificates.
Dependent entities communicate with these CAs ancvetiCSI from their CSI repository,
using the CSI dissemination mechanism or mechanisahshid specific CAs support.

repositoy

Authenticatin
entity
AE

Dependent entity,
DE

Figurel: CSI dissemination

The first CSI dissemination mechanism we review ésXtb09v2 Certification Revocation
List (CRL) [1ISO9594].

2.1 Certificate Revocation List

The first mechanism proposed for conveying certificateustanformation has been the
Certificate Revocation List (seékable 13 Appendix) [ISO9594], [Hous99]. According to that,
whenever a certificate needs to be revoked by a CA, atimped pointer to that certificate is
added to a list; this list contains pointers to all thdifmates that have previously been
revoked by that CA. Conforming to key management stande®@xLl770] the timestamps in
X.509v2 CRL contain the date and time when the CA revokedcdtltificate (revocationDate)
or the date and time of known or suspected key compromiseidity@ate). This list is signed
by the CA itself, in order to let dependent entities yeétdf authenticity.
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The CRLs are issued by CAs periodically, for the dependtities to know whether they
have in their possession the latest revocation informatiaiiable. However, they tend to be
issued infrequently in order to minimise the network reszsineeded in order to communicate
them to the dependent entities, either by pull or pushaustiTherefore, the dependent entities
are not capable of possessing fresh revocation informatioa peedto-know basis. The
frequency of CRL issuance is certainly a matter &f aisalysis, therefore it is decided in each
case, according to the applying conditions.

Another problem this mechanism faces is that the CRlwgras certificates get revoked.
This can lead to a very large CRL which will be diffido communicate to dependent entities
and be installed by them in their local storage mediaclwhiay have a restricted storage
space.

In order to deal with the aforementioned problems, two soluti@ve been proposed
[1ISO9594], [Hous99]: Distribution Points and Delta-CRLs (SE&ble 13 Appendix).
Distribution Points provide the means to partition a CRle §RLDistributionPoints X.509v3
certificate extension is optional. If it exists, it rhugpoint to a valid URI
(DistributionPointName) where a specific CRL can be dowvdddairom; this CRL is the one
that will contain the revocation information for that specertificate, once it is revoked.

The aforementioned CRL partitions can be created on the dfastrtificate serial numbers
(e.g. a CRL Distribution Point could contain only the reatmn information for the certificates
with serial number within the donmai510-620) or on the basis of different revocation reasons
(e.g9. a CRL in a specific Distribution Point could contaimly the certificates that were
revoked because of key compromise and another Distribution &mild contain only the
certificates that were revoked because of a certaingehinthe affiliation of the certificate
holder).

If the X.509v2 CRL extension issuingDistributionPoint camsathe indicator indirectCRL
[1ISO9594], [Hous99] with a Boolean value of True, then thd. @Ry contain revocation
information deriving from CAs other than the CA thaued the CRL. A pointer to the CA
from whom each revocation entry in that CRL derives,sisred in the respective
certificatelssuer CRL entry extension. The same €Assumed to be the certificate issuer for
all the subsequent CRL entries that do not contain théicaelssuer CRL entry extension.

Delta-CRLs are there to face the problem of using up tochrofithe available network
resources when communicating the CRL either as a whmleeven in parts through
Distribution Points. Delta-CRLs provide the means for gooshg incremental CRLs.
Whenever new revocations have taken place, the (new)tt@R dependent entities will have to
retrieve, will contain only those new certificate reation information. A Delta-CRL must
contain a DeltaCRLIndicator (sekable 13 Appendix), so the dependent entities will know
which CRL it is that a specific Delta-CRL complements.

We should note that a newer CRL (or Delta-CRL, or a GRla specific Distribution
Point) does not only contain neweegative revocation information. Certificates can also be
suspended, by using the certificateHold value in the €Rty extension CRLReason, and by
adding the holdInstructionCode field in that entry as vildle way the holdinstructionCode is
to be interpreted by the dependent entities depends on thejr. fdie CA may decide at a later
time to remove a specific certificate from thwe hold state. In order to do that, the CA will
have to remove the entry for that certificate in tHRLGf Delta-CRLs are used, the CA will
have to add another entry for that certificate in thet reelta-CRL, containing the
removeFromCRL reason code in the CRLReason CRL entryigdote Thus, this specific
CRL or Delta-CRL will contairpositive revocation information. The CSI contained in a CRL
iS, in generalnegative; that is, the entries in a CRL are used to dissemitia information
that a specific certificates has been revoked. HoweweIC8SI contained in a CRL can also be
positive as in the case we have just presented.
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2.2 Fresh Revocation I nfor mation

Adams et al [Adams98] propose the use of Delta-CRLs, issueapaf partitioned CRLs
(CRL Distribution Points). Their method includes usingo twertificate extensions: the
standardised criDistributionPoint X.509v2 CRL extension andstom extension which they
call Freshest Revocation Information Pointer (FRIP). [&kter points to a CRL or Delta-CRL
which has as a base the partitoned CRL pointed at by tiidstdbutionPoint. The
aforementioned CRL or Delta-CRL, which is called Fresk#d. (FCRL), can be issued very
frequently and not have a fixed update granularity. Toerethe dependent entities that need
very fresh CSI could get hold of the latter, at the espeasf downloading another CRL. One of
the advantages of this method is that, if it meetaigegls of a specific community of dependent
entities, then the implementation requires no majorgdmin the mechanisms already used by
the CAs. The criDistributionPoints certificate extemsis a standardised extension [X.509]
and the Freshest Revocation Information Pointer is arusktension that could be added to
the certificates issued by the specific CA. Howevevjrgathat custom extension interpreted
properly by the application clients and servers used by fhendent entities remains an issue.

2.3 Redirect CRL

Adams et al [Adams98] also suggest the use of a CRL cuskbemsion, the Redirect
Pointer. This could be used in combination with Distributitwints to allow for dynamic
re-partitioning of the CRL. If a CRL fragment containedairDistribution Point grows to be
unmanageably large, then the CSI for a subgroup of thiicsdes contained in that CRL
fragment could be moved into another, possibly new, DistoibiRoint. Adams et al propose to
installing a pointer as a custom CRL extension in tigined CRL fragment that points to the
new CRL fragment and specifies the scope of certificat®sred by that new CRL fragment.
This would ensure that the dependent community will betaldentinue receiving CSI without
any disruption. The advantage this method presents @yti@mic repartitioning of the CSI
space, which can become a necessity if the devicesiruseder to store the CSI (regarding a
specific, restricted group of certificate holders) haweitdid storage. However, as we have
mentioned in Fresh Revocation Information as well (sec®@), the economy of such a
solution has to be studied, since certifichtndling software applications should be made
aware of that custom extension and the way it should tuidth

2.4 Enhanced CRL Disgtribution Options

There are two functions that a dependent entity hasetavhien it looks for CSI: the CSI
location function and the CSI validation function. Thege functions are usually implemented
in one mechanism only; a pointer stored in the certigaitpointing to the CRL where CSI
regarding that certificate may appear. Therefore, thertient entity can locate the CRL from
the information stored within the certificate itseltiaat the same time it can verify that the CSI
regarding that certificate is within that CRL. Accawglito Hallam et al [Hall98], there are
benefits from separating the location function from thidation function. These include the
following:

1. if a location function is not included in the certificaie can contain last update
information regarding the CSI. Therefore, the dependéditiesrwill be able to decide
whether to download or not the latest version of the CSI,ndiqge on if they already
have it or not,

2. if the validation function is not included in the cectifie, the validation function can
be used to provide dynamic allocation of the CSI thus allofangpartitioning and
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load-balancing of that information according to the needs andremggents presented
at a specific time.

The mechanism that had been proposed by Hallam et 8@H#&k the implementation of
the location function, separated from the validation fonctiis called Status Referrals.
StatusReferrals is a CRL extension and it can be wsembfveying information regarding the
newly issued CRLs. A CRL that contains StatusRefereattensions does not contain
certificate status information. Such a CRL is usedrifer to provide the dependent entities
with information on the location of the CRLs they arerfiested in.

Hallam et al [Hall98] also propose the use of the cRLScopensi®n (se€lable 13
Appendix) as a mechanism for implementing the validatimetfon. Once a dependent entity
locates a CRL through the use of StatusReferrals @gten that entity can decide whether the
located CRLs contain the required CSI. Multiple PerCAS@aptges could be used in order to
provide for Indirect CRLs, or even as another mechanisimflementing Redirect CRLs (see
section2.3).

This mechanism can reduce the unneeded downloading of G&Lisave not been updated
yet and enables the user as well to find out whetheRla lias been issued ahead of time or
not, without actually downloading the CRL itself.

2.5 Positive CSl

Rivest [Rivest98] argues that CRLs are not needed & @ltler to convey CSI. He claims
that CRLs are probably the wrong mechanism to use forndisattng CSI| because they
contain negative statements instead of positive ones araidee it is the issuer and not the
dependent entity that sets the requirements on thenésslof the CSI.

According to Rivest [Rivest98], it should be the dependerntyetitat should set the
freshness requirements of CSI, dynamically and dependiegacimn case where certificates are
used. Furthermore, it must be the certificate holdéngean authenticating entity or a signer)
that has to provide the dependent entity with the CSI stediein order to alleviate the burden
of locating and validating the CSI from the dependentyewitito is probably already "busy",
trying to allocate resources and serve requests focesrfrom authenticating entities.

The need for the use of such mechanisms does not ekistdértificate issuing authority is
able to issue short-lived certificates, rendering thaedass the CSI mechanisms, since the CSI
contained in the certificate itself will always besine However, this is seldom the case with
certification authorities, which usually are forcedgsuie long-lived certificates mainly due to
lack of resources which would render them capable of frelguenissuing certificates. In the
case of a usual long-lived certificate, the dependeity drds to retrieve, or even locate, by
itself the necessary CSI in order to verify the validif the certificate of an authenticating
entity or a signer. Rivest suggests that there caa period within which a dependent entity
does not need to have CSI in order to verify the validity cértificate. This can be done if the
life-cycle of a (non-compromised) certificate includes¢hphases ("guaranteed”, "probable”
and "expired") instead of just two ("probable” and "expired’As Could include statements
inside the certificate that mark those three phasesudh a case, a dependent entity may not
need to have CSI in order to authenticate a certifibatder if the certificate is within the
"guaranteed" phase.

However, checking whether a certificate has been compedimiand therefore revoked)
requires the communication of CSI from the authentigaéintity to the dependent entity.
Positive statements on the status of a certificatedbeaconstructed and communicated in many
ways [Micali96], [Naor98]. Rivest [Rivest98] proposes anothectmanism for communicating
positive CSI. According to this mechanism, it is thetiftemte holder that should revoke his
own certificate, by signing with his own private, comprsed key a "suicide note" (SN). There
should be a network of "Suicide Bureaus" (SB), which gagbigide notes from every possible
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source, and either replicate the information they holdawe fa means to refer queries to each
other.

In this case, when a dependent entity wishes for C&ritask for fresh CSI from the
certificate holder; the latter, in turn, should ask af&Ba "certificate of health", stating that
‘no evidence has been received that the key has been losinpromised[Rivest98]. The
dependent entity could set in this case requirements eorrebhness of the "certificate of
health" provided by the SB to the certificate holder ancheydtter to the dependent entity.

According to Rivest, the dependent entity should be ablevikeea certificate by itself
(e.g. in case the dependent entity is a service proaitkit notices that the there are more than
one entities that hold that certificate and make, posimytimate, use of it. In order to enable
the dependent entity to revoke a certificate of an autla¢ing entity, the latter could be asked
to sign a“suicide noté before having the right to use the service. Thusddmendent entity
could send the suicide note to SBs whenever the dependignbelieves that the certificate is
being used illegitimately by more than one entities srif@en compromised, without having to
communicate with the authenticating entity and withibatlatter having to produce the suicide
note at that time.

2.6 Certificate Revocation Status

The use of X.509v2 CRLs results in a communication overinegidly from the CRL
repository to the dependent entities. The Certificate Rt Status (CRS) [Micali96] is a
revocation mechanism that attempts to address that. 8y @R CA has to include in every
certificate two random or pseudorandom 100-bit values YES @ Ngh (N). Initially, the CA
has to decide on the CSI update granularity and calciilateumber of CSI updates it will
perform for the certificate it is going to issue, withime certificatés validity period. CA
produces two random or pseudorandom numbegrsnd N If the number of CSI updates that
are going to be performed for that certificate is i, the clculates Y by applying a hash
function F to Yi consecutive times. N is derived frong by applying F once to )N Therefore,
the certificate contains the following two values, didiion to its usual contents:

1. N=F(No)

2. Y=F(Yy)
The CA communicates with the CSI repository regulatte Update granularity has been
defined already), and sends the following data:

1. alist of all the serial numbers of certificates thate been issued and are not expired
yet, signed by the CA

2. for each such certificate, the CA also sends a 100-hievid] where K=N if the
certificate has been revoked and K=Fig(\Yif the certificate has not been revoked; j
represents the number of CSI updates that have been paifgintce the issuance of
the certificate.

The entity requesting CSI from the CSI repository weittieve K. That entity also retrieves
Y,N from the certificate and calculates:

1. FK=Y Q)

2. F(K)=N (2)

If (1) applies then the certificate has not been revokedlewf (2) applies then the
certificate has been revoked. If neither of these two aipdydependent entity should request
from the CSI repository the signed list of all the samiainbers of certificates that have been
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issued and are not expired yet. If the certificate irstipie is in that list, the dependent entity
should conclude that the CSI repository has not sent leiradirect number K which has been
sent to the repository by the CA. Depending on the injegril authentication mechanisms
used for the communication between the dependent entitharelSI repository, the dependent
entity should draw its conclusions about the reason whthameof the aforementioned
conditions (1) and (2) did not apply.

The main advantage of this mechanism is that it figgnitly reduces the communication
costs between the CSI repository and the dependent entigmiipying a mechanism for the
CSI dissemination which contains positive statementardéty the status of a certificate.
Furthermore, the advantage this mechanism present®thess is that positive statements are
employed and that the CSI repository does not have to bedthyste dependent entity.

An addition to this mechanism [Micali96] is to have the Gi&e alsofull revocation
certificates to the CSI repository. These certificates could contaievacation timestamp of
the certificate and the revocation reason. If the deperetgities would like to have more
information on the revocation of a specific certificateyticould request foa full revocation
certificate from the CSI repository.

2.7 Online Certificate Status Protocol

The Online Certificate Status Protocol (OCSP) [Myer@9hiprotocol proposed by the
IETF NetworkWorking Group that allows the dependent entities to quenZ&Irin a more
timely fashion than CRLs. OCSP can be used in order tadgréimely CSI, and it could be
used in conjunction with CRLs. It does provide an extersieaTable 15 Appendix) that can
be used as a pointer to a CRL, in case more timely GBkigailable at a certain point of time.

The responses to CSI queries returned by OCSP are digigitied. The authority that
runs the OCSP service can either be the CA itselfnother entity that is designated by the
CA as a CSI provider (Trusted Responder or CA DesignatedoRésr). These entities must
possess a specially marked certificate, issued by theviiéh authorises them to provide CSI
to requestors. OCSP includes the CSI location functidderithe certificate itself. CAs that
support the use of OCSP for disseminating CSI should ingfute certificates they issue the
AuthoritylnfoAccess extension [Hous99], as a pointer to Itisation of the authority that
provides OCSP service for the specific certificate.

The CSI responses given by the aforementioned authargealways signed in order to
let requesters verify the authenticity of the CSI. ldger, the signing of each OCSP response is
a computational overhead and it could facilitate Deniako¥iSe (DoS) attacks. Preomputed
responses that have a short validity period could be a sotuatithis problem, but they render
the authority that provides the OCSP service open to regitagks, where someone could
replay OCSP responses before their expiration date bubafestificate has been revoked.

Furthermore, the requests for OCSP service can bedsign¢he requesters themselves.
This is a useful feature, because entities that offerOCSP service could have requesters
authenticate before they deliver the CSI they req@est. of the uses for such an authentication
could be to allow entities that offer OCSP service togehéor it. It is considered as a natural
consequence to charge for CSI, if PKI is finally usetersively in the commercial world
[Fox98].

The possible OCSP responses are the following three:

1. “good, meaning that the certificate in question is not redokethe current version of
[Myer99], it is mentioned that this response does not irelittet the certificate has
ever been issued or that the OCSP response was produciedthdgtialidity interval
of the certificate. Further CSI will be provided throublh tise of response extensions,
which have not yet been specified in [Myer99]. Therefatdts current status, OCSP
provides only negative CSl, like CRLs.
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2. “revoked, this indicates the certificate has been revoked orbessn suspended
(‘suspensicnin OCSP terminology is equivalent to the certificateHodsfocation
reason code in CRLS).

3. “unknowri, this response indicates that the OCSP service isawate of the
certificate in question.

OCSP responses can contain three values concerning time

1. thisUpdate, which indicates the time at which the &@®hmunicated to the requester
was known to be correct,

2. nextUpdate, which indicates when the next update of CStpected to be available,

3. producedAt, which indicates the time at which the CSlraanicated to the requester
was signed by the entity that runs the OCSP service.

Dependent entities that request CSI from an OCSP egmviavider must be able to check
the revocation status of the certificate of the serpim&ider himself. According to [Myer99]
CAs may choose to provide that functionality in the follapiinree ways:

1. The CA could issue only shelived certificates for OCSPs in order to avoid having
them revoked. In that case, the CA should includertbeheck extension in the OCSP
service provider certificate in order to notify requestbed they should not check for
the revocation status of that certificate, as thellienai be any revocation information
at all, because of its short lifetime,

2. The CA may choose to specify an extension in the oaiifithe OCSP service
provider, that points to a CRL or other G&loviding service point, in order to
facilitate the requester locate the CSI regardingX@S&P service provider certificate,

3. The CA could choose not to specify any method for checkingCleof the OCSP
service provider, therefore the requesters will haveotaté the relevant CSI by
themselves, if they decide they need to locate suchmiafan.

Dependent entities use the hash of the CA that isseedificate for an entity, the hash of
the public key contained in that certificate and theifoate serial number (se€able 16
Appendix) in order to form a CSI query for the OCSP serpicvider. Using hashes, the
amount of information communicated is less and at the samadhere is no chance of two sets
of identification information (the hashes we have mestibabove) to collide, if the hash
function is collisionfree. Hashes are used for another reason as well. rtairceases,
certificates may contain private information and in sawoentries the legislation concerning
private information could prohibit the unrestricted distriboitof such information without any
specific security measures. Using the aforementionslelsa only an entity that already holds
the certificate in question can create the appropriatedsaand request for CSI from the OCSP
service provider.

2.8 Freshness-constrained Revocation Authority

Stubblebin [Stub95] proposes a revocation service where resoaEn be definite, and
where the repositories of revocation information need notuséetl. According to this service,
the role of the Certification Authority (CA) is sepachttom the role of the Revocation
Authority (RevA). The CA issues long-term certificgitevhich contain freshness constraints on
the CSI the dependent entities will use in order to vaidae certificates. Such a certificate
also contains a pointer to the RevA that is responsiblessoing CSI regarding the specific
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certificate. The RevA issues frequently timestampaetificates which are used in order to
provide the dependent entities with positive assertiongdiagathe validity of the certificate.
The dependent entities themselves impose their own @Shrfess requirements, when
certificate holders use their certificates in order uthenticate themselves. Another level of
CSI freshness constraints can be imposed if there gherdevel CAs, Policy CAs (PCA),
who issue certificates for the lower-level CAs. PolAs may impose their own CSI freshness
requirements on the end-entities certificates, cordainethe certificates of the lower-level
CAs.

When a certificate holder attempts to authenticatedépendent entity will check the CSI
freshness requirements imposed by the issuing CA, tiehievel CAs and the high-level
PCA. These requirements apply to the certificate of dbsificate holder in question. In
addition, the dependent entity will impose its own freshmeggirements and will expect from
the certificate holder to provide a short-lived certificagsued by the RevA, that fulfils these
freshness requirements. The combined CSI freshnessreraguis, the timestamp on the
certificate issued by the RevA and the current tineetlae information the dependent entity will
use in order to verify the validity of the certificatepented by the certificate holder.

It is obvious that this method allows for flexible balanairighe authentication costs and
level of protection on a per transaction basis. FurtherntbeeCSI, that is the short-lived,
timestamped certificate, need not be communicated fromsgedr repository. The RevA can
deploy agents that will replicate the frequently issigrt lived certificates to non-trusted
repositories. Therefore, this method is efficient everrwtne network infrastructure is not
reliable. Moreover, timestamped CSI is more flexible congpsreCSI that contains expiration
dates since the former can be used in environmentgliférent CSI freshness requirements.

The aforementioned method allows the delegation of the réwocervice to an authority
other than the CA, but at the same without requirirgeeting or depending on the RevA to
specify revocation policies. CSI freshness requiremeatsecified both from the hierarchy of
the CAs and from the dependent entities themselves.

Page9



On the Dissemination of
Certificate Status Information loannislliadis - RHBNC, University of London

3. EVALUATION OF CERTIFICATE STATUSINFORMATION
MECHANISMS

In this chapter we evaluate the available mechanfemsertificate revocation, and for
disseminating the certificate status information (G8IjsersWe will first develop the criteria
for the aforementioned evaluation and then proceed witlevhleiation itself. This evaluation
will provide the information we need in order to form anralitive method for disseminating
the certificate status information. This method, hopgfulNill be able to deal with the
problems the other methods face.

3.1 Evaluation Criteria

The criteria we will use in order to evaluate the rewion mechanisms are the following:

3.1.1 Type of Mechanism

M1. Transparency. Transparency in locating the CSI repository (CSI locafiinction) and
verifying that the CSI contained in that repositoryhe bne the dependent entity is
looking for (CSI validation function),

M2. Offline revocation. Whethera user can revokenis certificate byhimself without
having to contact the respective CA,

M3. Delegation of revocation. Delegation of the revocation by the CA to another authorit
either another CA or another authority that operates aslg Revocation Authority
(RevA) and not as a Certification Authority,

M4. Delegation of the CS dissemination. Delegation of the CSI dissemination by the CA
to another authority; the latter may be trusted by the rdkpe entities or not,
depending on the mechanics of the CSI dissemination inceee,

M5. Delegation of the certificate path validation. Delegation of the certificate path
validation from the dependent entity to another entity;diseendent entity should be
provided with the means to verify the origin of the valmatesult; in addition to that,
the entity that performs the certificate path validateiwould be trusted by the
dependent entity,

M6. Referral capability. If the CSI repository does not contain the CSI the depeeahibyt
is looking for, the repository could refer the dependent etatignother CSI repository
that may contain the aforementioned CSl,

M7.Revocation Reasons. The certificate path validation function should takeo int
consideration the reasons for the revocation of a cetdifi¢a.g. reasonCode in
X.509v2 CRLs, sedable 13 in order to assert on the validity of a certificateain
certificate path (see sectiéh

3.1.2 Efficiency

E1l. Timeliness of CS. Dependent entities should be able to locate and receivenGitne,
for them to use such information in authenticatingtiestior verifying the signatures of
entities,
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E2.

E3.

E4.

ES.

E6.

E7.

Freshness of CH. How ‘fresH is the status information delivered to dependent entities,

Bounded revocation. New CSI should become available to the dependent entities
within a bounded time period,

Emergency CY capability. Facility to generate emergency CSI to the dependent
entities (e.g. in case the certificate of an eitkigt many people use and trust has been
revoked),

Economy. Economy should be examined both from the point of view oatitieorities
that control the use of certificates (e.g. Certifimati Authorities, Registration
Authorities, Revocation Authorities) and from the point iefwof the entities that use
certificates (e.g. dependent entities, certificate hmejJdeThe CSI dissemination
mechanism should not cause any obstacles, delays or dissupti the normal
working practice that the dependent entities and cetéfibalders follo. The CSI
dissemination mechanism should not require from the depeadstigs or certificate
holders to have a clear and profound understanding of theanisch itself, and
interact to a great extent with the mechanism in otdemake it operate properly.
Finally, the CSI dissemination mechanism should not hitite operation of the other
functions performed by the authorities that control the oflseertificates; these
authorities should not have to change the way they isstificates, register new
entities or revoke certificates in order to accommodaten®operational needs of the
CSI dissemination mechanism.

Scalability. When the number of the CSI dissemination mechanidtrosities and
users (e.g. CAs, RevAs, dependent entities, ceréfidatlders) increases, new
problems or difficulties in the operation of the mechanidmukl not emerge.
Scalability relates more to resources, in contrast tocprwhich relates more to
infrastructure and mode of operation,

Adjustability. The dependent entities (or the CA, RevA as well) shba able to
adjust the location or validation function operation in ordearéate a balance between
performance and protection, depending on the requirementsendit policy in each
case. Ideally, the dependent entity should be able to dcsithi® it is the dependent
entity that takes the risk.

3.1.3 Security

S1.

S2.

S3.

CS disseminator authentication. The dependent entities must verify the origin of the
CSl they receive. The CSI disseminator is usuallyRbeA (the service is operated by
the CA) itself. If authentication is not used, a malis entity pretending to be a
trusted CSI dissemination entity, could provide the deperetgities with false CSI
that appears to be valid,

CS integrity. Verifying the integrity of the CSI, when it is storin the CSI repository,
transferred to the dependent entities and when it isdsioréhe dependent entities
local repository. Such verification must be possible lasalicious entity modifies the
CSl in transit, before the dependent entity receivesshiuld this happen, the
dependent entity may not realise that the received €8ltj partial or invalid in any
way,

CA compromise. The effects of a CA key being compromised should be migitnis
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S4. RevA compromise. There should be a mechanism for the dependent entitiesotv
whether the RevA has been compromised. This mechanistnnoiube the same with
the one used by the dependent entities in order to rec&VeoiC certificates that
belong to entities other than the RevA,

S5. Contained functionality. If RevA is compromised, it should not be possible for the
entities that gained control of the RevA to issue neificates,

S6. Availability. The CSI dissemination mechanism has to be resilgaihst unreliable
networks.

3.2 Evaluation of CSl dissemination mechanisms

In this section we evaluate the mechanisms presentesedtion2, using the criteria
developed in sectioB.1 Throughout the evaluation, we identify the problems @aethanism
faces. In sectiod.4 we present a comparative evaluation of the aforementioeathanisms
and the one we propose in sectbnOne of our main concerns with the CSI dissemination
mechanisms is the fact that they are not transpaiefér as the user is concerned. That is,
both the dependent entity and the application it is ushmmyld care enough to go through the
necessary steps in order to receive the appropriate C&thexrconcern is that, in most of the
mechanisms presented, the dependent entity should haee aigderstanding of the revocation
and CSI dissemination mechanism in order to interact thith mechanism and aid in the
operation of the mechanism.

We will begin our evaluation with the X.509v2 CRLs, whieére presented in secti@nlL

3.2.1 Certificate Revocation List

The first set of criteria we evaluate CRLs agaimstthe” Type of Mechanisicriteria,
presented in sectioB.1.1 CRLs do not meet criterion M1; the dependent entity tidschate
and retrieve on its own the latest CRL that may haSedd the certificate that the entity has
been presented with, by an authenticating entity oresigfRLs do not meet criterion M2
either, since a certificate holder has to contact the(@ another entity that has revocation
authority over the user certificate) in order to have his certificate revoked.

CRLs meet some of theelegation criteria. Criterion M3 is not met, as CRLs have to be
signed by the private CA key. A level of indirection couldiroplemented here; the CA could
use a different key for signing the certificates ardifi@rent key (also owned by the CA) in
order to sign the CRL. However, that would add complexityh# rhechanism, since the
dependent entities would have to have a trusted copy dapats well (if the CRL signing key
has not been signed with the certificate signing keyd monitor the validity of that key
through means other than the CRL, since if that key emampromised one would be able to
distribute false CRLs. The only reason for having tiegll of indirection would be to minimise
the “exposuré [Denni82] of the private CA key that is used to sign certificatéswever that
is not enough of an advantage in order to make CAs adosalbison. Criterion M4 is met;
CAs can delegate the CSI dissemination to other entiese the CRL is signed by the CA,
there is no threat towards the integrity of the CRL,; éwav, dependent entities should trust the
entities they choose to retrieve the CRL from. If tHeLQlistribution entities are not trusted,
they might not give to the dependent entities the l&&4t, thus hiding useful CSI from them.
In order to deal with untrusted CRL distribution entitiestrosted CRL distribution entities
acting maliciously, CAs should include in the CRLs tlae of the next release of the CRL,
thus providing bounded revocation (criterion E3). If this happ&RLs could be distributed
even by untrusted parties since, the dependent entilleknaw when the next CRL is due,
therefore the untrusted parties will not be able to deay ahnew CRL has been issued.
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Delegation of the certificate path validation is not sumabiin CRLs (criterion M5); the
dependent entities have to download the CRL and validatdificate path themselves, based
on the information contained in the CRL. CRLs do havernadfeapability (criterion M6); CAs
can use théDistribution Points and ‘Delta-CRL (see sectior2.1) in order to refer the CSI
requester to another point of distribution for the CSI heaking for (distribution points) or to
fresher CSI (Delta-CRLS).

CAs could issue new CRLs very frequently, thus meetirg freshness criterion E2.
Unfortunately, the cost for the dependent entities of dowlimigafrequently the new CRLs is
considerable; Distribution Points and Delta-CRLs can Ielpeducing that cost, though.
However, issuing a CRL very frequently renders the @Rdchanism obsolete, since in that
case it tends to offer the same functionality as amemertificate status protocol (like OES
see sectior2.7) but at the cost of downloading much more information andingathe
certificate path validation burden on the user. Therefaeing CRLs issued very frequently is
not being done in practice, so CRLs do not meet criterioriTB&re will probably be some
certificates the dependent entity will not know they hagen revoked, when using CRLs as a
CSI mechanism, since revocation may have occurredwitbi CRL validity period, before the
next CRL update time. Therefore CRLs do not meet crit&rabout timeliness, as well.

Emergency CSI (criterion E4) can be issued, with tleeaiisCRLS. All the CA has to do is
issue a new CRL (or Delta-CRL) that contains the &8V that have to be communicated
urgently to the dependent entities. However, the depermafeities have no means of being
informed that a new CRL has been issued before the edpiois except for standard means
of “pusii communication (e.g.-enail, post etc). This certainly cannot be done, mainlabse
the CA does not know who the dependent entities may be. @ius@m, when using CRLs,
there is no way Emergency CSI can be communicatecefonerCRLs do not meet criterion
E4.

Even though the CRL scheme supports the use of revocatisons (criterion M7) to be
included in the CRL, no method has been standardised forgtdkivse reasons into
consideration for the certificate path validation (se¢éi@eb).

CRLs do not meet criterion E5 about economy. Their use by depeentities requires
that these entities take the time to locate and retiiiee latest CRLs, validate the certificate
paths that point to the certificate which they wantedfy. The dependent entities should also
have a clear understanding of the use of CRLs; they beuable to locate all the certificates
and CRLs they may need in order to gather the nece€&lrywhich they must input to the
certificate path validation function. Furthermore, thewist be able to understand the
mechanics of the certificate path validation functiod amaluate the result of that function.
Furthermore, if the availability of CRLs becomes andsshe CAs will have to replicate the
CRLs to repositories other than the CA repository (Diregtomhese repositories could
possibly be untrusted ones, therefore the CAs might tieehéed to verify regularly that the
CRL is still being made available from a certain, wtid repository where they have installed
it. For all those reasons, the criterion about economyiggijt met.

Moreover, the scalability criterion (E6) is not met gitlgnce the cost of communicating a
large CRL to a large number of users can become quitificgigt, depending on the number of
dependent entities that download the CRL and the numbevakae certificates. Furthermore,
certain dependent entities might have @mibosed restrictions on the storage space they can
use for CRLs (e.g. if smart cards are used as a Gptsitery in a specific application).

Dependent entities cannot adjust the location or valid&tioction (criterion E7) in order
to match the risk policy in each case; dependent ertiiesot control as well which CRL (or
parts of) they download, since the only information the deperedsities have is a pointer to a
specific CRL (or Distribution Point) contained in the ifiedte they wish to verify.
Furthermore, certificate path validation based on CSkvetd from CRLs is not a flexible or
adjustable procedure. If the revocation reason codes weatdhesesome adjustability could be

Pagel3



On the Dissemination of
Certificate Status Information loannislliadis - RHBNC, University of London

introduced, but considering those reasons in a certifitte validation still presents problems
(see sectiob).

The role of the CSI disseminator, in the case of CRisisually undertaken by the CA
itself. It could also be a locally trusted authority fsas the Network Operations Centre in an
organisation, providing cached copies of the CRLs that bha&em recently retrieved from
entities within the organisation). Authentication & trigin of the CRL is possible through the
signature that the CA has put on the CRL, therefdterion S1 is met. For the same reason,
the integrity of the CRL can be verified, thereforéecibn S2 is met also.

If a CA is compromised, the respective CRLs issued byGhashould be considered void;
all certificates issued by that CA should be consideredvadked, because the entities that hold
the private CA key will be able to issue false certiisaat will. Therefore, the effect of having
a CA key compromised is maximum; any entity that comprartise CA private signing key
can issue and revoke certificates at will, therefore.<C&8 not meet criterion S3. The role of
the Revocation Authority (RevA) is undertaken by the @alf; however, the RevA (CA) may
use a different private key for signing CRLs. In tlase;, the respective certificate must contain
only the crlSign bit in the KeyUsage extension (Jedble 17 Appendix). In this case,
compromise of the RevA key does not enable the holder of thprommsed key to issue new
certificates. Since criterion S5 is met only in theecghat the key used to sign the CRL is
different to the one used to sign certificates, we adgbat criterion S5 is partially met.
Furthermore, in this case, the dependent entities shdwids check the validity of the RevA
certificate, whenever they receive new CSI about atbdificates. However, since there is no
definite mechanism for verifying the RevA key validitye shall have to assert that CRLs only
partially meet criterion S4.

Criteria Compliance

M1. Transparency
M2. Offline revocation
M3. Delegation of revocation

M4. Delegation of CSI dissemination v
M5. Delegation of the certificate path validation
M6. Referral Capability v

M7. Revocation reasons
E1l. Timeliness of CSI
E2. Freshness of CSI

E3. Bounded revocation v
E4. Emergency CSI capability

ES. Economy

E6. Scalability

E7. Adjustability

S1. CSl disseminator authentication v
S2. CSl integrity v
S3. CA compromise

S4. RevA compromise V?
S5. Contained functionality V?
S6. Availability v

Tablel: CRL compliance with criteria

We should stress the fact that if CAs use the samatersigning key for signing new
certificates and signing the CRLs, then criteria S8,and S5 are definitely not met; the
dependent entities will not be able to know that that spdafy has been compromised through
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the standard CSI channels, the entities that comprortliseGA/ReVA private signing key can
lead the dependent entities into believing false CSI terd#e The information that the CA
private signing key has been compromised will have to ré@ldependent entities through
other channels, probably eot-band ones. This could be the case if the CA is the roat in
certification path, or if it does not belong at all in atiieation path; in both cases the CA
certificate is seHsigned, therefore there is no one who can provide CSI dbrcertificate, at
least through the standard CSI channels and mechathiahtSRLs provide.

CRLs do provide the means to meet with criterion S6; Rejiicaof CRLs in many
repositories can help increase the resilience of thénanéstn against unreliable networkge
have to note though that, in case the entities tiditage the CRLs are not trusted, they could
hide certain CRLs from entities that ask for them, ttiekvering partial and therefore false
CSI. This can be avoided by having bounded revocation (orit&3), and using the extension
nextUpdate in the CRL, in order to ensure that dependéitiegrare aware of that bounded
revocation.

3.2.2 Fresh Revocation Information

This mechanism meets all the other criteria met byXf%b09v2 CRL. In addition to that, it
also meets the freshness criterion E2. This is adthiesd the use of the Freshest Revocation
Pointer. If the Freshest CRL repository has a highl lefzavailability (criterion S6) then this
mechanism also meets the timeliness criterion (EXjh&umore, the Emergency CSI criterion
(E4) is met, since the Freshest CRL update period isshemt and not fixed.

Criteria Compliance

M1. Transparency

M2. Offline revocation

M3. Delegation of revocation
M4. Delegation of CSI dissemination v
M5. Delegation of the certificate path validation
M6. Referral Capability

M7. Revocation reasons

El. Timeliness of CSI

E2. Freshness of CSI

E3. Bounded revocation

E4. Emergency CSI capability

E5. Economy

E6. Scalability

E7. Adjustability

S1. CSI disseminator authentication

S2. CSl integrity

S3. CA compromise

S4. RevA compromise V?
S5. Contained functionality V?

S6. Availability v
Table2: Freshest Revocation Information compliance with ceteri

<

< ||

< ||

Moreover, this mechanism meets the adjustability (Eif@riom, since dependent entities
can choose whether they need fresher CSI compared tativelyaget from the original CRL
and if they do, the can download the Freshest CRL asTimwlmechanism can be adjusted by
the dependent entities on a geansaction level. However, the level of adjustabilgylaw
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(dependent entities can only choose whether they will d@asnihe regular CRL or the Freshest
one as well).

3.2.3 Redirect CRL

This mechanism meets at least the same criteria ¥i509v2 CRLs. Moreover, the
mechanism is more scalable (criterion E6) to X.509v2 CREslirBct CRLs (RCRL) provide
dynamic repartitioning of the revocation space, thus they can be inserder to refragment
the CRLs or Distribution Point CRLs whenever needed,owitthe dependent entity having to
perform any additional actions in order to retrieve the iCiSllooking for. This fact allows for
the maintenance of a CRL structure consisting 6temtral CRL which contains Redirect
Pointers to other CRLs; each CRL contains CSI for & sigace specified in thieentral
CRL. This mapping can change over time; the dependeity, emtce it visits the central
CRL, will be redirected to the CRL that contains thenmiation it is looking for, without him
having to perform any further actions. Therefore, thewarnof information a dependent entity
has to retrieve (and the respective communication costsjder to retrieve the CSI it is
looking for, can be low. The reduction of the communicatioth storage costs renders this
mechanism scalable, at least more than standard CRLs.

Criteria Compliance

M1. Transparency
M2. Offline revocation
M3. Delegation of revocation

M4. Delegation of CSI dissemination v
M5. Delegation of the certificate path validation
M6. Referral Capability v

M7. Revocation reasons
E1l. Timeliness of CSI
E2. Freshness of CSI

E3. Bounded revocation v
E4. Emergency CSI capability

ES. Economy

E6. Scalability V
E7. Adjustability

S1. CSl disseminator authentication v
S2. CSl integrity v
S3. CA compromise

S4. RevA compromise V?
S5. Contained functionality V?
S6. Availability v

Table3: Redirect CRL compliance with criteria

3.2.4 Enhanced CRL Distribution Options

This mechanism has the same properties with a RCRLs@etion2.3), therefore it meets
the same criteria.

Criteria Compliance

M1. Transparency
M2. Offline revocation
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M3. Delegation of revocation

M4. Delegation of CSI dissemination v
M5. Delegation of the certificate path validation
M6. Referral Capability v

M7. Revocation reasons
E1l. Timeliness of CSI
E2. Freshness of CSI

E3. Bounded revocation v
E4. Emergency CSI capability

ES. Economy

E6. Scalability V
E7. Adjustability

S1. CSl disseminator authentication v
S2. CSl integrity v
S3. CA compromise

S4. RevA compromise V?
S5. Contained functionality V?
S6. Availability v

Table4: Enhanced CRL Distribution Options compliance with cidter

3.2.5 Positive CS

This mechanism [Rivest98] offers some transparencyeirCt8l location procedure for the
dependent entities but that is because it is the aightmg entities that have to locate CSI that
meets the requirements set by the dependent entitiesentdit to them. Therefore, the
transparency criterion (M1) is not really met.

The offline revocation criterion (M2) is met, since thertificate holder can revoke his
certificate without contacting the CA or any othertgntdiowever, since the CSI dissemination
is being done by the Suicide Bureaus (SB), the cet#fioalder has to hand in his suicide note
to the SBs so the CSI can be communicated to the depemdides eDelegation of revocation
is certainly met (criterion M3), since it is the derate holder, not the CA or RevA that
revokes the certificate, even if the certificate holties delivered a suicide note to the
RevA/CA upon receiving his certificate. Furthermora, emtity that provides services could
revoke the certificate of the authenticating entitghé latter has already provided the former
with a“suicide not& (see sectioR.5).

Delegation of certificate path validation (criterion MS8)also true; SBs issueertificates
of good health, depending on the suicide notes they possess, which seeynuorder to
validate a specific certificate. It is the SBs thalidate a certificate path and not the dependent
entities, and it is the authenticating entities tieate to locate the CSI, retrieve it from the SBs
and communicate it directly to the dependent entitiese(min M4). SBs have to form a
network in order to provide a common pool of CSI, thus they havprovide referral
capabilities in searching their repositories; therefitrey meet criterion M6. However, they do
not meet criterion M7, since they do not take into accdwnteasons for the revocation of a
certificate.

If the validity period of the shottived “certificates of good healths very short, then CSI
is communicated timely to the dependent entities. Suligleaus can revoke a certificate (stop
issuing* certificates of good healtHor that certificate) as soon as they realise or as ason
they are notified that there is a reason to revoke #mdficate. Moreover, dependent entities
always get fresh (criterion E2) CSI from the SBs. &f@e, this mechanism meets the
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timeliness criterion (E1). However, if the validity petiof the certificates is not very short then
this mechanism meets only partially the timelinesterion. If a dependent entity decides to
verify a certificate, based on“gertificate of healthit already has and which is not so fresh,
then it may consider a revoked certificate to be stiitlval

Bounded revocation (criterion E3) is not guaranteed, sinici&ls notes can be presented to
the SBs at any time, coming either from the certiidaolders or from entities to whom the
certificate holders had given a suicide note (see seZtpnHowever, for the same reason, the
emergency CSI criterion (E4) is supported.

This mechanism is economic (criterion E5). The dependtitiee do not have to process
any other information than certificates in order to yetie validity of a certificate. Therefore,
the infrastructure required in order to implement and opéhig CSI dissemination mechanism
is minimal. Moreover, the mechanism is simple to undadstboth by the dependent entities
and the certificate holders (authenticating entitiesigners). The dependent entities ask the
certificate holders for fresher certificates and thietacan provide that CSI simply by
following a procedure that is approximately the same aprtheedure they followed in order to
get their regular, londived certificate. Finally, the authorities involved this mechanism
(CAs, SBs) do not have to implement another infrastraatarcomplement the existing one, in
order to support this mechanism. The only process the afotierred authorities have to go
through, in order to provide CSI, is to issue certificaa@gin.

Criteria Compliance

M1. Transparency

M2. Offline revocation v
M3. Delegation of revocation v
M4. Delegation of CSI dissemination v
M5. Delegation of the certificate path validation v
M6. Referral Capability V
M7. Revocation reasons

E1. Timeliness of CSI V?
E2. Freshness of CSI V
E3. Bounded revocation

E4. Emergency CSI capability v
E5. Economy V
E6. Scalability

E7. Adjustability

S1. CSl disseminator authentication V?
S2. CSl integrity V?
S3. CA compromise V?
S4. RevA compromise V?
S5. Contained functionality V?
S6. Availability v

Table5: Positive CSI compliance with criteria

Scalability might be an issue that needs to be furtheliesl in this mechanism. Rivest
[Rivest98] assumes that it is possible for the SBs tceshénigh-speed reliable netwark If
this mechanism is used for CSI dissemination concendarticates of entities that belong to a
small, closed user group then it could be possible to enstwenk reliability to a great extent.
However, if this mechanism is applied in a wide scélen fproblems may arise from the lack
of network reliability. Replication ofsuicide notes might not be able to take place as fast as
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this mechanism assumes it will. If this happens, theome SBs will not be aware of
revocations that other SBs will be aware of, thereforeeséBs will not be able to provide the
dependent entities with CSI in a timely manner.

This mechanism is not economic (criterion E5), sinceqtires an infrastructure that is not
compatible with the one already deployed and used; furthernitoneequires the high
availability of the SBs. However, this mechanism camgbiée scalable once the infrastructure
is there since the CSI communication are very srmall the storage costs (at least at the
dependent entity side) are minimal. Finally, the meishars highly adjustable since the
dependent entity can set requirements regarding thienéss of the CSI the authenticating
entity has to locate and deliver to the former.

This mechanism meets the adjustability criterion (E©abse dependent entities can set
freshness requirements for the CSI they require frenathhenticating entities.

No clear method has been defined in [Rivest98] for verifylrggorigin or the integrity of
“certificates of good healthWe assume that SBs also have certificates, trurigin and
integrity of* certificates of good healtttan be verified through the digital signature of the SBs
on the aforementioned certificates. Though, since no adelias been clearly defined in
[Rivest98], we assert that the CSI mechanism presémtfRivest98] meets partially criteria
S1, S2. The same applies for criterion S4; no method hasdeéead in order to verify the
validity of the certificate of an SBNe assume that dependent entities can verify that by
contacting directly the issuing CA, which will provideetdependent entities with a way of
verifying the validity of SB certificates, other th#mwough a Suicide Bureau. If a CA key is
compromised then the entity that holds the compromised CAvilegnly be able to issue new
certificates and not revoke old ones. The only exception woeld the CA performs key
recovery as well and if the aforementioned entity mashagecompromise the key recovery
repository of the CA as well. If this is the case tldh certificates can be revoked as well,
therefore criterion S3 is partially met.

Criterion S5 is partially met because an entity thatd@mpromised the RevA (SB) private
key cannot issue new certificates. However, thatyecdih revoke valid certificates, by simply
not issuing “certificates of good healthfor those certificates. In addition to that, the
aforementioned entity can isstieertificates of good healthfor certificates that had been
revoked, thus making them valid again. Criterion S6 is siete referrals and replication can
be used in order to ensure that the mechanism for diss@rgirCSI has a high level of
availability.

3.2.6 Certificate Revocation Satus

This mechanism is not transparent (criterion M1) sifeeuser has to locate, download
and validate the CSI, which is composed of the value Ktlhadsigned list of nomxpired
certificates. The mechanism also does not support offimecation (criterion M2); it is the
CA that revokes certificates, by issuing the mimber instead of another valugi-((Y o).
Revocation and dissemination of the CSI could be partialggdétd (criteria M3, M4); an
entity other than the CA could hold the values NO,YO fotha certificates and publish the
value K at regular time intervals, while the CA sldopublish the updated list of non expired
certificates with the same update granularity.

If the Y,N values are updated at regular intervals (e.g. perttap this mechanism also
supports bounded revocation (criterion E3), therefore a mai@atity that disseminates the
CSI on behalf of the CA could not deny the existence shfieformation at a certain point of
time. Fresh CSI (criterion E2) can be updated and rettibyehe dependent entities very often
because the involved CSI communication and storage casteesy small, compared with
other mechanisms we have already examined (criterian E6)

No functions are described [Micali96] for locating the GB&refore the mechanism -at its
present state- does not ensure timely delivery of C8kerfon E1). The is no support for
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referral capability (criterion M6). The revocation reasans not taken into consideration for
the validation of CSlI, therefore criterion M7 is not niétie certificate path validation function
has to be performed by the dependent entity, after havowivesl theY,N values and, if
needed, the signed list of fyet-expired certificates; thus, neither criterion M5 is met.

There is no emergency CSI capability (E4) since theup8ate granularity is determined
at the generation of a certificate (see sec#id). However, CSI update granularity should be
the same for all certificates issued by one CA in ordeavioid inconsistencies and having
dependent entities confused.

This mechanism is not economic (criterion E5). The nmsharequires from users to
locate and retrieve both the K value for every certifichey wish to verify and -if needed- the
updated list that contains the issued but not yet expiretificages. Furthermore, the
mechanism requires from the dependent entities a ahel@rstanding of the mechanics of CSI
dissemination; dependent entities should be able to decide ogatbon why a K value that has
been given to them was not equal eitheFijtY) or F(N) (see sectio.6); in this case, the
dependent entities will have to judge for themselves heinea certificate is valid or not,
depending on whether there is an entry for that cextifién the list of issued and not yet
expired certificates. CSI validation is not definiteleatst not as much as in other mechanisms
we have examined (e.g. CRLs) and human interaction soaetimes be needed to reach a
conclusion on the validity of a certificate.

Criteria Compliance

M1. Transparency
M2. Offline revocation
M3. Delegation of revocation V?
M4. Delegation of CSI dissemination v
M5. Delegation of the certificate path validation
M6. Referral Capability

M7. Revocation reasons

El. Timeliness of CSI

E2. Freshness of CSI

E3. Bounded revocation

E4. Emergency CSI capability

E5. Economy

E6. Scalability V
E7. Adjustability

S1. CSI disseminator authentication
S2. CSl integrity

S3. CA compromise

S4. RevA compromise

S5. Contained functionality

S6. Availability

<<

<<

<<

Table6: CRS compliance with criteria

The mechanism is not adjustable (criterion E7); theeepsedetermined set of information
the dependent entities must retrieve in order to assehieostatus of a certificate (value K and
possibly signed list of non expired certificates). Theral@® no defined mechanism for
authenticating the origin of part of the CSI (value Kjerefore criterion S1 is not met,
although the origin and the integrity of the list of 1yet-expired certificates can be verified
through the CA signature on the list. There is thaaiglindirect way of verifying the integrity
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of the value K (criterion S2). One of the valdésN stored in the certificate should be equal to
either F(K) or F(K) (see sectiog.6); if they are not, they have been modified by unauthtrise
entities on purpose or by accident.

If the CA private key is compromised by a malicious eniltythen M could issue a list of
issued and neyet-expired certificates that does not contain certain weats that have been
issued and have not yet expired. However, if the geoaratid dissemination of the K values
is being performed by a RevA R other than the CA, or dlit¥not also compromise the YO,
NO values repository, the dependent entities could stilvgi@ CSI regarding the certificates
that had been issued before the CA key compromise. A CAdwpromise by itself enables
the entity that holds the compromised CA key to issue metificates but not revoke old ones,
therefore criterion S3 is met.

However, if M manages to launch a successful DoSka#tt®, then R would not be able
to provide a dependent entity with the requested K value fmertificate C. In this case the
dependent entity would ask for the list of issued andyrbexpired certificates. If M could
lead the dependent entity in retrieving the list (signéth the compromised CA key) from his
repository, then the dependent entity would be led into bejjdtaiat the certificate C has never
been issued by the CA (and that it was probably issued by asutie that compromised the
CA key), therefore it is not valid. Therefore, if RevA not available, an entity that
compromised the CA key could lead dependent entities into inglithat valid certificates are
invalid.

If RevA is compromised (in case it is not the CA its#iBn the entity M that compromised
RevA could revoke old certificates but would not be able teeisgw ones because that would
require knowledge of the CA private key. Therefore, cate®5 about contained functionality
is met. However, no specific mechanism is described icdl@6] for dependent entities to
verify the that RevA has not been compromised, therefdaezion S4 is not met.

Finally, the availability of this mechanism could be athd to the necessary levels by
replicating the frequently updated K values for certiisaand signed lists of issued and
not-yet-expired certificates in hosts other than the centrdl @ieminator as well. These
could be hosts that are locally trusted by a group of users.

3.2.7 Online Certificate Satus Protocol

This mechanism does not support transparency (criterion $itide the dependent entity
must locate and retrieve CSI itself. The user canawebke his own certificate, therefore
criterion M2 is not met either. However, criteria M3 alkldl are met, because both the
revocation and the dissemination of CSI can be performed bgparate RevA (Trusted
Responder or CA Designated Responder) as long as this puttaaria certificate from the CA
marked with the appropriate extension (see se2tifn

Certificate path validation is being performed by the OG8Rice provider, therefore
criterion M5 not met. Referrals are supported (criterion;M@) OCSP service provider may
contain only serviceLocator extensions [Myer99] that panother OCSP service providers
that contain the CSI that an entity requested fronicimeer. The reasons for the revocation of
a certificate are not taken into account for the ceatié path validation function, therefore
criterion M7 is not met.

If the OCSP service is being provided by the CA itseif thre OCSP provider has a direct,
online link to the CA certificates and CSI repositorynttiee dependent entities will be able to
receive information in a timely fashion. However, theSP service provider is not required to
have all the time wo-date CSI; that is, it may update the CSI it has, bywlaely
downloading all the latest CSI available at the CA @Pbsitory. Therefore timeliness is not
always feasible. However, CSI delivered by an OCSP temde very fresh (criterion E2),
because even in the case the OCSP service commarudgites with the CA CSI repository in
order to make batch updates of his own CSI repository, thisaugdaery frequent, therefore
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the CSI given by the OCSP service provider is venhfr@his mechanism supports bounded
revocation (criterion E3). If the OCSP provider has amerlink with the CA CSI repository,
then CSI is immediately available to the dependent eiftifyat communication is offline, then
the boundary is equal to the update granularity. Emergéfdyis supported (E4); a CA may
inform the OCSP service provider before a regular updiatieefie is no online link to the CA
CSI repository) about certificates for which the CSI ngedse available immediately to the
dependent entities.

This mechanism supports delegation of the certificate ydittation, therefore depending
entities do not have to possess any knowledge and infraséruict order to validate a
certificate path. This is an economic feature of theSPCQCSI dissemination mechanism.
However, this mechanism gives CSI on a per-certifibass. The advantage of this feature is
that dependent entities do not have to retrieve large das@lirCSl in order to verify the
validity of a certificate, as is the case e.g. in GRTCherefore, the communication, processing
and storage costs for the dependent entities are smah wiakes this mechanism scalable
(criterion E6). However, the mechanism requires thatridg@ entities have to be connected to
the network whenever they wish to retrieve CSI abopiegiic certificate; continuous network
access is not always feasible, either due to the coonexists involved or due to the lack of
resources. Moreover, CAs have to issue certificatethéoRevAs (OCSP service providers) as
well, and dependent entities must verify those certidicdy means other than the OCSP CSI

gueries. Dependent entities -in this case- have to beatest and knowledgeable enough to
verify frequently (if not every time they ask for C$e validity of the RevA certificate. In
conclusion, the OCSP mechanism does not meet the econtamgm (ES).

Criteria Compliance

M1. Transparency

M2. Offline revocation

M3. Delegation of revocation

M4. Delegation of CSI dissemination

M5. Delegation of the certificate path validation

M6. Referral Capability

M7. Revocation reasons

El. Timeliness of CSI

E2. Freshness of CSI

E3. Bounded revocation

E4. Emergency CSI capability

E5. Economy

E6. Scalability

E7. Adjustability

S1. CSl disseminator authentication

S2. CSl integrity

S3. CA compromise

S4. RevA compromise V

S5. Contained functionality V

S6. Availability V?
Table7: OCSP compliance with criteria

< ||

<<
N

< |||

<

<<

This mechanism is not adjustable (E7); the dependenieentitrieve the only CSI that is
available from the OCSP service provider. The dependeitiegnnay not adjust any of the
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parameters of the CSI location or validation function, amy mot request CSI that meets
certain requirements (e.g. freshness requirements).

The origin of the CSI and their integrity (criteria &B) can be verified by the dependent
entity through the signature the OCSP service providsrput on the CSI. The OCSP service
provider has a certificate issued by the respective @d\tlze dependent entities can use that in
order to verify the aforementioned signatures. A spegifithod has been defined in [Myer99]
for the dependent entities to be able to verify the valifitthe certificate of the RevA (OCSP
service provider), therefore criterion S4 is met. Furntwee, if the OCSP service provider
private key is compromised, no new certificates can bedssanly old ones can be revoked,
therefore criterion S5 is met also.

If the CA key is compromised, the OCSP service providezofaing to [Myer99]) may
provide negative CSI (revoked status) for all the ceatifis issued by that CA. However, even
if this happens, the entity that holds the compromised Gvatpr key may create another
OCSP service provider certificate. Dependent entitiek twist that certificate and the
respective OCSP provider as well, they find out about ¢imgpoomise of the CA key. A CA
private key compromise enables the entity that compromigelleth to issue new certificates
and revoke old ones. If the CA key was not-s@ihed (that is, if it was signed by another CA)
and CSI on the CA certificate are available at andfi#erepository, then dependent entities, if
they are knowledgeable and motivated enough, will be abledootit rather quickly for the
CA key compromise. If this does not apply, a CA key comproreisders all certificates, and
the transactions that are performed with them, voidefbes, criterion S3 is not met. Finally,
the availability of the mechanism cannot be ensured becayiece of CSI concerns only one
certificate and is very fresh, thus has to b@eaerated very often; this makes replication very
difficult to implement. However, if referrals are usede levels of the availability of the
mechanism can be increased. Therefore, we asseithéhatechanism meets the availability
criterion (S6) partially.

3.2.8 Freshness-constrained Revocation Authority

This mechanism is not transparent (criterion M1) becthesdependent entity has to locate
the RevA and retrieve the CSI. The user cannot reviskeehtificate by himself, a certificate is
considered to be revoked if a RevA does not deliver to the depesmién a certificate that
meets the various freshness requirements. Therefdliag okvocation (criterion M2) is not
supported. Delegation of revocation (criterion M3) is suppoiitexk ghe fresh certificates that
compose the CSI are issued by a party (RevA) other thenCth Delegation of CSI
dissemination (criterion M4) is also supported since thei&dt disseminated by the CA, but
by the RevA, who is a different entity. FurthermoreyvRenay replicate the CSI to other
entities as well, possibly to entities that are loctilgted by a group of users. The certificate
path validation is performed (criterion M5) by the RevA; ldasm the certificate path
validation, RevA issues (or does not) a fresh certifidhtat verifies the validity of the
certificate of the authenticating entity. Support fdemels is not included in this mechanism
(criterion M6), neither does the mechanism consider #asans for the revocation of a
certificate when it validates a certificate pathtéron M7).

The CSI delivered by this mechanism can be as mudh &®she dependent entities, CAs
and Policy CAs wish, therefore criterion E2 is met. Thigchanism also meets the
adjustability criterion (E7) since the dependent entitas opt to accept less fresh shibred,
RevA certificates in order to minimise the online comitaiion with the RevA, who could
deliver fresher certificates. However, the timelingsiserion (E1) is not met; RevA stops
publishing n&v, fresh shortived, RevA certificates the moment it realises thatertificate
needs to be revoked (thus meeting the Emergency CSiarrjtéE4), but a dependent entity
may rely on a less fresh shdirted, ReVvA certificate in order to validate a certifesathus the
dependent entity will not know at that time that theifizate has been revoked. Revocation is
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bounded, the boundary being the time the RevA will redlis¢ a certificate needs to be
revoked (criterion E3).

This mechanism does not disrupt the normal working pracfidthe dependent entities,
since the latter set freshness requirements anthi isertificate holders (authenticating entities
or signers) that have to provide the appropriate CSI to thendent entities. However, the
certificate holders have to be knowledgeable enough in arder able to locate a CSI source,
ask for CSI to be produced that meets these requiremdrniesy@dt and communicate it to the
dependent entities. There is no mechanism defined in twrdky the aforementioned task in a
transparent way, as far as the certificate holdeoigerned, therefore interaction with the
latter is necessary. Furthermore, if a RevA is usirgjfferent mechanism for producing and
disseminating CSI, it will have to change to this nagi$m (or support this mechanism, too),
therefore the tasks the RevA has to carry out aredsirrg. Therefore, this mechanism does
not meet the economy criterion (E5).

Criteria S1 and S2 are met; the origin and integrityhef €SI contained in thevalidity”
certificate can be verified through the RevA signatumethat certificate. However, no method
has been specified in [Stub95], in order to verify the \gliof the RevA certificate (criterion
S4). This has to be done manually, possibly by contactin@€#edue to the lack of such a
method.

Criteria Compliance

M1. Transparency

M2. Offline revocation

M3. Delegation of revocation

M4. Delegation of CSI dissemination

M5. Delegation of the certificate path validation
M6. Referral Capability

M7. Revocation reasons

El. Timeliness of CSI

E2. Freshness of CSI

E3. Bounded revocation

E4. Emergency CSI capability

E5. Economy

E6. Scalability

E7. Adjustability

S1. CSI disseminator authentication

S2. CSl integrity

S3. CA compromise

S4. RevA compromise V?
S5. Contained functionality

S6. Availability
Table8: Freshness-constrained Revocation Authority compliantteasiteria

< ||

< ||

< ||

If the CA key is compromised, new certificates can beeiggad but existing ones cannot
be revoked, unless a successful DoS attack is launchieel RevA as well, therefore criterion
S3 is met. If the RevA key is compromised, new certiisaiannot be issued but existing, valid
certificates can be revoked (the ReVvA will stop issulmgtslived, RevA certificates for them)
and existing certificates that had been revoked could appéarvalid again (the RevA will be
issuing shordlived, RevA certificates for them). Since revoked, possibbmpromised,
certificates can be made valid, criterion S5 is not fReglly, the availability of this system
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will probably not be high, since there is a single RefAt tissues the short-lived, RevA
certificates and if the dependent entities require frexgh CSI, the RevA may have to issue
continuously this kind of certificates. Digitally siggiis a computationally intensive procedure
and if the RevA has to serve a large number of CSI stgjutihe response could be slow or
even temporarily unavailable. Therefore, the criteriboua availability (S6) is not met. In
addition to that, the réssuance and distribution of shdited, ReVvA certificates entails large
communication, processing and storage costs for every thaittys involved in the operation
and use of the mechanism, therefore neither the sitglabiterion is met (E6).
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4. TOWARDSAN ALTERNATIVE MECHANISM

The contemporary applications where electronic transactakes place differ from the
older applications where electronic transactions are iadofe.g. the banking sector) in a
number of ways. Some of these differences are the follpwin

1. electronic transactions in contemporary applications do ketpkace between entities
in a closed group (e.g. in contrast to bank customers and)banks

2. electronic transactions in contemporary applications do natr osithin private,
controlled networks (such as the banking network or other teriveorporate
networks); instead, public, unsafe and uncontrolled netvayeksised,

3. adynamic, constantly increasing, group of entities tlaeecapability to offer services
over public networks; these entities do not always havecdpability to perform a
detailed security analysis of the way their servicesaipeand the way their electronic
transactions are carried out,

4. the users of contemporary networked systems are not nelgessgerienced
computer users; the majority of users of networked sys@mmsnot sensitive or
cautious enough about security measures. Even whemitbethere are other reasons
that could lead them into taking the wrong security deassion certain occasions
[Spruit98].

Thereforecertain securityrelated processes have to be automated, or at least be made
more transparent, for those users to be able to offer amtveesecurely electronic services.
This is the reason why the use of credit and debit carsi®xpanded. Erdsers of the credit
and debit card system (cardholders) and the respective depentites (e.g. merchants) do
not need to take any special security measures in ortira@dvantage of the credit and debit
card system. All they have to do is adopt simple human proeedu order to facilitate the
operation of the underlying security system.

We consider that this has to be done as well with Getiifin Authorities and the security
services they offer. Authenticating entities, signand dependent entities should not have to
carry out special security procedures. There has to beuity infrastructure that allows them
to profit from the use of certificates without them hgvia contribute to the operation of that
security infrastructure, except for some simple proceduhésh would ensure that the security
infrastructure works for their profit.

Considering the above, it is the autBoppinion that transparency (criterion M1, see
section3.1.7) should be met by the CSI dissemination mechanismsteaised. However, as
presented in sectioB.2, none of the mechanisms for the dissemination of Qi Status
Information meets the transparency criterion. A CSleatiissation mechanism will be of use
for both the certificate holders and the dependent erifitiesan provide transparency in the
dissemination of the CSI, both for certificate holders angedgent entities. Neither the
certificate holders (authenticating entities or sigh@or the dependent entities should have to
contribute manually to the location and validation of C3iisTs not the job of the certificate
holders or of the dependent entities, as it is not the jabeomerchants to locate or validate
status information regarding credit cards. This is aritgcservice that the security providers
(credit card organisations in one case, Certificationhévties in the other case) should
provide to users in a transparent way, for their profitta@idy, in some cases at least, the final
decision regarding CSI must come from the human operatam Ingst cases human operators
and users of electronic services should concentrate aingffar using the electronic services
they are interested in, and not on performing secueigted tasks.
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Certainly, one could argue that it is the responsikdlity duty of the certificate holders to
provide the dependent entities with the most current BBEFtO8]. Rivest also claims that it
should be the responsibility of the dependent entities ttheetquirements that the CSI they
are presented with, by the certificate holders, has &t.riowever, the persons that run the
services offered by the dependent entities are not alsegity experts. They are certainly
aware of the importance of security controls, much moaa the certificate holder on an
average, but that does not make them security expertbefraore, the dependent entities as
well as the certificate holders are usually not so kedgéable, motivated and perceptive
[Spruit98] regarding security controls. They may not abvgy through any required security
steps that will ensure a secure communication betwesse ttwo. Therefore, the certificate
holders and the dependent entities are bound to make senusitygkes or overlooks,
consciously or unconsciously, leading to direct or indirading. Human failing is in many
cases the reason for the malfunction of a security améstm, the incorrect use of a security
service or a security breach [Spruit96]

The security experts in this case are the people behadCertification Authority that
provides the certificates, CSl, timestamping or othevices. It is the CAs that should offer
CSI to the dependent entities and the certificate holatessy ansparent way, in order to avoid
human failing.

Moreover, one should not assume that online disseminatid@Sofis always feasible
because the online capability of the majority of useseisehow restricted. However, probably
the majority of users nowadays connect to a Wide Area dtkt{/VAN) very frequently and
for a small period of time. It could be the case of usesdbwnload their anail from their
home computer once a day, it could be the users connedtintheir computer at work, to the
corporate intranet and thus to the Internet or oiM&N their organisatiols intranet is
connected to. It could be students, using the universitypating facilities. Therefore, users
are not capable of having uninterruptible communicatioh WiSI providers (which renders
typical online CSI mechanisms rather useless) butdhayhave online capability frequently, at
least for a short period each time. Therefore, the C8hamésm has to have both offline and
online characteristicdVe claim that this can be done with the use of softagests.

Agents residing in the domain of dependent erititigh decide what CSI the dependent
entities need or will need, roam the network in order totdottzat CSI and retrieve it for the
dependent entities once they are connected again totiherkeThe major difference of such a
mechanism to the others would, or rather shouldydesparency. The certificate holders or
dependent entities, who are sometimes inexperienced commées, would not have to
understand exactly how revocation works and why they shaddéntly check for CSI, before
accepting a digital signature or a certificdtt@sed authentication as valid. However, they might
have to answer some questions at certain points in ordéacilibate the certificate path
validation. Even in this case, the humber of the questias to be restricted and the way they
are posed has to be studied carefully, otherwise the transgavill cease to exist and users or
dependent entities may fall back to a position where theyldtstrive to understand how the
CSI mechanisms work and what should they do in order to heip bperate without faults.
This often leads computer users to direct or indirectn@iliSpruit98] or‘authorisation
fatigug. If users are asked to answer a lot of secusdtgted questions or perform a lot of
security-related tasks they do not completely comprehend, then thghy ohioose the default
answers to these questions, perform the tasks in the wray@r do not perform them at all,
because they might think that they are not importarttadrthe default answer to questions is a
safe option.

Transparency is a solution to these problems. Howeveanaparent mechanism for the
dissemination of CSI must not lack the security featpresided by the other netransparent
mechanisms. An ageffitased mechanism should meet certain criteria, sudhoae tve have
developed in sectioB.1, in order to carry out successfully the task which @&harged with.
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In the next section we present an introduction to Agentsin sectiort.2 we present a
prototype of a higHevel specification for the operation of an agbased mechanism for the
dissemination of CSIWe call this mechanism ADOCSI (Alternative Disseation of
Certificate Status Information).

4.1 Agents

Agents have recently been (and still are) a majorarebetopic, both for the academia and
for the industry, for various reasons [Petrie97]. Theaeters, trying to define accurately
their view and specifications of Agents, came up witlvagiety of alternative names or
adjectives. A short review of those follows [Nwana96], [€395]:

1. Satic. Agents that do not transport themselves to executioinoements other than
the one they were originally. They remain at thatcatien environment and use other
methods in order to communicate with other agents, suBfP&s

2. Mobile. These agents can transport themselves to other iExeeuvironments in
order to communicate locally with other agents and asdinee time they can preserve
the external state they had in the previous location,

3. Ddliberative. Agents that contain internal reasoning and collabaviteother agents
in order to achieve their goals

4. Autonomous. Agents that have states and goals and do not needeastratk or
interaction (except perhaps an initial user feedback)deraio carry out their tasks
and reach their goals

5. Co-operative. Agents that ceoperate with other agents in order to reach their goals

6. Interface (also called User). Agents that sit between anothertage a user. The user
communicates with the interface agent only, and ttterl&ransforms the usergoals
into formal statements and procedures and assigns those tother agents; the
interface agent launches agents on behalf of the ceandinates them and provides
the results of their work back to the user,

7. Heterogeneous. Agents that encompass several of the characteristidhe other
agents and can talk to other agents through the usstafdard agent communication
language, thus providing for interoperability between agent

This wide spectrum of names result in semantic ovenapcanfusion. Furthermore, since
there were no criteria foragenthood some researchers came up with software constructs
which they called Agents, even though they did not hamg of the functionality that
characterises Agents [Petrie97]. Genesereth [Gene§dgsthat the criterion foagenthood
is a behavioural one; a software application is an afgemtd only if it communicates with
other software applications, using an Agent Communicdtaolguage (ACL). According to
Genesereth, typical objedriented applications cannot be characterised as agents thim
messages exchanged between the objects may have differmantics when exchanged
between different objects. On the contrary, the sensaafia language construct in an ACL is
always the same, no matter which two agents is it ttia message is being exchanged
between. There are many criteria one can use in oodeevelop a taxonomy of Agents.
However, the lack of a widely accepted standard practicehvduiuld act as a reference point,
renders these taxonomies rather inaccurate or atlegist accordance with other ones.
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We should clarify at this point that in this documentawve not interested in any Artificial
Intelligence properties that agents may hawe are only interested in the distributed
functionality they offer, since we can use that in otdemeet some of the CSI dissemination
criteria (see sectioB.1) that the other CSI dissemination mechanisms do not Mketagents
we describe in this document are mobile, deliberative rdgdaeous and (some of them)
interface agents. However, since we are not intetestestablishing a new name for the agents
we discuss, we will be referring to them simply as Agew CSI AgentsWe would like to
warn the reader that the term CSI Agents does not tidasti new flavour of Agent§Ve will
use it in order to have a common name as a referente tmeéchanics of our specification
throughout this document. The agents we will describe mses a standard way of talking to
each other. One of the examples of languages used kg sag@ommunicate is the Knowledge
Query and Manipulation Language (KQML) [Lamb97], [KQMLlhich describes
programmatic content and the Knowledge Interchange Fdithg) [Gene92b], [Chess95]
which can be used to form knowledge representations, expasks and goals. Another
example is the more recent Agent Communication Lang@agd) of the Foundation for
Intelligent Physical Agents (FIPA) [FIPA98b]. The adtage of using such a language for
agent communication instead of messages with proprietartert format is that it will be
possible for the agents involved in our scheme to be updatesparently by their owners or
developers, without affecting the interoperability or agatér-communication. CSI Agents
could expire, and their owners or developers will have amgparently) replace them with new
ones at that time (see sectiér8). These actions are not going to affect the operation rof ou
scheme, since the communication between agents midlinethe same, being based on one of
the aforementioned agent communication languages.

The agents we will present must meet the followingirements:

1. they must be able to suspend execution and resume it aiheanexecution
environment,

2. they must retain their state, when transporting tedras to other execution
environments,

3. they must be able to create child agents and deploy them,

4. they must be able to select a network location, out ot afli®cations, with the least
network congestion,

5. they must be able to communicate the retrieved informaimk to their owner or to
their ownets application that spawned the agent.

We should note here that we are not going to examin@eicbanics of the implementations
of Agent infrastructures. There are such implememmati{Frost96], [Aglets], [Odyssey] that
meet the requirements set in this section, as fAgast design and operation is concerned.

4.2 ADOCSI

In this section we present the prototype of an alternatisehanism for the dissemination
of CSI.We shall call this mechanisADOCS (Alternative Dissemination Of Certificate Status
Information). The Agents described in this mechanisomange CS, in one (or more) of the
formats described in section 2. This mechanism makes extensive use of the properitts a
functionality of the CSI mechanisms presented in seiomand it provides at least one
additional feature: théransparency in the dissemination of CS (criterion M1, see section
3.1.0.

Let us consider the entities that take part in our nreshmigure 2:
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1. CA: The three CAs irFigure 2 offer the standard services a CA should offer. In
addition to that, they develop the @2Sl Agents and th&Jser-CSIAgents, which are
used throughout ADOCSI for the dissemination of CSI

2. Agent Meeting Places (AMP) [Chess95]: They are aldlec#®\gent Platforms (AP)
[FIPA98a]. These provide the physical infrastructure wlagents can be transported
to and communicate with other agents that are alreadg.titn ADOCSI, AMPs must
also possess a X.509v3 certificate which will be used in ameuthenticate the
AMPs against the Agents that visit them. If CAs dedio have theiCA-CSI Agents
(see CA-CSI Agents) installed in more than one AMthe agents sent by the
dependent entities in order to retrieve CSI (gser-CSIAgents) can select to visit a
specific AMP if it serves the least number of CSI retgi@nd if the communication
lines to that AMPs direction are less congested to others. AMPs could be egeirad
controlled by the CAs themselves or they could be a sepenaeed Third Party.

3. Directory Facilitator Agent (DF): These agents argdent (static) within the AMPs.
They keep a complete and-tip-date register [Gene92], [FIPA98a] with the services
offered by the Agents that are in the AMP and the methttls Agents should use in
order to communicate with the former. In our mechanisenassume that the DF will
also be able to perform verification of the digital sigreduon Agents (see section
4.3). However, in an implementation it will most probably bethar Agent inside the
AMP that will do this job.We assume that the DF can undertake that task asnwell
order to reduce the complexity of our description

4. Dependent entity: An entity that wishes to verify thaidity of the certificate of
another entity. The latter may have tried to authatgi¢authenticating entity) against
the dependent entity in order to access the servicegafigrthe dependent entity, or
the latter may have received offline, signed communpicge.g. email) from another
entity (signer). In both cases, the dependent entitiesiso verify the validity of the
certificate presented by the aforementioned entitiebdaticating entity or signer).

5. Authenticating Entity: An entity that attempts to laitticate against the dependent
entity in order to gain access to the services offeratidiatter.

6. Signer: An entity that has sent to the dependent ensigned piece of information.

7. Certification Authority Certificate Status Informati¢8A-CSI) Agent: This Agent is
developed by the CA and it contains the latest availablei€®ne (or more) of the
formats discussed in segatia2. Furthermore CA-CSI Agents have a short validity
period. Entities communicating witBA-CSI Agents can verify the validity period of
such an Agent because BA-CSI| Agent contains a timestamp (time of CSI inclusion
in the Agent) and a validity time period, and the Agemsigned with the CA private
signing key; CAs issue new Agents if their validityripd is close to the expiration
date or if there is fresher CSI available at the G#mgared to the CSI stored in the
Agent. Once a new Agent is issued, it is sent tGAid®. In case the Agents also serve
CSI that is very frequently updated (e.g. Freshest CRés sectio 2.2), then this
CSI can be stored externally, in the RMn a location where Agents can have access
to. User-CSl Agents communicate wit€A-CSI Agents at the AMPs in order to
locate, validate and retrieve the CSI they are intedes. If CA-CSI Agents can
deliver CSI in more than one ways or formats, then tegptiate with the requesting
agents in order to deliver the CSI in a manner thatsrieest the CSI requirements set
forth by the requesting agents, like freshness of infoomalength of information. In
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order to increase the availability of the system, CAg dexide to have thelCA-CSI
Agents installed in more than one AMthus allowing for load-balancing of the
communication traffic due to CSI requests.

User Certificate Status Informatioblger-CS) Agent: This Agent is also developed
by the CAs and it is given to the dependent entities jghany entity that wishes to use
the agentbased scheme we present in order to retrieve CSI. ThiatAg signed by

the dependent entity every time the Agent is sent tatdoand retrieve CSI. This
signature is used throughout the Agentourse in order to verify its integrity and
origin.

Interface Agent: The Interface Agent (IA) interaetith the User-CSIAgent and the
applications that the dependent entity is using. IA ggaesrand launches a néyger-
CSI Agent whenever the aforementioned applications need &wFGrthermore, it is
the Interface Agent that installs the retrieved @8lthe local repository of the
dependent entity, perform any certificate path validatieeded and collaborate with
the applications the dependent entity uses in order to irferentity of any progress
or changes concerning the requested or retrieved CSI.IAdheahat interact with
certain software applications and tbser-CSI Agents should be developed by the
software companies that developed the aforementioned sofipalieations.

Authenticating

Dependent enti UserCS|
DE Agent

Figure2: ADOCSI infrastructure

4.2.1 AMP Location Function
The AMP location function can be implemented in the foliguivays:

1.

location information is stored at the CA, and the W&gent will have to retrieve it
before transporting itself to the A

location information is stored in tHeA-CSI Agent and it is given to thelser-CSl
Agent at the ANP,

location information is stored at the certificate of tihanticating entity (or signer)
and the Interface Agent will have to retrieve it anlivdeit to theUser-CSIAgent,
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4. location information is stored in the CA certificate ane Interface Agent will have to
retrieve it and deliver it to thdser-CSIAgent,

5. location information is stored in théser-CSlAgent.

The location of the AMP or AMPs that host the &&jent of a CA can be stored in a
repository maintained by that CA, such as the Directoig location information should be
signed by the CA in order to enable the dependent entityerify \its integrity, unless the
communication protocol supported by the CA repository includegrity checking. If this is
the way the location function is implemented, theer-CSIAgent will have to lookup the
location information at the CA repository and verify the G#gnature on that, before
transporting itself to the AM A possible enhancement could be caching the location
information in the local user environment, in order to @vaving theUser-CSIAgent lookup
the location information every time, before transportisglitto the AMP.

However, a CA may decide to stop trusting a specific AbtFhbsting theCA-CSI Agent,
because malicious behaviour has been observed; the AMMPaweytried to tamper with the
CA-CSI Agent in order to make it deliver incorrect or incompletl.Although there are
mechanisms for protecting the Agents from malicious AMIPey are either still under
research or they are very expensive to implementelfAdP is no longer trusted by the CA,
the User-CSIAgent who is using the cached location information moll know about it. This
is one of the cases where the short lifetime of1AeCSI| Agents could prove to be useful. If a
CA decides to trust no longer an AMP for hosting @&-CSI Agent, the CA will no longer
update theCA-CSI Agent in that AMP, therefore even if &ser-CSIAgent visits the specific
AMP, it will not meet aCA-CSI Agent and therefore it will not retrieve incomplete rararrect
CSI. Certainly, there is a period (when the AMP stiamspering with theCA-CSI Agent and
before the CA becomes aware of that and stops installingd?e-CSl Agents in that AMP)
when the control of the CSI could be at the hands of the. AM

There is a minor variation of the aforementioned locatioction. This can be done in case
the CA decides that online communication between the depeskities and the CA should be
avoided or at least should not be frequent. The location &N or AMPs that host thEA-
CSI Agent can be stored inside tlBA-CSI Agent himself. Certainly, the dependent entity
would have to retrieve this information for the firsteifiom the CA, manually. Once this is
done and th&Jser-CSIAgent knows which AMP to visit for the first time\ifill cache at the
local storage area of the dependent entity that informatidnupdate it whenever tia@A-CSI
Agent gives th&Jser-CSIAgent new location information.

AMP location information can also be stored in the X.509v3ficate delivered by the
authenticating entity (or signer) to the dependentyeriite Interface Agent can retrieve that
information from the certificate and deliver it to tser-CSlAgent, before sending the latter
to the AMPs in order to retrieve CSI on the aforementiaregtificate. In this case, thdser-
CSI Agent does not have to find the AMP location from the CAthar CA-CSI Agent,
therefore the communication and processing costs relatad &xtions ofJser-CSlAgent are
decreased. However, the costs associated with distribtitengcertificates themselves are
increased in this case, since the certificates goatao the location information. However, the
dependent entity is open to Denial of Service attackse $irclocation information can only be
changed (by the CA) whenever a new certificate igidgor renewed). Therefore, if all AMPs
mentioned in the certificate stop offering services, fothé CA stops trusting them and
therefore stops sending upda&é-CSI Agents to those AMPs, thdser-CSIAgent of the
dependent entity will not be able to locate an AMP to redrieéSl| from.

A variation of the aforementioned location function is trestthe location information in
the CA certificate. In this case, the costs assatiatigh the communication and processing
done by theUser-CSlAgent are also decreased, and costs associated withulisgithe
certificates are not that increased since it is dmy @A certificate that is bigger, not all the
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certificates issued by the CA. However, the dependeity éntmore vulnerable to Denial o
Service (DoS) attacks, because the validity period of a&icate is longer than that of any
other certificate issued by that CA.

A way to deal with the possible DoS attacks related wighldist two types of location
functions would be to have the first type of location fuorctoperational as well. If the third or
fourth type of location function fails (DoS), the firspéy of location function can provide the
dependent entity with the AMP location that is needed.

The CAs could developJser-CSlAgents in such a way that the Agents themselveisi@lec
which location function to use, every time they ardedato retrieve CSI. This decision of the
Agents should be based on which location functions areablgilwhich location function was
used the last time the Agent was called to retrievé, @8ether that function executed
successfully or not, and on the user preferences regattiinlocation function to be used.
Furthermore, thaJser-CSIAgent should (as all other Agents involved in this swjeuse a
predetermined Agent Communication Language (ACL) [KQM[Gene92b], [FIPA98D].
Therefore, the CAs will have the freedom to changevénethey disseminate the AMP location
information, if the need presents itself, without hawimgnodify the underlying infrastructure
and without the CSI services provided to the dependentesribiéing interrupted. Ilser-CSI
Agents are implemented in the aforementioned way, atgratibn in the rest of the
infrastructure depicted iRigure 2(e.g. change or upgrade of ié&-CSI Agent, change of the
underlying applications used by the dependent entitiesadta)ot affect the operation of the
User-CSIAgent and will not require that a change be made ifatter, as well.

Finally, the location information could be stored inside Wwer-CSlAgent. The Agent
would not need to locate and retrieve the AMP location irdtion. His operation will be
simpler and the size of th€ser-CSI mobile code application will be smaller, therefore
communications costs related to the transport obt/ter-CSIAgent will reduce.

4.2.2 CS Location, Validation and Retrieval

Once theUser-CSlAgent is in the AMP, it contacts the Directory Facilitator in order to
locate theCA-CSI Agent that holds the CSI it is interested in. Teer-CSIAgent has to
form a query in a predetermined Agent Communication Lageggaad send it to the Directory
Facilitator, who will reply to théJser-CSlAgent using the same ACL as well. If to&\-CSI
Agent that contains the information tbkiser-CSIAgent is interested in, does not reside in that
AMP then the DF should refer thiser-CSIAgent to another AN

DF maintains a database with all tB&A-CSI Agents that reside in the AMP and the
respective CSI they hold. WheneverCaA\-CS| Agent is transported to the AMP by the
respective CA, it has to contact the DF in order to inftivenlatter of the CSl it holds. The DF
should also update the aforementioned database by pollingstient&C A-CSI Agents. This
ensures that even if the DF was unavailable atirfie @ new or update@A-CSI Agent tried
to contact the DF or if £A-CSI Agent was removed abruptly (e.g. accidental cease of
operation, perhaps due to a software bug) from th& AM DF will become aware of that and
will have the database updated with the relevant infaosmaf CA-CSI Agent may have to be
removed from the AMP because the CSI it contains is rgetovalid or because the Agent has
expired (see section.3).

Having located the&CA-CSI Agents they seelkJser-CSIAgents communicate with them
and perform a series of queries, using a predetermined 8iGte CA-CSI Agents could be
able to deliver CSI in a number of different formats (seetion2), User-CSIl Agents will
negotiate with theCA-CSI Agents in order to have the latter deliver the CSheway that
meets best the requirements set by the dependent settyséctiod.2.4. The negotiation
parameters that can be used, include:

1. Freshness of CH. The freshness of the CSI received byser-CSlAgent may vary,
depending on the mechanism A-CSI| Agent used to deliver that information,
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2. Length of CH. The length of the CSI received byUser-CSl Agent may vary,
depending on the mechanism t8&-CSI Agent used to deliver that information.
There are mechanisms (e.g. CRL) where the commaendica$l contains always more
information than necessary (e.g. CSI on certificates the dependent entity is not
interested in),

3. Estimated time of CS delivery to the dependent entity. The timethat is estimated to
take for the CSI to be delivered to the dependent entitgsyadepending on the length
of the information and the availability and bandwidth ofibévork that connects the
AMP and the dependent entity. Thiser-CSlAgent should be able to evaluate the
bandwidth and availability of the aforementioned network anaidam the time it will
take to carry the information back to the dependent entitghérmore, théJser-CSI
Agent should request from th€A-CSI Agent for CSI that meets certain length
restrictions, in order to be able to transport it back to tipertent entity within the
specified timeperiod

4. Delegation of certificate path validation. This validation can be performed either by
the CA-CSI Agent or the Interface Agent (see sectigh2.3and4.2.4, depending on
the mechanism used for delivering the CSI toldker-CSIAgent,

5. Bounded revocation. The User-CSI Agent may choose to prefer one CSI
dissemination mechanism to another because the former supponded revocation
(see sectioB.1.9.

Once thdJser-CSlAgent has at his disposal the CSI, it must validadé @8I. The Agent
must verify that the CSI it has at his disposal, careéne certificate it has been instructed to
find CSlI on. If it is so, the Agent must transport ftdeick to the dependent entity. If the latter
is not connected to the network at that point of timeUker-CSlAgent should be allowed to
remain at the AMP for a predetermined amount of timetinvgafor the dependent entity to
connect back to the network.

4.2.3 Certificate Path Validation

Validation of a certificate path can be performed by therfade Agent or it can be
delegated to th€A-CSI Agent. In any case, the dependent entity should be @abierify the
authenticity of the received CSI. If the certificgiath has been validated by thA-CSl
Agent, the dependent entity should be able to verify thatréceived, processed, CSI is
authentic; if the certificate path is to be validatedhsy Interface Agent, the dependent entity
should be able to verify the authenticity of the cedtficpath information received (see section
4.3).

4.2.4 |nterface Agent

The role of the Interface Agent (IA) is to provide a llmétween thdJser-CSIAgent and
the PKl-aware applications that the dependent entity uses. ThadAaccess to the certificate
and CSI repository of the dependent entity (e.g. the comfilet®rstem), which it updates as
soon as new CSl is available. Furthermore, the-8iare applications that reside at the site of
the dependent entity communicate with the IA in ordeetuest CSI on specific certificates. It
is the IA that will then form a CSI query, using adetermined ACL, describing the CSI that
has to be retrieved and the retrieval negotiation parasnistee sectiod.2.2). Furthermore, the
IA may inform theUser-CSlAgent on the location of the AMP to visit, if that infeation is
stored in the certificate of the authenticating ertitgigner, or in the respective CA certificate
(see sectiort.2.]). After that, the IA spawns Biser-CSlIAgent and assigns to it the task to
perform the ACL query. Once tHdser-CSIAgent returns to the dependent entity location, it
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communicates with the IA in order to deliver the CSl thes been retrieved. The IA must be
able to identify theUser-CSlAgent, once it comes back, verify his integrity, rethemthe
guery it was assigned with and examine whetheJtber-CSIAgent did complete his task, to
retrieve the requested CSI. If certificate path valitahas not been delegated to (BA-CSI
Agent, the IA will perform the certificate path valigat or leave this task for the application
itself, if the application supports certificate path vdlaa The 1A will install the new CSI in
the certificate and CSI repository of the dependent eamitlyinform the application of the new
CSl that is available.

In case the dependent entity wishes to locate CSlI in trderify a certificate that belongs
to a signer, who has sent a signed document to the depamdignt then there is no online
communication between the certificate holder and the depeedéty. Therefore, there is no
need for online location, retrieval and validation of CEthik is the case, the Interface Agent
should send th&Jser-CSIAgent to search for CSI on that certificate and nakisy dependent
entity (the human operator) that he may logoff the ndtviiohe wishes so. ThéJser-CSI
Agent must be checking frequently (polling) for the exise of the dependent entity in the
network and return to it when the dependent entity contects to the network. In this case,
where the dependent entity may logoff the network,User-CSIAgent may return to the
dependent entity by other, offline communication meansedis(gug. e-mail). It is the duty of
the IA then, to check frequently the mailbox of the depeneetity and locate anyser-CSl
Agents there and retrieve them.

4.3 ADOCSI Security

We have presented in the previous sections an altermagchanism for the dissemination
of certificate status information, which we call ADOCH this section, we present the threats
this mechanism faces, and the respective securiticesrand mechanisms that have to be in
place in order to deal with these threats. The thre@©@SI has to deal with are the
following [Gritz97]:

4.3.1 Unauthorised modification or replacement of Agents

An entity other than the CA could manage to modifg/A&CSI Agent before it is installed
in the AMP, or install one that has been developed by that entdl, ita order to have that
Agent give incorrect or false CSI to tl#ser-CSlAgents. To deal with this threat, Agents
should be distributed in a secure manner [Zhang97]; tegrity and origin of theCA-CSI
Agents should be verifiable both by the AMPs andUlser-CSlAgents. This can be done if
the CA-CSI Agents are signed by the CA that sent them to the AB&Eh the AMP and the
User-CSlAgents must have a copy of the CA certificate. Theobthat AMP and thdJser-
CSI Agent must use the respective CA public key and véhify signature on th€A-CSI
Agent. The AMP must contain the CA certificates & @As it receive€A-CSI Agents from,
in a repository local to the AM The User-CSIAgent must also contain the CA certificates
that will be needed to verify the digital signaturest@@A-CSI Agents theUser-CSIAgent
will communicate with.

An entity other than the dependent entity may attempt tofynodireplace thdJser-CSI
Agent while the Agent is distributed to the dependentientdy the CA that developed it, while
the Agent is transported to an AMP or while the Agemeiarning to the dependent entity. The
CA that developed thdser-CSlAgent should sign that Agent as well, in order to detd the
aforementioned threats. If the signature of that CAnighe User-CSIAgent, the dependent
entity and the DF will be able to verify the integiatithe Agent once they receive it.
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4.3.2 Unauthorised modification of information contained in the Agents

The CA-CSI Agents transport the CSI from the CAs to the AMPs. iitegrity and origin
of the CSI contained in th€EA-CSI Agents can also be verified, by verifying the CA digita
signature on th€A-CSI Agent. This signature might prove to be redundant for stases of
CSlI (e.g. CRLs) where there is already a mecharesveirifying the integrity of the CSI (e.qg.
in the case of CRLs it is, again, the CA signatur¢ghenCRL).

The User-CSIl Agents also carry information. When théser-CSI Agent leaves the
dependent entity to be transported to anRAKIcarries the information that it will use in order
to form the CSI queries it will direct to tH@A-CSI Agent. A malicious entity might modify
that information while the Agent is transported in ordeprevent the dependent entity retrieve
correct or complete CSI. This can be prevented if the depeadtty signs the Agent as well,
before transporting it to the ARI The AMP must verify both signatures (CA signatune a
signature of dependent entity) before allowing the exatuti theUser-CSIAgent.

If an AMP does not contain all tli@A-CSI Agents aUser-CSlAgent needs to contact, the
AMP will refer the User-CSIAgent to another AMP in order to find the rest of the €&
looking for. TheUser-CSlAgent may be modified by an entity (without authorisatiwh)le it
is transported to that other AMIn order to prevent that from happening, the AMP thigirse
the Agent must sign the Agent as well, in order to pi@wintegrity protection for the CSI the
Agent has retrieved from this AR/

Finally, when théJser-CSIAgent has gathered all the CSI it needs, it transjiegl back
to the dependent entity, either immediately or whendwerldtter is connected again to the
network. The Agent carries at that point some CSI foclwthe dependent entity cannot verify
the integrity. This is the CSI the Agent retrieveoit the AMP it is in at that moment, before
transporting itself back to the dependent entity. Wher-CSIAgent could generate at that time
a symmetric key, encrypt that key with the public keyhef dependent entity (the certificate of
the dependent entity is contained in theer-CSl Agent) and store it along with the other
information it carries. Before leaving the AvtheUser-CSIAgent should generate a Message
Authentication Code (MAC) [Ford94], using that symmetrig;kbat MAC should be applied
on the Agent itself and all the information it carriglsing that MAC, the dependent entity (the
Interface Agent) can verify the integrity of thégser-CSI Agent and of the information it
retrieved for the dependent entity.

Verification of the origin of the CSI a dependent entityeiges may be possible or not,
depending on the CSI mechanism that ltreer-CSland CA-CSI Agents decided to use in
order to exchange the CSI that the former was lookingsé® §ectiol.2, for the evaluation of
those mechanisms concerning their capability for vatibo of the origin of CSI).

4.3.3 AMP masguerade

An entity may attempt to masquerade as an AMP and tatilser-CSI Agents. If a
User-Agent communicates with a (validA-CSI Agent at an AMP that is controlled by an
unauthorised, untrusted and possibly malicious entity, thah entity may manage to take
control of the communication between theer-CSIAgent and theCA-CSI Agent and provide
the former with false, inaccurate or partial CSl. Eife¢he two aforementioned Agents employ
integrity mechanisms for the protection of their commation, while they are in the ARI the
AMP can always observe the Agemastions, monitor the data they generate (e.g. symmetric
keys that will be used for the protection of the integoitythe communication between these
two Agents) and manipulate the communication between.tthenorder to prevent AMP
masquerade, both the CAs and the dependent entities showjgbtetheir Agents with the
public key of the AMP they intend to send their Agentd#dpre transporting them. Thus, the
AMP will be able to decrypt and execute the Agents onilyisf the AMP that the CAs or the
dependent entities intended to send their Agents to.
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4.3.4 Denial of Service

Denial of Service attacks could be launched against MESA In order to deal with this
threat, theCA-CSI Agents should be sent by the respective CAs to moreahamAMPs.
Therefore even if an AMP cannot deliver the CSI diseatiain service with the expected
guality (e.g. the communication line that leads to thPAis congested due to the DoS attack,
or theUser-CSlAgents that reside at the AMP perform too many CSI gue theCA-CSI
Agents, thus consuming much of the processing power o), a User-CSIAgent may
select another AMP to retrieve CSI from.

Another countermeasure that can be used in order to diéaDet attacks would be to
minimise the Central Processing Unit (CPU) time qubt is available to everyser-CSI
Agent that resides in the ARIthus reducing the possibility that a maliciduser-CSIAgent
could use too many system resources. Research is befogrget on limiting the CPU time
that mobile code can consume [Gorri98].

4.3.5 Replay attacks

A malicious entity might attempt to capturdJaer-CSIAgent when it is transported back
to the dependent entity and send andtheer-CSlAgent in its place, an Agent that was sent at
an earlier date by the same dependent entity. If thashigved, the dependent entity might be
led into believing that the Agent it received is auticeras well as the information it carries.
However, that CSI will be old and possibly invalid. If tl&B] has not been generated with a
mechanism that supports bounded revocation, then the depesdintwill consider the
invalid CSI it has received as valid. In order to avoid, tthee dependent entities should include
a nonce (Number used ONCE) [Schn96] in théser-CSIAgents in order to prevent such
Agent replays.

A malicious entity could attempt to capture B&-CSI| Agents on their way to an AMP
and replace them with valid, but oldA-CSI Agents of the same CA. If this replay attack was
successful, then thgser-CSIAgents could retrieve old, and possibly invalid, CSI. Howeve
the CA-CSI Agents are timestamped and they also contain a validiigd, which is short. If
an unauthorised entity attempts to replay an@dCSI Agent to an AMP then the AMP wiill
dismiss thaCA-CSI Agent as expired.

If an entity had taken control of an AMP it could attengpstore in that AMP only old
CA-CSI Agents, with the purpose of disseminating old, and possilsglid, CSI. TheUser-
CSI Agents would not retrieve CSI from those expi@d-CSI Agents because the former
would realise that the latter are expired (by verifying timestamp and validity period they
contain) Agents and therefore they should not trust Bletliey carry.

4.3.6 Malicious Agents

Signing the Agents with the private keys of the Agimteloper or the entity that is sending
the Agent does not guarantee that the Agent will nbinaa malicious way either towards the
AMP or towards other Agents. This measure provides onlgustability for the actions that
the Agent will perform, on behalf of the entity that tsthe Agent. Protecting the AMP and
Agents, from other Agents has been a topic of researchrbattademia [Necu98], [Necu96],
[Wil98], [Wil99] and in the commercial world [Gong98], [Gong97].

Solutions to this problem include the use of taresistant hardware [Wil98], [Wil99]
and the use of language semantics in order to verifysttiety of a specific application
[Gong97], [Necu98] either dynamically, at rtime, or statically. Furthermore, access control
mechanisms can be employed in order to restrict accels tedources or services offered by
an Agent [Gong98]. Limiting the resources of an AMP #ratAgent can use, in order to carry
out certain tasks, is a subject that is also undernasgaorrios].

Besides these, confining the use and transportation ofté\geside network domains
[Gritz98], and enforcing security policies for their opematcould contribute to a controlled
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execution environment for these Agents. Finally, thiegration of application development
[Jacl97] platforms that can be used for the development ohtégeould lead into an
integration of the respective security functionalitycls an integration could give to the
developers more tools to address the security issues tbatfram the operation of Agents
[Gritz98].

4.4 Compar ative evaluation

In this section we evaluate ADOCSI according to theeriai we have developed in section
3.1, and in comparison with the other CSI mechanisms pexsénsectior?.

4.4.1 Type of Mechanism

We first evaluate ADOCSI against the first set afecia (type of mechanism) we have
developed in sectioB.1 These are the following:

M1. Transparency,

M2. Offline revocation,

M3. Delegation of revocation,

M4. Delegation of the CSI dissemination,

M5. Delegation of the certificate path validation,
M6. Referral capability,

M7.Revocation Reasons.

ADOCSI meets criterion M1 about transparency. Neither dértificate holders nor the
dependent entities have to perform any tasks in order teelacat retrieve the CSI they need.
Probably the only point at which human interaction is ngédehis mechanism is when the
Interface Agent (IA) is installed at the local repositof the dependent entity. At that time, 1A
should ask the dependent enithuman operator a series of appropriately formed questions
order to create a profile for the use of the ADOCSI measharThese questions will define the
values of the negotiation parameters (see sedtidrd the User-CSIAgents will use when
communicating with the&CA-CSI Agents. However, special care has to be taken in theafor
of those questions; the dependent entity might not be antdrpeevocation mechanisms,
therefore the aforementioned questions should be put inaswely that the respective answers
will provide the feedback that IA needs, and at the same tthe human operator will not be
confused about the questions asked and the answers he pesvite. Furthermore, the
guestions must be such that the human operator will beatexti to take the time to answer
them. None of the CSI dissemination mechanisms we dxamined at sectiors 3.2 meet the
transparency criterion (M1). All of those mechanisms iregihat either the dependent entities
or the certificate holders (authenticating entitiessimners), or even both, be motivated,
knowledgeable and perceptive enough in order to carry ouetessary procedures to locate
and retrieve the CSI they need. ADOCSI does not have auequirement neither from the
dependent entities nor from the certificate holders.

ADOCSI also meets criterion M2 about offline revocationrCA may decide that some or
all of the entities that were certified by that CA dtobe able to revoke their certificates
themselves. In this case, the CA would have to incompdia functionality of the Suicide
Bureaus (see secti@b) in the AMP or AMPs it owns. Th€A-CSI Agents could then inform
the User-CSlAgents on the status of the certificate or certifisghe former were interested in,
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based on the suicide notes that will have been receiedfofmat of the CSI th&Jser-CSI
Agents will receive and the mechanism that will bedur the generation of that CSI does not
have to be related to the ones described in se2tiHiThe CA-CSI Agent uses the CSI that it
contains and the CSI that could be stored locally at th® Aibrder to decide on the validity
of a certificate. Th&€A-CSI Agent can either forward that CSI directly to theer-CSIAgent

or perform itself the certificate path validation functi@niterion M5) and send responses to
User-CSIlAgents that could follow any of the formats and mechanidescribed in sectich

| Type of Mechanism

CSl disseminatior; M1 M2 M3 M4 M5 M6 M7

mechanism
CRL v v
FCRL v v
RCRL N J
Enhanced CRIL Vv Vv
Dist. Options
Positive CSI v v V v V
CRS V? v
OCSP v v v V
Freshness v v v
constrained RevA
ADOCSI v v v v V V

Table9: Evaluation of CSI mechanisms based on the type of mischan

ADOCSI focuses on the dissemination of the CSI itsathar than the revocation of the
certificates. Therefore, if the mechanism used by ABO@ collect CSI (see sectia?)
supports delegation of revocation (criterion M3), then ADOSIIports it as well. The actual
revocation will occur according to the revocation mecharasih the dissemination of the
respective CSI will occur through ADOCSI, therefordecion M3 is met.

Although it is the CAs that disseminate the CSI, ity through theCA-CSI Agents, the
dependent entities do not have to contact the CAs or RéwAs)ser-CSlAgents will only
contactCA-CSI Agents, wherever they may find them and return G$the¢ dependent entities,
therefore criterion M4 is met.

Moreover, ADOCSI meets criterion M6 about referrals. ser-CSIAgent cannot find
the appropriate CSI at a specific AMhe is referred to another AMP (see sectidris ],
4.2.2. This referral derives either from the information teamed in the CSI itself (e.g.
Redirect CRL, see secti@?3) or from the AMP. In the first case, theser-CSIAgent will ask
from theCA-CSI Agent and probably the DF as well, where should he tranigeif to locate
the CSl in question. In the second case, the AMP tratsspotomatically théJser-CSIAgent
to the AMP that contains the CSI that Agent is lookorg f

Finally, ADOCSI does not meet criterion M7. ADOCSI doestake into consideration the
reasons for the revocation of a certificate, when perfagyntie certificate path validation
function. This could be a subject for future work on ADOGSk sectioh).

In conclusion, ADOCSI is a CSI dissemination mechanibat is rich in features.
However, that does not impose any restrictions on the i As, the dependent entities or
the certificate holders work. Dependent entities andficaté holders do not need to have a
profound understanding of the mechanics of ADOCSI and do wettbadisrupt their normal
operation, whatever that may be, in order to locate, vetdad use CSI.
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4.4.2 Efficiency

We now evaluate ADOCSI against the second set ofiariefficiency of mechanism) we
have developed in secti@il These are the following:

E1l. Timeliness of CSI,

E2. Freshness of CSI,

E3. Bounded revocation,

E4. Emergency CSI capability,
ES5. Economy,

E6. Scalability,

E7. Adjustability.

The Online Certificate Status Protocol seems to be t# eificient mechanism (s@@ble
10), out of those presented in sectidirHowever, it does not meet the criteria of economy and
adjustability. As far as economy is concerned, the useGHP requires that the dependent
entities locate and retrieve CSI for every certificateey wish to verify, separately.
Furthermore, in OCIS CAs are not required to have a common location for th8i, @
location that is easily found if the location of the Cgelf is known. Finally, the dependent
entities must know which access protocol to use in ordeettieve CSI from the OCSP
repository. CRLs are also not economic (see evaluation &k @Rsectior3.2.1). However,
CRLs and other proprietary mechanisms that make use fathe functionality offered by
OCSP are the most commonly used CSI dissemination meoigaim practice.

| Efficiency of Mechanism

CSl dissemination E1 E2 E3 E4 E5 E6 E7

mechanism
CRL v
FCRL v v v v V
RCRL v v
Enhanced CRIL Vv Vv
Dist. Options
Positive CSI Vv? v v V
CRS v v V
OCSP Vv? v v v V
Freshness v v v v
constrained RevA
ADOCSI v v V? v v v v

Table10: Evaluation of CSI mechanisms based on the efficientigeomechanism

The cost for implementing and deploying the base infrasteicfor the ADOCSI
mechanism is probably higher than for any other mechartitswever, once ADOCSI is
deployed, it can prove to be a very economic mechanism, alped far as the dependent
entities and the certificate holders are concernedhé&feitf them has to have a profound
understanding of ADOCSI in order to use it. Furthermoeg&her of them has to disrupt their
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normal working practice in order to locate and retrievendgeessary CSl. CSl is delivered to
the dependent entities transparently.

The only overhead in the normal operation of CAs is thet thay have to produce CSI in
more than one formats or with more than one mechanisasifechanisms in secti@). Part
of the efficiency of ADOCSI lies in the fact thatciin take advantage of more than one CSI
formats, offering thus adjustable (criterion E7) CSI ®dlkpendent entities. Once this is done,
the CAs are relieved from the responsibility of the CSéelinination, and at the same time they
can ensure that the correct CSI will reach the depemuhtities, thanks to the security scheme
that protects the operation of tl@A-CSI Agents (see sectiod.3). Therefore, economy
(criterion EB) is one of the strong points of ADOCSI.

ADOCSI also meets the freshness and timelinessiarifBne dependent entities can state
their preferences, either in their custom applicationsodhe Interface Agents, regarding the
freshness of the CSI they wish to receive and the thay wish the CSI delivery to be
performed (see sectiods2.2and4.2.1). Moreover, the dependent entities can specify different
levels of CSI freshness, depending on the importance afettiéicates they are verifying, on
the resources they wish to avail to the CSI retriéarah specific group of certificates and on
the consequences of not having timely CSI on a specffiqpgof certificates (see sectioh.2
and 4.2.1). Therefore, ADOCSI also meets the adjustability gdte The only other
mechanism, out of those reviewed in secfiprwvhich supports adjustable levels of freshness
and timely delivery is the FCRL (s@&able 10. However, that mechanism does not support fine
granularity in the aforementioned levels; CSI caneeitbe fresh or not. On the contrary, the
dependent entities can specify with precision how fresthelp want the CSI to be. Certainly,
the User-CSl Agents will retrieve CSI that meets these spetifioa to the best possible
extent. It may not be possible to meet perfectly those sp&tifications always, due to the
restrictions imposed on CAs by the revocation mechanisaysuge internally. However, if the
CAs use a variety of such mechanisms, that offer otisply a variety of freshness for the
issued CSI, then ADOCSI does support effectively a firegarity for the adjustability
levels.

ADOCSI also meets the emergency CSI criterion. Ifrgewcy CSI is issued, it can be
sent either directly to thEA-CSI Agents that already reside at the AMPs (e.g. usiagasSl
format described in sectié¢h2 or the one described in sect®®), or newCA-CSI Agents can
be issued that contain themselves the emergency i€8hyl case, the emergency CSI will be
available for retrieval at the AMPs, on time. The depenéatities (or the Interface Agents
that control the use th&ser-CSl Agents of the dependent entities) can choose specific
certificates or group of certificates for which they lwito have emergency CSI. These
certificates might be high in the hierarchy of cexdifes that the dependent entities use,
therefore revocation of those certificates could resulteirocation of many certificates the
dependent entities use. If the preferences of dependéigse(which are stored at the local
repositories of the dependent entities) indicate that emeygCSI on certain certificates should
be made available to them, then the Interface Agetiténatruct theUser-CSlAgents to look
for such information when they roam the network and trahgpemselves to AMPs. In
conclusion, ADOCSI meets the emergency CSI criteboibhat the same time it minimises the
respective operational costs this might entail, sineeber-CSlAgents do not look for and
retrieve emergency CSI on all certificates but onlyhase the dependent entities specify.

ADOCSI could support bounded revocation, if all the mechanissesl by the CAs in
order to generate CSI (see sect®)rsupport bounded revocation. Since the only mechanism
that does not support bounded revocatiofiPigsitive CSI (see sectior8.2.5and Table 10,
then if CAs do not use that mechanism, ADOCSI can algaport bounded revocation.
However, if this mechanism is used for the generatiorC8f, ADOCSI cannot support
bounded revocation, therefore ADOCSI supports the bounded revocaiierion (E3)
partially.

Page41l



On the Dissemination of
Certificate Status Information loannislliadis - RHBNC, University of London

The scalability (criterion E6) of ADOCSI depends on a nundjeiactors, such as the
number of the available AMPs, the number of Agents éadR can host and the number of
AMPs to which the CAs send th&lA-CSI Agents. Assuming that there are sufficient AMPs,
therefore we have sufficient storage space and procesapapility, and assuming that the
CAs do replicate theiCA-CSI Agents to more than one AMP, then ADOCSI meets the
scalability criterion.

One of the major advantages of ADOCSI over the otherd@Semination mechanisms is
that ADOCSI has a combination of online and offline fesguiTheUser-CSIAgents can be
transported from the dependent entity to an AMP that igctly available. If that Agent needs
to visit another AMP in order to retrieve CSI and thaep#MP is not available at that time,
the Agent can stay at the first AMP until the otévP is available again. Certainly, the
amount of time an Agent can stay at RMn wait for another AMP to become available,
should have an upper limit in order to avert Denial of Berattacks. If entities send a large
number of Agents to an ARl looking for CSI that is known to be available at anotherPAM
that currently is not available for some reason, thesettAgents could take up all the available
storage at the first AM thus provoking a Denial of Service for other Agents Watld like to
visit the aforementioned AN

The fact that thdJser-CSIAgent can stay at an AMP for a predefined amount of time
before transporting itself to the next destination can ptovee beneficial for the dependent
entities as well. A dependent entity may disconnectf ifsem the network or network
connectivity between the dependent entity and an AMP faibyemporarily. If aUser-CSI
Agent has gathered all the CSI it has been sent tewetand attempts to return to the
dependent entity at a time that the latter is not alvigilfor some reason, théser-CSlAgent
can remain at the AMP where it is currently, utitdé dependent entity connects back to the
network or until the network connectivity is restored. Efae, ADOCSI meets the scalability
criterion, if the number of the available AMPs is suiét.

In conclusion, ADOCSI is a more efficient CSI dissemiimamechanism compared to the
ones we have presented in sec@omlthough the set of features it supports is largen the
respective sets of other mechanisms (see sedtibd), it is still an economic mechanism.
Furthermore, it provides for timely and adjustable dissetinimaof fresh CSI. Most of the
other mechanisms that offer fresh CSI in a timely mearare either not economic or not
scalable. Finally, ADOCSI is offering fine grained adability levels. The only other
mechanism offering this is the Freshness constraime@dation (see sectidh8), but at the
cost of loosing economy and scalability.

4.4.3 Security

We now evaluate ADOCSI against the third set of sitésecurity of mechanism) we have
developed in sectioB.1 These are the following:

S1. CSl disseminator authentication,
S2. CSl integrity,

S3. CA compromise,

S4. RevA compromise,

S5. Contained functionality,

S6. Availability.

CSil retrieval occurs within the execution boundariehefAMP. User-CSIAgents contact
with CA-CSI Agents in order to locate the CSI they look for and regrievAuthentication of
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the CA-CSI Agents is achieved by verifying the digital signat@@s have put on these
Agents.User-CSlAgents must carry with them the respective CA fieaites in order to verify
the aforementioned digital signatures (see seecti@nl). Furthermore, authentication of the
AMPs whereUser-CSlAgents reside and execute can be performed, if the deperdities
encrypt those Agents with the public key of the AMP they going to send them to (see
section4.3.3. Therefore, criterion S1 is met.

Verifying the integrity of the CSI is being performed bg tJser-CSIAgents and by the
Interface Agent, once the former arrive at the depeneidity, by verifying the CA signature
on the CSI Therefore, criterion S2 is also met.

The effects of having a CA key compromised depend directiiijeomethod used by the CA
to generate the CSI, and therefore of the CSI formgt @%&-CSI Agents carry. Taking into
consideration thaCA-CSI Agents would probably carry CSI in more than one formats, i
order to accommodate for the varying needs and requiremetie afependent entities, we
assert that ADOCSI does not meet criterion S3 about CA conige. If a CA private key is
compromised, then the entity that holds the compromised kiybaviable to issue new
certificates and revoke old ones, if the dependent enatiesnot aware of the CA key
compromise.

All of the mechanisms we have evaluated in se@®i@meet criterion S4 at least partially.
Since ADOCSI is a mechanism that does not perform rewoct itself, but uses the CSI
produced by other mechanisms and disseminates it, then AD&$d meets partially criterion
S4. Compromising an authority that actually performs faate revocation and produces the
respective CSlI, would have the same effect if ADOC& also used for CSI dissemination or
not.

Security of Mechanism
CSl dissemination| S1 S2 S3 S4 S5 S6
mechanism

CRL v v V? V? v
FCRL v v V? V? v
RCRL v v V? V? v
Enhanced CRL v Vv? Vv? v
Dist. Options

Positive CSI Vv? Vv? Vv? V? V? v
CRS v v v V
OCSP v v v v V?
Freshness v v v V?
constrained RevA
ADOCSI v v V? V? v

Table11: Evaluation of CSI mechanisms based on the securityeaftechanism

CAs should produce CSI in more than one formats (see seéjtiand install that CSI in
their CA-CSI Agents. If this is done, then those Agents could vehiéy validity of CSI they
have in one format (e.g. CRL) based on the respectivarnC&iother format (e.g. CRS). An
entity should compromise all the RevAs that ADOCSI isgién order to generate CSI (e.g.
CRL and CRS), in order to be able to issue new certiicasewell. Therefore, ADOCSI meets
criterion S5, at least partially, as well.

The availability of ADOCSI depends directly on the numbeomérating AMPs and the
number of AMPs the CAs send th&A-CSI Agents to. If there are enough AMPs and the
CAs send their Agents to a sufficient number of AMPgntthe availability of ADOCSI is
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ensured. The cost for this availability is the frequesrinmunication of the AMPs with the
CAs.

In conclusion, ADOCSI also meets, at least partiallgsinof the security criteria we have
developed in sectio.1.3 We should mention, though, that ADOCSI faces moreathréhan
the other mechanisms, since it is the only mechattisininvolves the transport and remote
execution of applications (see secti3). Research on Agent Security [FIPA98c], [Necu98]
and its relation with PKI [He98] [Thiru95] is currentlyibg performed. It is possible that
some of the security issues [Wil98], [Wil99] that rel&deAgents and have not been solved
effectively until nav, will be solved in the near future.
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5. FUTURE WORK

Protecting Agents from AMPs is a still a subject oksrsh [Wil98], [Wil99]. Perhaps the
security countermeasures that have been used in orgeotext the AMPs from the Agents
actions can be used here as well. If the CAs couldyviidt the DF Agent code, as well as the
code of the rest of the static Agents of the AMP has ifspesafety properties[Necu96],
[Necu98], or if the CAs themselves could check for thespgsties [Gong97], then the CAs
could sign the aforementioned Agents, if they meet iceddteria. Therefore, CAs could
protect Agents from malicious AMPs, since the actiorenoAMP would be predictable.

A dependent entity Agent might not want to leCA-CSI Agent or an AMP know for
which CSI theUser-CSIAgent is looking for, unless thHeA-CSI Agent does contain that CSI.
A dependent entity Agent might want that, in order to tokeés privacy (at least from the
AMPs orCA-CSI Agents that do not have the CSI that the dependery entiioking for). If
that is achieved, then the risk of having a compromised® AVICA-CSI Agent giving false
CSI to User-CSlAgents could be reduced as well, because the AMBAGCSI Agent will
not know for which CSI the Usekgent is looking for, unless the AMP contains such Csie
way to achieve that [Riord98] would be to form the CSI queiie following way:

Query: H(N, CertID, CaCertID),

where H() is a hash function, and CertID is an idientibr the certificate the dependent
entity is looking CSI for. It could be the public key of thattificate, the hash of that public
key, the hash of the serial number of the certificatethe respective Distinguished Name
[X.500] contained in the certificate, or any other constituat can identify uniquely a
certificate issued by a specific CA. Furthermore, thergjghould include another certificate
identifier, for the CA that issued the certificatetttiee dependent entity is looking CSI for.
Finally, in order to avoid dictionary attacks from an AMBttwould want to find out for which
certificate is the dependent entity looking CSI for, a raif) should be included as well. This
nonce could be the nonce included in the Agent in order teqbribie entities that receive the
Agent from replay attacks (see sectbB.5.

The query is formed from the hash of the aforementionednaition. ThéJser-CSIAgent
will be retrieving the respective certificate idestifivalues from th€ A-CSI Agent and will be
calculating the respective query values until he foks that matches. If this is the case, the
User-CSIAgent may retrieve that CSI from tA-CSI Agent at that time. If th€A-CSI
Agent or all theCA-CSI Agents that reside in the ARIdo not contain the CSI that thkser-
CSlis looking for, then the latter will communicate witogherCA-CSI Agent, or will
transport itself to another ARI However, neither th€ A-CSI Agents that th&Jser-CSIAgent
communicated with, nor the AMP théser-CSIAgent was residing in, will be able to know for
which certificate was the Agent looking for.

Neither the CSI mechanisms we have reviewed in®e&i nor ADOCSI, take into
consideration the reasons for the revocation of a cet#ifisden performing certificate path
validation. Furthermore, during a certificate path vaima none of the aforementioned
mechanisms takes into consideration certificates thahicotihe same public key but belong to
other certification paths, and they have been revoked. Gityjothe aforementioned
certificates should belong to the same entity, but itdc@so be the case of two or more
entities that had -on purpose- the same key pair, cétifiedifferent CAs.

Assume that certificates,@nd G, belong to the respective certificate chains C and C
depicted inTable 12 and contain the same subject public key. ShouloeGevoked, that does
not mean that G will be revoked as well, as it belongs to another ceatdichain. The fact
that G has been revoked should affect i@ a different way, depending on the reason for the
revocation of ¢ [Fox98]. Currently, PKI does not support the revocation, gradher action
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upon a subjetd certificate, if another certificate containing f@me public key is revoked. Let
us examine the various reasons for the revocation ofrtdicegée. These reasons can be
included, optionally, as an extension to the CRL [ISO9594}uf99]. This extension is called
CRLReason (se€able 13.

Cl1 C21 Ck-l1 Ck1 Cm
Cl, Cz, Ck-11 Ck, Cn
Table12: Certificate chains

Ckcould be revoked because of the following reasons [ISO11770], [Fox98]:

1. The public key contained inyGhould not be trusted anymore because it has been
compromised. The CRL entry should contain the reakegCompromise In this
case, Gshould be revoked as well, because it contains the sampraroised public
key.

2. The binding between the public key contained jrafd the subject name contained in
Cx should no longer be trusted, because the affiliation ofcéréficate holder has
changed, there is a new certificate that supersegdes lkzcause the certificate holder
will not be using anymore [CThe respective reason codes that should be used in the
CRL entry are! affiliationChanged] ‘ supersedédand‘ CessationOfOperationlf C -
contains information that bind the person denoted by the sulete in G to the
same affiliation as is the case with tBen G, should be revoked as well. If,@as
revoked because it was superseded themight not need to be revoked. Finally, if
C« was revoked because the certificate holder will not begusiat certificate
anymore, then €should be revoked or should not be revoked depending on the reason
why the certificate holder will not be using,@nymore.

3. Cu (certificate holder k-1 is the issuer of certificatg & no longer a position to
vouch for the validity of ¢ This would be due to a compromise of the key contained
in C¢1. The reason code that should be used in the CRL entgASompromisé In
this case, G should not be revoked, because,@and every certificate higher in the
hierarchy of Q is not affected because of the compromise,af C

We have demonstrated that there are cases when teatien of a certificate belonging to
one certificate chain may provoke the revocation of aficate that belongs to another
certificate chain but bears the same public key. Howéwercurrent, supported certificate path
validation mechanisms and CSI location mechanisms do ppbgusuch actions. Even if such
actions were supported buy the aforementioned mechanisns,vilould still be questions to
be answered regarding the revocation of one certificagnother certificate that contains the
same public key. One of the issues that would have tcckledawith, is what would happen in
case a certificate needs to be revoked for a reason that iacluded in the list of reasons
proposed by [ISO9594], [Hous99]. It could be the case that a @Ahtlder of ¢,) has
realised that an entity (the holder of) @as been misidentified, either because of a procedural
registration error or because the entity has provided id¢stification [ISO11770] to the CA
during the registration phase. In this case, none atlsing, proposed reasons to be included
in the CRL entry do not concern the real reason for eliecation. Another issue that would
have to be tackled with, is the actions to be taken withewt to G in case ¢ appears in a
CRL with the value certificateHold in the entry exdgiam reasonCode. A certificate could be
suspended (certificateHold) for many, different reasonsitanduld not be clear in this case
what actions should be taken either by the entitiesotvatthe certificates in the certification
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chain Cor by the dependent entities that wish to use certifictay. G, CJ that belong to
these chains.

ADOCSI could possibly provide the means to deal with the engoned problems, since
the Agents involved in ADOCSI do have access to a commonop@sl resources (the set of
all AMPs andCA-CSI Agents).User-CSlAgents could seek the necessary information in this
pool in order to verify the validity of a certificate, eviéthe same public key is contained in
more than one certification paths. In addition to thatdifygendent entity could customise the
User-CSlAgents (through a graphical user interface provided éyrtterface Agent) in order
to let them know the preferences of the dependent engitydiag the revocation of certificates,
depending on the reasons other -relevant- certificates lbeen revoked. Clearly, this subject
has to be studied further.
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6. CONCLUSONS

We reviewed and evaluated the CSI dissemination mechatigh$iad been proposed to
the time of writing of this document. Clearly, each hadsm presents its own advantages and
disadvantages and therefore a different CSI disseminagahanism could be selected by the
CAs, depending on the application area of the PKI.

We also developed an alternative mechanism for the disagoni of certificate status
information (ADOCSI), which presents some enhancemeotsnpared to the other
mechanisms that have been proposed. One of the most impemtanicements is that this
mechanism meets the transparency criterion (seenexli.]). The entities involved with the
use of the security schemes that PKI offers are meayal knowledgeable, motivated and
perceptive towards security procedures (see sedl}ionherefore, such a mechanism could be
of use, since it relieves these entities from the bunodecarrying out securityelated tasks in
order to locate and retrieve Certificate Status Infolnatin addition to that, new features can
be implemented in the operation of this CSI disseminatiochamsm in a transparent way.
New features could be developed and integrated in the nigch@ng. in theCA-CSI Agents
and theUser-CSlAgents), that possibly serve the needs of the dependitigseim a better
way. However, the dependent entities themselves neddhowat about the mechanics of these
new features.

ADOCSI presents other advantages as well. The netwaffictthat results from CSI
gueries can be reduced, since the queries take place acalaldvel, inside the AMPs.
Furthermore, ADOCSI is resilient to unreliable netwotleszause it has both online and offline
features.

Most of the existing CSI dissemination mechanismsicestre Certification Authorities in
the way they must operate. CAs cannotpeatition the CSI space, or transport their CSI
repositories elsewhere, because the dependent entiiesoiMie able to track those changes
easily. ADOCSI lifts that restriction. CAs can-partition their CSI space, transport the CSI
repositories and also maintain CSI in a number of diffd@ntats. Such actions would result
in confusion of the dependent entities and would create prshitethe certification process, if
a CSI mechanism out of those presented in se2tivas used. On the contrary, if ADOCSI is
used as a CSI dissemination mechanism, such action aff bethe CAs would result in even
more efficient CSI dissemination.

ADOCSI provides for adjustable CSI. The dependent entigesretrieve the CSI that
meets their own requirements, and at the same tirhewvitinderstanding the mechanics of the
CSI dissemination process and without the dependent ertdigiag to act themselves or
contribute in any other way to the aforementioned procéss.ofily other mechanism offering
fine-grained adjustability in CSI location and retrieval is BFreshness constrained Revocation
(see sectioR.8), but at the cost of loosing economy and scalability.

ADOCSI is a more efficient CSI dissemination mecharnismmpared to the ones we have
presented in sectidh Although the set of features it supports is largem tha respective sets
of other mechanisms (see sectidr.]), it is still an economic and scalable mechanism.
Furthermore, it provides for timely dissemination of fr€&3l. Most of the other mechanisms
that offer fresh CSl in a timely manner are eitr@reconomic or not scalable (SEable 10.

One of the disadvantages of ADOCSI is that it assuhasthitere is sufficient number of
collaborating AMPs and that each AMP contains a sufficeumber ofCA-CSI Agents.
Furthermore, ADOCSI assumes that all Agents involvedthé scheme are using the same
Agent Communication Language. Although these assumptionst pose any problem at all,
on a technical level, there might be other obstacléspiementing such a CSI scheme. There
might be commercial CAs that do will refuse to havert@&i-CSl Agents in the same AMP as
another CA, or in the AMP developed by an organisationishedmehow related with another
CA. Furthermore, if a CA has a large user basetignthat have been issued certificates from
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that CA) that CA may refuse to serve CSI requests fos@r-CSIAgents developed by other
CAs. In general, redife implementation of ADOCSI requires that CAs will letlorate, in
order to deliver CSI. This might not be always feasililéeast not in the commercial sector.

Another disadvantage of ADOCSI is that it requires that Trusted Computing Base
(TCB) [GolI99] of the dependent entities and CAs growsze.sTheUser-CSIAgent and the
Interface Agent are part of the TCB of the dependentyenthese Agents are locating,
retrieving and possibly validating CSI on behalf of the ddpehentity. CA-CSI Agents also
form part of the new TCB of CALA-CSI Agents are the ones that disseminate the available
CSI, not the CAs, anymore. Taking into consideration gkatirity issues related with the use
of Agents still exist (see secti@gn3), such a growth of the Trusted Computing Bases requires
that these problems have to be solved, in an economic wiaye hesing Agents in the CSI
process.

Generation and dissemination of Certificate Status Irdtam has to be studied further.
There are problems related with all the CSI mechan(se®s sectiorb), which still have not
been solved. These problems could require the sharing cra@ig a wide group of CAs and
the processing of that CSI before communicating it todégendent entitiedVe believe that
Agent-based CSI mechanisms could possibly provide the means to dtal the
aforementioned problems since the Agents involved in susthamisms have access to a
common pool of CSI resources, the set of all collaborating #\stRl the respective, resident
CA-CSI Agents.

In this dissertation, we have evaluated the proposed msoisarfor generating and
disseminating Certificate Status Information. Also, ieee identified the disadvantages that
the use of each of the aforementioned mechanisms presémfly, we have developed a
prototype of an Agenrbased mechanism for disseminating CSI, which we betiffees certain
improvements in CSI dissemination, compared to the othemanens.
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Appendix

Table13: Certificate and CRL Extensions

X.509v3 Certificate
Extension

cRLDistributionPoints ::= {
CRLDistPointsSyntax }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX)

DistributionPoint

DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointida OPTIONAL,
reasons [1] ReasonFlag§IORAL,
cRLIssuer [2] GeneralNarGd3TIONAL }

DistributionPointName ::= CHOICE {
fullName [0] GeneralNames
nameRelativeToCRLIssuer [1]  RelativeDigtishedName }

ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded 4),
cessationOfOperation  (5),
certificateHold (6) }

OF

X.509v2 CRL
Extension

issuingDistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointNamé&DONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT E3E,
onlyContainsCACerts  [2] BOOLEAN DEFAULT EAE,
onlySomeReasons [3] ReasonFlags OPTIQNAL
indirectCRL [4] BOOLEAN DEFAULTALSE }
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Table 13: Certificate and CRL Extensions (cont.)

X.509v2 CRL CertificateList ::= SEQUENCE {
tbsCertList TBSCertList,
signatureAlgorithm Algorithmlidentifier,
signaturéalue BIT STRING }

TBSCertList ::= SEQUENCE ({
version Version OPTIONAL,

-- if presesiall be v2
signature Algorithmidentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE

userCertificate Certificatei@iumber,
revocationDate Time,
crlEntryExtensions  Extensions OPNKDL
-- if pent, shall be v2
} OPTIONAL,
crlExtensions [0] EXPLICIT Exteoss OPTIONAL
-- if pent, shall be v2
}

X.509v2 CRL Del t aCRLI ndi cat or ::= BaseCRLNunber

Extension BaseCRLNunber ::= CRLNunber

X.509v2 CRL Entry CRLReason :: = _E][\IUNERATED { )

: unspecifie ,

Extension key(pJonpr oni se (1)

cAConpr om se (2),
affiliationChanged (3),
super seded (4),
cessati onOf Operati on (5),
certificateHold (6),
r enoveFr onCRL (8) }

Page54




On the Dissemination of
Certificate Status Information

loannislliadis - RHBNC, University of London

Table14: Enhanced CRL Distribution options

StatusReferrals CRL extensid

n statusReferrals EXTENSION ::={
SYNTAX StatusReferrals

IDENTIFIED BY <oid thd> }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OFH
StatusReferral
StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,
DeltaReferral [1] DeltaReferral,
0CSPReferral [2] OCSPReferral}
CRLReferral ::= SEQUENCE ({
issuer GeneralName OPTIONAL,
location GeneralName OPTIONAL,
DeltaLocation GeneralName OPTIONAL,
CcRLScope CRLScopeSyntax,
lastUpdate GeneralizedTime OPTIONAL
lastDelta GeneralizedTime OPTRMN
DeltaReferral ::= GeneralName
OCSPReferral ::= SEQUENCE {
issuer GeneralName OPTIONAL,
location GeneralName OPTIONAL }
cRLScope CRL extension cRLScope EXTENSION ::={
SYNTAX CRLScopeSyntax
IDENTIFIED BY { <oid tbd>}}
CRLScopeSyntax := SEQUENCE SIZE (1.MAX) OF
PerCAScope

PerCAScope ::= SEQUENCE {

cAName [0] GeneralName OPNAL,
distributionPoint [1] DistributionPointNameé
OPTIONAL,

onlyContainsUserCerts [2] BOOLEAN DEFAULT E3E,

onlyContainsCACerts  [3] BOOLEAN DEFAULT EAE,
onlySomeReasons [4] ReasonFlags OPTIQNAL
serialNumberRange [5] NumberRange OPRON
subjectkeyldRange [6] NumberRange OPTIONA
nameSubtrees [7] GeneralNames ORAL

}

NumberRange ::= SEQUENCE {
startingNumber INTEGER,
endingNumber INTEGER,

modulus INTEGER OPTIONAL }
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Table15: OCSP referral to CRL

Extension in OCSP CrlID ::= SEQUENCE {
responses, referring to a crlUrl [0] EXPLICIT IASStrin@PTIONAL,
relevant CRL criNum [1] EXPLICIT INTEGERPTIONAL,
criTime [2] EXPLICIT GeneralizedTime
OPTIONAL }

crlUrl is the pointer to the CRL, crINum is the Numlsttension
of the specific CRL and crlTime is the time when thedfic CRL was
issued (also exists in the CRL as an extension)

Table16: Certificate identification in OCSP

Part of the OCSP request  CertlD n= SEQUENCE {
message. These values are hashAlgorithm Algorithmldentifier,
used to identify th issuerNameHash ~ OCTET STHRIN- Hash of Issuer's DN

certificate for which issuerKeyHash OCTET STR3N\-- Hash of Issuers public

dependent entity asks f ey
CSI from the entity th
offers the OCSP service.

serialNumber CertificateSerialNumber }

Tablel7: Key Usage

keyUsage EXTENSION ::= {
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

The use of a public ke
contained in a certificat
(and  the respectiv
private) is defined in thig
X.509v3 certificate

0 <

KeyUsage ::= BIT STRING {

. digitalSignature (0),
extension nonRepudiation (1),
keyEncipherment (2),
dataEncipherment 3),
keyAgreement 4),
keyCertSign (5),
cRLSign (6) }
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ACL
ADOCSI

AMP
AP
AP
CA
CPU
CRL
CRS
CsSli
DF
DoS
FCRL
FIPA
FRIP
1A

KIF
KQML
MAC
OCSP
PKI
RA
RCRL
RevA
RPC
SB
SN
TCB
TTP
URI
URL
WAN

Glossary

Agent Communication Language

Alternative Dissemination of Certificate Status
Information

Agent Meeting Point

Agent Platform

Certification Authority

Central Processing Unit

Certificate Revocation List

Certificate Revocation Status

Certificate Status Information

Directory Facilitator

Denial of Service

Freshest CRL

Foundation for Intelligent Physical Agents
Freshest Revocation Information Pointer
Interface Agent

Knowledge Interchange Format
Knowledge Query and Manipulation Language
Message Authentication Code

Online Certificate Status Protocol

Public Key Infrastructure

Registration Authority

Redirect CRL

Revocation Authority

Remote Procedure Call

Suicide Bureau

Suicide Note

Trusted Computing Base

Trusted Third Parties

Universal Resource Identifier

Uniform Resource Locator

Wide Area Network
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