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Abstract

The Am erican N ational Standard hstitute AN SI) Standard on Role-Based A coess Control RBAC)
w as approved in 2004 to fulfil “a need am ong govermm entand industry purchasers of inform ation tech—
nology products for a consistent and uniform definition of role based access control RBAC) features”.
W hile the AN SIRBAC standard represents an In portantdevelopm entin RBA C research, tnonetheless
has lin itations, design flaw s, and technical errors. Tn this paper, w e identify the issues in the current
ANSIRBAC standard and suggesthow they can be fixed. W e also presentan altermative RBAC fram e—
w ork that is free of the problem s thatw e have uncovered in the standard.

1 Introduction

Role Based A ccess Control RBAC) 2, 11,12, 13, 14, 39] is today s dom inant acoess control paradigm .
The past decade has seen an explosion of research in RBAC . Hundreds of papers have been w ritten on
topics related to RBAC . The industry ’s interest In RBAC has also increased dram atically, w ith m ostm apr
Inform ation technology vendors offering products that lncorporate som e form of RBAC . Today, allm apr
DBM S products support RBAC . In W indow s Server 2003, M icrosoft introduced A uthorization M anager,
w hich brings RBAC to the W indow s operating system s. RBAC has also been used in Enterprise Security
M anagem ent System s such as IBRM TivoliPolicy M anager [18] and SAM Jupier [3,20,21,22].

The Am erican N ational Standard Institute AN SI) RBAC Standard was approved in 2004 t fulfil “a
need am ong governm ent and industry purchasers of inform ation technology products for a consistent and
uniform definition of role based access control RBAC) features” [2]. The rationale for developing such a
standard is explained in the forew ord of the standard [2]:

Tn recent years, vendors have begun im plem enting role based access control features in their
database m anagem ent system s, security m anagem ent and netw ork operating system products,
w ithout general agreem ent on the definition of RBAC features. This Jack of a w idely accepted
m odel results in uncertainty and confusion about RBAC ’s utility and m eaning. This sandard
seeks t© resolve this situation by using a reference m odel to define RBAC features and then
describing the fuinctional speciications for those features.

The standard has gone through several rounds of open public review . An nidaldraft of the standard [33]
w as proposed atthe 2000 ACM W orkshop on RBAC .A panelwas held atthe ACM W orkshop to discuss
the docum ent, and com m ents have been published in the w orkshop proceedings [16]. The second version
appeared in ACM Transactions on Infom ation and System s Security ([ISSEC) in 2001 [14] and w as then
subom itted to the InterN ational C om m ittee for Tnform ation Technology Standards (INC ITS) in O ctober2001.



The final version w as approved in February 2004 as the Am erican N ational Standard ANSIINCITS 359-
2004.Plans are undemw ay t in prove the standard and m ove the standard to ISO — Intermational O rganization
for Standardization.

The RBAC standard consists of two parts: the Reference Model and the Systern and Administrative
Functional Specification (Functional Specification for short). The Reference M odel defines sets of basic
RBAC elem ents and relations that are Included in the standard. The Reference M odel intends to serve tw o
pumoses. O ne is o rigorously define the scope of RBAC features that are included in the standard; the other
isto provide a precise Janguage fordefining the Functional Specification, w hich specifies the operations and
flnctions an RBAC system should support. The RBAC standard includes four com ponents: Core RBAC,
H jerarchical RBAC, Static Separation of Duty (SSD ) Relations and D ynam ic Separation of Duty O SD)
Relations. These com ponents group related features together. B oth the Reference M odel and the Functional
Specification are divided into fourparts corregoonding to the four com ponents.

W hilethe AN SIRBAC standard represents an I portantdevelopm ent in RBAC research, itnonetheless
has Iim iations, design flaw s, and technical errors. M any of these shortoom ings seem t© have been over-
looked overthe developm ent lifecycle of the standard. Som e of the m ost in portant issues w ith the standard
thatw e discuss In this paper inclide:

¢ TheCore RBAC com ponent includes the notion of sessions, w hich isnotessential to RBAC and does
notexistinm any In porantRBA C -based security products. A s a result, these products cannotlbe said
o use RBAC according to the standard. Sim ilarly, the sandard does notaccom m odate the design that
only one role can be activated In a session, w hich isused In som e existing products.

¢ The H ferarchical RBAC com ponent defines the inheritance relation t© be a partial order, which we
show is inapproprate. A lthough using a partial order to represent role hierarchy has been w idely
acoepted Inm ostRBAC literature, ithas a significantw eakness w hen one considers updating the role
hierarchy.

¢ There are several possible nterpretations of a role hierarchy, and they interact w ith constraints in
In portantw ays. The standard fails to explain these interactions.

¢ There are a num ber of errors in the standard; som e are typos w hile others are m ore serious technical
errors. For exam ple, an obvious m isgke is that authorized perm issions(r) is defined to be {u
PRMS |r r,(o,r) PA},wherasr r should ber r . A list of these erors is given in
Appendix A .

* The Functional Speciication also has a num ber of problem s. Som e functions seem to be redundant;
and som e functions seem to be m issing. Furthem ore, in portant details are som etim es overlooked.
The errors found In the Functional Specification are dentified in A ppendix C .

The contributions of this paper are as follow s.

* W e dentify a num berof technical errors and lim ations in the AN SIRBAC standard and suggesthow
they can be fixed. A In ost all of these problem s also exist in a w idely cited previous version of the
standard thatappeared N ACM TISSEC in August2001 [14].

* W e show that, to m aintain a role hierarchy, one should m aintain the role dom inance relationships that
have been explicitly added and distinguish them from the derived relationships.

¢ W e clarify three Interpretations of role hierarchy : user Inheritance, perm ission inheritance and activa—
tion Inheritance. W e discuss their relative benefits and lim iations, especially in their interaction w ith
other RBAC features such as constraints.

s Weprsentanew RBAC fram ew ork that is Inspired by the ANSIRBAC standard and is free of the
problem s discussed in this paper. W e expect this to result in a revised version of the ANSIRBAC
standard and t© influence the developm ent of an intemational standard on RBAC .
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Figure 1: Standard RBAC com ponents and the dependencies

The rem ainder of this paper is organized as follow s. W e provide a summ ary of the cument AN SIRBAC
Standard in Section 2. In Section 3 w e discuss various issues In the current standard and m ake suggestions
for changes. O urnew RBAC fram ew ork ispresented in Section 4.W e survey related w ork In Section 5 and
conclude In Section 6.

2 Overview ofthe ANSTIRBAC Standard

Below w e provide the specifications of the four com ponents n the ANSIRBAC standard. Figure 1 show s
these com ponents and the dependencies am ong them . A s shown, Core RBAC is required in any RBAC
system . A particular RBAC system may Inclide any com bination of role hierarchy, SSD, and DSD . To
Include rolke hierarchy, a system should use either a general or a lin ited hierarchy, butnotboth. Foram ore
detailed description, the reader is directed to the standard [2] (or the previous version [14]).

Core RBAC The basic concept of RBAC is that pem issions are assigned t© roles and individual users
obtain such pem issions by being assigned t© roles. Core RBAC captures this basic concept. The Core
RBAC component in the Reference M odel includes the follow ing sets, functions and relations, w hich are
taken verbatim from [2].

¢« USERS,ROLES,0PS,and OBS (users, roles, operations and ob¥cts regoectively) .

« UA USERS x ROLES,amany-to-m any m aoping userto-rol assignm ent relation.

+ assigned_users : (r :ROLES) 2USERS the m apping of moke r onto a set of users.
Fom ally: assigned_users(r) = {u USERS | @u,r) UA}

¢« PRM S = 20FSx0BS) ihe setof perm issions.

e« PA PRMS x ROLES,amany-to-m any m goping perm ission-to+ole assignm ent rela—
ton.

* assigned_perm issions(r : ROLES) , the m apping of le r onto a st of
pem issions. Form ally: assigned _perm ission (r) = {p PRM S | (o,r) PA}

2PRM S

* Op :PRMS) { op OPS},thepem ission to operation m apping, w hich gives the
setof operations associated w ith perm ission p.

* Ob@pE :PRMS) { op OBS},thepem ission to obictm apping, w hich gives the set
of ob¥cts associated w ith perm ission p.

e SESSION S = the setof sessions

e Session_users(s : SESSIONS) USERS, the m apping of session s onto the corre—
soonding user.

« session_roks(s :SESSIONS)  2R9LES them apping of session s onto a setof rokes.
Fom ally: session_roks(s;) { ¥ ROLES | (session_users(s;),r) UA}



+ avail session_perm s(s : SESSIONS)  2PEMS | the pem issions available to a user n

a session = assigned_perm issions (r)

r session_roles(s)
H derarchical RBAC The H ferarchical RBAC com ponent Introduces role hierarchies, which define an
inheritance relation am ong roles in order t© reduce the cost of adm inistation. The H jerarchical RBAC
com ponent includes tw o types of role hierarchies: general role hierarchies and lim ied role hierarchies.
Below are discussions and specifications for H jerarchical RBAC , taken verbatin from the sandard [2, 14].
W e use footmotes o pontout four errors In them .

R olke hierarchies define an inheritance relation am ong roles. Inheritance has been described In
term s of perm issions; ie., r; inherits r, ifallprivileges of r, are also privileges of ry . ... [']

G eneralR ok H jferarchies

*« RH ROLES x ROLES isapartalorderon ROLES called the inheritance relation,
writen as , where ry r, only if all pemm issions of r, are also perm issions of ry,
and allusers of r; are also users of rp, ie., 1 ) authorized perm issions (ry)
authorized _perm issions (7).

 authorized_users( :ROLES)  2VSERS them apping of ok r onto a setof users n
the presence of a role hierarchy. Fom ally: authorized users(r) = {u USERS |r
r,(ur) UA}

+ authorized_perm issions (r : ROLES) 2PRMS the m goping of role r onto a set of
pem issions In the presence of a role hierarchy. Form ally : authorized _perm issions (r) =
{p PRMS |r 71, (r) PA}F]

N ode r; is represented as an inm ediate descendant of ry by 1 ry,ifr, r;,butnormle
n the role hierarchy liesbetw een r1 and r, . That is, there exists no role r3 In the role hierarchy
suchthatr; 13 1my,wherer; = rp, andr, = r3. [3]

L in ited R ole H jerarchies
* GeneralRok H jerarchies w ith the follow ing lin itation:
r,ri,r; ROLES,t 1 r 1) (=1

A I ited role hierarchy form s a forest of nverted trees. In other w ords, there are a num ber of janior-
mostrolks (ie., the roots of these Inverted trees), and any of the other roles has a single Inm ediate descen—
dant. A sdiscussed In [33], an Inverted tree facilitates sharing of resources. Resources m ade availbble to
a jiniorm ost role are also available t© other m ore senior roles. H ow ever, an inverted tree does not allow
aggregation of resources from m ore than one role.

Constralned RBAC The Constrained RBAC com ponent contains tw o types of separation of duty rela—
tions: Static Separation of Duty (SSD) and D ynam ic Separation of Duty O SD).An SSD constannt is
soeciied by a role setrs such that [rs|> 2 and a cardinality n such that2 < n < [rs|; itm eans thatno user
can be authorized forn orm ore roles in rs. Like SSD,a D SD constraint is specified by a role setrs such
that [rs|> 2 and a cardinality n such that2 < n < [rs|; itm eans thatno userm ay sin ultaneously activate n

IThis suggests that the role hierarchy is inferred from  the privileges the roles have, w hich is incorrect. Ifr; and r» are indepen—
dently assigned the sam e perm issions, r1 does nothave to inheritr, , nordoes r; have to inheritr; .

’r r shoudber «r.

3The conditionr; = r; shoudber; = 3.

“The definition is incorrect as it effectively lin its the m axin um height of role hierarchies to be two. To see this, cbserve that
ifr r ry, then the condition requires thatr; = r;. To correctly define the lim itation, (r r r ry ) should be
(r 1 r ).



orm ore roles from rs In one session. The difference betw een SSD and D SD is thatw hile a SSD constraint
Iim its the pem issions for which a user can be authorized, a D SD constraint lim its the perm issions that a
user can use In one session. The follow Ings are taken verbatin from the standard.

Static Separation of Duty

¢ (rs,n) SSD, t rs:ftl=zn assigned _users (r) =

r t
Static Separation of Duty In the Presence of a H jerarchy

e (rs,n) SSD, t «rs:ftl=n - tauthorized_users (r) =

D ynam ic Separation ofDuty

e rs 2ROLES n N, (@s,n) DSD n> 2,rs|> n,and

s SESSIONS, rs 2ROMES 1ol subset 2ROLES n N, @®s,n) DSD,
role_subset rs,rol_subset session_rols(s) | rol_subset|< n.

3 Issuesin theANSIRBAC Standard

In this section, we m ake eight suggestions on changes to the current RBAC standard. W e discuss the
rationale underlying these suggestions by discussing the issues w e have dentified from the standard.

Suggestion 1 The notion of sessions should be removed from Core RBAC and introduced in a sgparate
component.

The Core RBAC com ponent includes the notion of sessions, w here a session is defined as “a m apping
betw een a user and an activated subset of roles that are assigned to the user” [2].W e argue that the notion of
sessions should notbe inclided in Core RBAC ; Instead, it should be included In anew optional com ponent.

W hile the notion of sessions is very ussfil In som e gpplications (such as DBM S), it is not applicable
in som e other agpplications. Forexam ple, In Enterprise Security M anagem ent (ESM ) system s such as SAM
Jupier [21,20,22], BM Tivoli [19],and the Rok ControlCenter [11], RBAC isused © provide the central
m anagem ent for authorizations over a num ber of heterogeneous target system s € g., operating system s, ap—
plications, and databases). N ote thatESM system s are notSingle-Sign-On system s. In these ESM  system s,
users are assigned m em berships in roles and gain perm issions on abstract representations of the physical
resources In the target system s. Then the ESM  system s change the policy settings In target system s 9.,
via creating new accounts, changing group m em berships of accounts, and changing access control lists) to
provide users authorizations In the target system s. U sers interact directly w ith the target system s to access
resources; the ESM products only use RBAC to m anage the policy settings In the target system s. The notion
of sessions does notexist n such system s asperm ission usages happen in arget system s and are outside the
ESM systam s.

The RBAC standard m andates: “NotallRBAC features are approprate for all applications. A s such,
this standard provides a m ethod of packaging features through the selection of functional com ponents and
feature options w ithin a com ponent, beginning w ith a core set 0of RBAC features thatm ust be included n
all packages!” A ccording t the above statem ent, ESM products such as SAM Jupier 21, 20, 22], IBM
Twoli [19], and the Roke ControlCenter [11] do notuse RBAC .How ever, ithas been w dely agreed that
these ESM products are am ong the m ost im portant gpplications of RBA C . A 150, the progoect of using these
ESM products to greatly reduce adm nistrative cost has been used as one of the strongest justifications for
RBAC [28].Furthem ore, these products often drive the research on RBAC .

By including the notion of sessions in Core RBAC, the cunrent standard unnecessarily restricts RBAC .
The basic concept of RBAC is that perm issions are assigned to roles, and users obtain such perm issions by



being assigned to roles. This sin ple concept, w ith or w ithout features such as sessions, has been dem on-
strated o provide pow erfuland useful access control system s. Therefore, w e argue that the notion of sessions
should be Included in a com ponent otherthan Core RBAC .

Suggestion 2 The standard should accommodate RBAC systems that allow only one role to be activated in
a session.

In the standard, m uldple roles can be activated in one session. H ow ever, socm e RBAC system s 9., that
In Baldw in [4] and In Inform ix according to [31]), only one role can be activated In a session. Therefore,
one cannot say that such system s in plem ent RBAC w ith sessions according to the standard. W e now argue
that the standard should accom m odate these system s. W e com pare the follow iIng tw o approaches.

Sihglerole activation (SRA ) Only one role can be activated in a session.

M ultixole activation M RA ) M ulbdple roles can be activated In one session, and D SD constraints m ay be
used o restrct concurrent activation of som e roles.

One can argue that SRA is som etim es m ore desirable. Consider a situation In w hich a user is assigned to
both the Q uality-A ssurance role and the D eveloper role but isnotallow ed to use both roles atthe sametim e
In one session. The SRA design autom atically ensures that only one of these roles can be activated In any
session. In M RA , this has t be achieved w ith D SD constraints w hich add significant com plexity. Further
observe that if one w ants to allow a user to use perm issions of several roles In one session, one can define a
new role thatdom inates all these roles and allow the user to activate this new role. The difference betw een
SRA and M RA isthat in SRA one has to do extra w ork to enabl m ore accesses (by creating new roles)
while n M RA one has to do extra w ork to restrict access (by adding constraints). Therefore, SRA isbetter
than M RA notonly because it is sin pler but also because it better achieves the fail-safe defaults principle
dentified In [32]. The follow ing is quoted from [32].

Failsafe defaults: Base acoess decisions on perm ission rather than exclusion. This principle,
suggested by E .G Jaser In 1965 m eans that the default situation is lack of access, and the pro—
tection schem e dentifies conditions underw hich access is perm itted. The altemative, in w hich
m echanign s attem pt o dentify conditions under w hich access should be refused, presents the
w rong psychological base for secure system design. A conservative design m ust be based on
argum ents w hy obcts should be accessible, rather than w hy they should not. Tn a large system
som e obects w ill be nadequately considered, so a default of lack of pem ission is safer. A
design or in plem entation m isteke In a m echanisn that gives explicit perm ission tends to fail
by refusing perm ission, a safe situation, since itw illbe quickly detected. O n the otherhand, a
design or Im plem entation m istake in a m echanism thatexplicitly exclides access tends to fail
by allow ing access, a failure w hich m ay go unnoticed in nom aluse.

Thus, w e argue thatan RBAC standard should accomm odate SRA . In fact, w ew ould suggestthat, in any
RBAC In plm entation thatneeds to use sessions, the tradeoffbetw een SRA andM RA should be considered.

Suggestion 3 Derived (and thus redundant) functions should be removed from the Reference Model.

The soecification of the Reference M odel does not clearly distinguish base relations and derived
functions. For example, the Core RBAC gpecification includes both UA USERS x ROLES and
assigned_users : (r :ROLES) 2USERS Each ofthe two canbederived from the other. Tn fact, the stan—
dard defines assigned _users In term sof U A asfollow s: assigned _users(r) = {u USERS |(u,r) UA},
w hich suggests that the function assigned_users isderived from the relation UA . W e believe thatonly one
of them should be listed in Core RBAC, for the reasons discussed below .

By listing both UA and assigned_users in the Reference M odel, the adm inistrative finctions eg., A
signUser, DeassignUser and DeletelUser) m ustm odify both relations and m aintain their consistency. Tn fact,



the w ay these functions are defined in the Functional Specification indicates thatUA and assigned_users
are m aintained independently; ie., invoking an adm nistrative function w ill result In updates to both r=la—
tions. This unnecessarily com plicates the specification of the adm inistrative functions. Furthem ore, the
review functions forCore RBAC include the AssignedUser function, w hich achieves exactly the sam e effect
asassigned _users and isdefined in term sof U A . Ttisnotclkarw hatbenefitassigned _users brings. Finally,
as the standard Includes both UA and assigned_users, it isunclearw hy assigned_rokes : (U :USERS)
2ROLES isom itted.

O ther redundant functions in Core RBAC Include assigned_perm issions, which is derived from the
pem ission assignm ent relation PA . The relations and functions in Core RBAC thatdealw ith sessions also
contain a redundant function: avail session _perm s, w hich isderived from session_rols and PA .

In summ ary, we suggest that derived functions such as assigned_users, assigned_perm issions, and
avail session_perm s be rem oved from the Reference M odeland defined only as review functions.

Suggestion 4 The Reference Model should maintain a relation that contains the role dominance relation-
ships that have been explicitly added, and update this relation when the role hierarchy changes.

In the H ferarchical RBAC com ponent, a relation RH  isused and is assum ed to be a partial order. (See
Appendix B for term nologies on binary relations.) W hile the treatm ent of RH  as a partial order has been
standard in the literature on RBAC (eg., In the Influential RBAC 96 m odels [39] and m any other papers on
RBAC), we amgue that this is inappropriate w hen updates on the role hierarchy are considered. W e suggest
thatRH inclide only the role dom nance relationships that have been explicitly added and thatRH be an
irreflexive and acyclic relation. C hanges to the role hierarchy are carried outby changesto RH . A derived
relation  is then defined to be the partial order entailed by RH , ie., the r=flexie and transitive closure
of RH . W e now discuss the rationale for our suggestion. In the standard, the follow ing adm nistrative
functions are defined (e use a slightly different notation to in prove readability) :

AddInheritance (r_asc,r_desc)
if - (r_asc r_desc) - (r_desc r_asc)
then = { (r;q) |lr r-asc rdesc g}
D ekteInheritance (r_asc,r_desc)
if (r_asc r_desc)
then = (\{ (r_asc,r_desc) })

in which  denotes the role hierarchy partial order before the change, denotes the relation after the

change, denotes the In m ediate predecessor relation before the change, denotes the relation after
the change, \ is the setdifference operator, and ( ) is the reflexive and transitive closure operator. Recall
thatr; r, ifry 1 and thereexistsno roler; such thatry 13 1y,r1 = r3,andr, = r3.

The problem w ith the above definitons is that after adding and deleting a role in a role hierarchy, one
m ay notbe able to retum to the original sate. For Instance, considerthe RBAC state in Figure 2 @) (1), w hich
includes the follow ing role dom nance relationships: ProM anager Engheer and ProM anager QA.
Suppose that w hen a product is about to be released, one w ants the engineers t also serve as QA s, sO one
adds a tem porary relationship Engheer QA, resulting in the role hierarchy n Figure 2 @) (ii). A fier the
release, one w ants to delete the tem porary relationship, expecting the hierarchy to retum to the origihal state
in Figure 2 @) (). H ow ever; using D ekteInheritance in the sandard, the relationship ProM anager QA
w illalso be deleted, resulting In the role hierarchy In Figure 2 @) (i) .

Som e authors suggested thatone should keep allotherrole dom nance relationships w hile rem oving one,
eg. in the adm nistative m odel forRBA C proposed in [10]. U sing this interpretation, ProM anager QA
ism aintained affterdeleting Enghheer QA . H ow ever, this introduces other problem s. Considerthe RBAC
sate n Figure 2 (o) 1), which contains the follow ing relationships: Archiect  Engheer. A fter adding



D D D
/‘\

(i) Original state (ii) AddInheritance(rs, r3)  (iii) Deletelnheritance(r,, 13)

(a) Remove implicit relationships (option 2)

(i) Original state (i) AddInheritance(ra, r3)  (iii) DeleteInheritance(ra, 13)

(b) Preserve implicit relationships (option 1)

ProM anager PM ), Engineer (Eng),Quality A ssurance QA ), and A rchitect AT)

Figure 2: A dding and deleting a role from RH

Engheer QA, the state changes to Figure 2 (o) (ii). A fierrem oving Engineer QA , one w ould expectto
retum t the orginal state In Figure 2 (o) (i) . A fier al], the only reason that the A rchitrect role dom nates the
QA rol In Figure 2 (b) (i) is because one w ants engineers t© be able t© serve as Q A s and architects are @
kind of) engineers, and now one does notw ant engineers to be Q A s anym ore. H ow ever, the resulting state
would be Figure 2 (o) (iii), w hich isundesirable.

Tn fact, the standard acknow ledges that the tw o options existand includes the follow ing:

W hen D eleteInheritance is Invoked w ith two given roles, say Role A and Rok B, the nple-
m entation system is required © do one of tw o things: (1) The system m ay presaerve the I plicit
inheritance relationships that roles A and B have w ith other roles in the hierarchy. That is, if
role A inherits other roles, say C and D, through mole B, ole A w illm aintain perm issions for
C and D after the relationship with role B is deleted; (2) A second option is to break those
relationships because an Inheritance relationship no longer exists between Role A and RokeB.
The question of w hich sam antics the D eleteIhheritance is leftas an in plem entation issue and is
notprescribed in this speciication.

O bserve that the above discussion is inconsistent w ith the definition of D ekteInheritance In the stan-
dard, w hich adopts the second option. Furthem ore, as previously discussed, neither option is satisfactory.
A sneither option is “m ore correct!” than the other, one should notbe forced © choose one or the other. The
problem lies in the fact that, m aintaining only a partial order, one cannot distinguish those role dom inance
relationships that have been explicitly added from those that are In plied. Ih other w ords, the partial order
derived from the explicitly added role dom inance relationships contains less inform ation than the role dom —
Inance relationships. Forexam ple, tw o different sets of role dom nance relationships m ay entail exactly the
sam e partial order. From the partial order, one cannot tellw hich set is the intended one. M aintaining only
the derived partial orderm eans that one does notm aintain enough inform ation about the cumrent RBAC state
and problem s arise w hen changes to the role dom nance relationships are m ade.

The solution w e propose is to m aintain explicitly added role dom nance relationships n RH and use it
o derive the In plied partial order . For performm ance considerations, an RBAC system could choose to
cache ,aslong as ican tellwhich dom nance relationship w as explicitly added and w hich w as derived.

W e em phasize that this issue should notbe considered a m inor In plem entation detail. A dm inistration
of RBAC isan open problem that isbeing actively researched [10, 27,29, 38, 36, 40], and a consensus has
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UA = {(,r1)},PA = {(r1,p1),(r2,p2)},RH = {r1 rz}

Figure 3: AnRBAC state

yet to be reached. O ne key question, w hich has been overlooked so far, ishow a rol hierarchy should be
m aintained. W hen an RBAC paperm entions a role hierarchy, i aln ost alw ays treats it as a partial order.
This is probably because m ost researchers are fam iliar w ith M andatory A ccess Control M AC) [5], w here
securdty levels are organized as a lattice W hich is a partial order), and inm ediately m ake an association
betw een partial orders and role hierarchies. A sw e argue above, the dynam ic nature of role hierarchies (@s
opposad o the fixed security level latthoes) requires a different approach.

Suggestion 5 The semantics of role inheritance should be clearly specified and discussed.

There are three possible nterpretations for a role hierarchy; a particular RBAC system m ay choose to
n plem entone orm ore of these nterpretations. Forexam ple, consider the follow ing situation illustated in
Figue 3: UA = {(u,r1)},PA = {(@1,p1), @,22)},andRH = { ry}. Thatr ry M ay mean one
orm ore of the follow Ing::

1. User Inheritance (U I):A llusers thatare authorzed forthe role r; are also authorized forthe rolers .
The useru is authorized for the role r; and is therefore authorized for the perm ission p, . H ow ever,
under this interpretation alone, the role r; is notauthorized for the pem ission p; .

2. Perm ission Inheritance P I): The role r; is autom atically authorized for allpem issions for w hich
the mole 1y isauthorized. U nderthis Interpretation alone, u is authorized forr; butnot forr; ; how ever,
u is nonetheless authorized forthe pem ission p, asr; isauthorized forps .

3. Activation Inheritance @ I): W hen r; is activated in a session, r; is also activated in the session.
This nterpretation m akes sense only when M RA sessions are used, ie, - M RA = A I.Underthis
Interpretation alone, u cannotactivate r, directly; how ever, u can activate ry , indirectly causing r, t©
be activated . Tn otherw ords, u cannotuse perm ission p, in a session w ithout activating r; .

W e point out that all three kinds of inheritance sam antics have been m entioned or allided t© in the
standard. How ever, a clear soecification and discussion of their relationships and Interactions w ith other
features In the standard are m issing, and the standard is som etim es inconsistent about w hich sem antics
should be usaed. Sandhu [35] discussed the pem ission-usage aspect of role hierarchies, w hich corresponds
© PI, and the roleactivation aspect of role hierarchies, which cormresponds © UI. A I is not discussed
In B5].W ealso note thatU I and A I have been in plem ented in O racle [30].

W hen there are no sessions or constraints, U I and P T have exactly the sam e effect, as the only thing that
m atters In such system s is the set of perm issions for w hich a user is authorized. These three Interpretations
differw hen there are sessions or constraints.

* W hen there are (SRA orM RA ) sessions, underU I alone, u can usep, only ifr, isexplicitly activated
by u. UnderP I alone, u activates r1 to use pem issions p; and p,, butu cannot activate r, . W ih
SRA , only a single role can be activated in a session; thus A I cannot be used, and the only way to



allow u b usebothp; andpy istousePI. W ith M RA, the effects of PI and A I are sin ilar; they
differw hen there are also D SD constraints.

U I makes fteasier to achieve the least privilege principle, as a user can activate a less pow erful role
w hen that is sufficient for the current task . O n the otherhand, P T orA I m ay be considered to bem ore
user friendly, asu can use the role r; © have both p; and p, w ithout know ing about the existence of
r, . In other w ords, the intricate details of how perm issions are setup through roles can be partially
hidden from a user. W ithouteither PT or A I, the user u has to know r; and explicitly activate r,
In order to use p, . Therefore, it seem s desirable to have U I and at leastone of PI and A T in such
system s.W e summ arize thisasM RA Ul @®I ATI))andSRA Ul PI - AI).

* W hen there are SSD constraints, U I seam sto be necessary. W ith jastP I and notU I, the intention of
SSD constraints can be circum vented. Forexam ple, iftw o roles r; and ry are declared to bem utually
exclusive, the Intention is that no user should be authorized for the com bined perm issions of r; and
1, .How ever, w ith JustP I and notU I, one can define a role r3 to dom inate both r; and r,; and assign
auseru to r3 w thout violating the constraint, asu is not authorized forr; orry; w ithoutU I.W hen
sessions existand A T isused, a sin ilar argum ent can be used to inferthatU I should also beused. W e
summ arize thisas SSD (PI AI) U I).A satlkastone of the three m ustbe used, this in plies
SSD UI.

¢ DSD constraints only m ake sense when M RA sessions exist. W ith D SD constraints, it is undesirable
have P T butnotA I forreasons sin ilar to the above. Forexam ple, suppose thattw o rolesr; and r»
are declared to be dynam ically m utually exclisive and thatr; 1, .W ih P I butnotA I, ausercan
exercise the com bined pem issions from both r; and r, w ithout violating the constraint, as the user
can use the pem issions of ry, w ithout activating it. Therefore, when D SD constraints exist, P I m ust
e used togetherw th A I.W e summ arize thisasD SD PI AI).

The RBAC standard adopts UT and P I, butnotA I. In Section A 2 2, the standard reads “W hen that
given role is activated by a user, the question of w hether the inherited roles are autom atically activated or
m ust be explicitly activated by a user is left as an In plem entation issue and no one course of action is
prescribed as part of this goecification!” How ever, from the ways functions such as AddA ctiveRok are
defined, one can infer that the Functional Specification adopts the “no A I” approach. The AJdA ctiveRole
function adds only the role thathas been explicitly specified to the session _rols relation, and the check for
D SD constraints checks only the roles in session _roles . A sdiscussed above, this is undesirable as the effect
ofD SD constraints can be ciroum vented.

O ur suggestion is to specify and discuss the three Interpretations for role hierarchies and to define the
Functional Speciication based on one recom m ended com bination. O ne com bination that is consistent w ith
ouranalysis isto in plem entall the interpretations thatapply, thatis, to alw aysuseboth U I and P I and to add
A I when there are M RA . The standard should probably allow products to In plem ent other com binations;
how ever, such deviation should be jastified and docum ented.

Suggestion 6 Interaction between role hierarchies and SSD constraints should be discussed.

The standard says “Core RBAC is required In any RBAC system , but the other com ponents [ie., role
hierarchies, SSD constraints and D SD constaints] are Independent of each other and m ay e In plem ented
sparately”. A s previously discussed, the nterpretations of role hierarchies nteract w ith constraints in
In portant w ays. There are other interactions aswell. A sstof SSD constraints m ay e incom patdble w ih
a role hierarchy, in the follow Ing sense. A sstof SSD constraints m ay preclude us from assigning any user
to some roles In RH . Forexample, if { (r3 = r1), (r3 = 1)} RH , then the constraint that r; and ry
are m utually exclusive In plies that no user is allow ed to be authorized forrs (under the U I interpretation).
Thism eans that no user can ever be assigned to r3 or any role thatdom inates r3; as such the role r3 seem s
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useless. How to dealw ith such an incom patibility betw een a role hierarchy and SSD constraints should be
discussed In the standard. O ne approach is t© disallow such incom patibility, as such incom patibility m ay
signify an error In the design of the policy.

Suggestion 7 More accurate terminologies for constraints (i.e., SSD and DSD) should be adopted to avoid
any misinterpretation.

The standard uses Static Separation of Duty (SSD ) and D ynam ic Separation of Duty O SD) © repre-
sentm utually exclisive role constraints. H ow ever, as discussed by Lietal. [24], these term inologies do
not accurately describe the effects of such constraints and can be m isleading as they blur the distinction
betw een obectives and m echanian s. W hatare referred to as SSD constraints are only m echanian s thatm ay
be applied to enforce Separation of Duty (SoD ) policies. W hat are referred t© as D SD constraints actually
do notenforce SoD policies; instead, they are m otivated by the least privilege principle. Lietal. [24] pro—
pose to callthem Satic Mutually Exclusive Roles (SVIER) and Dynamic Mutually Exclusive Roles (DMER)
constraints. W e now reproduce their rationale here.

The concept of SoD has Iong existed In the physical w orld, som etim es under the nam e “the two-m an
rule”. SoD has also been recognized as one of the fiindam ental principles in com puter security [6, 32], as
it ensures that “no single accident, decegption, or breach of trust is sufficient to com prom ise the protected
inform ation” [32]. Forexam ple, an SoD policy m ay require the cooperation of at leastk (forsomek > 2)
different users t com plete a sensitive task. In static enforoem ent, a Static SoD (SSoD ) policy requires that
no k — 1 users together have all pem issions to com plete a sensitive task. Th RBAC, SM ER constaints
are comm only used to inplem ent such policies. A SM ER constraint requires that no user is a m em ber of
tormor roles n a sstofm wls {r1,ry, -+ ,m }. W hether a set of SM ER constraints in plem ent any
SSoD policy clearly depends on how perm issions are assigned to roles. If all perm issions are assigned t©
one role, then SM ER constraints cannotenforce any SoD policies. SSoD policies are objectives thatneed to
be achieved, and SM ER constraints are mechanisms used to achieve SSoD policies, specifically in RBAC .
How ever, nm ostRBAC literature, this distinction betw een ob$ctives and m echanian s has notbeen clearly
m ade. A s a result, the standard also adopts the term SSD to referto SM ER constraints. O ne danger of this
term inology, w hich in plicitly equates SM ER constraints w ith SSoD policies, isthatonem ay sstup SM ER
constraints and falsely believe that the SSoD policies are conrectly enforoed; how ever, w hen the perm ission
assignm ent changes, the SM ER constraints m ay no longer be adequate for enforcing the intended SSoD
policies.

DM ER constraints 1 it the roles a user can activate In a single session. They are Introduced In the
standard under the nam e D SD constraints, presum ably because they are the “dynam ic” version of the so—
called “SSD constraints” Which in our ophion should be called SM ER constraints). However, DM ER
constraints do notseem to enforce SoD policies atallbecause they do notpreventa sensitive task from being
com pleted by a single user. For exam ple, suppose thattw o moles r; and r; are declared t© be dynam ically
m utually exclusive in a DM ER constaint; presum ably because in order to com plete a sensitive task, one
has to com bine perm issions assigned to r; w ith perm issions assigned t© ry . A s each session can have only
one user, this task cannot be finished In any single session, and m ultple sessions are needed t© com plkte
the task. A user can thus start a session, activate r; , use the perm issions of r1 to w ork on the task, end the
Session, start another session, activate r,, and use the pem issions of ry to finish the tmsk. This does not
violate the DM ER constraint, but clearly violates the Intended SoD policy. In fact, DM ER constaints are
m otivated by the leastprivilege principle, w hich m andates that “every program and every userof the system
should operate using the least set of privileges necessary to com plte the pb” [32]. By requiring certain
roles to be not activated atthe sam e tin e, one can lin itthe privileges thata userm ay use in a session.

Thus, our suggestion is to adoptm ore approprate term s for SSD and D SD ; for exam pl, SM ER and
DM ER.A Iso, the standard should note that DM ER constraints are suiabl to enforce the least privilege
principle rather than the ssparation of duty principle.

11



Core RBAC

< Role Hlerarchy y SMER ’\: Session ,3

SM ER : Statically M utually Exclisive Role constraint, DM ER :D ynam ically M utually
Exclusive Role constraint, SRA : Single-Rok A ctivation,M RA :M uld-Rok A ctivation

Figure 4: RBAC Com ponents and D gpendencies

Suggestion 8 All technical errors should be corrected.

The standard contains a num ber ofm inorenors. Som e are typos w hile others are m ore serious technical
m istakes. Needless to say, such errors should notbe allow ed In a national standard. Tn Appendix A, we
provide a brief sum m ary of the enrors w e have found in the standard.

The Functional Speciication also has a num ber of problem s. Som e functions seem t© be redundant;
and som e functions seem t© be m issing. Furthem ore, in portant details are som etim es overlooked. One
exam ple is AddA ctiveR ok, w hich is a supporting system function defined for G eneral Role H jerarchies.
This function firstensures that the user is indeed authorized forthe role to be added and then adds the role to
the relation session _roles; thus the relation session _rols contains only the roles that are explicithy activated
and does not contain other roles that are dom inated by the activated roles. This could be a reasonable
approach, provided that those dom inated roles are considered w henever necessary, eg., In C heckA acess.
H ow ever, C heckA ccess, only defined for Core RBAC and assum ed to be valid for other com ponents, uses
only the perm issions that are explicitly assigned to session_rols. In other w ords, the current Functional
Specification does not implem ent either PT or A I. This seem s to be nconsistent as the standard seem s
t© support PI. For exam pl, the review function RokP erm issions for G eneral Role H jerarchies clearly
Inplements PI. In order to be consistent, either AddA ctiveR ok or C heckA ccess m ust be redefined for
H jerarchical RBAC . The errors found in the Functional Speciication are dentified in A ppendix C .

4 A New RBAC Fram ework

Based on our analysis of the AN SIRBAC standard in the last section, w e propose a new fram ew ork for
RBAC .Com ponents of the fram ew ork are illustrated in Figure 4. Core RBAC identifies them inim um setof
features thatan RBAC system should include. Role hierarchy, SM ER , Session, and DM ER inclide m ore
advanced RBAC features. CoreRBAC isrequired forany RBAC system .AnRBAC system thatin plem ents
role hierarchy should in plem enteither a general role hierarchy ora 1im ied role hierarchy. AnRBAC system
that In plem ent sessions should use either SRA sessions orM RA sessions. DM ER can be included only if
M RA session isalso included in an RBAC system .

Follow ing the AN SI standard, our RBAC fiam ew ork consists of a Reference Model and a Functional
Soecification. The R eference M odel is described below .

CoreRBAC AnRBAC system should (explicitly or in plicitly) dentify the follow ing universalsets. These
footentially infinie) sets include those obfcts that exist iIn the RBAC system and those obcts that could
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e added. These sets serve asdata types for functions such as adding a new user and adding a new role.
e U : the sst of all possible users. For exam ple, if each user is dentified by an account nam e, then U
consists of all strings that could be used as an accountnam e.

* R :the sestofallpossible roks.

¢ P :the setofallpossible perm issions.
AnRBAC system should m aintain the follow ing sets and relations as the state of the system :

¢« USERS U :the sstofusers curently in the system .

* ROLES R :the sstofroles currently In the system .

¢« PRMS P :the sstofpem issions cumently in the system .

¢« UA USERS x ROLES : the usertoxole assignm ent relation.

« PA. ROLES x PRM S : the pam ission-to-role assignm ent relation.
Our Core RBAC does not specify the ntemal structure of perm issions, unlke the AN SIRBAC standard,
w hich definesPRM S OPS x OBS.W e feel that it is better to m odel perm issions at an abstract level,
because perm issions are offen in plem entation-dependent;, as pointed outby Sandhu in [34]. A 1so, the w ay
thatperm issions are defined in the standard could be problem atic as certain operations are applicable only to
certain types of obicts; for exam ple, in database system s, a relation w ould have quite different operations
from a stored procedure.

H ierarchical RBAC An RBAC sysem wih role hierarchies should maintain the follow ing sets and
relations in additbon to the ones In Core RBAC , depending on the type of role hierarchies:

G eneralR ok H Jerarchies

« RH ROLES x ROLE S thatsatiffies the conditbion thatRH is Ineflexive and acyclic: this contains
the role dom inance relationships that have been explicitly added.

e A partalorder which isthe reflexive and transitire closure of RH . An RBAC system m ay choose
o store  orto com pute itw hen needed.

L in ited R ok H jerarchies

* RH ROLES x ROLES that satisfies the conditions that RH is ineflexive and acyclic and
(r1,1r2) RH, (r ) (r ) (r1 = ), wherer r ifand only ifr r
and r@ r r) (r = r): the additonal condition restricts role hierarchies to Inverted trees.

¢ A partialorder which is the reflexive and transitive closure of RH . An RBAC system m ay choose
o store  orto com pute itw hen needed.

There are three sem antdcs for a role hierarchy :
1. User Inheritance U I): A llusers authorized for a wole r are also authorized for any ol r where

r r.

2. Pem ission Inheritance PI): A role r is authorized for all pem issions for which r is authorized
wherer r.

3. A ctivation hheriance A I): A ctivating a role r autom atically activates the rolesr where r r.
N ote that this sem antics can be used only if M RA sessions are used.
A particular RBAC system m ay choose t In plem ent one orm ore of these interpretations. W e suggest an
RBAC system to Inplem ent all the nterpretations that apply, that is, to alwaysuseboth UI and P I and to
add A I when thereareM RA sessions. ForRBAC system s thatdo not in plem entall applied interoretations,
the follow Ing are som e guidelines (as discussed under Suggestion 5 In Section 3): = MRA - AI,MRA
UI ®I ATI)),SRA UI PI - AI),SMER UI,DMER PI ATI).
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Static Constraints (SM ER) An RBAC system wih statically mutually exclusive roles (SM ER) con—
straints should (explicitly or in plicitly) dentify the follow ing universal set.

¢ C:the sstofallpossble nam es for SM ER constraints.
AnRBAC system wih SM ER constraints should m aintain the follow ing set and relation in addibon t© the
ones in CoreRBAC :

- SMER (C x 2ROLES » N): the set of 3-uples am e,role_set,cardinality), each of w hich

represents an existing SM ER constraint in the system .

SM ER constraints m ust satisfy the follow ing conditions:

e ¢ CH{ (crs,t) SMER |c= ci}|< 1;thatis, every SM ER constrainthas a unique nam e.

e (crs,t) SMER, 2< t< frs].

* Norlk hirarchies) (c,rs,t) SMER u USERS |{r ]| (@u,r) UA} rs | < t;thatis, no
user is currently assigned to t orm ore roles from the setrs in each SM ER constraint.

e W ith ok hirarchies) (c,rs,t) SMER u USERS |{r|(u,r) UA r r} rs|< t;
that is, no user is currently authorized fort orm ore roles from the setrs in each SM ER constraint.

Session AnRBAC system w ih sessions should (explicitly or i plicitly) identify the follow ing universal
set.
e S :the sstofallpossible session ID ’s.

An RBAC system w ih sessions should m aintain the follow ing set and relation in addition to the ones in
Core RBAC ,depending on the lin iton role activation:

Sihglerole A ctivation (SRA ):0nly one role can be activated in a session.

+ SESSIONS (S x USERS x 2ROLES). the set of 3-uples (id,user,activated_roles),
each of which represents a curently existing session in the system and satisfies the condition
lactivated_role|< 1.

M ultizxole activation (M RA ):M ultple roles can be activated in a session.
¢+ SESSIONS (S x USERS x 2ROLES): the setof 3-uples fham e,user, activated_roles), each of
w hich represents a cunrently existing session In the system .
The r=lation SESSION S satisfies the follow ing conditbions:

e 351 S ,l{(s,u,rs) SESSIONS |s= s;}|< 1;thatis, every session hasaunique ID .

Dynam ic Constraints OM ER) An RBAC system w ith dynam ically m utually exclisive roles OM ER)
constraints should (explicitly or in plicitly) dentify the follow ing universal set.

¢ D :the sstofallpossible names forDM ER constraints.

An RBAC system wih DM ER constraints should m aintain the follow ing sets and relations in addition t©
the onesin CoreRBAC :

« DM ER O x 2ROLES » N): the sestof a 3-tuple (ham e,role_set, cardinality), each of w hich
represents an existing DM ER constraint in the system .
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DM ER constraints m ust satisfy the follow ing conditions:

e d; D ,{d,rs,t) DMER |d= d;j}|< 1;thatis, every existing DM ER constraint has a unigue
name.

e (d,rs,t) DMER, 2< t< [s]|.

¢ d,rs,t) DMER (s,u,srs) SESSIONS |srs rs |< t;thatis, there isno session thattor
m ore roles from the setrs in each DM ER constraint are activated.

FunctionalSpeciication Functions are divided into tw o categories: Administrative Functions and Review
Functions. The Adm inistrative fiinctions include the fiinctions that are essential to m aintain an RBAC

system w hile the Review functions include the functions that are helpful to assess a particular RBAC state.
In other w ords, the A dm inistrative functions change the curent RBAC state, and the Review functions do
not. Below weprovide a listofm ajpr In provem ents of our fiinctional specification overthe one in the AN ST
RBAC Standard. The com plete version of the Frunctional Specification is in A ppendix C .

¢ A num berofreview functions are added to Core RBAC o provide a comm on interface forRBAC w ih
and w ithoutrole hierarchies. For Instance, the finction A uthorizedR oXU sers in Core RBAC retums
a setof users that are assigned t© a given role. This function is overridden in H derarchical RBAC and
retums a set of users that are authorized fora given role.

¢ A num ber of adm inistrative functions are added, for exam ple, functions for introducing or rem oving
pem issions In an RBAC system .

* M any ermors are fixed. For instance, the function D ekteRok is redefined for each advanced com —
ponent t© make appropriate changes. A Iso, the functions for activating beactivating rolks, eg.,
AddA ctiveR ok and D ropA ctiveR ok, arem odified to consider inheritance relationships.

5 Related W ork

The notion ofrolesw asfirst introduced t© access control in the context of database security [4,43]asam eans
t© group pem issions together t© ease security adm nistration. The texrm “Role Based A coess Control” w as
first colned by Ferraiolo et al. [12, 13]. Sandhu et al. [39] developed the influential RBAC 96 fam ily of
RBAC m odels, w hich consists of four sub-m odels. RBAC isequivalentto Core RBAC plusM RA in our
proposed fram ew ork. RBAC 4 adds general role hierarchies to RBAC(, and RBAC, enhances RBAC( by
adding constraints such asm utually exclusive roles, cardinality and prerequisite roles. RBA C 3 com bines all
the features of previousm odels.

The first proposal for a standard on RBAC gppeared at the 2000 ACM W orkshop on RBAC [33]. kis
omganized nto four levels of increasing capabilities. FIatRBAC (evell) is com parablk to Core RBAC in
the sandard. H jerarchical RBAC (level 2) requires supporting role hierarchies. Constrained RBAC (level 3)
adds both SM ER and DM ER constraints (they were called SSD and D SD constraints). Symm etric RBAC
(level 4) adds a requirem ent that one can review the pem issions and roles that are available t© a userora
role. n [16], Jaegerand T dsw ellpublished a shortrebuttal to the firstproposal. They argued that “other than
the first level, these co—<alled levels are orthogonal extensions t© the basic RBAC m odel”. Later versions of
the standard adopted this suggestion. They also argued that “the proposad m odeldoes notadd any valie to
userorpem ission aggregation, and itonly lim its the expression of hierarchies and constraints”. W e feel that
this comm ent is probably partally due to the fact thatm any issues w ere left as in plem entation decisions
and the draft standard does notprovide any guidelines, a problem thatrem ains in the final sendard. Finally,
they argued thatadm inistrative featires of RBAC should be Included in the standard. O n this, w e agree w ith
the designers of the sandard that these features are still notm ature enough t© be included in the standard.
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The second proposal for an RBAC standard appeared n ACM Transactons on Infom ation and System s
Security (TISSEC) in 2001 [14]. The final version [2] was approved In February 2004 as the Am erican
N ational Standard ANSTIINC IT S 3592004.

A ot of work has been done on the issue of role hierarchies. Sandhu [35] discussed the UT and PI
sam antics of role hierarchies (under different nam es), and show ed that in som e situations it is desirable ©
have tw o separate hierarchies and the U I hierarchy extends the P I hierarchy. M offett [25, 26 ] exam ined the
relationship betw een the inheritance properties of role hierarchies and control principles such as ssparation
of dutdes, delegation and supervision. Cram pton [7] recently show ed that non-standard Inheritance sem an—
tes eg., pem issions are nherited by Jinior roles, rather than by senior roles) can be used to inplem ent
M andatory A ccess Control In RBAC . Adm nistration of RBAC is about controlling who can update the
various relations In an RBAC system . A num ber of approaches for the adm inistration of RBAC have been
proposd [9,10,29,36,37,38,40].

Separation of Duty (SoD) was introduced Into the informm ation security lierature In Salzer and
Schroeder [32]. SoD constraints in the context of RBAC were discussed In [1, 8, 15, 17, 23, 41]. Liet
al. [24] discussed the differences betw een m utual exclusion constraints asm echanism s and SoD as policy
obctives and studied verdfication and generation problem s related to using SM ER constraints to enforce
SSoD policies. They also proposed the term nology SM ER and DM ER , w hich w e adopt.

6 Conclusions

W e have dentified and discussed som e of the m apr issues In the current version of the AN SIRBAC stan-—
dard [2, 14]. In particular, we have discussed how t© m aintain and update a role hierarchy and how the
different interpretations of a role hierarchy interactw ith other features such as constraints and sessions. W e
present a new RBAC fram ew ork that is nspired by the AN SIRBAC standard and is fiee of the problem s
that w e have uncovered in the standard. An W CIT S cybersecurity technical com m itee is being form ed to
discuss revisions to the AN SIRBAC standard and a subm ission to the ISO .W e see ourw ork in this paper
as a significant contribution to the standardization effort.
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Appendix

A

Identified Exrrors in the ANSIRBAC standard [2]

In this section, w e provide a non-exhaustive list of the errors w e have found In AN SIRBAC standard.

Location | Identified Error C orrection

Page 2 ...senorrlks... ...senjorroles...

Page 3 Ratherthen ... Ratherthan ...

Page 3 ...w ithin a datalbase m anagem entsystem , There isno “append” operation In a typicalDBM S.
operationsm ight inclide insert, delete, append | “select!’ operation seem s t© be m ore appropriate here.
and update.

Page 4 eg. files, directories, In an operating system eg., filesand directories in an operating system

Page 5 52 H jerarchalRBAC 52 H ferarchicalRBAC

Page 5 Session users(s:SESSION S) This function retums a user fora given session.

A sthere exists a single user for a session, the function
should be nam ed session user(s:SESSION ) to avoid
any confusion.

Page 6 authorized perm issions ) = authorized perm issions(r) =

{p PRMS | 1y Pxr) PA} {p PRMS |r r/, px) PA}

Page 7 ...aswellaswellaspem ission ... ...aswellaspem ission ...
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L ocation Identified E rror C orrection
Page 7 Noder; isrepresented asan Inm ediate Node r; isrepresented as an in m ediate descendent
descendentofr, by ry o, eu. ofr; by ry o, eu.
Page 7 ...2uchthatry, 1 1,wheren = ...2uchthatry, 13 1y, wherer = msandr = r3
and I, = Iz
Page 7 r,r,r, ROLES,r 1n r r,r,,r, ROLES,r r r ry
r =1 rn =1
Page 12 — OBJS OBS
Page 14 C reateSession (User, session) The nam es for these tw o filnctions are param eterized
and D eketeSession (User, session) w hile no other functions is. A 1so, the param eters
for C reateSession fail to include an active role set.
Page 14 user_sessions This relation is neverdefined in the Reference M odel.
Page 15-16 | A ssignedU sers(role :N am e;
outresult : 2USERS ) The use of “out” in the tw o function signatures
are inconsistent; see also C heckA ccess,
A ssignedR oles (user :N AM E ; R 0leP erm issions,and so on.
result : 2ROLES )
Page 17 U serO perationsO nO bjct Thisdescription im plies thatperm issions can be
This function retums the sstof operations a assigned to users directly, not through roles.
given user ispem ited to perform onagiven | How ever, this is Inconsistentw ith the Reference
ob¥ct, obtained eitherdirectly orthrough M odel. This is also inconsistentw ith the
hisherassigned roles. pseudo-code for the function, w hich checksonly
the pem issions assigned through roles.
Page 19 ...and AddA ctiveRokeof 71 2. ...and AddA ctiveRokof6 1 2.
Page 19 C reateSession (user, session) A sstofactive rolesm ustbe Included as a param eter.
Page 20 In R olePerm ission,
result = {q:ROLES; op: OPS 0bj:OBJS | result = {q:ROLES0p:OPS0bj:OBS |
(role q ((op,obj) role) PA- (role q ((op,obj) q FA-(op obj)}
(op, obj)}
Page 21 In R 0O perations0 nO bfct,
result = {q:ROLES:0p:OPS | result = {q:ROLES0p:OPS |
(role q ((op,obj) role) PA - op} (role q ((op,obj) q FA-op}
Page 23 Th AddSsdR oM em ber

|subset|=n

|subset| = ssd_card (set.nam e)

B Term inology on binary relations and partial orders

W hen we say a relation R , we m ean a binary relation over a certain non-em pty setX , ie, R
W hen x,y
logical In plication and

R,wealowreR (x,y);when x,y

e A relation R istransitive f x y zR (x,y)
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t© denote logical equivalence.

X x X .

R,wealowrte -R (x,y). Weuse t© denote

(v,z) R (x,2)).




e A relation R isreflexive if xR (xX,x).

e A relation R is Irreflexive if x (R (X,X)).

¢ A relationR issymmetricalif x YR (x,y) R (y,Xx)).

e A relation R isasymmetricalif x YyR X,y) = R (y,X)).

e A relation R isantisymmetrical if x yR x,y) R (y,x) X=Y).

e A strictpartialorder is ineflexive, transitive, and asym m etrical.

¢ A partialorder is reflexive, transitive, and anti-sym m etrdic.

e A relation R isa stricttotalorder if itisa strictpartialorderand xy (X = y R x,vy) R (y,x)).

¢ A relation R isatotalorder if itisapartalorderand xy R (X,y) R (y,x)).

e A relation R has a cyclk if there exists a finite sequence of distinct elem ents x4 ,x5, ..., X, such that
k>1) (34{ L2,...,k= 1} R ®j,%3+1))) R &x,x1).

+ A relation R isacyclic if itdoes nothave any cycle.

* Thetransitie closure ofarelation R istheam allestrelation R such thatR R andR istransitive.

¢ The reflexive closure of a relation R is the is the am allest relation R such thatR R andR is
reflexive.

C Functional Speciication

A lthough the functions are described using the Z form al description language [42] in the standard, w e use slightly
different notation to im prove the readability. N ote that the functions that are added or conrected are m arked w ith
labels, (Added) or (Corrected), respectively .

CJl CoreRBAC

AnRBAC systam inplem enting Core RBAC should support the follow ing adm inistrative functions and review func—
tons.

Adm nistrative Functions
¢ AddU ser: U . This function creates anew RBAC userw ith a given usernam e.

AddUser(u :U)
if u /USERS
then USERS = USERS { u}

¢ DeletelU ser: U . This function ram oves a usergiven a usernam e.

D eleteUser(u :U)
if u USERS
then UA = UA \ {(u,r) |[r ROLES (u,r) UA}
USERS = USERS \ {u}

¢ AddRok:R . Thisfunction createsa new rolk w ith a given role nam e.

AddRole(r :R)
if r /ROLES
then ROLES = ROLES { r}

* DeleteRok: R . This function rem ovesa role given a role nam e.
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D eleteRole(r :R )
if r ROLES
then UA = UA \ {(@,r) lu USERS (u,r) UA}
PA=PA\N{@p) lp PRMS (rp) PA}
ROLES = ROLES \ {r}

* AddPem ission:P . This function creates a new pem ission w ith a given perm ission nam e.
A ddP erm ission (p :P) (Added)
if p/PRMS
then PRMS = PRMS { p}

¢ DelktePem ission: P . This function rem oves a perm ission given a pem ission nam e.
D eleteP erm ission (p :P ) (Added)
if p PRMS
then PA = PA \ {(@,p) Ir ROLES (,p) PA}
PRM S = PRM S \ {p}

¢ AssignUser:U x R . Thisfunction assigns a given userto a given role.
AssignUser(u :U;r :R)
if u USERS r ROLES (u,r) / UA
then UA = UA { (@u,r)}

* DeassignU ser: U x R . This function rem oves a userassignm entgiven a usernam e and a role nam e.
D eassignUser(u :U;r :R)
if u USERS r ROLES (u,r) UA
then UA = UA \ {@,r)}

* GrantPem ission:P x R .This function assigns a given pem ission to a given role.
G rantP erm ission (p :P ;r :R)
if p PRMS r ROLES (po,r) /UA
then PA = PA { (p,r)}

* RevokePem ission: P x R . This function rem oves a perm ission assignm ent given a perm ission nam e and a
rolename.

R evokeP erm ission (o :U;r :R)
if p PRMS r ROLES (o,r) PA
then PA = PA \ {(o,1)}

Review Functions

+ AssignedU serRoles:USERS  2ROPLES Thisfuncton retumsa setofrolesto w hich a given user is assigned.

A ssignedU serRoles (u : U ;result : 28O LES)
if u USERS
then result= {r |[r ROLES (u,r) UA}

» AssignedRokUsers:ROLES — 2VSERS | This finction retums a set of users that are assigned to a given role.

A ssignedR oleU sers(r :R ;result : 2V SERS)
if r ROLES
then retsult= {u |u USERS (u,r) UA}

+ AssignedRolkPem issions:ROLES 2V SERS | This fincton retumsa setofpem issions thatare assigned t©
agiven role.
A ssignedR oleP erm issions(r :R jresult : 2PRM )
if r ROLES

then result= {p|p PRMS (e,r) PAY}
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+ AssignedPem issionRols:PRM S 2R9LES Thisfiinction retumsa setofroles to w hich a given pem ission
is assigned.
A ssignedP erm issionR oles (p : P ;result : 28O LES) (Added)
f p PRMS
then result= {r |r ROLES ©,r) PA}

* A ssignedU serPerm issions: U SER S 2PRM S This flnction retums a set of pem issions forw hich a given
user is authorized through herrole assignm ents.

A ssignedU serPerm ission ( : U jresult : 288 )
if u USERS
then result= {p|r ROLES p PRMS w,r) UA (e,r) PA}

* A ssignedPerm issionU sers: PRM S 2USERS | This flinction retums a set of users that are authorized fora
giren perm ission through theirrole assignm ents.

A ssignedP erm issionU sers(p :P jresult : 2V SERS) (Added)
if p PRMS
then result= {u|r ROLES u USERS (o,r) PA (u,r) UA}

The follow ing functions are added to provide the com patioility to H ierarchicalRBAC .

» AuthorizedU ssrRoles: U~ 2RO TES |
AuthorizedU serR oles @ :U jresult : 28O LES) (Added)
result= A ssignedU serR oles (u)
» AuthorizedRoleU sers: R QUSERS

AuthorizedR o0leU sers (r :R jresult : 2USERS) (Added)
result= A ssignedR oleU sers (r)

« A uthorizedR okPem issions: R QPRMS

AuthorizedR 0leP erm issions(r :R ;result : 2FRM ) (Added)
result= A ssignedR oleP erm issions(r)
«+ A uthorizedPem issionRoles: P 2ROLES |
AuthorizedP erm issionR oles(p : P ;result : 28C LES) (Added)
result= A ssignedP erm issionR oles (o)
« AuthorizedU serPem issions: U~ 28RM S |

A uthorizedU serP erm issions (u :U ;result : 28%M ) (Added)
result= A ssignedU serP erm issions ()

+ A uthorizedPerm issionU sers: P QUSERS |

AuthorizedP erm issionU sers (p :P ;result : 2V SERS ) (Added)
result = A ssignedP erm issionU sers (p)
« AuthorizedRoleRoles:R ~ 2ROLES
AuthorizedR oleR oles (r :R jresult : 2RO LES) (Added)

result= {r}
C 2 RolH jerarchies

AnRBAC system Im plem enting H derarchical RBAC should support the functions of Core RBAC and the follow ing
functions. N ote that som e functions in Core RBAC are redefined here. W e adoptthe notations, and ,todenote
the Im m ediate Inheritance relationship and the partial order relationship, regoectively.
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A dm Inistrative Functions

* DekteRolk: R . This function rem oves a rok given a rok nam e. N ote thatw hen a role is rem oved, any inher-
iance relationship (ooth explicit and in plicit) established by the role is also ram oved. For nstance, suppose
thatRH containsr T, r3.Dekting r, from the sytem rem ovesboth r; r, and rp r3 from
RH , which m eans thatan In plicit relationship ry r3 is ram oved asw ell. This approach is indeed pow erful
and m ay notbe desirable In som e cases. A nother approach is to ram ove a roke only if there isno imm ediate
Inheritance relationships established by the role. In this case, one should rem ove all the related inheritance
relationships before rem oving a role.

D eleteR ole(r :R ) (Corrected)
if r ROLES
then RH = RH \ ({( a) lg ROLES (r a RH}
{ @ r) lg ROLES (@ r) RH})
ROLES = ROLES \ {r}

¢ AddInheritance:R x R .This functon creates an in m ediate iInheritance relationship betw een tw o given roks.
AddInheritance(tisc iR ,Tgse :R)

if Tacs ROLES Yygse ROLES  (facs Tyse) / RH = (facs Tasc)
[Lin ited hierarchiesonly: r ROLES, (rycs r) /RH ]
then RH = RH { (Tacs rdsc) }

¢ Delktelhheritance: R x R . This function rem oves the In m ediate inheritance relationship betw een tw o given
roles.
D eleteInheritance (tase R ,X4sc R )
if rses ROLES 1rgse ROLES (Cacs ryse) RH
then RH = RH \ {(rasc rdsc)}

Review Functions

« AuthorizedU serRolks: USERS 2ROLES | This functon retums a set of roles for which a given user is
authorized.

AuthorizedU serR oles  : U jresult : 28O LES) (Corrected)
if u USERS
then result= {r |r,r ROLES (u,r) UA (r r)}

+ AuthorizedRokU sers:ROLES 2V SERS  This fiincton retums a set of users that are authorized fora given
role.

AuthorizedR 0leU sers (r :R jresult : 2USERS)

if r ROLES
then result= {u|u USERS r ROLES ( r) @,r) UA}

+ AuthorizedRolkPem issions:ROLES  2FRM S | Thisfiinction retumsa setofpem issions thatare authorized
by a given role.
AuthorizedR oleP erm issions(r :R ;result : 28R S) (Corrected)
if r ROLES
then result= {p|lp PRMS r ROLES c r) @Er) PA}

« AuthorizedPem issionRoles: PRM S 2ROLES This fiinction retums a set of mles that authorizes a given
perm ission.
AuthorizedP erm issionR oles (p : P jresult : 28O LES) (Added)
f p PRMS
then result= {r |r,r ROLES (e,r) PA r r)}

+ AuthorizedU serPerm issions: USERS  2PRM S | This function retums a setof pem issions forw hich a given
user is authorized through her role assignm ents and the existing role hierarchies.
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A uthorizedU serP erm issions(u :U ;result : 2FRM S (Corrected)

if u USERS
then result= {p|lp PRMS r,r ROLES (u,r) UA ((x r) (@Exr) PA}

+ A uthorizedPem issionU sers: PRM S 2USERS | This function retums a set of users that are given a given
pem ission through herrole assignm ents and the rok hierarchies.
AuthorizedP erm issionU sers (p :P jresult : 2V SERS) (Added)

if p PRMS
then result= {u|u USERS r,r ROLES (@r) PA ( <r) (u,r) UA}

» AuthorizedRoleRoles: R 2ROLES This fiinction retums a setof roles that are dom inated by a given roles.

AuthorizedR oleR oles (r :R jresult : 2ROLES) (Added)
result= {r |r r}

C 3 StaticConstraint (SM ER)

AnRBAC system inplem enting Static Constraint (SM ER ) should supportthe functions of Core RBAC and the fol-
low Ing functions. N ote that som e functions in Core RBAC are redefined here.

Adm histrative Functions
* DekteRolk:R . Thisfunction rem ovesa role given a rok nam e. N ote thatw hen a role isrem oved, every SM ER
constraint that includes the role m ustbe updated.
D eleteR ole(r :R ) (Corrected)
if r ROLES
then UA = UA \ {@,r) lu USERS (u,r) UA}
PA =PA\{(r) lp PRMS (o,r) PA}
(c,rs,t) SMER,rs= rs\ {r}
ROLES = ROLES \ {r}
e AssignUser:U x R .Thisfuncton assigns a given userto a given role.

AssignUser(u :U,r :R)
if u USERS r ROLESwedge(u r) /UA
(c,rs,t) SMER, ss rswhere |ss|= t,

(A uthorizedRoleU sers(r) au)= )

r ss au= (if r =r then {u} else )

then UA = UA { (u,r)}
e CreateSM ER:C x 2RO9LES x N . This flinction creates a new SM ER constraintw ith a given nam e, conflicting
role setand cardinality .

CreateSM ER (c :C,rs :28C0LES £ :N)
if ¢/ ExistingSM ERs() rs ROLES (t> 2) (t< [rs))

ss rswhere ss|= t, AuthorizedR oleU sers (r) =
r ss
then SMER = SMER { (c,rs,t)}

¢ DeleteSM ER :C. This function rem ovesa SM ER constraintgiven a SM ER nam e.

D eleteSM ER (c:C)
if ¢ ExistingSM ERs()
then SMER = SMER \ {(c,rs,t)}

¢ AddRo¥kToSM ER :Cx R .Thisfunction addsa given role to the conflicting role setofa given SM ER constraint.
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AddRoleToSM ER (c:C;r :R)
if c ExistingSM ERs() r ROLES r /SM ERRoles(c)
sr (SM ERRoles(c) { r})where |sr|= SM ERC ardinality (c)),

A uthorizedR o0leU sers(r) =

r sr

then SMER = SMER \ {(c,SM ERRoles(c),SM ERC ardinality (c)}
{ (¢, (SM ERRoles(c) { r}),SM ERC ardinality(c)}

¢ DekteRokFrom SM ER :C x R . This function rem ovesa role from the role sstassociated w ith a given SM ER
constraint.
D eleteRoleF rom SM ER (c:C;r :R)
if ¢ ExistingSM ERs() r ROLES r SM ERRols(c)
SM ERCardinality (c) < ISM ERRoles(c)|
then SMER = SMER \ {(c,SM ERRoles(c),SM ERC ardinality (c)}
{ (¢, (SM ERRoles(c) \ {r}),SM ERC ardinality (c)}

¢ SetCardinalityO £SM ER : C x N . This function sets the cardinality of a given SM ER constraintw ith a given
num ber.

SetC ardinalityO £fSM ER (c:C;t :N)
if c ExistingSM ERs() (t> 2) (< ISM ERRoles(c))

sr SM ERRoles(c) where |sr|= t, AuthorizedR oleU sers (r) =

r sr

then SMER = SMER \ {(c,SM ERRoles(c),SM ERC ardinality (c)}
{ (,SM ERRoles(c),t}

¢ AddInheritance:R x R . Thisfunction is specifically for systam sw ith role hierarchies. This function establishes
an inm ediate Inheritance relationship betw een the tw 0 given roles.
AddInheritance (tase R jrgse (R)
if  Tracs ROLES ryse ROLES (facs Tase) / RH = (facs  Tasc)
(c,rs,t) SMER, srs rswhere |sr|=t,

(A uthorizedR 0leU sers(r) au)= )

r srs au= (if r=r4s. then AuthorizedR oleU sers(rgsc) else )

then RH = RH { racs rdsc}

Review Functions

* ExistingSM ERs: 2€ . This function retums the nam esof al1 SM ER constraints in the systam .
E xistingSM E R s (result : 2°)
result= {c| (c,rs,t) SMER}
+ SMERRolks:C  2ROLES Thisfiinction reums the conflicting role setof a given SM ER constraint.
SM ERRoles(c :C;result : 2ROLES)
if ¢ ExistingSM ERs()
then result= (rs | (c,rs,t) SMER)
« SM ERCardinality: C N . This function retums the cardinality of a gfven SM ER constraint.
SM ERC ardinality (c :C;result :N)
if ¢ ExistingSM ER s()
then result= (t| (c,rs,t) SMER)
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C 4 Session

An RBAC system In plem enting sessions should support the functions of Core RBAC and the follow ing functions.
N ote that som e functions In Core RBAC are redefined here.

A dm inistrative Functions

¢« DeleteU ser: U. This function ram oves a user given a user nam e. N ote that when a user is ram oved, all the
sessions belonging to the user are also ram oved.

D eleteU ser(u :U)
if u USERS
then s UserSessions(),D eleteSession (u,s)
UA =UA\{(@u,r) |lr ROLES (u,r) UA}
USERS = USERS \ {u}

e DekteRolk: R . This functon rem ovesa role given a role nam e. In the Functional Specification of the standard,
all the affected sessions (ie., the sessions whose session roles include the given role) are temm inated, w hich
seam sextram e. Herew e decide to allow the affected sessions to continue after the given role is rem oved.

D eleteRole(r :R )
if r ROLES
then s E xistingSessions(),D ropA ctiveR ole(s,r)
UA =UA\{(,r) lu USERS (u,r) UA}
PA=PA\{(r) |lp PRMS (o,r) PA}
ROLES = ROLES \ {r}

¢ DeassignU ser: U x R . This function rem oves a user assignm entgiven a user nam € and a role nam e. N ote that
w hen a user isdeassigned from a role, the role is rem oved from all the session roles of the user.

D eassignUser(u :U;r :R)
if u USERS r ROLES (u,r) UA
then s UserSessions(u),D ropA ctiveR ole(s,r)
UA =UA \{(@u,n)}

» CreateSession:U x S x 2ROLES This filnction createsanew session fora given userw ith a given active role

st.Weassume AT andM RA sessions in thatw hen a rolke is activated, all the juinior roles of the role are also
activated.

C reateSession @ :U;s :S;rs : 28 )
if u USERS s /ExistingSessions() rs AuthorizedU serR oles(u)
then SESSIONS = SESSIONS { (s,u, )}
r rs,AddActiveR ole(s,r)

¢ DekteSession:U x S .This function rem oves an existing session of a given user.
D eleteSession u :U;s :S)
if u USERS s ExistingSessions() u== SessionU ser(s)
then SESSIONS = SESSIONS \ {(s,u,SessionR oles(s))}

¢ AddActiveRole:U x S x R .Thisfiinction addsa given role to the session role ofagiven user.W e assum e A T
and M RA sessions in thatw hen a role is activated, allthe jiniorroles of the role are also activated.
AddActiveRole(u :U;s :S;r :R) (Corrected)
if u USERS s ExistingSessions() r ROLES u== SessionU ser(s)
r AuthorizedU serRoles(u) r / SessionR oles(s)
then SESSIONS = SESSIONS \ {(s,u,SessionRoles(s))}
{ (s,u, (SessionR oles(s) AuthorizedR oleR oles(r)))}

e DropActiveRole: U x S x R . This function rem oves a given role from the session rok of a given user.
Weassume AT and M RA sessions In thatwhen a role is deactivated, all the junior roles of the role are also
deactivated.
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D ropActiveRole@ :U;s :S;r :R) (Corrected)
if u USERS s SESSIONS r ROLES
u == SessionU ser(s);r SessionR oles(s)
then SESSIONS = SESSIONS \ {(s,u,SessionRoles(s))}
{ (s,u, (SessionRoles(s) \ AuthorizedR oleR oles(r)))}

Review Functions

* ExistingSessions: 25 . This function retums the nam es of all currently existing sessions in the system .

E xistingSessions (result : 25)
result= {s | (s,u,rs) SESSIONS}

* SessionRoles:S  2ROLES This fiuncton retums a setof roles that are activated in a given session.

SessionR oles (s : S jresult : 280 FF9)
f s SESSIONS
then result= (rs | (s,u,rs) SESSIONS)

2FRM S | This function retums a set of pem issions that are available in a given

¢ SessionPerm issions: S
session.
S essionP erm issions(s : S ;result : 2PRM S)
if s E xistingSessions()
then result= {p |r SessionRoles(s)

p AuthorizedR oleP erm issions(r)}

e SessionUser: S U . This function retums the user (ie., ow ner) of a given session.
SessionU ser (s : S jresult :U) (Added)
if ss SESSIONS
then result= (U |u USERS (s,u,rs) SESSIONS)

« UserSessions: U 25ESSIONS Thisfliincton retums all the sessions thatbelong to a given user.

U serSessions(u :U jresult : 25ESSIONS ) (Added)
if u USERS
then result= {s | (s,u,rs) SESSIONS}

C 5 Dynam icConstraint OM ER)

AnRBAC systam in plem enting D ynam ic Constraint O M ER ) should supportthe functionsofCore RBAC aswellas
M RA sessions and the follow Ing functions. N ote that som e functions n Core RBAC and Session are redefined here.

A dm inistrative Functions

* DekteRolk:R . Thisfunction rem ovesa role given arole nam e. N ote thatw hen a role isrem oved, every DM ER
constraintthat includes the role m ustbe updated.

D eleteR ole(r :R ) (Corrected)
if r ROLES
then UA = UA \{(@u,r) |lu USERS (u,r) UA}
PA=PA\{(r) |lp PRMS (o,r) PA}
@d,rs,t) DMER,rs= rs\ {r}
ROLES = ROLES \ {r}

e AddActiveRolk:U x S x R .This function adds a given rok to the session role of a given user.
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AddActiveRole(@u :U;s :S;r :R)
if u USERS s SESSIONS r ROLES u== SessionU ser(s)
r AuthorizedU serRoles(u) r / SessionR oles(s)
d,rs,t) DMER, dr s,
dr (SessionRoles(s) { r}) | dr|< t
SESSIONS = SESSIONS \ {(s,u,SessionRoles(s))}
{ (s,u, (SessionR oles(s) A uthorizedR oleR oles (r)))}

* CreateDM ER :D x 2ROLES « N | This function createsanew DM ER constraintw ith a given nam e, conflicting
role setand cardinality.

CreateDM ER (d :D ;rs : 2ROLES ;£ :N)
if d/ExistingDM ERs() rs ROLES (t= 2) (t< [es))
s SESSIONS, dr 1rs,(dr SessionRoles(s)) | dr|< t

then DMER = DMER { d,rs,t)}

e DeleteDM ER :D This function rem ovesaDM ER constraintgivenaDM ER nam e.

DeleteDM ER (d :D)
if d ExistingDM ERs()
then DMER = DMER \ {(d,rs,t)}

¢ AddRokToDM ER:D x R . This function adds a given role to the conflicting role set of a given DM ER
constraint.
AddRoleToDM ER (d :D;r :R)
if d ExistingDM ERs() r ROLES r /DM ERRoles(d)
s SESSIONS, dr OM ERRolesd) { r}),
(dr SessionRoles(s)) | dr|< t)
then DMER = DMER \ {(d,DM ERRoles(d),DM ERC ardinality d)}
{ d, OMERRolsd) { r}),DM ERCardinality(d)}

¢ DelkteRokFromDM ER:D x R . This function rem ovesa role from the conflicting role setof a given DM ER
constaint.
DeleteRoleFrom DM ER (d :D ;r :R)
if d ExistingDM ERs() r ROLES
r DM ERRols(d) DM ERCardinality(d)< DM ERRoles(d)|
then DMER = DMER \ {(d,DM ERRoles(d),DM ERC ardinality (d)}
{ @ OM ERRolesd) \ {r}),DM ERC ardinality (d)}

* SetCardinalityO DM ER :D x N . This function sets the cardiality of a given DM ER constraintw ith a given
num ber.
SetC ardinalityO fDM ER d :D ;t :N)
if d ExistingDM ERs() (> 2) (t< DM ERRoles(d)])
s SESSIONS, dr DM ERRoles(d),
(dr SessionRoles(s) | dr|< t)
then DMER = DMER \ {(d,DM ERRoles(d),DM ERC ardinality (d)}
{ d,DM ERRolesd),t}

Review Functions

* ExistingDM ERs: 2P . This function retums the nam esof allDM ER constraints in the system .

E xistingDM ER s(result : 2P )
result= {d | d,rs,t) DMER}

+ DM ERRoks: D 2ROLES This filnction retums the role set associated w ith a given DM ER constraint.
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DM ERRoles(d :D jresult : 2RO LES)
if d ExistingDM ERs()
then result= (rs | d,rs,t) DMER)

« DM ERCardinality: D N . This function retums the cardinality ofa given DM ER constraint.

DM ERCardinalityd :D ;result :N)
if d ExistingDM ERs()
then result= (t| d,rs,t) DMER)
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