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Abstract. We describe a protocol to solve the problem of comparing
fingerprints without actually exchanging them. We extend this to private
verification where the verifier does not obtain fingerprint information.
We show that no substantial information is leaked to the other party
even during multiple protocol runs and present evaluation results from
a prototype implementation.

1 Introduction

There are specific security concerns regarding fingerprint systems [11], but fin-
gerprints have distinct advantages, because they cannot be lost or forgotten
and they can be measured cheaply and non-intrusively. The disadvantages of
fingerprints are that they cannot be changed or re-issued. Their disclosure is
permanent. Large databases linking fingerprints to private information exist. It
is therefore beneficial to keep fingerprints private.

We present a protocol where two parties each have a fingerprint image. They
want to compare them for a match, i.e. that both images are from the same
finger, but they do not want to reveal them, unless they are a match. We extend
this a protocol where one party does not learn anything about the fingerprint,
but can use it to verify the other’s party identity.

Fingerprints are approximate, i.e. small changes happen every time one mea-
sures it. Cryptographic methods, such as encryption or hashing are not distance-
preserving. Small input changes lead to outputs that cannot be compared for
proximity any longer.

2 Related Work

We present work from three related areas of research. First, we review literature
combining cryptography and biometrics, second, fingerprint matching algorithms
and third, secure multi-party protocols.
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2.1 Private Biometrics

[4] presents an algorithm combining error correcting codes and hash functions
such that biometric templates can be compared using Hamming distance. [10]
extends that algorithm, such that the biometric template is no longer treated
as only the information part of the code, but as a corrupted code word itself.
Our protocol provides fingerprint verification using hamming distance and ho-
momorphic encryption.

[2] describes an algorithm to make biometric templates non-transferable. The
biometric template is XOR~ed with a random number, or simply permutated
before enrolling. Although this achieves non-transferability, it does not protect
the template during comparison.

[1] introduces a very nice system combining fingerprints with cryptography.
A one-way function is applied to each fingerprint image’s Fourier transform that
results in a bit pattern that is mapped into a cryptographic key. The comparison
itself reveals the fingerprint, so it has to be done in a secure device.

[16] presents another technique to achieve the ability to re-issue biometrics. It
disturbs the biometric image using a random image transformations generating
a large number of templates, but it does not guarantee the user’s biometric
privacy, because it could be undone using external knowledge or important parts
might not have been modified.

2.2 Fingerprint Matching

Many algorithms for electronic fingerprint matching have been developed, to list
a few [9, 14, 17]. A common type of algorithm matches fingerprints based on
minutiae. Several clever methods have been developed to extract minutiae from
the fingerprint image, e.g. [15].

The set of minutiae is the fingerprint template. It contains all information
necessary to participate in a fingerprint comparison protocol, but less than a fin-
gerprint image.

Ouwr implementation follows the extraction algorithms from [9]. We distin-
guish two types of minutiae — forks and endings — and extract the ridge orien-
tation with basic texture extraction algorithm. We do not improve upon those
algorithms, but use them in our protocol.

2.3 Secure Multi-Party Computation

General secure multi-party computation [7, 18] can construct protocols for any
joint computation where the parties do not want to reveal their input. The
resulting protocols are not optimized to efficiently solve specific problems.

Many specific protocols have been developed. We will mention only some
closely related ones. [5] studies approximate matching for databases access. [0]
examines the security of privately computing approximations.

In the next section we will give an overview of the building blocks of our
protocol, then we will present the fingerprint comparison protocol, private fin-
gerprint verification, its security and practical evaluation.
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3 Assumptions and Model of Computation

In the Fingerprint Verification Protocol both parties, Alice and Bob, have a fin-
gerprint image. We compose the Fingerprint Comparison Protocol from two
building-block protocols. Then we show how to modify these protocols, such
that Bob will not obtain fingerprint information, nevertheless can still verify
Alice’s identity using an enrolled template.

We use the honest-but-curious model for the communicating parties, i.e. we
assume that the participating parties will follow the protocol, but compute infor-
mation about the other party’s secret data. Our security analysis shows that no
substantial information is leaked to the other party in any part of the protocol
even if it is run multiple times between the same parties.

Our performance results conclude that it is possible to match fingerprints
using our protocol by evaluating the matching results from the prototype imple-
mentation on a generated fingerprint database.

4 Fingerprint Comparison Protocol

Each party starts with a fingerprint image. Minutiae extraction can be done
without the other’s party input. We denote the fingerprint template as S4 =
(a1, ...,an) and Sp = (b1, ..., by,) for Alice and Bob, respectively. Each minutia
is a four tuple (z,vy,t, ¢), where x and y are x- and y- coordinates, ¢ is the type
and ¢ the angle of the ridge orientation at coordinate (x,y).

Fingerprint Alignment translates and rotates the two templates such that
matching minutiae have approximately the same absolute location. Fingerprint
Comparison counts the number of those minutiae with the approximate same
absolute location as matches. The final score of our protocol is the number of
matching minutiae.

4.1 Fingerprint Alignment

Our alignment protocol uses two minutiae P and ) to align the templates.
These two minutiae will be rotated and translated into two common locations P’
and Q'. The templates are aligned, if Alice and Bob have picked matching minu-
tiae. Then most matching minutiae will have approximately the same absolute
location.

Fingerprint Alignment Protocol

Input: Alice has a fingerprint template S4 and Bob has a fingerprint tem-
plate Sp.

Output: Alice has an aligned fingerprint template S’;, Bob has an aligned finger-
print template S, such that if a; = (24, Ya, Pa, ta) matches b; = (zp, Ys, db, ts)
then x, = b, Ya = Yp, Oa = Op.
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1. Alice chooses a random value r as a cryptographic hash of her fingerprint
image I: r = H(I),
2. Alice chooses a random permutation ;. based on r and permutes her n

minutiae Sq = (a1,...,a,): @’ = (ap, 1y, --,an.(n))-
3. Alice forms ng element-distinct pairs p = (p1,...,p|n|) where p; =
(aéjflaaéj) forj=1,..., ng

4. Alice randomly selects a pair A, ,» = (a,,a,/) from p.
5. Alice rotates and translates S4 into S’;, such that:
— the location of a, is at the origin: a, = (0,0, t4, ¢a);
— the location of a, is on the positive x-axis: a,» = (a},0,t,, ¢), 2z, > 0.
Alice sends the pair A, ,» to Bob.
For each i € {1,...m} and each j € {1...m} Bob performs the following
operations:
(a) Bob forms the pair B; ; = (b;, b;).
(b) Bob rotates and translates B; j, such that b; = (0,0,%, ¢p) and b; =
(3,0, 8, Bp)-
(c) If t, = tp and t,, = t}, Bob computes a score s; ; for the minutiae pair
as s;5 = (@), — 23)" + (da — ¢)* + (¢, — ¢},)*.
8. Bob picks the pair B, with the minimum score and accordingly rotates
and translates Sp into S.

o

4.2 Fingerprint Comparison

The number of minutiae per aligned template varies between the two parties
and the minutiae are not ordered, such that their indices restrict the number of
possible matches. Alice and Bob perform the following steps before they proceed
to compare their fingerprint templates.

Fingerprint Comparison Preparation

Input: An aligned template S’.
Output: A rasterized template S”.

1. Each aligned template S’ will be divided into equal-sized squares Squ =

(Squla tety squg)
2. Each square squ; is mapped to a bit of S”:

g — 0 if squ; does not contain any minutiae
i 7\ 11if squ; contains at least one minutia

Alice computes her rasterized template S’; from S’ and Bob computes S%
from S7. The number of matching minutiae nyqicn can be computed from the
Hamming distance dpqm between S’4 and S%:

_ |Sal +1S8] = dram (5%, SB)
Nmatch = 9

The Hamming distance can computed privately using the semantically secure,
homomorphic, public-key encryption scheme by [3]. For brevity of discussion
details are left to the reader.



Private Fingerprint Verification without Local Storage 391

5 Private Fingerprint Verification

We present an extension of the protocol where Bob does not obtain fingerprint
information. He stores a hidden template and uses it to verify Alice’s identity.
Alice only needs to remember a short PIN.

Enrollment Phase

Input: Alice has her fingerprint template S 4, the minutiae pairs p and PIN pin.
Output: Bob has an enrolled template for Alice.

1. Alice generates r1,...,r, where r; = H(pin,1i).
2. For each i € 1,...,n Alice performs the following steps:

(a) Alice aligns S to p; as in step 5 of the Fingerprint Alignment Protocol
obtaining aligned template S..

(b) Alice prepares v; from S; using the Fingerprint Comparison Preparation
algorithm.

(c) Alice computes the XOR of r; and v;: h; = r; & v;.

3. Alice sends p1,...,p, and hq, ..., h, to Bob.

During verification Alice enters her PIN and has her fingerprint captured
by a sensor. Bob sends the stored minutiae pair information to Alice and Alice
aligns her fingerprint before she applies the hiding procedure. Then Bob and
Alice engage in the Hamming distance protocol using the hidden bit vectors.

6 Evaluation

6.1 Privacy and Security

In this section we will show that for an attacker who is honestly participating
in the protocol, it is not possible to reconstruct enough fingerprint information
from his view of the protocol to successfully forge a matching template, even if
the protocol is run multiple times.

In the Fingerprint Alignment Protocol one party sends pairs of minutiae to
the other party. These pairs have been randomized by rotating and translating
them. Therefore the information leaked is only their distance, the difference of
their ridge orientation and their type. The protocol ensures that no two pairs
have any minutiae in common. The Fingerprint Verification Protocol reveals
the same pairs of minutiae to the identifying party each time preventing the
combination of pairs from multiple runs. An attacker needs to guess the absolute
position and ridge orientation of half of the minutiae.

The Fingerprint Comparison reveals the Hamming distance between two ras-
terized templates and the number of minutiae in the other party’s template. An
attacker can try to obtain a rasterized template by guessing the bit vector and
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Fig.1. Matching Performance

in the Fingerprint Verification Protocol also the user’s PIN. Let | be the num-
ber of bits in the rasterized template, § the maximum Hamming distance for
a successful match and k the number of digits of the PIN, then the number of
bits byerification he needs to guess is:

(,) - 10"
Yoo ()

For 36 minutiae, a 512-bit rasterized template, a maximum Hamming dis-
tance of 31 and a 5 digit PIN, this equals to about 46 bits.

bverification - logQ

6.2 Performance

We have implemented a prototype version of the comparison protocol in 2001.
Since then results and data of performance competitions have been published [12,
13]. This section summarizes our performance evaluation showing the practicality
of our matching algorithm.

We generated 108 fingerprint images — 27 “fingers” with 4 prints each —
using an automated tool [3]. We used the minimum distance of 10 protocol runs.
1000 non-matching and 100 matching randomly selected pairs were privately
compared.

Figure 1 shows our results. The false rejection rate (FRR) is the percentage
of fingerprint pairs that have been detected as not matching although they were
from the same finger. The false acceptance rate (FAR) is the percentage of pairs
that have been incorrectly detected as a match. We varied the maximum Ham-
ming distance to gather the plotted measurements. Our prototype performed
closest to the equal error rate at nine matching minutiae for a match.
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Conclusion

We have presented a Private Fingerprint Verification protocol analyzed its secu-
rity and experimentally evaluated its matching performance. We plan to modify
and extend this protocol and its implementation to address problems of active
attacks, live fingerprint capture and comparing other biometrics.
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