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PREFACE

Amongst other things, the Supreme Casifamous for the observation that
they do not know what obscenitybst that they can tell it when they see it. Privacy is in
a similar bad state. Most people cannotraefirivacy, but they are familiar with it,

especially when they lose it.

| add my insight to the issue by attding to define privacy. Privacy is at
stake because technology is constantly erodingt privacy we have left. Is this wrong

or is it a natural state of affairs?

Looking at history, it is easy to seatlespecially power hungry despots, to
invade the privacy of members of societyyéaften used technology of various forms.
What is of great concern theedays is the ready availétyi of snooping technology. In
the United States there are stores speaigiiri tools to allow a woman spy on and catch
a cheating husband. Obviously, these tools canrbed in other directions to break into

the most secret elements of human life.



As we watch privacy erode we comipland some of us are moved to do
something. A lack of definition inhibitss. How can we make regulations to stop
something that we cannot even define? We cannot because we do not know where the

boundaries are.

Using the definition | have createdhken derive some policy suggestions.
This serves a two-fold purpose. Firsméke some suggestions that might help the
situation. Second, | use the policy to checkdafinition. While I am not an expert in

policy | felt the exercise to be important.

Another check on the definition is based upon the global environment. For a
definition to be maximally useful it shalbe exportable. | suffer from a common
malady in this regard; | haxaeparochial view based upon the United States. | do not
know of a cure but a way tolieve some of the symptoms is to adopt a global view and

apply it to the best of my abilities.



TABLE OF CONTENTS

United MeXiCan StatesS. .. ....covin oot e e e e e e
YN {([or: VI

vi

Page
LIST OF TABLES. ... .ottt e e e e e e e e e e s st et e e e e e e aeaaaaeaaaaaeaaaanns viii
LIST OF FIGURES......ottttiiiiiiiiiiiie et ettt ettt e e e e e e e e e e e as iX
ABSTRACT ..ottt t et ettt ettt et b et et et eaeeaeereeneens X
CHAPTER 1 — HISTORCAL CONTEXT.. P |
Privacy as a Technolozal Development ........................................... 2
IMOSAUC LABW. ..ttt it et e e e e e et e e e e e et e e e e e 3
Medieval TIMES ... .. e e e e e 3
INAUSErIAl TIMES... .t 4
Nineteenth CeNtUIY.......c..ii it e e e e e re e e eae 00D
Twentieth CeNtUIY ... e e e e e e 6
Summary... : .14
CHAPTER 2 — LEGAL HISTORICAL CONTEXT .......................................... 17
American WatersShed. ... ..o e 18
Legislative INItiatiVe. ... ..o 24
SUMIMIATY . ettt e e e e e e et e e et e e et e e ae e e aaa s 26
CHAPTER 3 — DEFINTION OF PRIVACY ...ttt i, 28
DETINITION. .. 29
Privacy and Technology..........coooo i, 35
Ethical Considerations of Privacy............ccccoviiiiiiiiciiiiieiieenen ... 36
EXPreSSIVe PriVACY ... ..o e e e e e e 37
AcCCeSSIDIlItY PrivacCy........ccoviiii e e e e 40
Information as Property..........oooviiiiiiiiiiiiiiici i eennn 43
FEMINIST ASPECES . ..ttt e e e e e e e e e e e e 45
SUMIMAIY .. e e e e e e e e e e et e e et e et e e e aaes 47
CHAPTER 4 — GLOBAL ISSUES. .. ... e e e e 49
BUNOPD .. 49
AUSTIALIA. ..o e 51
Asia... .. ...52
Peoples Republlc of Chlna ......................................................... 52
JaPAN . 53
Republic of the Philippines..........cccoeiiiii i e e 200004
SOULN AMEBIICA. .. ettt e e e e e e e e e e e 54
Argentine RepuUDIIC.........ccoi i 55
Federative Republic of Brazil.............co oo 55



vii

SUMMATY ... e et et e et e e et e e et e e e e e ee e eenaen e
CHAPTER 5 — POLICY PROPOSAL....ci ittt ci i i it eeenn.D9
StaKehOoIderS. ... e e D9
GOVEBINMENT . . i e i e e e e, 04
INAIVIAUAIS. .. .o e e e 67
Company Responsibility..........ccoo o 69

Cost-benefit Analysis.........cccoviiiiiiiici el 10
SUMMIATY .. ettt e e e e et e e et e et et e ee e e aenens 73

BIBLIOGRAPHY ...ttt 74



viii

LIST OF TABLES

Table Page

TABLE 1 — INCreMENTal COSES. .. vt vttt e e e e e eeeeaeeens 72



ix

LIST OF FIGURES

Figure

FIGURE 1 — Timeline: Based 0n Chapter L..........ccooiiiiiiieeeeeieeeeeeeises e e e e e e e e e eeeeennenens

FIGURE 2 — The Spectrum of Privacy



ABSTRACT

Frauenhofer, William Arthur M.A., Pdue University, August 2004, Privacy and
Technology: Definition and Policy, Majétrofessor: Eugene H. Spafford

Many people believe that they haweight to privacy, but they also
generally do not have a definition of privadygrivacy can be dividkinto two categories:
natural privacy and personal secrecy. Natori&acy is narrowly defined as that which
is either discernible or inferadl Personal secrecy refers to attempts to limit the spread of
discernible or inferable infmation. Based upon this distinction, | formulate some
policies to help relieve this erosion of priyad also give a briefiistory of privacy and
technology. Because privacy and technology isauesot limited to the United States |

also provide a global perspective.



CHAPTER 1 — HISTORICAL CONTEXT

“In the beginning ...* and so the universe was created for all creatures.
Eventually, man was formed but the biblicasfiman, Adam, was a solitary creature. He
shared the earth with the animals and his/deGiven an omniscient deity, someone who
knows every thought and actmfn, is there privacy?

If we include a deity in the group fdividuals who concern us in privacy,
the universe turns into a siegbanopticon. Privacy would be a ridiculous concept and
the entire discussion would be over.

Adam does not enjoy true privacy,fact there is no privacy because the
information cannot be withheld from somear is there anyone t@void. It becomes
an empty term in this situation.

Then, along comes Eve. Finally someone to hide from, someone Adam can
share or withhold information from and samne who can do the same to Adam. Thus,
with the creation of Eve, rights and dsti@mongst people come into existence.

Privacy can only exist if there is sothimg to be held fsm another or if

there is a place to secludaerselves from others. It is a by-product of socfety.

1 Bereshis (Genesis) 1:1, of the Judeo-Christian Bible.

2 I review progress and privacy in the European and American context only. The rest of the world was
very active, but I have little information and really only intend this chapter to show that there has been
some level of privacy that technology has eroded.



Early Christians needed to secluderttselves from thepersecutors during
the Roman era. By hiding themselves ia tiatacombs for services, they were able to
keep their activities secret and thereforptkieir lives. This was privacy, as it is
colloquially known, against intrusiobased upon practical motivation.

Also, throughout time, ftitary forces have kegheir plans private.

Consider the Trojan horse, an affair thatuld have been for naught and forgotten in
history if the plan had not been kgptvate to the planers and executers.

My point so far has been that paoy has existed from the beginnings of
society. As people began to interact wathers in organized society, there was some
form of privacy, and there was prying into fhrévacy of others. Curiosity seems to be a

fundamental element of human existence.

Privacy as a Technological Development

Beginningwith pre-hisbry, societal groups, such as tribes and hunting
parties developed. One may regard sg@sta technology. Society is created by
humans to be used by humans for thehiendnce of human goals. Even though other
animals participate in societies, these groangsbelieved to be stinctual groupings, not
the intellectual groupings that humans form.

Society as a technological devizegatively impacts privacy by imposing

requirements that its members interact. Bsaly, society as éechnology reduces the



privacy of individuals. Howeer, society as a technologysalcreated privacy. Privacy

can be viewed as a technological development from this perspective.

Mosaic Law

Mosaic Law, derived from the five books of Moses and commonly referred
to as the Old Testament, condemns manythatswould be considered invasions of
privacy. Telling tales about someone, esplgctrue tales, are condemned as “loshon
hara” or the evil tongue [26]. The Shulcharuch, the codification of Mosaic Law,
states that building a house so that omédd look into someone else's bedroom is
prohibited.

Among the ancient Hebrews, privacysw@nhanced by the theocratic power
and rules of the state. ®&ation of the law entailed nainly the secular condemnation,
but the truly held conviction was that the deityuld also be displead. This is a period
that contributed to the common law intetateon of privacy and subsequent modern

views.

Medieval Times

The middle Ages was a time of cositby the Roman Catholic Church, and
for part of this time there was a strugglévieen the religious and secular interests for

power and the resulting compromises. Tie ttay the Roman Catholic Church wields



some power in the face of strong nation states the mix and compromise of this time
that created the basis uponiefhmodern privacy builds.

Papal authority allowed the churchitwestigate many aspects of private
lives. The infamous Spanish Inquisition as veallinquisitions in other countries had the
power to invade privacy as well as coerdermation from people. Those who were
forcibly converted lived in a ate of continual fear of anvestigator from the inquisition
arresting them for sonm@ractice that was considered non-conformist.

Opposed to this were the relativegak national governments. Truly, this
was a time of fiefdoms, local control of area by some lower level noble who wielded
near total autonomy in ¢haffairs of that region.

Privacy was not an affirmative stateaffairs, but rather the vacuum created
by secular and religious indiby to interfere. Had modern technology been available,
there would have probably been a great @& monitoring anather invasions of
privacy. The only question left would halveen: “What is the hierarchy of who is

monitored by whom?”

Industrial Times

As the medieval times moved into ttedigious reformatin, a great deal of
guestioning about all sorts of dogma took plaBeligious differences were the spark of
this revolution, but scientific, philosophi¢ca@nd economic differences began to be

guestioned.



Cities had been increasing in size and importance and these were the centers
of this activity. Greater caentrations of people allowdide ideas to be refined and
disseminated more readily.

Early technology had far reachingsequences. Consider the printing
press. This invention was creategtrymit the making and selling of Bibles: an
economic motive but one that obviously had far reaching consequences.

Bibles represented the religiomdormation upon which the Roman
Catholic Church was founded. By controlling thvailability of Bibles, the church could
control the availability of this informatn and thereby restrict the commentary and
criticism on the church.

Printing Bibles allowed more peogle have a Bible which added to the
formation of sects based upon it. Thigum reduced the power of the church and
increased the power of the secular.

Further, printing allowed for the crg@n of other books and newspapers that
spread information about non-religious issu&kis further strengthened the secular

government to the detriment of the religious.

Nineteenth Century

The nineteenth century is importdatprivacy. Governments were well
established as the power teadl with, the United States hpdt some restrictions on the

invasion of privacy in the Constitution, andhet countries were gerating various laws



and regulations to protect the privacy of citizens.

As the century progressed, there weiae instances of people asserting
their rights. Court cases sk to be heard and decisions were made that limited the
government’s ability to intruden the privacy of a citizen.

Indeed this is the century in wh the famous article by Warren and
Brandeis ([37] pg. 28)was published. That article, published by the Harvard Law
Review using a printing press complainédat the use of the joting press and camera
to invade the privacy of private citizensdathe broad dissemination of that information
by newspapers.

This paper brought the matter of teclogital tools used tmvade privacy
into a public forum. Subsequent court cabes attempted to use the theory that was
advanced to gain relief for some people.e Tésults were mixed and will be discussed

later.

Twentieth Century

Without question, technology has showa greatest growth in the twentieth
century. A variety of electronic and photo@iommunications media have come into
existence: the computer, networking andrmédworking, medical devices, and a mania
for documenting and saving information. Ageténd of the century, we certainly see the

evolution from industrial based society toiaformation society. Similar to the early

3 This is discussed in chapter 2.



industrial period, technology exceeded theighdf policy makers to control and
regulate.

Privacy is faced with large number of assault®atabases record details
about individuals to the point that futugenerations may know more about the day to
day life of ancestors from this time thanesen the most famous person of any previous
generation.

Data flows through wires and lightgas without encryption, laying bare an
information stew that is rich in inforrtian about people, people that the information
identifies with incredible precision. Despdar ability to cloak such information, most
people are blissfully ignoranf the potential problems thatfew seconds of this data
could cause.

Amitai Etzioni, in his book ([12]), disssses a number of these problems.
Additionally, David Brin([6]) and Simson Garfinkel Ip]) note the problem and discuss
it, each offering his own solution.

We know of the problems, but thaye not resolved. For one thing most
people are just coming to grips with the imf@mtion age and its implications. As the
industrial revolution had its high pries&s)gineers and mechanics, who understood the
workings of the new marvels, so too the information age has its high priests who
understand the technology andramifications. Beyond the ps#dy class there is some

understanding, but it is incompledad in many cases incorrect.



Historically there was a growth tdchnology to solve other problems with
an eventual adaptation to new requireraenthe adaptation was slow, a matter of
decades, and subtle.
Let us look at a timeline and then consider how it impacts peofilais
timeline is not necessarily correct in the dstdut the relative positions of the activities
conform to information in this chapter. dihtemporal placement is also approximate.)
Starting with the 1920's and 1930's, there were some cases that were making
their way through the court systémArticles had been written and now people were
starting to try to pply the theories ia practical manner.
Initially, the technology that represedtthe greatest threat to privacy was
the telephone. People assumed that twirversations weraviolate, assuming a
private lin€. Criminals engaged in bootlegging,Wias the time of rtaonal prohibition)
and gambling were early adopters of tieishnology, much to their detriment. By
placing the details of their aciiiles on a phone wire, they opened themselves up to others
who might want to listen. Government eayses who were paof the technologically
knowledgeable availed themselves of this information.
While the naive mobster was respotesior the leak of information, the

government agents who devised a wapdad the technology to their needs took

4 See figure 1 at end of chapter.

5 cf. Chapter 2 for the legal history of privacy in the United States.

6 When I was much younger, my parents had a telephone installed in our house, but the only service
available was party-line service (which I do not believe even exists anymore). With this wonderful
service, we could lift the receiver and listen to the neighbors conversations. Of course, when my
mother found out about this activity I was treated to my first lecture on privacy. The gist of that lecture
was that it was not a good thing to do and anyway the other party could hear the click and know that I
had lifted the receiver and get me in trouble.



advantage of them. Legal theorists tdtoat the “reasonablexpectation of privacy”

([37] pg. 93). The mobsters had the expgateand the government did not believe it
existed. Ultimately the courts agreed witle government and then eventually changed
course in the opposite direction.

The expectation of privacy that etad in the mobster's mind was reasonable
given the naiveté of the time and the laclexpperience with the technology, but once the
ability to listen in was demonstrated, the mrableness dissolved. In effect a reasonable
expectation demands that there be sommremess of the medium and its security
weaknesses. Business could have beendctets by more secure media, e.g. the mail,
albeit without the efficiency #t the telephone afforded them.

Let us move now to the 1940's, a time of war and the need for national
defense. Great strides forward in teclogyl were taking place with the invention of
RADAR, nuclear weapons and energy, computers, cryptography and cryptanalysis, and
espionage.

Someone who steals the military secrets of a country in time of war is a
traitor, a criminal most heinous and loathsdoreour side and a hero for the other. Also,
during a time of war the populace feels a sensegdncy to win and is willing to forgo
rights to achieve victory providethat the rights return later

Unfortunately, the government traded on the wartime feelings by creating

the “cold war” and the feeling ainminent attack that it braght to continue the need for

7 Giving up the rights is easy; getting them back can be troublesome. But as long as there is a reasonable
expectation that the rights will be restored at the end of the war, we will yield some. I cite as an
example the rationing and blackouts that the civilian populace accepted. Normal activity was restored
at the end of the war allowing people to buy without ration coupons and to be free from having to
shutter or curtain their windows at night.
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a greater ability to violate theghts of citizens. J. Edg&toover used the Federal Bureau
of Investigation as a private blackmail aggmo continue his power. Senator Joe
McCarthy claimed to know of eomunists in government andagsthat to pry into the
lives of anyone who was suspedtof communist sympathy.

The 1940's and 1950's were a black time for privacy from the government.
Many justifications for violations came foand. But at the end of the 1950's a small
change happened that began the reverdhiadtrend. Dwight Eisenhower nominated the
ex-governor of California to fill the position @fief Justice of the Supreme Court. Earl
Warren was considered a conservative but wieetbok the helm of the court he began a
liberalizing era in the United States.

Under the Warren court Miranda warnings became rediipetlicly
supported counsel had to be provided for cetemes and judicial intervention became
a more regular occurrence. ([5] and [£6])

As the 1960's rolled along, civilgtits for blacks and eventually the
opposition to the war in Viet Nam heightertbé awareness of individual rights and
privacy. The culmination of the anti-wprotest was probably the riots in Chicago
during the 1968 Demaocratic convention. Thigresented the bifurcation of the anti-war

movement into the violent, revolutionaryrkcand the civil disbedient, legal rights

8 These are the warnings to arrested suspects advising them that they have the right to counsel, the right
not to incriminate themselves, and other rights.

9 Berger [5] has an good discussion of some of the negative ramifications of these policies. Also, Gunther
[16] contains the actual cases, their chronological order, and a discussion.
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oriented fork. Because there was no real stgpothe violent fork, it eventually died
out.([4] and [8]}°

The civil disobedient fork contindanto the mainstream of American
culture where its after effectain still be felt. To thislay there are activists employing
the same tactics to achieveethgoals. Probably the mostetdtive use of these tactics
was in the environmental movement.

One of the tactics was the gatheringhames and lists of names to contact
for help or to send newsletters. These lieeded to be sorted in a variety of ways
depending upon the need at hand and listsddoelishared by one group to help another
group.

The most effective way to manage laligés is to use a computer database.
With the coming of the 1970's computers were becoming more common and less
expensive.

Often the history of something inethechnological age follows a pattéfn.
The innovation, let us call it the movement teawvonly burlap (burlappers), starts with a
small group. It organizes, promotes actiatand attempts to get its members to keep
thinking about the matter through newslettand meetings and begins to become
stronger. At some point some action getsdhoup, perhaps an attempt to raise the cost

of burlap. This point is then seized uporatiow the group to grow. Prior to this point

10 Hannah Arendt's book [4] “On Revolution” is an excellent discussion of this. Also, cf. Karl
VonClausewitz's opus [8] “On War” for further information on how to successfully wage a war and
some interesting insight on how this war was not waged correctly.

11 This was one of the lessons that I learned in a course taught by the Management School faculty at
Purdue. (Technology Strategy) Case studies of technological innovation has resulted in an abstract
pattern that most technological breakthroughs follow.
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the group must be prepared to seize thenerd. Computer databases permit a group to
avail itself of the opportunity efficiently.

As noted above the 1970's saw ititeoduction of inexpensive computers
and more powerful softwarelhis allowed creation of lists of names that could be
handled quickly and put into an order thets required for any siion. Mass mailings
could be targeted to the particular seghtbat was impacted, perhaps in our example
above the rainforest lovers could have Hurlappers list and create a mass mailing
explaining the horrible ravaging of the reirest by those who were selling upscale
mahogany burlap clothes.

People accepted that those grotlag they supported needed the
information but the government was not tothested and therefershould be given as
little information as possible.

Around the late 1960's time frame, citechrds started to appear. Credit
lenders like to know the Idihood that the persdhey grant credit tavill repay it in the
future. With the impersonalized nature of society, our greater mobility and the
widespread acceptance of credit, somaddeadized way of identifying a person and
getting an impatrtial history became critical.

During the New Deal of the 1930's thecial security system was created
and with it came the social security numb€&his number is critical for its eventual use
as a standardized identifier. By the 19705 number was needed for taxes and its use
in identifying a person and associating it watleredit history created the infrastructure

that was critical for theredit card companies.
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Within the credit history repositoriessides one of the main breaches in the
protective wall of privacy.When someone gets a job, when someone borrows money,
when someone gets a utility service te #partment he rents or the house he bought,
when someone has a financial event in his &fethis is recorded by one of the main
repositories. They store it in their cpaoter databases, indexed by each individual’s
social security number. And it is saved for seven y&ars

Computers and databases enaliesicollection of data, data
communications facilitates itPresently, credit informaitn can be obtained online in
under a minut€. It can also be reported incortigdn the same time. Correcting the
information can take months, during whiitme a person's financial life is turmdf.

Analogously, Simson Garfinkel ([15])lks about medical information that
is collected about all of usithout any access for correction. Any information reported
from this database is as fallible as theaficial information, but it is now hidden from our

review?!®

12 I worked in the credit reporting industry for a few years and know this information from an insiders
perspective as well as from the perspective of several writers including Amitai Etzioni, Solove and
Rotenberg, Simson Garfinkel and others too numerous to mention.

13 Tactually designed a system that was supposed to perform the task of getting a request, querying three
credit reporting bureaus, merging the information and returning the results within 15 seconds. The first
implementation actually took 30 seconds, but we knew it could go faster.

14 Again from experience. We had a tester on the project that had gotten a phone call from a customer
whose credit file consisted of the customer's information mixed with our tester's information. It took
about 3 months to get the problem corrected. In the case of one repository, it took 2 months to get them
to recognize the problem.

15 This information can be devastating as in the case of my father. He had been running around in the
yard when a physician for the life insurance company came to give him a physical. The doctor said
there was a heart problem and the insurance was denied. This information got back to the MIB
database and he was not able to get any insurance despite a cardiologists report that there was no
problem based upon an ECG and not just stethoscopic examination. He was in his 50's at the time and
just got a bypass in his 80's, his first cardiac problem.
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As computers got much less expensive, they became more pervasive in our
society. Now, anyone can gather inforraatimake it available tthe public, and not
provide recourse to cact the information unless required by law.([3%])

Then in the 1990's, information erpled. Internet aces changed from a
geek toy to a mainstream technology prigdvecause of the World Wide Web. To
cope with this proliferation of informatiosgarch engines came into being allowing more
efficient searches of the data.

Personal information that someone doeswish to be known represents an
invasion of privacy, but so does spreadingrinfation about someone that is not correct.
Both of these modes of privacy invasioe &icilitated by using the web. Carefully
crafted web pages can appear reliable, witvg up higher on the search engine results,

and can promote a vindicévagenda against somedhe.

Summary

| have demonstrated that the privadyndividuals in a society has gone
from a peak when societies were primitive to a nadir in current times. | have also shown
how technology has been an instruna¢éetement in this reduction.

There are several reasdhat we need to understand the history of privacy.

16 The Fair Credit Reporting Act of 1970 requires that a process be in place to correct disputed
information and note the dispute on the report. Most other reporting databases do not have similar
regulations to which they must conform.

17 Perhaps the most egregious example of this is the scam that was run against a computer hardware
supplier. A press release was submitted to a news site that reported, falsely, the CEO was leaving the
company. While done for financial gain, it is still a terrible lie about the CEO and an invasion of his
privacy.
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First, history shows us that privacy has existed since the beginning. Modern
commentators complain about the intrusiod aduction of privacy, but it is important
to show that it actually exisd to show it being reducedVe also must understand the
extent to which that reduction is taking place.

Secondly, historical accounts allas to understand how the trend has
occurred and what events have facilitated the trend. The old business adage is that
someone cannot manage what cannot be une@s Similarly, someone cannot track and
understand a trend unless he can put some nesaisuit, even inexact measures. What is
crucial to understand here is théerat which the trend has changed.

Lastly, there is a phenomenon that lintite ability of people to intuitively
comprehend activities thatour too slowly. When something has occurred over the
period of centuries, only reflective contentpda of the information will allow us to
properly understand the actiyit By recounting the histgrof privacy, even in a
schematic form as | have done, there is madvasis for contemplation and analysis.

| continue from here with an analysikthe legal history and then present
the results of my reflectioon the history by creating a definition of privacy and finally

present some recommendationsftdure action and direction.
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CHAPTER 2 — LEGAL HISTORICAL CONTEXT

We have considered the historibalckground leading up to the present.
Part of the historical developmemas been legal development.

Legal reasoning has almost solely séthfhe current structure of privacy in
the United States. Numerous complaints, court cases, opinions, law journal articles and a
few books on the subject have resulted. Inc¢hepter, a historicaderspective of the law
as it pertains to privacy andntiaularly information privacys presented. Itis only a
brief sketch and in no way do is it intéed to be exhaustive: for that the books
mentioned in the bibliography should be read.

While most people generally crethe Harvard Law Review article of
Samuel Warren and Louis Brandeis ([pg] 29) as the starting point for an
acknowledgment of the right of privacy, intaality there had alrely been some history
preceding this.

In England, there was a famous casehich a Member of Parliament,
Wilkes, had written some critical and pdsgiseditious articles about the government.
([27] pg. 27) At some point, it became obramg enough for the government to act. His
home, his offices and the homes of seleolleagues were sadred and a general
warrant was issued for the arrest of the pubtishater and distributoof the particularly

offensive edition. Eventually, Wilkes wadaased because the government cannot arrest
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a sitting Member of Parliament. The coudaivarned the governmethiat the action of

searching the private papersoof individual was not tolerable.

American Watershed

Samuel D. Warren, Jr. was a wealthysBmian whose parties were reported
in the newspaper's society column. Mfarren, a wealthy businessman and attorney
decided that the reporting w@xcessive, so he collaborated with a former schoolmate,
Louis D. Brandei¥, to write and publish an article abqrivacy and the law. Published
in 1890 in the Harvard Law Review, this article became the cornerstone of privacy law in
the United States.

Building on Judge Cooley's “ ... right be left alone ... ”, the expansion of
the definition of property to include intangible possessions, and the U. S. Constitution's
amendments' regulation of governmental invasibprivacy, this paper attempts to build
a foundation for privacy from non-governmergatities. In conclusion they state:

“... The common law has always recognized a man's house as his castle,

impregnable, often even to its owfficers engaged in the execution of its

commands. Shall the courts thus close the front entrance to constituted

authority, and open wide the back dooidle or purient curiosity?{[38]

pg. 38)

18 Louis D. Brandeis was to later become a justice of the United States Supreme Court.
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In effect this article argues that gomment is prohibited from invading the
privacy of a home and life, and that regton needs to be extended to private
individuals. Furthermore, it is argued, thighi must be enforceable in court the same as
the right is enforceable against governmental intrusion.

From this well thought out artictbere proceeded several decades of
inaction despite Brandeis's appointriht the Supreme Court bench.

Many theories have been proposed,llibink that there are two that are
probably the most likely: a privacy suit requires the plaintiff seeking damages for the loss
of privacy to bare more of her private wibtb the court, and ultimately the public as a
whole, to prove the loss, and simply becaaisaw review article proposes a new theory,
it is not binding and might not even be acceptable to judges on the bench.

An excellent example of both these is the cadeatferson v. Rochester
Folding Box Coin which Ms. Roberson was requirtmdtestify about the shock and
humiliation that she suffered wheneslearned about the use of her ph&tdn this case,
the majority of the court specifically rejectdte Warren-Brandeis ¢ory of privacy on
the grounds that it invited too many lawsutsd “... doing violence to settled principles
of law by which the profession and the palnave long been guided ...”([38] pg. 53)

Interpretivism is the inertial restraint on adoption of new laws by judiciary
instead of legislature. ttbserves that Constitutional mateléhat the legislative power

reside in Congre&$ and that judicial poweresides in the coufts It further holds that

19 171 N.Y. 538, 64 N.E. 442 (1902). This case involved a woman whose photo was used to sell flour.
The photo was used without either her permission or knowledge.

20 US Constitution Art. I sect. I

21 US Constitution Art III, sect. I
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because the delineation is well marked tistr@uld be no circumstance in which one
branch performs the duties of the other branch except where explicitly pefitted

In this case, interpretivism carried tii@y and forced the legislature to do its
job. Pavesich v. New England Life Ins. @&8] pg. 55} resulted in the right to privacy
being upheld. Though this is a move ie thirection of upholding Warren-Brandeis, it
never directly referred tthe article but based igction upon other reasoning.

There is a problem with using ldghecisions as a basis of the proper
definition of the right to privacy. Courtsave a particular jurisdiction over which the
have sway but the boundarytightly defined and one ah outside that physical
boundary puts a person into anothergdiction with different rulings.

Eventually the rulings get reviewéd higher courts with larger boundaries
but the same problem applies. If the Suprédourt reviews and rules on the matter, it
now applies to the entireantry. But the 'if' is a lge question. There is nothing
binding the court to review a case and etleugh it reviews the case it may defer in
making a ruling and even if it rules, thding might be overturned by a later court
hearing another case. A Supreme Caulihg is relatively definitive and binding.

Consider the wiretapping case of Olmstead. ([35]) pg.228lhis is an

interesting case for a number of reas@nsas heard by the Sugme Court, Justice

22 The Senate sits as a judicial body to decide whether to convict a president pursuant to a bill of
impeachment. This is explicitly permitted in Art. I, Sect. 3. Interestingly enough, when the President is
being impeached, the Chief Justice of the Supreme Court presides, which is the only time that all three
branches of government are forced to act together on the same piece of work: legislature on prosecution
and jury, judiciary deciding procedure, and executive on defense.

23 122 Ga. 190, 50 S.E. 68 (1905). Pavesich's photo was used without either his knowledge or permission.
(Similar to Roberson)

24 277 US 438 (1928) Brandeis’s classic dissent in the privacy arena.
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Brandeis was on the court, it involveavaetap that invaded the privacy of the
defendant, and the Brandeis opinion caloen on the minority side. Government
agents used technology to listen in to Okasks telephone conversations and then used
the information to try Olmstead for criminattivities he was engaged in. No warrant
was issued and the Supreme Coextided that none was needed.

Justice Brandeis wrote a great dissg@ihed in part by Justice Oliver
Wendell Holmes, but the law did not follow Bideis until a decision 39 years later. ([38]
pg. 87§°
At that time the court reversed itsetiptlate for Olmstead and a fallow period for
privacy.

As time progressed, understandindre technologies involved in an
invasion of privacy increased within the judigr. (An old adage states that the wheels
of justice grind exceedingly slowly but they grind exceedingly finely.) With this
understanding comes the greater wiless to oversee the use of technology.

Justice Brandeis foreshadowed thismg®in his dissent when he said, “...
Discovery and invention have made it pbssifor the government, by means far more
effective than stretching upon the rack, to obth&tlosure in court of what is whispered
in the closet.” ([35] pg. 283-28%) Smith brings out that this quote echoes a Harvard

Law Review article thaBrandeis wrote. ([24] pg. 148) that article Brandeis mentions

25 388 US 41 (1967) Berger v. New York
26 Olmstead v. United States, 277 US 438
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the use of television whiclmdicates that the justice kegibreast of the technological
changes that were taking plate

It should be noted that the rightmfivacy was not being invented in this
arena, but its enforcement against individweas a new concept. There were laws
against a governmental intrusion, despite whaCQimesteaduling seemed to indicate.

If Olmsteadwas bad law, there were reagd grounds in support of it.
Looking at Chief Justice Taft's decision, vee dhat the key for thmajority was not the
privacy, but rather the question concerning $kizure of property. Listening was not
deemed a seizure because nothing was taken; the information was still conveyed without
loss from one party to the other. “Tlamguage of the [fourth] amendment cannot be
extended and expanded to include telephwines ...” ([35] pg. 282) Nothing was
seized, no search conducted. All that oedinvas the overheariraf an electronically
conveyed message.

Information and the way that governmhgathers it continued to evolve.
Decisions eventually lead the way to an overturnin@lofstead

In 1967, another case wound its wayhe Supreme Court toy the theory
that telephone conversatiowsre not protected by thetrth amendment. ([38] pg. &%)
A New York law was overturned and infortitan from wiretaps was now considered

private.

27 The time was 1928 and television was very much in its infancy. To not only know about the
technology but to also see how it could be used in violation of privacy required either a great grasp of
the potential of the technology or a lucky happenstance that mentioning it would be deemed appropriate
in future years. At this time Brandeis was 71 years old.

28 Berger v. New York, 388 US 41 (1967).
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To this point we have examined a riaen of court casebat have defined
and redefined the right of privacy in the fafg¢echnological intrusins. Along this path,
two good and opposing articles appeared totadde argument and a third article made
an attempt to point the way to the frgwof privacy in r&ation to technology.

DeanWilliam Prosse?’ starts with a synopsis of the Warren-Brandeis article
and then proceeds to define four torts that have emerged from the case law to that point.
([38] pg. 58)

He notes that every state except four, attitme of his writing, had accepted the right of
privacy and the states rejediit had rejected it as being an act of interpretivism and
therefore requiring legislativemediation. From this article came the definitions of
invasion of privacy in the “Restatemtgsecond) of Torts”. ([38] pg. 60-6%)

Prosser drew a legal definitioniafzasion of privacy from the normative
base of legal decisions that existedhat point. But it took Edward Bloustéfrto
broaden the definition to include the protion of “personal liberty” and “human
dignity.” ([38] pg. 60) Rather than echo tbarrent thinking, he abstracted it to a new
level.

Following from these articles, the Supreme Court dec@tésivold® and

states; “... the right gfrivacy which presses for recogan here is a legitimate one.”

29 Dean of Boalt Hall Law School of the University of California, Berkley, writing in 1960.

30 Restatement (second) of Torts, Sections 652b, c, d, e.

31 President of Rutgers University.

32 Griswold v. Connecticut, 381 US 479 (1965). The case involves a dispute between the state and
Planned Parenthood concerning the legality of disseminating birth control information that was then
escalated to a Constitutional question about the right of privacy.
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([38] pg. 61) A strong statement affirming what had only previously been hinted. This

truly was the event that opened the gate.

Legislative Initiative

Not all law follows from the courts. The legislature is constituted to pass
laws for the common good. Subsequerthts case some laws were forthcoming.

The Electronic Communicationsifacy Act of 1986 (ECPA) ([35] pg.
3242 provides regulation of wiretapping and asated activities. A tap that captures
the information as
it is transmitted has the strongest requiremesgarding warrants and judicial oversight
while a pen register that merely capturesdlddressing information requires no warrant.

ECPA addresses the communicatiormddrmation, but the information
itself also must be regulated to prevent wn@ddle disclosures. While Titles | and II
regulate all communications ov@icommunications channel,ife, radio, satellite or
light), other legislation regules certain information that would be damaging if it were

released. HIPAA ([35] pg. 21¥)of 1996 and FCRA ([35] pg. 518)of 1970 are two

33 ECPA consists of three titles. Title I is codified as 18 USC §§2510-2522 and addresses
communications as they travel over the wire, (it is also referred to as the “Wiretap Act”), Title Il is
codified as 18 USC §§2701-2711 and addresses the data of a communication as it is stored either at an
endpoint or a waypoint, and Title III is codified as 18 USC §§3121-3127 and addresses “Pen Registers”
and trace and trap devices, (the definitions here were modified by the US Patriot Act and broadened to
not only include devices that capture a telephone number, but any addressing or routing information.)

34 Health Insurance Portability and Accountability Act of 1996 are reported as 45 CFR parts 160-164 and
regulate, among other things, the release of medical information.

35 Fair Credit Reporting Act of 1970 codified as 15 USC §1681 regulates the disclosure of credit and
related information.
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such acts. Greater safeguards are instituted to protect medical information and financial
information.

A great deal of effort has been erged over time to insure that the fourth
amendment protections from an intrusive government will be properly observed and that
transgressions will be dealt with in an appropriate manner. A person has some
guarantees of privacy from the prying efean overzealous government agent.

Consider the case of Danny Kyllo. Danny was an aspiring farmer whose
only cash crop was an illegal drug. Within tmnfines of his house he tended the plants
with care.

Agent William Elliott of the Departm of the Interior heard about the
venture and went to Danny's house at niglh a thermal sensing camera. After
observing that part of Danny's house was warpwrsistent with the requirements of the
plants he was growing, the agent was ablebtain a search warrant from a judge based
upon this evidence.

A conviction ensued but Danny crieslf. How could an agent of the
United States Government be allowed to view the house witheslwanced tools, he
asked the Supreme Court.

The Supreme Court agreed that thas an unfair thing that the government
had done. “It would be foolish to contend tha degree of privacsecured to citizens
by the Fourth Amendment has been entitgigffected by the advance of technology.”

(I35] pg. 317%°

36 533 US 27, Kyllo v United States, (2001).
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By a 5 to 4 majority Danny's rights veeheld to have been violated, his
privacy molested and the government'secadl based upon theitial observation,
became tainted and thereby excluded. tA 8 decision leaves a good deal of doubt
because of the slim margin of victory.

Indeed, the minority in this casedared that “Whiaa person knowingly
exposes to the public, even in his own hameffice, in not a subject of Fourth
Amendment protection. That is the principtglicated here.” ([35] pg. 320) In other
words, there is a schism in the understandinghat privacy isvis-a-vis the fourth

amendment guarantee.

Summary

| have traced some of the legal history of privacy in the United States.
Through several laws and cases a conceptigdcy has evolved. Because privacy is a
recent concept, in the law, and not an explight, there is no guidance within the law

except that which has evolved.

This evolutionary process is a longywlprocess that tends to explore paths
that lead away from the ultimate goal. Igisactical approactnat is not guided by a
strategy. While this cayield a short-term valuaften it gets bogged down by

indecision.
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Simultaneously, technology is proceegiforward with some strategic
goals. In arace between the two, technolodli@smore likely winnein the short term

with law surpassing eventually.
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CHAPTER 3 — DEFINITION OF PRIVACY

We have surveyed the historicaldalegal perspective on privacy. Now we
get to the heart of the matter: what is privacy?

In their seminal law review articlgyarren and Brandeis define privacy as
the “... right to be left alone.” ([3§]g. 29) Warren and Brandeis proposed their
definition prompted by photography's abilitydapture a face withodhe permission of a
person. Even more invasive is the abitycapture a situation that might be
compromising to one or more participantsilelinvading the area gdrivacy that might
be reasonably expected by them.

There are situations that give rise to a reasonable exjpecof privacy.
Married couples within their own bedroom ta@nly can expect protection from outside
prying. What if they are not married? Whhbat a rented room such as a hotel or motel
room?®

Defining privacy using examplesli&ashort of a satisfactory method.
Engaging in casuistry will leave an expandmgnber of cases that must be classified.

Attempts to draw a conclusion frotime legal traditioralso have their

limitations. A variety of courtand judges coupled with casecisions lead us to nearly

37 T approach this task from the vantage of a white male living in the United States. What I say may not
be the same for everyone and in fact probably is not. Hopefully, understanding the bias in which it is
written will help the reader to understand the points I am making.

38 This is the approach that the Supreme Court took in the “Roe vs. Wade” decision. Enumeration of the
various situations was neither exhaustive nor was it memorable. This case is well remembered but only
for the abortion part of the decision, not for the privacy aspect. [16] pg. 236 410 US 113 (1973)
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the same end. Appellate courts do prowdme relief by giving us more generalized
decisions based upon some philosophanalysis or guidance.

Courts are passive elements of sbci They cannot go out to make new
rules; they must wait for a concrete casedme before them. As such the case can
either be a specific instance that is deciddelgon its own merits, or they can be taken
as an opportunity for a court to expound a devaheory that it feels will fit the case.

What have emerged from the legal systare Prosser's four torts, “without
any attempt to exact definition ...” These are:

1.“Intrusion upon the plaintiff's seclusion of solitude, or into his private
affairs

2.Public disclosure of embarrassimgvate facts about the plaintiff

3.Publicity which places the plaintifi a false light in the public eye

4.Appropriation, for the defendant's advantage, of the plaintiff's name or
likeness “ ([38] pg. 59-66

Though not a definition, these four categories do well in circumscribing the
legal definition, but there are still holes iretlegal fabric. There must be a guide for
differentiating one case from another whea thses are on the edges of what has been

decided. This is what Deand3ser offered to the community.

Definition

Thinking of the variety of activities #t have been cloaked in privacy, it can
be appreciated that the subjectomplex. There is an ultimate privacy that is inviolate

and there is the bulk of privatlyat can be violated. | iee something as “naturally

39 Dean William Prosser wrote these in his article “Privacy [a legal analysis]”. Dean Prosser, dean of the
law school at University of California, Berkeley, is an acknowledged authority in the legal arena. This
article summarizes legal cases in an attempt to find a common thread. Additionally, it should be noted
that his summary of the events leading up to the Warren and Brandeis article is somewhat exaggerated.
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private” when its existase can neither be discethror inferred except through
unreasonably invasive measures.

Natural Privacy is a fairly narrow state. At this point | wish to introduce a
new term: “personal secrecy.” Much of thdtich we call private information would be
what should be called personal secrecy. Radttar understanding the “right of privacy”
as being one of maintaining privacy agaioihers, it becomes a right to maintain a
shroud of secrecy around the personal faatksations of our lives. In the terms above,
natural privacy is the inviolate privga@and personal secrecy is the rest.

Natural privacy derives from the natlstate of some things. Consider a
thought. Someone cannot discern my tholnyhiboking at me.Someone cannot infer
the thought by observing me. Someone mageatn changes in me that the thought has
brought about and someone may infer sasggect of the thougifitom noticing how
another changes in reaction to it, buttth@ught itself is not accurately understood from
any external point.

A thought is naturally private becauserthis no way to discern it or infer it
at this time. Once someone speaks the thotlghttspeech is personally secret and it
becomes a matter of guarding its secrecy.

This is true privacy. But somedayetle may be a device that allows another
person to read my thought without my kedge. The device that reads thoughts
without the knowledge or consent of anotharas unreasonably invasive. It performs its
work but never performs an act that udes upon the persomgpr does it restrict
movement or the other myriad rights that pleeson has. What has happened in this case
is that the natural order dfings has been altered ane tmatural privacy of thought is
now not private but personally secret, although it is maximally secret. A person must
now act to thwart the invasion tifat thought ratheghan relying on nature to protect it.

It might be said that it restrictseiight of personal secrecy, but does that
right really exist, and where can we paamid say “This is whertae right of personal

secrecy originates.” Consider Adam frore first chapter. Alone, with no other person
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to invade any aspect of life, even the fat&dam was safe from a misappropriation by a
camera wielding paparazzi. There was ne@eal secrecy because there was no other
person to be secret from. Until Eve wasated, even the most obvious attribute of
Adam was secret.

The right of personal secrecy is a ¢i@a of society. Without a society we
have nobody to keep out of our secret matters.

The right of personal secrecy is not a matught. Is it truly a social right?
Is it an ethical right weighed agairsociety's desire or need to know?

Indeed, a utilitarian might argue thisociety shows a sufficient need to
know the secret details of something, that neagveighs the 'right’ to personal secrecy.
The Constitution of the United States specifisnly that, “The righof the people to be
secure in their persons, houses, papedsedfects, against usasonable searches and
seizures, shall not be violated, and no wats'ahall issue, but upon probable cause ...”
{U.S. Constitution, Amendment IV) A strong statent that we have rights to personal
secrecy, but society can has@untervailing rights to invde. Further, it states: “No
person ... shall be compelled in any crimicase to be a witness against himself ... “
(U.S. Constitution, Amendment V) Again, tigsa strong statement that supports Dean
Prosser's first two torts. Weesthat there is a legal right.

Social contract theory states thatrfr some elemental state of man, e.g. the
state of nature, groups coalesced around aatdatus to form a society by entering into
a contractual agreement with each othEmis contract states the rights acceded by
society and by the individuals. Becauaseght to personal secrecy depends upon a
society to exist, this would properly bematter for the social contract.

Historically, Americans have been catesed an inquisitig people. We ask
a lot of questions about neadyy subject. But, when totd “butt out” we generally

stop at least the linef questioning.
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Officially, we ask a lot of questns but when the Fifth Amendment is
invoked the line of questions, while oftstill asked, may go unanswered without
consequence.

That is the American contract. Otleauntries have differd interpretations
or clauses in their contract$.do not understand them aslys® let us continue on with
the American contract.

We have a curiosity, but understand ttietre are limits to what people will
answer and what questions most of us wil. aghis has probably changed with time.
With the increase of urbanization we feel aajer need to have space away from society
and we respect that need in others.

But what of those who do not subscribehe contractarian theory, is there
still a “right to personal secrecy” in their theories?

Hebrew-Christian theology hastaong tradition opersonal secrecy
between men. Jewish law prohibits buildingaase so that it easily overlooks another
person's private space. Christianity hasstctity of the confessional. Both accept the
personal secrecy of a conversation betwaeperson and a religious advisor, and for
solitary, meditative commucations with the deity.

Utilitarian values, the greatest good foe greatest number, also have some
recognition for personal secrecynless intrusion othe private matters of an individual
would serve the greater goodchuas society's need weighed against a person's desire,
the utilitarian would still weigh ion the side of personal secrecy.

Given this acceptance of personal seceg right and the deep desire for
most people at different times to seek solifutieexistence cannot be denied. Counter to
this right is the decay of the right as evided by the current state of affairs. It now
becomes a problem to reconcile.

We still have privacy. It is the most intimate information that we control.

But, once we express it in some manner it becomes an issue of secrecy.
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For example, if someone thinks of @pple as a deliciousdible piece of an
apple tree, that is private. If that pemsnow writes that thouglatown on a piece of paper
with a pencil, the thought kdbeen expressed and now stands revealed waiting for
someone to read it. This is personal secrddow, if that person burns the paper, they
have made it harder to read and then if thirythe ashes they have made it improbable
that others can read it, but not impossibleis Htill a secrecy issubut steps have been
taken to insure the semy of it, but it has not been made private again.

Only a mind-reading machine woulake thoughts out of the realm of
private and put it into persoinsecrecy. To thwart theawhine a person might need to
wear an aluminum hat, but there might beraprovement that renders that ineffective.

Is the introduction of personal segyexs a concept distinct from natural
privacy really necessary oritsreally only natural privacy i less strict form? | do not
believe that this is a real issue; rather hkhihat the term is requd to divorce ourselves
from the commonly used term privacy. Everybody knows what privacy is, but almost no
one can define it. By making privacy a styicdefined term and then surrounding it with
the less strict term “personal secrecy” we freer to discuss the concept without the
baggage that the term privacy brings with it.

Figure 2 shows a schematic of how | esiwn “privacy”. At the center is the
most absolute form of privacy. It is neéwexpressed nor has it ever entered a realm of
lesser privacy. Itis smalhd pure and called natural privacy. Next come the three rings
of personal secrecy. Varying degrees of egpion or release to the public have taken
place and now the only restraint to furthesliperation is the rleictance to bring the
matter to the public by all those who have actesse secret either through explicit or
implicit consent. Finally, the entire whitgea depicts the public arena in which the
information has been made available to the pudiliarge. While this expresses the idea
in a schematic form, secrecy is actuallgoatinuum proceeding from natural privacy to
common public knowledge. Any single piecardbrmation that enters the secrecy

realms can progress to the common public Kedge realm. But it can also lodge at a
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more secret realm and even revert to a more secret realm over time. It can even cross the
border to natural privacy again once all traté& and the people who knew it is gone.

Consider some thought that pops intomepd. It starts to circulate within
my brain. | may stare into space or smile, thetthought is not revealed to anyone. This
is absolutely private. No one can shangithout either my active effort to make it
available or a very good mind reading macffine

This thought works its way aroundnmy brain and | decide it is a good
thought that ought to be let out for the vabtd know. At first the expression might
consist of my relating bits of it to otherg fineir comments. Eventually, | might write it
down.

Let us suppose that it is the ideattoe next great work of literature.
Writing it becomes the first expressioratlundergoes revisip communication and
eventually production and mass dispersalvaitous stages of tHée of the thought and
its sequelae it was either naturally privatdhad some level secrecy attached to it. It
could always go from morgecret to less secret.

Secrecy requires an invasnt of energy to ensure iprotection. If left to
its own a secret might spread unless theimaigpossessor puts up barriers. Even with
the barriers the spread might happen with a single breach of trust.

What we have is a picture of paiy that moves along a continuum from
private to secret to publidvaintaining the privacy cdnything requires energy and
effort. Therefore, there is a presumed tengeor private information to become public

that only an active counter-effaran thwart or akeast slow.

40 Indeed, after writing this I stumbled across an article that indicates that NASA has brought the entire
matter of mind reading closer to realization. The NASA system allows scientists there to interpret the
nerve impulses sent to the vocal cords as words. This is a form of mind reading because it is able to
interpret the sub-vocalized words and words spoken 'under your breath’ and make them private. Now,
this is not what is traditionally understood to be mind reading, but many people use these processes to
reason ideas and the ability to read nerve impulses is a step in the ultimate direction. cf.
www.betterhumans.com/News/news.aspx?articleID=2004-03-19-3
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DNA and our genetic code are in a staf flux. Natural privacy used to
inhere in our genes. In the past, nobody undedsthe code or even how to evaluate the
raw material. Now we can match minuted@ance to a suspect through comparison of
DNA. We literally shed DNA by dropping lradiscarding partily eaten food, and
through a wide variety of bodily functions. dtrwhich used to be naturally private is
quickly becoming personally secret throubk advent of technological techniques.
From this example we can see how natpradacy can slowly bcome an object of

personal secrecy through tapgplication of technology.

Privacy and Technology

Technology can be used to degradermnance privacy. It seems to me,
though, that as technology advances, otunahprivacy and personal secrecy erodes
further because society is less concernid personal secrecy than with gathering
information.

Printing initiated an explosion of ideas while creating an appetite for
information that seems to grow with each generation. Following the press were
inventions such as the telegraph, the telephaadio, television and the internet. Each
technology granted freer exchange of infatiorawhile enabling pereation of more of
the secrecy we had.

Mail is an exception. Mail was origilyavailable to be read by unintended
recipient8’. Eventually, legislation was createdetasure that only the intended recipient
would be the one to read it, except in certainumstances. Because of this legislation,
our society has come to treat mail as pevammunication and an extension of our own
personal secrecy. If someone's mail were ogeihgould not be surprising that he or

she would be incensed.

41 Both Rosen [27] and Smith [34] cite the example of colonial America. In the example cited, letters
were brought from Europe by sea captains and left in public houses for the recipient. Meanwhile,
anyone who walked in could read the unsealed mail, [27] page 70 for example.
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Mail is an example of recapturingrpenal secrecy once control of it has
been lost. Legislation and a two hundrednfaistory of acceptance have created this
condition.

As we noted in the chapter on legal aspects of privacy, the Fourth
Amendment restricts governmental invasidmprivacy while remaining silent on non-
governmental invasion. As a technology gdter, it becomes more disseminated,

allowing more people to usefor either right or wrong.

Ethical considerations of Privacy

What is right in terms of privacynd personal secrecy? Who sets the limits
and why?

Consider a person's body. Many pleagonsider that revealing the
nakedness of the body to others should onlgidree in the seclusion of a private area.
Others still think that displagg it to others is acceptaljpeovided that there is some
acceptance by the other partyill$thers feel that publidisplays of their bodies are
acceptable at any time to anyone. And yetrstfeel that even ithe seclusion of a
private area there should be somedesty and the lights shouié off if anyone else is in
the room.

We have a wide range of views. Eube range that is considered normal is
fairly broad. The law acknowledges thatisecluded area most displays are acceptable
and that even when the level of seclus®onot very good, as long as all parties are
accepting the display, there is not a problem. This really only becomes a problem when
the display extends to parties that arewitiing to accept the display or to certain
protected segments of tpepulation, e.g. children.

A normative approach would only yield a general rule with many exceptions
and cases that would need to be revietedn outside party on the basis of conditions

existing at the time. Furthermore, the norms are in an almost continuous fluctuation
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causing the edges to blur even further. Sbare and fast rules would need to be applied
that would permit variations and yet beal enough to guide rapparticipants.

What is needed is an overarchprivacy rule. Because the information
about ones self is really an issue e€recy instead of some overarching privacy, it
becomes incumbent on the individual to setltmits. Society might help by creating
some defaults for some sorts of information, but the general rule would need to
accommodate the variety of choices that an individual might make. First | am going to

look at some aspects of privacy and then draw a conclusion.

Expressive Privacy

In general a person who does not attetapimit discussion of some aspect
of his life is by default permittig it, within social norms, to be spread without controls.
([9] pg. 76-77 and [31] pg. 354) Social normsuld limit certain areas of information
but as these change the restrictionsheninformation would change. A practical
example of this might be the homosexual stafuSscar Wilde. While it was scandalous
at the time and Oscar did not wish it toesgd, it would not be important in modern
times. Therefore, if Oscar had told his hypaitcal friend Joe that he was homosexual,
Joe would have had normative pressure to not reveal this during Oscar's time, but if
Oscar had lived in the year 2000 and told thidoe, Joe could have repeated this

provided Oscar had not told him to keep the secret.

Now this argument about the normgsores the need for the state to know
some things that social norms would restrictdeed there is a need for the government

to be able to inquire about certain thingattare within the current need to regulate.
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Criminals like to keep the details of theimoes secret, but the stahas a definite reason
to regulate this activity for the safety of its citizens. Social norms prohibit deviant
behavior and generally the law requiresgle with knowledge abotlhese activities to
step forward with the information. In this case the needs of the society outweigh the
desire of the individual for secrecy.

Another case that is raised concdiresneed to protect that which | have
classified as true privacyefforts are underway to compruose this area of privacy by
creating technology that will pertreading of thoughts, indirdg at first but with some
greater penetration unthe innermost vault of thought can be breached.

Law would need to protect this aredhét is deemed desirable. | would
hold this would even transcend the social norms.

Thoughts, those deep, unvocalizedexpressed musings must have a
sanctity that transcends even the socie&drto protect its cdens. Who among us has
not had a thought that we would not wish xpress. | think a clascal example of this
might occur when a beautiful woman passes loyan walking with his wife. That vision
of socially unacceptable activity thaadihes through the man's mind is primally
irrepressible. He would pbably not reveal it to his ¥&. She probably can guess but
the ramifications of this information leiag could destroy the marriage. The thought
really is not important. Aabin or inaction on this thoughtiieally the important thing.

Controlling our impulses, which suyedo occur, is really the defining
aspect of what we are. The persona thaalNesv to be revealed is the definition of us.

We control what thoughts we amt and how we act on them.
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Further, to different people we ralalifferent personasTo a wife we
might confide that while we thought that womaas beautiful, there is no question that
we prefer our marriage. To a male colleagigemight comment on the attributes of the
woman but leave our wife out of it. Tdemale colleague we might say nothing. To
different people we present different revelasio It is the samperson expressing some
aspect of the innermost thought to anothiéh some of the information censored to
preserve our secrecy.

We might even say nothing. Thiscsrtainly a valid option that would be
the most preserving of our secrecy. teahnology existed thatould capture this
information despite our desire tonlit it what would be the effect?

A person might feel as if there were neduge to retreat into. No space in
which they could pause, gather their thougimd recuperate. Theweould be a sense of
paranoia that grew in them to the pdimat they would try censoring their thoughts
before they occurred. But of course thveyuld want to censor that, and so on ad
infinitum. It surely would be somethiribat might start a descent into insanity.

We all need some space, some private sanctuary that we can use to retreat
from society for a while. We all haviedughts that we are ashad of and that we

repress, personas that we project, skeletons in our mental closets.



40

Accessibility privacy

Similar to our need for a mental plagieprivacy, therare times that we
need a physical place also. When we veamte intimate time with a significant otffer
we naturally desire to exclud®ciety. What | do with my wife, presuming it is within
the law, really is a matter for the two of tisl do not wish to have anyone
knowledgeable of any aspectthfs including the fact thatwas secluded with my wif&.

What is being expressed here is aabdgy privacy: the ability to access a
person either physically or virtlyathrough some means. This is the form of privacy that
is violated when a policeman breaks down a do@ telemarketer calkt dinner time.

With my definition of privacy apersonal secrecy, accessibility privacy
maintains its status. The abjlto access a particular is@n is dependent upon the level
of secrecy that the person wishes to retddeciding whether any particular person will
have access depends upon a number of crgadha as time of day, who the person is,
what the person wants, whatasing intruded upon, etc. b@iously, this is not a simple
decision. The person doing the accessing, lealishim Simon, needs to weigh the need

to contact the other person, let us call hiop&t, against the posdity that Rupert

42 1 do not mean to exclude insignificant others with whom someone might wish to be secluded. I am
committed to a monogamous marital relation with my wife and speak from that point of view. I
acknowledge that other relationships exist and that they desire seclusion, but I do not feel qualified to
speak to that as an example, but I do feel that this treatment of privacy would be inclusive of them.

43 This is a point to which feminists address their criticisms of privacy. In their view the woman is
generally made to be submissive to the husband and therefore not a full party to the decisions. I will
address this later.

44 There are differing levels of secrecy that people invoke with this activity. I tend to a high level of
secrecy, but on the other end there are people who bring cameras in to record the events and eventually
broadcast on the web. There are also people at varying levels in between and probably some well
beyond these extremes.
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wishes to not be contacted. Simon must nthkanitial assessment, and if the decision
is to contact Rupert he then refines tleeidion based upon the greeting that he receives.
Similarly to the above scenario, aigelman would need to decide if the
need to access Rupert is sufici to pass the test of law. Let us take the case where
Rupert is to be arrested. The policemaunst decide how many policemen to engage,
whether there will be violence, will evidence be destroyed if he does not act quickly, etc.
It is also a complex matrix complicated evaare by the realization that a mistake on his
part could result in serious consequences.
By asserting a right to be unfasted, Rupert is making clear the
infringement on his right to accessibility privacy. Simon can only be guided by social
norms, any knowledge he has of Rupert, andeefe to his personal bias in such a case.
Would Simon calling Rupert representiolation of Rupert's right to
privacy if Rupert did not wartb be disturbed? Only Bimon persisted past the point
where it was clear that Rupert did not wembe bothered would acy be violated.
This is basically an opt-out model of privadgupert must tolerat@ reasonable intrusion
if he has not explidig said 'no' to i Once the intrusion starts, Rupert must be able to
say 'no' at that point and terminate the access. This is what trespass laws do, this is what

harassment laws do, and it is reas@avithin our society to do so.

45 By saying 'no' I do not mean that literally. Turning on an answering machine to intercept all phone
calls, hanging a 'do not disturb' sign on the door, any action that signifies to others that access is
unwanted should say 'no' to the other party.
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Informational Privacy

This last category defines privacysed upon tracking of a person’s actions.
When someone goes to the doctor and themplfarmacy, it can be inferred that someone
is sick and the doctor either prescribedemommended some curks it any business on
mine to know this? If | am aglalth insurance provider and hawepay the bills, yes. If |
am a nosy neighbor who happened to noticeicthis day, no, but there is nothing
someone can do to stop me. If | am a stalkgngrinto someone’s life with the intent to
find something about them that | can uséar detriment, no, and someone might be
able to do something if they know.

In these days of computerized activityistform of privacy invasion is easy.
Using a credit card leaves a trail of infotioa that might be useful. The shear bulk of
data that only a few decades ago would have been enough to ensure some privacy is
handled with ease by computers.

We are living in the nascent information age. Records and minutia about
our lives flow through the communications networks like water to be saved up in a
reservoir, to be tapped when needed. | lsee reservations about that but the greater
problem is with who does the tapping.

Commercial enterprises need this information to compete efficiently in the
modern marketplace. ([7]) Balancing theeds of the business against the right of the

individual to personal secretythe crux of the problem.
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Simon goes to a grocery store. @ying them some personal information
he will get a discount. The store assuresdbithat they will only use his information to
improve their service to him and provide offers to him that is targeted to his lifestyle.
The store then offers to a chicken comp&imon's name because he buys a lot of
chicken and the chicken company wanttr'yaa new product in Simon's area.

The store will claim that it is makingvaluable offer available to Simon and
only giving out the minimal information tihe chicken company. Simon may not want
this sort of activity. Perhaps he hatesigea marketing guinea pig and would have told
the store this had they asked. Simon's alihitsestrict informatn about himself is not

properly being addressed.

Information as property

There are some who claim that thearmation about an individual is
property to be handled asyaother property. | do not suph this. Personally secret
information is not a piece of gperty; rather it is an attribeithat can be controlled with
time and space limitations.

Business takes the information we geteraecret or not, and transforms it
into tangible property. It owns sellsnts, transfers and ex accounts for this
information as any other asset. They hiawested work into the gathering, storage,

preservation and validation of the inforngettiand deserve to derive benefit from it.
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On the other hand, a person has invekte@ntire life, up to that point, in
creating the information that represents hide therefore feels the right to control this
information should rest with him. It is natproperty that can d®ught and sold as if it
were a piece of land. It cannmé transferred to anoth&t.

Another consideration is the facatht is copyable with no diminution of
the original. A person has lived the everttbreated the piece of information and the
world might have known about it had it careglome piece of the world did care and that
is why it is recorded.

There is a concept in some legal a®that is called Habeas Data. ([11] pg.
132" Other countries have incorporated ttigmcept into their statues or Constitution to
allow an individual to access, correct, disguir demand deletion ofcorrect data. It
extends not only to data abdbe complaining indidual, but can be available to others
with legitimate concerns about the data. Wthat principle acknowledges is that data
gathered may be inaccurate, it may be transcribed inaccurately, or it may be inappropriate
for the purpose it was collected. It alsaraid that the information may be harmful.

These laws permit the individual to oversee the data that a company is using
and compare it with the reality. It distinghes between the data and the embodiment of

the data by permitting the two to be compared and reconciled.

46 Actually, it can but not legally. This is the crime of identity theft.
47 EPIC [11] pg. 132 discusses this concept as it is brought out from the Argentine Constitution, article 43.
Also, cf. footnote 537, ibid.
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Feminist Aspects

In a chapter devoted toafsubject, DeCew ([9] ch. B)discusses the
feminist problem with privacy. Essentially the problem is that women, being often the
less powerful side of a relationship, can be repressed in the ngmeaafy or personal

secrecy.

Secrecy, it is argued, often is usedtppress information about repression
or physical harm that can befall women.eldame argument can be made about any
individual or group involved with anotherayrp or individual where the power is shared
unequally. A government can use secrecy fpeess information that would be useful

to demonstrate abuses against citizens.

In truth, this is not a secrecy issuébecomes an issue of unequal power
and the need to open the processes.wibman in a relationship or an individual
involved with the government is being abugsbéye needs to be sorf@m of sunshine
that can be poured in. Secrecy is only a dhidf not secrecy then a lack of information
by stonewalling would be used to replace it agreelimination of the questioner. In a

final state, the individual or the womavould be made to “disappear.”

Therefore, | would argue, secrecyelded as a tool by those who would
repress represents a weak shield that coelgenetrated. Witproper safeguards and

oversight it should be penetealtby those who need to protect the weak. | feel that it

48 Also the Rossler book and article. [27] pg. 52 I approach this part of the topic with a purely theoretical
point of view.
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shows us that there are needs to penetratedihof secrecy and that there needs to be

those empowered to do so.

There is also an interesting side pdmexplore in my theory of personal
secrecy; the secrecy surrounding the intimdtgioms within the onfine of one's own
bedroom is actually an issueadnsensual secrecy. The level of secrecy of this situation
is the least level of secrecy thie parties involved. In th&tuation an unequal balance of
power could skew the level of privacy. Awtg partner with an inigclation to hide more
than the other partner would like can exertuafice. This is part of the basis of the

feminist objection.

Typically the male has held the raéthe strong partner in the relation,
either through social norms or some othecéor Therefore, it is argued the woman lacks
the ability to enjoy having control. | do not digsae with this; in fact | believe it to be so

for most of the world.

This does not contradict what | hold abeatrecy, rather it points to another
societal problem. Personal secrecy exists as a balance of the person's desire to limit
disclosure while society retains some levetlesire to reveal the st or at least to

penetrate to the point that some element oiesp is aware of what the secret is about.

A problem exists in the societal defian of this balanceot inherently in
the secrecy. Policies to correct this bakare a subset of the level of governmental
intervention that we desire in our livesaawhole, the societal secrecy. A remaining

element is the need for societal balance to mitigate the uneven power.
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Alternatively, those empowered torrate the veil need to do so only
when necessary. This is the essential lz@dhat laws such as the Fourth Amendment
are attempting to strike. What is neeteedome way to encourage and empower the

weaker party to report abuses thateeed the societal level of tolerance.

Summary

| have proposed that privacy, natysalacy, is actually that which cannot
be discerned or inferred from the outsidél else is personal secrecy in which people
have differing levels that thayish to apply to various aspsatf their life. In keeping
with this concept | havexplored several of the tradinal arenas of privacy and
demonstrated how my definition is stibnsistent with normative understandings of

“privacy.”

| therefore claim that my definitias an acceptable definition and therefore
can be useful. Where | differ from the norm is in the emphasis | place on the individual's
ability to regulate the information aboutiself/herself. | anclaiming a relativistic

secrecy.

| also recognize the need of busis@nd government to possess and use this
information. There is a need to strike a balantéalk about some wa | feel are best to

strike this balance in chapter 5.
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Legend:

1IN

White — public

Light Gray — moderate secret
Dark Gray - most secret
Black — private

Figure 2 — The Spectrum of Privacy
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CHAPTER 4 — GLOBAL ISSUES

Prior to this point, all ta discussion has been directedhe United States.
Europe, Asia and even South America halg® been undergoingravolution in the way
privacy relates to technology. | discuss somthefissues in these areas of the world and

relate my definition of privacy and persosaktrecy to these parts of the world. ([11])

A problem with trying to develop global view of any matter is the
parochial perspective within which we haxiewed the world. | am a native of the
United States. Please bear this in mind as you read my attempt to explain the

complexities of privacy in a global context.
Europe

Of all parts of the worldhis part is probably closest to the United States in
many respects. Privacy is a great concern here and some important actions have been

taken to preserve it. In many respects, Eursadead of the United States in this area of

policy.

49 Primary research for this chapter came from the Electronic Privacy Information Center's book “Privacy
and Human Rights” [11]
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Politically, Europe is a hodge-podgéhere are monarchies and democratic
republics. Most countries enjoy a single dioamt culture that has been in place for
centuries. Additionally, there is the Européamon that generates policies and laws that

the member states may or may not adopt.

Given the tension amongst the various states and between the states and the

union, one wonders that anything gets doBet, indeed it does get done.

Privacy and especially the privacyinflividually identifiable data is the
subject of European Union legislation tihais been adopted by a large number of
member states. Protection of the individwesas to be important in Europe. And with

the increasing number of states jogpiime union, this concern will be growing.

How do the policies of the Europednion compare with the definition |
have created? In Europe, the private infdramathat | call personalecrecy is really not
as personal. Businesses that trade in persaioamation must pract the data. Rather
than protect and preserve tihdividuals' personal prefererg;et is treated in aggregate

and specification of the proper, and impropemdling of the data is given by law.

While a legal specification of whatay be done makes it easier for a
business to conform to the regulations, it dodgale into account the different attitudes

that people take regarding their personal information.

Australia
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Australia is a unique part of the wabrl While it is geographically close to

Asia, politically and jurispruddially it is closer to the Uted Kingdom. Common law in

Australia follows English common lawd the government is a parliamentary

government that is modeled on the English Parliament.

In terms of privacy, Australia hagwsggled with privacy on its own. The
tort of invasion of privacy has only recgnleen acknowledged by the high court there
and several statues have been enacted to protect privacy, both on the federal and state

levels.

Australia passed the Privacy Amendment of 2000 ([11] pg. 140) which put
in place some privacy principles. Severali@ proposals that | make in the next chapter
have been put in place, and this law mrtgphasis on the commercial entities to police
and enforce their policies themselves.fdet, a company can apply to the government
for substitution of an alternative setpmfvacy principles to replace the proposed

principles from the government.

This law also allows the resolati of problems by a private, industry-
appointed ombudsman with a right to apgea government commissioner. One of the

most fascinating ideas, and one | am not sutriig workable, is stated in principle 8;

“Whenever it is lawful and practicabledividuals must have the option of
not identifying themselves when entgy into transactions with an

organization.” ([11] pg. 141)

Basically this grants the dity to opt-out at the the of the transaction.
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In general, Australia operates at a ledeprivacy closer to the United States
than to Europe. This could cause probléondransfer of privacy information to and

from Europe.

Asia

Asia is such a huge conglomeratiordoferse culturesral politics that to
lump it all into a single category is to daigreat disservice. | will therefore break it
down into a few of the more important area#hough | do not mean to slight those areas

| have left out. For selection | haviteampted to take two extremes and middle.

People's Republic of China

As the world's largest country, pppulation, and the leading Communist
country, and one of the most rapidly egiag economies, this country needs to be
understood. Itis a country in turmoil. ddtyle Maoist Communism is changing to a

new style that incorporatesribt embraces capitalistic economy.

Constitutionally, privacy and the rights of the citizens of the PRC are
protected. In fact the rule of law has frequently been subordinatied tale of those in
power. Given the Stalinist influence that ld@®cted this country for the past several

decades, an intrusion on the rights of peaplunderstandable. With the recent
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acquisition of Hong Kong, the influence ofigprudential guidance has begun to assert

itself. Despite this, abuses of privacy remain.

My scheme would be acceptable tsthovernment and in fact might be
more easily implemented here. Witletstrength of the central government, a
bureaucracy to retain and administerso@al secrecy could be implemented and
businesses forced to adhere. It would alsa peoblem as the information itself with the
policy tags would be available for use or nsisipy the central governmean the name of
auditing and the registry might be madengmilsory as an alteative way to label

dissidents, i.e. those who wish ter&n private would be more suspect.

Japan

Japan is one of the primary econompawers in the wod today. ([11] pg.
317) With few natural resources, a small lanela and a small number of people, it is in

the position of significant inflence in all economic matters.

Generally, the Japanese have respgutedcy and are sigories to several
international conventions on the matter. Recently, however, there have been attempts to
acquire information that would have preusly been protectediith the concomitant
outcry of public opinion. For example, licensates will be issued that contain smart
chips that contain drivema vehicle information. ([11pg. 324) Coupled with the
existing video surveillance system this woallbw police to locate a particular vehicle

and then observe it.
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Private companies have been coming under regulation of both governmental
and private origin. JIPDEC, Japan Imf@tion Processing Delgment Center, has
been authorized to license and rate congsatinat handle personaformation with the
ability to post ratinggind even remove a license froion-compliant firms. ([11] pg. 320)
Within this scheme a personal secrecy propasalhave created would be able to fit and

run very nicely.

Republic of the Philippines

The Philippines is a country that was a territory of the United States, so it
would be expected that a great deal ofiéigal and political sitation here would mirror

that of the United States. ([11] pg. 392) faat the systems are very similar.

The Philippines seems to take privacy very seriously, having passed several
laws to protect the personal informationcdizens, especially those citizens who are
victims of crimes. As a result of theQVEYOU virus that was eated and launched by
a hacker in the Philippines, the right to sealestronic information has been recognized

and codified, with peres for violations.

South America

As with any of the other continertam reviewing here, there are a variety
of countries, each with their own rules aedulations about privacy. | take three

countries and discuss some of fhrotections afforded privacy.
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Argentine Republic

Argentina protects the privacy of it&tizens jealously. ([11] pg. 132) Not
only are there protections on the data, but the Constitution provides for a habeas data, i.e.
the ability to request, review and corrdata that is held by anybody, governmental or
private. The correction can even be thiditstio have the data made confidential,

effectively deleting it.

They do well in the area of protedithe privacy of their citizens. The
European Union has certified Argentinab&sng compliant witliheir data protection
requirements. Furthermore, legislation aondrt decisions havended to broaden the
protections that Argentine aens enjoy. There are problerbgt it seems that there is a

high regard for personal secrecy here.

Federative Republic of Brazil

Brazil has strong protections for the privacy of thevitllial, much like

Argentina. ([11] pg. 167) Theis a Habeas Data law and r&gions on wiretapping.

Again, the question of how well the theasyrealized comes to the fore. In
this case, illegal wiretapping has toppled salpoliticians, which take as evidence of

strong realization in préice of the Constitutional and legislative theory.
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United Mexican States

Mexico, a neighbor of the United States, has Constitutional protections for
privacy. ([11] pg. 359) There are also lawstrieting interception of mail, wiretapping,
and other forms of surveillance. This sdit security police havieeen monitoring their
own citizens for years and have expended a great deal of effort against political
opponents to the heretofore ruling PRI party. With a new president from the opposition

party, there is a vow to change.

Meanwhile, the border with the Unit&fates has been the cause of some
privacy invasions that need to be discussece Uhited States, in an effort to curb illegal
immigrants from Mexico, has increased sultaece or the border and has gotten Mexico
involved in this activity. Mexico now p®rms “security sweeps” ([11] pg. 361) of

homes near the border with the US.

It is unclear what th®lexican position on privacyeally is, one view looks
as if itis in favor of strongrivacy and then they act to vaté that privacy. | think that a
greater adherence to their own Constituti@ral legal requirements would be more

conducive to an implementation of privaayd personal secrecy as | have outlined.

Perhaps the real problem here s lhg stick of economic power wielded by
the United States, although this is an araadht with pitfalls. The United States is
trying to protect itself from illegal immigrantsho can be terrorists, drug dealers, or

migrant workers. Does this justify the acts it takes and that it compels Mexico to
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take? | think there might kadternatives that are less invasive and | suspect that
technology might help here. Mexico is econcaily dependent to some extent on the

United States and practicallyould find it hard to resist.

Africa

As with Asia, Africa is a diverse gup of countries with different cultures,
histories and political featureS echnologically it is less Vlaleveloped than other areas
of the world. | was not able to obtairfonmation about most of the African states
therefore | will report on thRepublic of South Africa witlthe caveat that this is not

truly representative of th@ajority of African states.

South Africa was a colony of thénited Kingdom. ([11] pg. 449) Ina
bizarre twist, when freed from colonial ruleetminority was left to rule with a repressive
rule that subjugated the majority to secafaks status. Subseauiy, this rule of

Apartheid was overturned with the rise of Nelson Mandela.

Possibly a legacy of this turmoil gsheightened state of awareness of
privacy and the need to protect it. Notydbes the Constitution safeguard privacy but it
mandates that the individual to whom the dafars shall have access to the information
whether in public or private hands. Niotdpin the scheme they employ would be

contradictory to my definition.
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Summary

Most of the countries | have detailbere have a strong basis for privacy
and personal secrecy. While this is a goga sihere are a number of areas where the

theoretical protections do not translate into actual practice.

While the consciousness about privahigh, there are forces at work to
reduce its realization. lllegaktivity and concerns for tigreservation of the state or
power of the ruling individuals can cause lapsesutright breaches of the law. Without

some form of oversight and othefesguarding there can be abuses.

Habeas Data laws are one of the njwpular devices that seem to provide
the requisite oversight. While the United States has the Freedom of Information Act for
review of governmental data, it is much weatkem Habeas Data. In the private sector

there is little real substitute in the United States.

Many people see the European Ursddata Protection Directives as a
touchstone for privacy and personal secrdtys not without prol#ms. Globally there
are different environments, cultures and objectthas need to be met. While the EU is

culturally diverse, there is a degreehoimogeneity when compared to the world.
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CHAPTER 5 - POLICY PROPOSAL

Having gotten a definition of priva@nd personal secrecy, we now proceed
to developing a set of policies to help impthit. First the stakeholders are identified
and then the requirements for each are asserted. Because some elements require a

prerequisite, the information about polis presented in a chronological order.

Stakeholders

A stakeholder is someone or some grthgi has an interest in the subject
matter. Stakeholders may be directly involve may only have sonsipport or even a
tangential role. As an exate, in the case of regulating motorcycle riders and
motorcycles, the rider is directly involveshd would suffer greatly from a defect in
design that did not allow the motorcycle torlailen safely. Other drivers want the rider
regulated to force him to be aware of the suwdéthe road so that minimal confusion will
occur when the motorcycle is ridden in publithe state has an interest because they
own the roads and are respotesitor dealing with the afteeffects of an accident.
Insurance companies must pay for the consequences of bad riding or the inability of other

vehicles to see or operate safely arotimedmotorcycle. Finally, companies that
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manufacture the motorcycle are concertieat the regulations be reasonable,
economically achievable and in general ithe liability of the company for the
product.

It might be noticed that there aralstholders left out of the above. Not
only is this correct, but it is almost inevitabl Those directly adicted by the regulations
are more easily identified than those witldirect connection,rad even the directly
affected ones are hard to list completely. Therefore, | will attempt to identify
stakeholders in the privacy arena and davgb the acknowledgment that there are
probably more that | have missed. What | theithe most critical effort in this is not
identifying all stakeholders, but rathenering all the possible ramifications of the
proposed policies. This tooattempt knowing that it is at best an imperfect listing.

The first group of stakeholdersimglividuals. Even though that covers
everybody in the world, | am referring to indivals in their capacity as unattached to
any other group.

Government is the second stakehold8ome legislation, some support in
the courts and finally some enforcememnght need to come from government.
Therefore a big question that needs to be arssvis how much impact this will have on
all levels of government from a cost perspective.

Commercial enterprises represent thad stakeholder. Some companies
use personal data as their product, othergip@se it as an element of their overall
business strategy. In any case the costs amthipatimpacts on the business need to be

weighed.
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End-users of information are also impacted. Companies that require
personal information on demand to perform s@malysis for the final product will need
to understand and comply with privacy reduas and norms. This a cost issue but
might also mandate a radical alteration ia #ay they conduct business. Such a major
impact might weigh heavily against on@posed solution and heavily in favor of
another.

Law enforcement, considered sepalsafrom the government, might be
impacted. In some aspects, rapid access to information might be hampered and this
should be avoided. In other aspects, thefprce the new regulations and would now
need funding, tools, procedures, guidelines and limits.

The last group that is involved withighs the criminal element. Identity
thieves, credit information thieves and otheh® steal personal information need to be
hampered in their pursuits by any regulatidwditional penalties or criminal charges

would be a secondary benefit tigflso worth consideration.

Model

Personal information is not a piecepsbperty, it is something that defines
us but does not create us. As such we cannot own the rights to it but we do own the right
to say what is done with it. We can desirspoead it to the worldr we can desire to
keep it a tightly guarded secrefurther, we can tell someone else what we want done

with it and consider it a breedf trust if something outside our wishes is done. 1 think
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that we should also have a right to recdvem someone who profits from this breech of
trust.

Anytime we provide information aboatrselves to others there is a notice
about privacy and the intended use ofittfermation. This is good but needs to go
further. The acceptable use can be unill{echanged. | therefore am proposing that
any personal information be tagged with some additional block of information that
identifies the origin, datend other information. What this does is then provide an
ability to trace the origin of data, limit its dissemination and permit the individual to hold
accountable those who would defame him arrpis ability to control the spread of
information.

Costs would need to be borne by thenpanies that hold that information as
part of the cost of instantiating personal infiation into a tangible form. Given the rapid
increases in memory and disk available coupléd the reduced cosif storage, the cost
of this proposal would actually be minimaSome fee could be clggad to release all the
information and tags to an individual, magisure that the request was not a frivolous
one, but motivated for some purpose. Furthgrurpose might be required to be stated
and perhaps would need to conform to a code permitted BY; law

Further transferringdatafrom one source to another would require passing
all applicable tags, loggintpe request by the sender and decrementing forwarding

counts, if specified, to note that the infation had been passed to someone else.

50 This is similar to the permissible codes that the FCRA, as amended, required to get a copy of another's
credit report.
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Fundamentally, | am seeing a mandate that all information that is
instantiated for some purpose, would neebedraceable through its entire life and this
information, if mishandled, would subjedt persons doing the misindling to civil and
possibly criminal penalties.

Now there is a problem of internatial data. Let us say a company has
some data and wants to send it to anothempamy but does not want to comply with the
regulations. What would prent them from sending thetdato some company in a
foreign country that does not conform to thcheme and then having that company send
the data to the other company with some fialgs that note the data as coming from
overseas without tags? We could make itimer The problem would be how to prevent
a violation.

| think there would need to be seveapproaches to this problem. First, an
international treaty would nedd be created that made@ammon law for all signatories,
similar to the Berne Convention for copyrightSecond, all data about citizens from a
signatory country would need l@ve original tags showing oiigdata before it could be
accepted by a company in a signatory caunirhird, any company in a signatory
country would need to make the off-shore transfer with all apptepegs and, possibly,
to make a notification to some appropriatghority notifying thenof the transfer and
retaining a list of names includén the transfer. While this is not an exhaustive list of

the regulations for foreign transfeisshould be enough to start.
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Government

A good set of governmental policies should be minimal, simple enough to
express the goal of the policpé&ano more intrusive than mecessary. We need a set of
regulations that will prometprivacy while not impacting camerce or individuals with a
cumbersome level of red-tape. | proptsee alternatives and then express my

preference after some analysis.

Proposal 1 involves a greater degoégovernmentainvolvement but
guarantees a higher level of protection and ghumeent. In this proposal, all businesses
involved with processing drandling of personally identifiable information would need
to register with the government, conformatget of regulations, provide documentation
of audits performed to assure conformaacd could be decertified or have a license

revoked for some level of abse

An advantage of proposal 1 is thelipto detect and punish violators
swiftly. Only eligible companies could hatlee data, although theewould need to be
some exception for organizations that did ne¢ the data for a commercial purpose.
These companies would be audited regularlgXternal auditors and at most one audit

period would pass beforedtabuse would be reported.

51 By abuse I mean non-conformance with regulations in a repeated manner with no effort to rectify the
situation. This could be one single large instance or several instances over a period of time. Obviously
there would need to be some administrative court system in place to decide when the limit was reached.
Alternatively, there could be a privacy ombudsman's office that would take initial action with review
and ascent by the administrative court.
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Proposal 2 requires thdata be tagged with igin, maximal number of
trading partners who could ggess it, lifetime, and otherstactions. When data was
gathered a unique identifiarould be created and embeddedhe tag as well as being
given to the individual. Ay use of this information would need to provide the

identifier(s) to indicate theource original source.

In this scheme the data would bec#able to the original source and all the
tag information. If some part of it wast being properly used, the individual could
recover damages from all parties concerigiaer through a small claim or a privacy
ombudsman's officé. Audits would be needed although a business would need to make
sure the data it possessed conformed to a¢iguk and tag information, so the audit
would only need to verify that all data htad)s and that the cleiag process proceeded
regularly. Additionally, it would need to be a crime to possess data without a valid tag

attached.

Proposal 3 would eliminate the atyilto trade personally identifiable
information except in some restricted mansanilar to credit bureau information today.
A business would need a legal reason to refpile data, logs of the transaction would
need to be retained and problems that weperted would be inveigated and dealt with
in a civil or criminal manner. This diffefsom proposal in that it eliminates the

individual's data from beig propagated once a business acquires it. A company could

52 This ombudsman could be a separate bureau or part of an existing group. I would imagine the FTC on
the national level and state attorney generals and district attorneys on a lower level.
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get permission to act as a bureau and thithgeinformation, but the regulatory burden

would be severe enough to make that uradkeng only profitable to a larger firm.

This proposal restricts the number ofrgmanies that can sell data, and data
could only be bought from a bureau dsweau could buy from other sources.
Essentially, the bureaus woudé closely watched and they would make the market for

this information.

In this case regulation would be nmmal for most companies, but heavy for
a few. Fewer regulators would be required ¢eir efforts would be turned toward the
market making data bureaus. Any other uhaxted use would be traceable and could

be dealt with quickly.

Proposal 3 mirrors the existing market@a Instead of only credit data, all
personally identifiable data is the commodiBut unfortunately, cratbureaus have had
a number of problems, regulation has not estrong as needed and there are several
exceptions in the law to allow the sellingd#ta without comingnder the regulation of

the Fair Credit Reporting Act, the main law regulating credit bureaus.

Proposal 1 imposes a potentiallyga burden on the government and one
starts to wonder how well such a program widog administered givethat fact that is
would be larger than the credéport market. More compis would be dealing in data
and certainly the large numbef smaller companies would eventually yield to a few
large and powerful data aggeggrs. This brings us around to the situation of the credit

bureaus and the regulatory powers.
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Proposal 2 would seem to be aelatralized mess with a plethora of
regulators. False clais would possibly abourtland companies would face a

potentially expensive and time-consuming process.

Despite the probable problems wgtoposal two, | would favor it. Even
though the petty thieves would/tto use the process to robmpanies, there would be
some way to address the problem. This habeen said, there will eventually be large
companies that specialize in the processingdividual data. These companies would
need tighter regulation and for them | wdbglee some activity such as in proposal

number three. | would still quire the tagging and traceability.

Traceability is critical to understamehere data comes from, where errors
creep into it, and to accommodate the ddsiresecrecy from the individual. No other

proposal given here would permit the widual controls tht people desire.

Individuals

An individual could do a lot or a li& in this scheme. The fundamental
concept that is being protectsdpersonal secrecy, the abilyan individual to specify
the use or non-use of individiyaidentifiable data. If an individual wants to share the
data with everyone who asks, soibelf there is a desire to hidbe data, fine. Itis up to

the individual to express these desires and it is up to the handlers of this data to either

53 They always do when there is money at stake.



68

respect these requests or pace the possible fines or strict regulation that would result from

a massive public outcry.

It also becomes incumbent on the indual to express his or her policy.
Absent such an expression, some set t#udes would be provided, and this would

probably be part of the agreement, writin impossible to read fine print.

Let us consider an example of howiadividual would express some limit.
Smith walks into a grocery store and is ast@apply for a speciaard. This card will
provide a rollback of the outrageous price Hikat was just instituted in exchange for
some information about the person and his lgiyiabits. Simply swipe the card every

time someone shops andieeeive a discount.

At this point Smith says, “Fine, butlo not want anyonelse to see the
information, the store is not to sell or tradeaitd it is only good for one (1) year.” There
would need to be a form to specify this d@hd data would then go into a tag associated
with the data. Smith gets a tag identifier thatcan keep in his records. Every time he
gets junk mail from someone that bought the information from the store, the tag number
would be on the label and Smith could go tostoee and collect theppropriate fine. |If
they did not pay, he could sue, ignore it, aolee the rights to that data meaning that his
card would be deactivated at some point aeg thould need to erase the data or update
the tag to note this fact. Then, after a oeable time, if Smith gets another piece of mail

with the tag, the fine would now beghier and the remedies would be stiffer.
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But if Smith did not specify his limitains, the store defaslwould apply.
Only if the store violated its own poliayould Smith be allowed to recover for the

damage.

Company Responsibility

Companies would need to monitor theéata more carefully. Selling data
that did not have the corregérmissions would result & potential liability. Further
companies would be required to periodicallgiathemselves and annually an external
audit would be performed to Mdate the internal auditsThe CEO would need to sign a
statement that the audits are done and tleatdimpany is in substaal compliance with

applicable regulation$ concerning the proper handling of this data.

Complaints would need to be fil&g the company and the individual with
some agency. At year end these wouldbeited and some federal organization could
match the company submitted complaints with individual submitted complaints. Again
there should be some agreement, perhapmat 5% of individual complaints can be
missing from the company and 50% of the ctamts that the company files could have

no match with individual complairmsbefore a regulatory investigation started.

54 Basically a Sarbannes-Oxley act for individually identifiable information. (In Sarbannes-Oxley the
CEO is required to sign a statement that says he believes the financial data to be correct.) This is done
to force the CEO to lead the company on the ethical path, as prescribed in law.

55 Why the great mismatch? It is more likely that an individual would file a complaint and then not
submit the paperwork to the government than the other way around. There is no disincentive to the
individual but a great disincentive for the company.
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Cost-Benefit Analysis

Any scheme that can be devised inarosts to provide the benefit desired.
A perfect solution would incur no costs tangeate enough benefit tmver the needs and

desires. Because this is not a perfeatidyave are required to settle most times.

Cost-benefit analysis is used to itinthe costs and resultant benefits.
Typically, this is expressed as a ratio of dodbenefit, with a loweration representing a

better return on investment.

Let us assume that there are 1,000r&sses involved in handling the data
of 1,000,000 individuals. To rule over thigere is the equivalent of two full time
government employe®s Assume that the cost of maiiming data is $0.01 per week per

business per 1,000 names. This results in $10.00 per week for 1,000,000 names.

If the tag increases costs by 20%hen we see an additional cost of $2.00
per week or $104.00 per year. Blo¢ benefit to the businessasegative benefit. It
costs money to maintain the additional infatran with no gain for the business. The
only gain comes if we consider the potelndidditional cost for any scheme that is

alternative to it. Increaderegulatory costs could be high as would the cost of buying

56 1 use the abbreviation FTE for full time equivalent. One FTE can be several employees each
contributing time to a project with an aggregate value equal to the effort of a single full-time employee.
Needless to say, this presumes some average employee.

57 Would this be a reasonable number? It assumes that the data storage overhead is 10% and allocates the
additional 10% to overhead for activities such as audit, management and increased maintenance. It is
possibly low, but gives a number for analysis.
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from a repository even though the repasiteould probably spend money buying data

from the business.

For the individual the cost is minimal.here is a little etxa time to express
personal secrecy limitations, some time to es@msider what limits they want and the
cost of checking for unlawful use of the dafithere would also be the cost of pursuing a
claim which would initially béborne by the individual alon€l'o put a number to this
cost, let us assume that the extra timme®to $10.00 per year. The benefit would be
greater protection of the data for an individughis is difficult to quantify. A single
episode of identity theft could cost tenglobusands of dollars, but the chance of an
identity theft for any one persaslow, let us assume 0.1%.0,Sarbitrarily set the cost to
$10,000. By making data attributable and congmhable, there would be more concern
for the privacy of information, and the lamould make fines for revealing information
reducing the chance of identity theft. Letgusess that this thiefow is reduced by 80%,
making the probability now 0.02%. $10,000néis the probability 0.02% to get an

average benefit of $2.00. The ratio is 5 for this case.

Proposal 1 would reduce the proli&fppossibly by 90% and proposal 3

might reduce it to 95%. Thisould make proposal 3 the winner.

But for the companies the cost obposal 1 would be higher and it would
skyrocket for proposal 3. Let us assunedhsts for 1 is 50% making the total cost
$15.00 per week or $206.00 per year. Propdsebuld probably double or treble the

costs because of artifitimarket restrictions.
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Let us further assume that the dostne by the individuas the same for

proposals 1 and 3. It would be much lessithroposal 2 because there would be less

requirements. So, let us put this number at $1.00 per year.

The final group in this is the government. Assuming a cost of $100,000 per

year per FTE, proposal 2 would requirEBE's for a cost of $200,000. Proposal 1 would

impose more regulation and so the numbefT's might increase to 10. Proposal 3,

with its stronger control on this matkmight only require 5 FTE's.

Now we start combining numbers ta @esocietal cost benefit ratio.

Consider this table.

Table 1 Incremental Costs

Entity Proposal 1 Proposal 2 Proposal 3
Business $206.00 $104,00 $412.00
Individuals $1.00 $10.00 $1.00
Government $1,000,000.00 $200,000.00 $400,000.00
Total $1,000,207.00 $200,114.00 $400,413.00

The total incremental costrfthe three proposals presented.

The benefits for each proposal arsibally the same. We would all gain

additional privacy. This means that the cost benefit analysis becomes a simple cost

comparison. Because proposal 2 has the lowas$$ essociated with it, this would be the

preferred method.
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Summary

| have advocated an approach that $eavard the libertaan in its “hands
off” approach. Personally, | believe this apgch to be most workable. | have also

demonstrated that there is some ratisghaught about why this the best result.

Reflectively, if we take privacy to a@lly be personal secrecy, a desire to
enforce our desires for secrecy on others, themave another basis for this style of
policy. A centrally governed agcy regulating the secrecymillions of individuals will
tend to promulgate and enforce a set ofgtiteat conform to the majority norms while
trying to accommodate the variations. Asvaeations grow in mgnitude, the ability to
enforce that right becomes less. Theregs @ressure from the agency to not be as
vigorous in the enforcement because of budgetanstraints. Eventually a homogenous

right of personal secrecy begittstake hold as the rule.

My proposal removes this tendencyt buthe risk of having a weaker
enforcement. Unless rights are asserted, diesipate. Demandirigdividuals to assert
rights in what is often consided to be a minor area is timest assure that most claims
are never asserted, an unfortignaesult but one that is castent with the concept of
personal secrecy. If the individual will not pue the secrecy right that is claimed then

how sincerely is the right claimed?
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Recommended Web Sites

1) www.epic.org — Electronic Privacy Information Center
2) www.comsumer.gov — US Federal Trade Commission — responsible for some

privacy regulations
3) www.usdoj.gov — US Department of Justice

4) www.privacyinternational.org — an imtetional privacy organization that

cooperated in the book [11] above.
5) www.privacyrights.org
6) www.privacy.org

7) www.identitytheft.org — excellent sit@ocerned with identityheft, a crime

against privacy



