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ABSTRACT

As schools become more dependent on infoonagchnology to facilite administrative tasks
and enhance learning and discovery, the seaoniritiye schools’ information systems, the data
that resides on those systems, and even the safdtgrivacy of the systems’ users is becoming
a growing concern. Federal regtibns, due diligence, and studsafety are only a few of the
motivating factors that serve iltustrate the importance of infmation security. Unfortunately,
little has been done to recditk current state of informati security in K-12 educational
institutions, including the current stadf teacher practice and perception.

This report summarizes a study of the practiee perceptions of information security in
participating Indiana K-12 schools. In particyldre study investigated teacher perceptions and
practices related to informat protection and assurance forlR-educators and support staff.
Two comprehensive online survewstechnology coordinator sy and a teacher survey, were
conducted to collect data aboutm@nt practices and perceptiaegarding information security
in K-12 schools in the state bifdiana. Quantitative data wetellected and analyzed in the
following areas: general information securityeds; file management/backup and software
issues, email and password security issues,iqdiythreats and social engineering issues,
copyright and fair use, compliae with FERPA regulations, ataternet threat. In addition,

data about the perceived importance of the topics and which topicilib@audiences need to
learn about were recaed and prioritized.

INTRODUCTION

Information security incidents are pervasigegording to the 2003 CSI/FBI Computer Crime
and Security Survey, 56% of the respondentsaletl unauthorized usethin one year’s time
(Computer Security Institute, 2003). Infornmatisecurity incidentaffect society on the
individual, organizational, nainal, and global levels. Securitycidents adversely affect
individuals, who lose valuable, sensitive imf@ation and services; these incidents affect
organizations, who spend valuable resourceseting, detecting, and responding to incidents,
and who suffer lost revenue and opportunityfodmation security incidents also have the
potential to affect the nation’s secyritvhose critical infrastructure depends on
telecommunications and the Interf@t core business and functional services. Therefore, “the
security of cyberspace rests the security of all its coponents” (President’s Critical
Infrastructure Protection Board, 2002).



Information security is a growing conceor K-12 schools, since most schools now use
information technology for organizing and accessirg da well as to faliate learning. In
fact, K-12 schools have embraced informatiahtelogy as an effective tool for engaging
students in the learning process and streamlit@agher productivity. With increased federal
legislation and funding in support of incredsecess to educatidrtachnology, American
schools have seen an explosive growth of information technology in the classroom. The
Telecommunications Act of 1996 expanded Inteaueess to K-12 schoolss a result 99% of
K-12 schools use the Internet. (UZpartment of Education, 2003).

With increased access comes @ased responsibility. For expha, personally identifiable
information of students and staff is made moubre easily available. However, academic
records must be secured, and gemsinformation must be restriedl in its availability. Federal
privacy regulations such as the Family Ealiional Rights and Privacy Act (FERPA) and the
Children’s Internet Protection Act (CIPA), as wadl school improvement initiatives such as No
Child Left Behind, all serve to highlight the partance of protecting sensitive information.

The Center for Education and Researchnformation Security (CERIAS) and Infotex,
conducted a pilot study of vulnerabilities in K-@ystems in the state of Indiana. This study
showed that the IT systems of K-12 schoo&\arinerable; as an example, 40% of the
participating schools were easily penetrated from the Internet, 100% of the schools’ CIPA
protection measures were easily circumvent@agusasic tools and techniques well within the
grasp of an average student, and payroll andegsgstems were relatively easily penetrated in
90% of the participants (CERS K-12 Outreach Program, 2002, p3)hese vulnerabilities have
potential downstream implicatiofsr misuse of data, misuse fstem services, personal safety,
crimes against children, public embarrassmesttmols and so on. For example, confidential
and sensitive information can be stolen,,lasid exposed to the public. The threats and
vulnerabilities associated with school infotina systems are especially pertinent to K-12
educators and support staff, who are oblig&tguotect sensitive information such as
assessment data under the Family Educatiomgdt®and Privacy Act, or FERPA, one of the
nation's strongest pre¢y protection laws.

A prevalent misconception concerning informatienigity is that threats and vulnerabilities are
generally best-addressed with teidal solutions. Many factors affeinformation security in an
organization, and not all of them concern gehhical aspects of comgus and networks. In

fact, the practice of information security tra@sds many aspects of computers and networks and

is actually one of the mostitcal policy and strature decisions in any organization, including

school systems. “People often representmbakest link in theecurity chain and are

chronically responsible for the failure of setysystems (Schneier, 2000, p. 255). Therefore,
administrators, technology staff, and teachers hiaesame responsibility to ensure the security

of a school's information systems, including data, equipment, and services, and even the users of
these systems.

Although the information security of K-12 school systems is—or perhaps should be—an utmost
priority, the current state of information setymawareness in K-12 educational institutions is
largely unknown and unrepresented. To date, Mtley has been done tmllect and analyze the
practices and perceptions of K-12 audiencesrmgeof information protection and assurance.



BACKGROUND

The CERIAS K-12 Outreach Program conductgaediminary exploratory study concerning the
current level of teacher awareness in termeeebing information safe in K-12 schools. The
goal of this study was to assess #ipecific needs of the K-12 audies in regard to information
protection and assurance. The @mnparticipants of this sty were K-12 educators who hold a
bachelor’'s and /or master’s degree in edocadir a related field. Sgifically, the primary
purposes of this study were:

e to collect data concerningactices and perceptionsiaformation protection and
assurance from teachers and technology coatdis in K-12 schools in the state of
Indiana;

e to identify the gap of currem¢vel of practicesrad perceptions in tens of information
security and the compliance of compuise with FERPA and the desired level of
practice and perceptions;

e to determine the specific needs of information security and the compliance of computer
use with FERPA regulations for K-12 audiences.

METHODOLOGY

Two quantitative online surveys were used to coliiatd. The first survey was administered to
Indiana K-12 technology coordinators, and the second was adminigieresgervice K-12
teachers in the state of Indiana. Several metbbddvertisement were used to announce the
surveys and solicit pacipation. The surveys were announced on the CERIAS K-12 outreach
program website, and the Wabash Valley Educa@ienter (WVEC) sent $icitation emails to

its member school corporations. (The WVEC is ohaine educationalervice centers in the
state of Indiana; its purpose is to serve asaperative service to gripating schools. The
Center serves 35 public school corporations,bmablic schools and oreea vocational school
involving over 70,000 students in 154 school bai@. The membership also includes over
5,000 teachers and administrators.) Voluntaryiggpants submitted the survey online during a
six month period.

Technology coordinators were adki® identify the practicesd perceptions of information
security both for themselves and their teash&eachers were asked to identify their own
practices and perceptionsinformation security as wedls their knowledge of specific

information security issues. This approachntans that data from multiple sources and

different perspectives could serve the purpogeiafgulation. In triangulation, multiple sources
“enhance the understanding of a phenomemairasearch problem” (Rossman & Wilson, 1985,
cited in Cresweel, 2002, p562). Irethontext of this assessmeamtriangulated approach was
used to combine data from technology coordirsaémd teachers. Survey data was compiled and
frequencies are reported in theukts section of this paper.



RESULTS

Technology Coordinator Demographic Information

There were 43 responses to the Technologgrdinator Survey. At least 80% of the
participating technology coordinatowere from rural public schaoWwith a population of at least
50 teachers and an infrastructure of moentB00 computers. Approximately 84% of the
technology coordinators reporteathheir schools had at ledstr file servers and also
maintained a web server. The respondents varigdars of working experiences; more than half
had one to fifteen years of experience; ned4dl%% had more than fifteen years of experience.

Approximately 51% of the technology coordinatoeported that their cuent job responsibilities
included aspects of system adistration, network administrain, desktop/technical support for
faculty & staff, and school web site desigrdanaintenance. Nearly 70% of the technology
coordinators were in charge of informati@tsrity management, professional development, and
administration or management of their schetdchnology facilities and network. Nineteen
percent of the technology coordinators were also full-time teachers.

Information Security Policiesred Procedures in K-12 Schools

Approximately 80% of the respondsnhdicated that informatioresurity was “very” or “fairly
important” for their teachers and schools. However, only approximately 70% of the respondents
indicated that their school avritten information securitpolicies. Generally speaking,

information security policies included policieales, standards, and procedures which were
related to information securignd assurance in tleentext of schools. Of these respondents,
approximately 73% reported that their infaation policies were easily available.

Table 1: Information Security Policies

Question: Does your school have
information security policies?

Answer Yes No
Percent 70% 30%
Question: If applicable, are information
security policies easily available?
Answer Yes No

Percent 73% 27%

Seventy-nine percent of the technology coorirsaindicated that their school had formal
information incident reporting procedures, whereas 21% of thedémgy coordinators

indicated that their school had no such procesludowever, having formal information incident
reporting procedures did not mean that alltdaehers and/or staffiembers could report the
incidents properly. According to the surveysddghan 10% of the technology coordinators
indicated that their teachersddor other staff mendss knew how to properly report information
incidents according to the reporting procexuin addition, only 35% of the technology
coordinators reported that their teachers knew the consequences of failing to comply with
information security policies.



Perceptions of Teacher Knowledge & PraetiOperating System & Virus Issues

When asked which operating systs security issue(s) theachers were familiar with by
choosing from disk corruption, file corrugn, and system vulnerabilities and holes,
approximately 49% of the technology coordimatohose “disk corruption and file corruption”;
nearly 16% chose “system vulneildgles and holes”, and neard5% indicated that they were
not sure.

As for how to use antivirus programs, appmoately 60% of the technology coordinators
indicated that their teachersmiost of their teachers knewwdo use at least one antivirus
program. However, nearly 37% indicated ttredir teachers did not know how to use any
antivirus program at all. At the same tinoaly approximately 35% of the technology
coordinators reported that their teachers or mab#teir teachers knew how to avoid viruses in
general.

Email & Password Issues

Approximately 69% of the technology coordinatmdicated that their teaehs or most of their
teachers knew there were overall risks to use @file@pecifically, a large majority (91%) of the
technology coordinators reported that their teaskare aware that viruses and other malicious
codes could infect their computgystems through email attachments.

Table 2: Risks to Email Security

Question: Do your teachers know there are risks to email communication?
Response Yes Most Do Most Don't No
Percent 39% 30% 29% 2%

Question: Do your teachers know that viruses and other malicious codes
could get into the computer system through email attachments?

Response Yes No
Percent 91% 9%

Regarding secure password practices, apprataly 56% of the technology coordinators
responded that most of their teachers knew hoshtmse a safe login password. However, only
14% of the technology coordinataesported that their teachasisanged their passwords very
often; the majority (84%) of the respondents ndted their teachers lslem or never changed
their passwords, while the remaining 2% weret“sure”. Further, approximately 35% of the
technology coordinators reported that their teaskéher often wrote their passwords on Post-It
Note or left their computersithout enabling password protection.

Physical Security & Social Engineering Issues

From the Technology Coordinator Survey, apprately 86% of the technology coordinators
respondedhat their teachers percedréhe technology coordinator essponsible for the

physical security of the school information systeand nearly 30% of the responses indicated
that their teachers perceivitht the school administration sieesponsible for the physical
aspect of the school information systems security.

A large majority (91%) of the technology coardiors reported that their teachers left floppy
disks, CD-ROMs, and other storage media on slaski/or in unlocked dwers. Approximately
63% of the technology coordinataeported that their teachgskaced or allowed food/drink



near computer equipment. In addition, 91% of the technology coordinators reported that their
teachers would leave classroom doors unldcked computer equipment unattended.

Approximately 56% of the technology coordinatmdicated that their teaehs or most of their
teachers were not cognizantsaicial engineering ploys, suael dumpster diving and shoulder
surfing. Only a very small perce(5%) of the responses indicatit their teachers or most of
their teachers were aware of such socialmg®ying issues. In addition, 9% of the technology
coordinators reported that their teachers had beerictims of such ploys; 79% answered that
they were not sure; and the rest of 12% indicttiatitheir teachers hadves been the victims of
any social engineering ploy.

Table 3: Physical Security Issues

Unsecured storage | Unsecured practices with | Unsecured computers, and
Issues - . . -
media computer equipment technology equipment and facilities
Percent 91% 63% 91%

Copyright and Internet Issues

All the participating technology coordinators reparthat their schools used filtering software.
However, when asked whether their teachers wemae of online threats to the students, such
as potential abductions, sex predators, ammhs@approximately 63%dicated that their
teachers or most of their teachevere aware of online threalgl% indicated that their teachers
or most of their teachers were not aware of shokats, and the othe(23%) either indicated
“not sure” or “some were awara@some were not” (see Table 4).

Table 4: Technology Coordinator’s Perception of Teachers’ Awareness of Online
Threats to Students

Question: Are your teachers aware of online threats to their students?

Response Yes No Most Are | Most Aren’t Some Are,’ Not Sure
Some Aren’t

Percent 23% 5% 40% 9% 18% 5%

The wide spread use of computers and theretenakes copying and duplicating copyrighted
materials much easier than ever for both stteland teachers. Although approximately 72% of
the technology coordinators repedtthat their teachers knewaut copyright violation, more
than half of the technology coonditors reported that their tdsars had violated copyright law
(see Table 5). Further, nearly 37% of the tecbgylcoordinators reported that their teachers or
most of their teachers knew about fair use,rbate than half of the responses indicated that
their teachers or most of their teachbad abused fair use (see Table 6).

Table 5: Teachers’ Violation of Copyright
Question: Have your teachers ever violated
copyright law?

Response Yes No Not Sure
Percent 53% 0% 47%

Table 6: Teachers’ Abuse of Fair Use




Question: Have your teachers abused fair use?

Response Yes No Not Sure

Percent 51% 0% 49%

FERPA Compliance

Approximately 59% of the technology coordinatoeported that #ir teachers did not
understand how FERPA regulations applied sodbmputer use in K-12 schools (see Table 7).
Further, nearly half of the technology coordora responded that thgeachers did not know the
definition of personally indefinable informati according to FERPA. Therefore, it was not
surprising that more than half of the technologgrdinators reported that their teachers or most
of their teachers did n&now the possible consequences$ailfng to comply with FERPA.

Table 7: FERPA Regulations and Computer Use

Question: Do your teachers understand how FERPA regulations apply to the computer
use in K-12 schools?

Response | Yes No Most Most Some Do, Not Not
P Do Don't Some Don't Sure Applicable
Percent 0% 27% 5% 32% 7% 27% 2%

Professional Development Needs

The technology coordinators identified severatential information security awareness and
education topics for their teachers’ professional development (see Table 8). “Compliance of
computer use with FERPA” was identifiedthe number one instctional need, although
technology coordinators were allowed to seteattiple topics. The following table summarizes
the technology coordinators’ choices for thure information security professional
development opportunities for K-12 educators.

Table 8: Professional Development Needs

Question: Which topic(s) do you think your teachers need to learn about?
Topic Percent
Compliance of computer use with FERPA 88%
Copyright violation and fair use 28%
File management & backup 28%
Email practice and security 26%
Passwords practice and security 26%
Software and Internet issues 26%
Physical threats to hardware, storage media and printed material 23%
Social engineering attacks 23%
Steps to eliminate threats to physical threats 19%
All the above topics 12%

Teacher Demographic Information

There were 68 responses to the Teacher Survdgast 76% of the pacipating teachers were

from rural public schools. Almost all of the panpating teachers had letast one computer in

their classroom and approximately 60% of the participating teachers had twenty to thirty students



per class. Approximately 28% were elementagchers, 26% middle schools teachers, and 46%
high school teachers. The partidipg teachers covered nearly sllbject areas. They varied in
years of teaching experiences; nearly 40% eifrilnad one to eight years of experience; and
nearly 46% had even more than tiyefive years of teaching experience.

Perceptions of Knowledge & Practice of Information Security

Approximately 90% of the teachers respondeditifatmation security was very or fairly
important for their schools. However, only halftbé teachers reported that they had some sort
of training in information secuyi in the last twelve monthand nearly 30% of the teachers
reported that they have never had any information security training.

File Management, Software Issues and Virus Issues

Approximately 27% of the teachers reported thal backed up files every day, nearly 16%
backed up files once a week, and 19% of theheacreported that they never backed up their
files. Although more than half of the teacher8%g considered system vulnerabilities and holes
the primary security issues for operating systetf%p of the teachers considered disk and file
corruption the primary security issues, and 2x%he teachers were not sure what security
issues there were with operating systems.

Approximately 68% of the teachers respondedttiey never used peer-to-peer programs, such
as Kazaa or Napster, 29% used peer-to-pegrams once in a while, and nearly 3% of the
teachers used such a program every day. In addition, approximately 46% of the teachers
reported that their students never used any [gepe¢r programs at schgpll7% reported their
students used such program sometiraed,the other 37% did not know whether

their students used these applications.

Approximately 68% of the teachers could idgntifspecific antivirus program on their school
computers; 31% of the teachers could not; and d¥yof the teachers indicated that they were
not aware of an antivirus pragn on their school computers.

Approximately 36% of the teachers would chémkdetails if an automatic update window
appeared, whereas 21% would choose “remindatee’ and nearly 43%f the teachers would
ignore or close the pop up window.

Email & Password Issues

Most of the teachers (approximately 85%) krieat minimizing the use of attachments was a
safe email practice. And 88% of the teachers daohkck with reputable sources to see if it was
a hoax when they received an email warningudla new virus. Approximately 73% of the
teachers could identify the most prevalent waigch viruses and other malicious codes could
get into the computer system, such as miningizhe use of attachments or not opening an email
attachment.

Approximately 80% of the teactsecould successfullghoose a safer password when given four
different example passwords, although theyen®ot asked to justify their response.
Additionally, approximately 30% of the teachergarfed their passwords very often (once every



90 days), approximately 39% of the teacheldama changed their passwords, and another 31%
never changed their passwords.

Physical Security & Social Engineering Issues

Approximately 78% of the teachers agreed thatyane within the school should be responsible
for the physical security of infmation systems; however more than one third of the teachers
were not aware of that writing passwordsRwst-It Notes, leaving computers on without
protection, and using weak passwords could cause an information security incident.

Further, only 43% of the teachers could iifgnthree major physicathreats to technology
equipment and facilities. Last boot least, only nebr 44% of the teachs could successfully
identify poor physical security practice examples.

Table 10: Physical Security Threats

Question: Which is (are) the physical threat(s) for computer technology equipment and facilities?

Threat Intentional Threats | Accidental Threats | Environmental Threats | All of the Not
(Damages) (Damages) (Damages) Above Sure
Percent 64% 57% 53% 43% 16%

Table 11: Poor Physical Security Practices

Question: Which of the following is (are) poor physical security practice example(s)?

Leaving file storage Allowing Leaving classroom

(floppy disks, CD- food/drink doors unlocked & All of the Not
Example ROMs, and etc.) on computer

. near computer X Above Sure

desks or in unlocked equipbment equipment on when

drawers quip away
Percent 69% 76% 87% 44% 0%

As to what precautions should be adopted torobot eliminate physicadecurity threats in K-
12 schools, only 49% of the teacherere able to adopt a more comprehensive approach towards
the physical security of computer information assets.

Table 12: Precautions Towards Physical Security of Computer Information Assets

Question: Which is (are) a precaution (s) that you should practice to ensure the physical security of
your computer information assets?

Do not grant .
: unauthorized Use timed . Control the All of the Not
Precaution password locks on | environment where the
access to . Above Sure
: computer monitor | computers are placed
equipment
Percent 71% 56% 79% 49% 3%

The TeacherSurvey data showed that the majotiéachers had little knowledge about social
engineering issue®pproximately 65% of the teachers waret sure what social engineering
ploys were even given some very common sagigineering incidents, sk as dumpster diving,



voice disguising and so on. This result was coagrwith the Technolgy Coordinator Survey,
since approximately 56% of the technology coordirsabodicated that theteachers or most of
their teachers were not awarksocial engineering ploys.

Copyright and Internet Issues

The teachers’ level of knowledge about specific copyright issues vafed.example,
approximately 61% of the teachers knew tingtalling one copy of copyrighted software to all

the classroom workstations violated copyright law; however, nearly 26% of the teachers
considered it legal to allow students to acasgsyright-protected software on a central server
from all classroom workstations wiht considering the implications.

The survey data showed that the teachers diccompletely understand fair use, and some of
them abused it. For example, nearly 41% considered it fair use to sell copies of a multimedia CD-
ROM (such as a science fair multimedia CD-RQMYecover the costs of reproduction. In this
case, the teachers ignored tlaetfthat fair use only allowsducational use of copyrighted
material, but that there is no ampiation of wider distribution, @n if everything in the CD-ROM

was copied under fair use guidelin€ésrther, nearly 20% of the participating teachers skipped
the fair use question on the survey, which migate demonstrated that some of the teachers
were not familiar with fair use.

Approximately 89% of the teachers reported thairtechools used filtering software for Internet
access. However, 2% of the teachers reportedhbatschool did not use any filtering software,

and another 2% of the teachers reported thahézadn their school were supposed to supervise
student use of the Internet. The other 7% of the teachers responded that they did not know
whether their school used filtering software or not.

Data from theTeacher Survey showed that most of teachers were aware of possible online
threats to their students. These online threatdifehby the teachers in this survey might have
been the teachers’ concerns with tistudents’ use of Internet as well.

Table 13: Possible Online Threats to Students
Question: What are the online threats to students?

Online Exposure to | Release of personal | Kidnapping or Not
! ) . Harassment

Threats | pornography information Abduction sure

Percent 92% 91% 69% 0% 2%

FERPA Compliance

Approximately 73% of the teachers could sssfully identify personally identifiable

information according to FERPA when given tfwices of student’s name, family address,
social security number, testiatifying number, and so on; howeythere were still nearly 14%

of the teachers who could not completelgritify personally identifiable information.
Unfortunately, approximately 29% of the parteiing teachers skipped the question. This might
indicate that some of the teachers did not detefy understand FERPA, tre consequences of
failing to comply with FERPA. In fact, there was no teacher who could identify all the correct
statements for this question when giveme@ossible consequences (see Table 14).
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Table 14: Possible Consequences of Failing to Comply with FERPA

Question: What are the possible consequences of failing to comply with FERPA?

Law suits Damages to the Termination of eligibility to All of the
Statement . ) ; : :
[fines school’s reputation | receive government funding Above
Percent 96% 71% 71% 0%

Professional Development Needs
The teachers identified several potential infororagecurity awarenesadeducation topics of
interest for their own professional dempinent (see Table 15). Unlike the technology
coordinator survey, which fourtlat FERPA compliance was thamber one instructional need,
copyright violation and fair use was the numbee topic. In additin, nearly 34% of the
teachers indicated that they wanted/needeédamlall the topics mentioned in the survey.

Table 15: Professional Development Needs

Topic Percent
Copyright violation and fair use 33%
Software and Internet issues 27%
Compliance with FERPA 25%
Social engineering attacks 19%
File management & back 19%
Email practice and security 16%
Steps to eliminate threats to physical security 14%
Physical threats to hardware, storage media and printed material 10%
Passwords practice and security 6%
| want to learn more about all the above topics. 35%

CONCLUSION AND RECOMMENDATIONS

The results of this study illustrate the curreatesof information security awareness and practice
in the participating schools. Both the majoufythe technology codiators (80%) and the
teachers (90%) indicated that information sdgwsias “very” or “fairly important” in their
schools. However, nearly one third of théaals didn’t have written information policies,
procedures and standards, according to the technology coordinators. This is alarming,
considering that 99% of K-12Iscols receive E-rate funding anedhus obligated by CIPA to
maintain at least an acceptabke policy (U.S. Department of Education, 2003). Even if the
schools did have written information security pes; not all of them nde such polices easily
available. Similarly, although some schools haiident reporting proceates, not all of the
teachers could follow them appropriately. Furthemnoearly 30% of the teachers reported that
they had never received training in information siguand only half of teachers reported that
they had some training in the last twelve nmsntInformation security awareness and training
activities are generally considet a best-practice in inforriian technology management. All
users of an organization’s information system “should receive appropast®g and regular
updates in organizational policiaad procedures. This includes security requirements, legal
responsibilities and business controls, as weltasing in the correct use of information
processing facilities” (ISO 2000, p. 11). Based up@nrésults of the studyhe majority of the
participating schools need to better create, taaminand disseminate their information security
policies and procedures.
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As an example, both surveys showed thatasdtlbalf of the teachedidn’t have adequate
knowledge about operating system security, nor did half of the teachers know how to avoid
viruses in general. The teachenagy data indicated that ontyne third of the teachers would
update their operating systems when prompg&uarprisingly, the teacher survey data also
showed that 3% of the teacheied some sort of peer-to-pgeogram to download material
every day, suggesting that coght violation may extend beyortkde “beg, borrow, and steal”
mentality prevalent in K-12 schools. Peer-to-g@egrams facilitate illegdile sharing and are
the primary vehicle for music and software piraayaddition, peer-to-peer programs are highly
insecure and are known to introduce a host of vidwerabilities to a user’s operating system.
The perceived importance of operating system siyasrielatively low, as indicated by the low
number of teachers interestedearning about software and Internet issues. This suggests that
professional development opportunities thapkasize both the procedures for securing
operating systems as well as the underlying reafmmpracticing operating system security are
needed.

In regards to email security atfte risks associated with useavhail attachments, the majority

of educators, 85%, were aware of these issudagtnin this casegticher awareness was higher
than anticipated by technology coordinators.fddinately, teachers were not as aware of
password security practicegVhile teachers generally could choose a safe password, they
seldom change or protect their own passwords. Thirty-five percéme oéchnology coordinator
respondents noted that their teachwrote down their passwords or left their computer accounts
unattended, which is congruent with resultsrirthe teacher survey that indicated that
approximately one third of the teachers wereavedre that writing passwords on Post-It-Notes
and leaving computer accountswithout protection could causa information security

incident. Possible professional development opdties in this area tlude the creation and
dissemination of password security guideliresyvell as background training on the purpose and
function of passwords and associated account access issues.

Related to account access is pbgbksecurity. There werggnificant gaps between what

teachers reported and practiced regarding physazalrity issues. While eighty-seven percent

of the teachers surveyed felt that leavirgssfoom doors unlocked and computer equipment on
when away was an insecure practice, ninetygmreent of the technologyoordinators reported

that their teachers did in falgtave classrooms and computers unattended. This gap between the
teacher reports and their actuahgtice could be attributed tanamber of factors: Teachers may

not completely understand the ramificationsinfuthorized use of their accounts by a third

party, there may be a lack @dmmunication on the part ofdlschool system, there may be a

lack of organizational policy regarding accouatess and physical security, or it could be a
combination of several factors.

Teachers were generally moreae of social engineering plsyhan thought by the technology
coordinators. Social engineering is a temmmonly used to refer to manipulative human-
human interaction, such as dishshpersuasion. An faresting statistiovolves the number of
teachers who may have been victims of scamgjineering; nine percent of the technology
coordinators surveyed believedthheir teachers had been vidgiwf social engineering. Unlike
many of the other security issues addressedsrsthdy, social engineag as a security topic
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has gone largely unnoticed in thegs; this may be one of theassons that teachers are generally
unaware of social engieang ploys. However, while a relatiyesmall number of teachers have
been victims of some sort sebcial engineering ploy, it renms an important professional
development topic.

Finally, from the technology coordinator’s poaftview, most teachergolate copyright law
even if they are aware of it; however, the teaidurvey indicates that teachers may not
completely understand specific principles of f@e. Roughly one-thirdf the participating
teachers were interested in professional adgmaknt opportunities regarding copyright and fair
use, which supports this idea.

It is imperative that teachers and suppatffsire provided with gpropriate professional
development opportunities so that they can dffelst and efficiently potect themselves, their
students, and their schools. As this studsitates, teachers are willing to explore these
professional development opportunities, specificatijtopics such as copyright, software and
Internet issues, FERPA compiee, and file managemenidibackup; interestingly enough,
these same topics have also been identifiet@dynology coordinators &spics that teachers
need to learn more about. For many oftthgcs, professional development should balance
background information on why security measwesnecessary with specific procedures.

The sample sizes for this study were relativaghall, making it difficult to assume that the

sample is representative of the larger Kpbpulation. Nonethelesas exploratory work it

serves to illustrate potentipfoblems and opportunities in theatm of information security in

K-12 schools. K-12 schools are part of a widespgl network that will ontinue to introduce a
range of threats and vulnerabés to K-12 systems, the information that resides on the systems,
and the users that interact with the systems.
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