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E�FHGJI�K�L
M�N�F�L:O'NPFHG@Q#RDNPG�K!RHG�NSL�T�G�RHUWVHT
N�K�G�XYG�RHZHL�VHUSL�TH[
T�L�K�N�VHRH\�NP\�G�U]O^L�K]_�LDL:T`G�K!a:N�\$b�GJ_�L:XcTHVHN�a:NP\�L:Red
M�FHG�K�G@NPFHG�a�RH[
U�M@G�K]Z'G�T`G�RHZHUfL:RYNPFHG�THK!\�b�a�NPG�\�RHTHVHN�UgL:O`U!G�THa�K�a�NPG@G�RDNP\�NP\�G�U
h
i L:XcG�NP\�XYG�USN�FHG�U!G@_�L:XcTHV'NPa:N�\$L�RHUeXYa
jkLD_�_�VHKel�G�N#MJG�G�R
XmVH[
NPVHa�n$n�joVHRDNPK!VHU�N�G�ZpG�RDNP\�NP\�G�U
h@E�FHG�THK!L:lHn�G�Xq\�UBN�K�\�bD\$a�n�\$O]N�FHG
_�L�R7N�G�rDN
a�n$n�L
M�UYNPFHGo_�L�RHZHVH_�NmL�O+NPFHG�U�Go_�L�XcTHVHNPa�NP\�L:RHUYlDj
asNPK!VHU!NPG�ZtG�RDNP\�N#juN�FHa:N�M@L:V'n$ZwvDRHL
MxNPFHGy\�RHTHV'NPUYO^K�L�Xza:n�n
NPFHGYTHa�K�N�\$_�\$THa�RDNPU
{`FHL
MJG�b:G�KB\�OgNPF'GY_�L:RDNPG�rDNBZH\�U!a:n�n$L
M�UBNPFH\�U
NPFHG�R|N�FHGBN�G�_2FHR'\$}DVHG�U@L�O~U�G�_�VHK!G�XmVHn�NP\�[�THa�K�N#jc_�L:XcTHVHN�a:NP\�L:R
l�G�_�L�XYGBb:G�K�jcK!G�n�G�b�a:RDNga�RHZ|_�a:RyTHK!L
bD\$Z'G+VHU!G�O^VHn�U!L:n�VHNP\�L:RHU
h

Q#RuN�FH\$U�T'a:T`G�K&MJGY\$RDb�G�U!NP\�I:a:N�G
FHL
M�b�a�K�\�L:V'UBU!NPa�NP\�U�N�\$_�a:n
a:RHa�n$jDU!\$U,THK�L�lHn�G�XcU�_�L�VHn�Z�l�GJU�L�n$b�G�Zk\$R�a�_�LDL:T`G�K!a:N�\$b�GeG�RDb7\�[
K�L�RHXcG�RDN�d:M�FHG�K�GBN#MJLmTHa:K!NP\�G�U@RHG�G�ZyNPLY_�L�RHZHVH_�NfU!NPa�NP\�U�N�\$_�a:n
a:RHa�n$jDU!\$U&L:R�NPF'G��PL�\$RDNkZHa�NPaoU�G�N�h
�uGc_�a�n$n]N�FHGcRHG�M�THK!L:lH[
n$G�XcU�¯¸¢»·Q°�¥M¢%¨6§�¦2´Ì®A¹2¥b¨6À+U�N�a:N�\$U!NP\�_�a�n~a:RHa�n$jDU!\$U9THK!L:lHn�G�XcU
h

� a�U�\�_�U!NPa�NP\�U�N�\$_ua:RHa�n$jDU!\$U|L:T`G�K!a:NP\�L:R'U|_�L�RHU!\$U!NyL:O�_�L:Xc[
THVHN�\$RHI�N�FHG�XcG�a�RYb�a�n$VHG�L�O�akZHa�NPa�U!G�N�d
NPF'G�U�N�a:RHZHa�K�ZYZHG�b7\�[
a:N�\$L�RSd�N�FHG
_�L:K!K�G�n$a�NP\�L:Ro_�LDG��c_�\�G�RDN+l`G�N#M@G�G�RsN#MJL|ZH\$�`G�K!G�RDN
O^G�a�NPVHK!G�U
d�NPFHG@K!G�I:K!G�U!U!\$L�R&n�\�RHGJa�RHZ
U!L�L�RSh,Q#OHL:RHGJvDRHL
M�USN�FHG
O^VHn�nJZHa�NPapU!G�N�dSL:RHGy_�a:RwVHU!G|N�FHGyU!NPa:R'ZHa:K!ZwG�}DVHa:N�\$L�RHU
Z'G�[
U�_�K�\�l`G�Z�\$RsXcL�U�N�L�OeN�FHG�O^VHR'ZHa:XcG�RDN�a:n,U!NPa�NP\�U�N�\$_�U+l`L7L�vDU+NPL
_�L�RHZHVH_�N,NPF'Gfa:R'a:n�j7U!\�U�h��BL
MJG�b:G�K�d�\$R�N�FHGf_�LDL:T`G�K!a:NP\�b:G]G�RDb7\�[
K�L�RHXcG�RDN�d�L�RHGJXc\�I:FDN,R'G�G�ZmNPL&_�L�RHZHVH_�NSU!NPa�NP\�U�N�\$_�a:n7a:RHa�n$jDU!\$U
M�\$N�FHL:V'Ngl�G�\$R'I�a:lHn�G�NPL
v7R'L
M�N�FHG+O^VHn�n'ZHa�NPa�U!G�N]l`G�_�a:VHU!G+L�O
NPFHGYTHK!\$b�a�_�j�_�L�RHU�N�K�a�\$RDN�U�h�E�FHG
O^L�n$n�L
M�\�RHI|G�r7a�XcTHn$G�UB\�n�n$VHU![
NPK!a:N�G&N�FH\�U+vD\$RHZ�L�O,U!\$N�VHa:N�\$L�RS�

�u� U!_2FHLDL:n�M@a:RDNPU�N�L�\$RDb�G�U!NP\�I:a:N�GkNPFHG�K!G�n�a:N�\$L�RHU�F'\$T�l`G�[
N#M@G�G�R�T�G�L:THn�G7� U�\$RDNPG�n$n�\�I:G�R'_�G�}7V'L:NP\�G�RDN��^Q����|U�_�L:K!G�U
a:R'Z�NPFHG�\$K�a:RHRDVHa�nyU�a�n$a�K�\�G�U
h�E�F'G�U�_2F'L7L�nyFHa�U�\�NPU
U!NPVHZHG�RDNPU
�,Q��xU!_�L�K�G�U�dSlHV'NmZHLDG�UmRHL�NmF'a
b:G|U!NPV'ZHG�RDNPU
�
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U�a�n$a�K�j�\$RHO^L�K�Xca�NP\�L:RS{WN�FHG�K!G�O^L�K�G|NPFHG U�_2FHLDL�ngRHG�G�ZHUYNPL
_�LDL:T`G�K!a:N�G�M�\�NPF�_�L:XcTHa�RH\$G�UBN�FHa:N&FH\�K�GmNPFHGYU!NPVHZHG�RDNPU
d
lHVHN]N�FHL:U!G9_�L:XcTHa�RH\�G�U]a:K!G9RHL:NWM�\�n$n�\�RHI�NPLkZH\�U�_�n$L�U�G9N�FHG
U�a�n$a�K�jm\$R'O^L:K!XYa�NP\�L:RSh@¡@RyN�FHG�L�NPFHG�KJFHa�RHZSd:NPFHGBU�_2F'L7L�n
_�a�RHRHL:NJI:\�b:G+U!NPV'ZHG�RDNPU
��Q���U�_�L:K!G�UJNPL
N�FHG�\�K@G�XcTHn�L
j:G�K!U
G�\�NPFHG�K�h

� E�MJLoK!G�NPa�\$n]_�L:XcTHa�RH\$G�Uc¢£a:RHZ�¤¥G�a:_2F�FHa
b�Gma�ZHa�NPa
U�G�N+a:l`L:V'N+NPFHG�\$K&L
M�R�_�VHU!NPL�XcG�K!U��HlHVHjD\$R'Iyl�G�FHa
bD\$L�K�U
h
� L:NPF�_�L:XcTHa�RH\�G�U&MJa�R7N�NPLo_�L:R'ZHVH_�NBU�N�a:N�\$U!NP\�_�a�nSa�RHa:n�[
jDU�\�U�L�R£NPFHG�\$Ky�PL:\�R7NuZHa:N�a�U!G�N�O^L�K�XmVHNPVHa�nml`G�R'G�¦HN�h
i \�RH_�G�N�FHG�U!G�N#M@L�_�L�XYT'a:RH\�G�U+a�K�G�_�L:XcT`G�NP\�NPL�K�U�\$RsN�FHG
Xca:K!v:G�N�dDNPF'G�j�ZHLyRHL�N+M@a:RDN+NPL|ZH\$U!_�n�L:U!G�N�FHG�ZHG�NPa:\�n�G�Z
_�VHU!NPL�XcG�K!U��§\$RHO^L�K�Xca�NP\�L:RyN�LmN�FHGBL�NPFHG�KJ_�L:XcTHa�R7jDd§l'VHN
NPFHG�j�O^G�G�n�_�L�XYO^L�K�N�a:lHn�G@ZH\$U!_�n�L:U!\�RHI�L�RHn$j
NPFHG9a:I�I:K!G�I�a:NPG
\$R'O^L:K!XYa�NP\�L:RSh

E�F'G¨U�N�a:RHZ'a:K!Z©U!NPa�NP\�U�N�\$_�a:n�a�RHa:n�jDU�\�UpXcG�N�FHLDZHU�_�a:RHR'L:N
G�a:U!\�n$jªG�rDN�G�RHZ©NPLªU!L:n�b:G�N�FHGta:l`L
b:GuTHK!L:lHn�G�XcU
{kMJG�RHG�G�Z
XYG�NPFHLDZHU�N�FHa:N�U!VHTHT`L:K!N9U�N�a:N�\$U!NP\�_�a�n~a:RHa�n$jDU!\$U9\�RoacTHK!\�b�a�_�jD[
THK�G�U�G�K�bD\�RHI+Xca:R'RHG�K
h~E�FHG@I:L�a:n�L:OHN�FH\$UWTHa�T�G�KW\$UeNPL&ZHG�b�G�n�L:T
THK�L�NPLD_�L�n$U@O^L:K9N�FH\$U�N#jDT`GkL:O,_�LDL:T`G�K!a:NP\�b:GBU�N�a:N�\$U!NP\�_�a�n~a:RHa�n$jD[
U�\�U�h

E�F'G�K!G+a:K!G�N#MJL�_�L:XcXcL:R�M@a
jDU]L:O~_�LDL�T�G�K�a�NP\�L:RY\$RyT'K�a�_�[
NP\�_�G7hJ«�L:K+G�r7a�XcTHn$GDd�U!VHTHT`L:U!Gk¬­a:RHZt®�a:K!G�N#MJL�ZH\��`G�K!G�RDN
O^G�a:N�VHK!G�U9L:O�acU!a:XcTHn�G7d�a:R'Z N�FHG�j�a�K�G&l�L�NPFoVHU!G�ZoO^L:K9amU!NPa�[
NP\�U�N�\$_�a:nea:RHa�n$jDU!\$U
hBQ#R�a|_�LDL:T`G�K!a:NP\�b:GmG�RDbD\$K!L:R'XYG�RDN�d'U�L�XYG�[
NP\�XYG�UWl�L�NPF
_�LDL:T`G�K!a:NP\�RHI+T'a:K!NP\�G�Ue_�a:R
L:lHU!G�K!b:Ggl`L:N�F�¬¯a:RHZ
®�O^G�a:NPV'K�G�UeL�O'N�FHG9U�a�XYT'n$GDd�M�FH\�n$G9a:NWU!L:XcG@L:NPF'G�KWNP\�XcG7d
L�RHG
THa:K!N#j�_�a:R�L:R'n$j&L:lHU!G�K!b:Ge¬°O^G�a:N�VHK�GfL:ODNPFHGJU�a�XcTHn$GDd�a:RHZ�N�FHG
L:NPF'G�K�THa�K�N#j�_�a:RkL�RHn$jBL:lHU!G�K!b:G9®¨O^G�a:N�VHK�G]L�O�N�FHGgU!a:XcG]U!a:Xc[
THn$GDhBE�FHG
ZH\��c_�VHn�NP\�G�U�L�O]_�LDL:T`G�K!a:N�\$L�Rs\$RuNPFHG�U�GYU!\$N�VHa:N�\$L�RHU
a:K!GBZH\��`G�K!G�RDN�heE�FHG�K�G�O^L:K!G7d7lHa�U�G�Z L�R M�F'G�NPF'G�K�NPF'G�N#MJLc_�L�[
L:T`G�K!a:NP\�RHIcTHa�K�N�\$G�U+_�L�VHn$Z�L�lHU�G�K�b�GkNPFHG�U!a:XcG�O^G�a:NPV'K�G�U+L:OWa
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private vector:  yprivate vector: x
random number: v = r1 + r2 + r3 + r4

x = v1+v2+v3+v4

v3v2 v4v1

v1 y+r1, v2 y+r2, 

v3 y+r3,

v4

v1

v2

v3

v4 y+r4

Alice gets: x y + r1) + (v2 y + r2) + (v3 y + r3) + (v4 y + r4)y + v  = (v1

Alice Bob

hiding v1,v2,v3,v4
among random vectors

1-out-of-n
Oblivious Transfer

Figure 1. Scalar Product Protocol 1
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Figure 2. Two Models of Cooperation
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