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Abstract

The Generalized Temporal Role Based Access Control (GTRBAC) model introduces a large set of
temporal constraint expressions that facilitates the specification of a comprehensive access
control policy. However, the issue of its expressiveness has not been investigated earlier. In this
paper, we present an exhaustive analysis of the expressiveness of the constructs provided by
GTRBAC and prove that the set of constraints is not minimal by showing that there is a subset of
GTRBAC constraints that is sufficient to express all access constraints that can be expressed
using the full set. We formally present the minimality result for the GTRBAC constraint set and
argue that, although the complete set of constraints in GTRBAC is not minimal, having such an
extensive set is advantageous from the perspective of user convenience and the lower complexity
of constraint representation. Based on our analysis, we present a set of design guidelines that can

considerably enhance security management.
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1 Introduction

Role based access control (RBAC) has emerged as a promising alternative to traditional
discretionary and mandatory access control (DAC and MAC) models[7, 8, 9, 15, 18], which have
some inherent limitations [9]. Several beneficial features such as policy neutraity, support for
least privilege, efficient access control management, are associated with RBAC models [6, 10,
18]. Such features make RBAC better suited for handling access control requirements of diverse
organizations. Furthermore, the concept of role is associated with the notion of functional rolesin
an organization, and hence RBAC models provide intuitive support for expressing organizational
access control policies [6]. RBAC models have also been found suitable for addressing security
issues in the Internet environment [2, 9, 16], and show promise for newer heterogeneous
multidomain environments that raise serious concerns related to access control across domain
boundaries [10].

One of the important aspects of access control is that of time constraining accesses to limit
resource use. Such constraints are essential for controlling time-sensitive activities that may be
present in various applications such as workflow management systems (WFM Ss), where various
workflow tasks, each having some timing constraints, need to be executed in some order. Use of
RBAC has been found very suitable for such workflow applications [4]. To address genera time-
based access control needs, Bertino et al. propose a Temporal RBAC model (TRBAC), which has
been generalized recently in the related paper [11]. The Generalized-TRBAC (GTRBAC) model
recognizes that tempora constraints are an important feature that orthogonally applies to all
aspects of arole system, that is, to role themselves, to permissions assigned to roles, and to role
use permissions given to users. GTRBAC thus incorporates a set of language constructs for the
specification of various temporal constraints on roles, including constraints on their activations as
well as on their enabling times, user-role assignments and role-permission assignments. In
particular, GTRBAC makes a clear distinction between role enabling and role activation. A role
isenabled if auser can acquire the permissions assigned to it, but no one has done so. An enabled
role becomes active when a user acquires the permissions assigned to the role in a session. By
contrast, a disabled role cannot be activated by any user. Therefore, constraints on
enabling/disabling roles specify when roles can actually be used or not used by subjects. An open
issue in the GTRBAC mode is that of its expressiveness. It is important to understand if its

constraint set isminimal and if it is not then how it can be beneficial from a practical perspective.



In the related paper [11], we presented a generalized TRBAC model and addressed issues related
to specification and modeling. We showed through various examples from real world applications
how GTRBAC's tempora constraint expressions fulfill diverse access control requirements.
Furthermore, in [12], we introduce the various kinds of temporal hierarchy that can exist in a
GTRBAC model and analyze how hierarchy-related features differ in different types of hierarchy.
The different types of hierarchy we have identified are: the I-hierarchy that only allows
permission-inheritance semantics; the A-hierarchy that allows only activation semantics; and | A-
hierarchy that allows both inheritance and activation semantics. Furthermore, a notion of AC-
equivalence is introduced in [12], that establishes applicability of one hierarchy type to replace
another hierarchy type. In particular, it has been shown that not al hierarchies in which different
hierarchical relations co-exist are AC-equivalent. Our formal analysisin [12] further shows that in
presence of timing constraints on various entities, the separation of the permission-usage and the
role-activation semantics provides a basis for capturing various inheritance semantics of role
hierarchies. We show that these hierarchies can further be divided into sub-types, to account for
the subtle effects of temporal constraints.

However, a key issue that has not been addressed so far is that of the expressiveness of the
GTRBAC model. It is also relevant to investigate how its structure and semantics can be used in
devising proper constraint design guidelines for efficiently expressing access policies. It is
important to determine if having so many constraints in the GTRBAC model is at all beneficia
from the practical access control policy design perspective. In other words, it is necessary to first
investigate if there is a smaller set of constraints that have the same expressive power as the
current set of constraints do, and then to understand whether the exhaustive set of GTRBAC
constraintsis beneficial for practical applications.

In this paper we formally address key issues related to the expressive power of the GTRBAC
model and its impact on the design of access constraints. Asanovel contribution of this paper, we
show through extensive analysis that GTRBAC isin fact not minimal and there exists a subset of
GTRBAC constraints consisting of only temporal constraints on role enabling and activation
constraints that have the same expressive power as does the complete set of GTRBAC
constraints. However, we show that using such aminimal constraint set for specifying all types of
constraint requirements may not be efficient and intuitive. Based on such results, we argue that
the current set of congtraints is much more flexible in terms of the user-convenience and smpler

constraint representation. Based on our analysis, we provide a set of design guidelines that is



aimed towards improving efficient and convenient use of various constraints to represent the
overall access control policies.

The paper is organized as follows. In section two, we briefly present the constraint model of
GTRBAC. In section three, we discuss issues related to permission inheritance and role activation
in role hierarchies under the GTRBAC model. In section four, we analyze the expressiveness of
the GTRBAC model and present the minimality results as well as the constraint design guidelines

based on them. We then present related work in section five and our conclusions in section six.

2 Generalized Temporal Access Control Model (GTRBAC)

The GTRBAC model proposed in [11] is an extension of the TRBAC model [5]. The model
introduces the separate notion of role enabling and role activation and provides constraints and
event expressions associated with both. An enabled role indicates that a valid user can activate it,
wheresas an activated role indicates that at least one user has activated it in a session. Constraints
in GTRBAC allows the specification of the following:

1. Temporal constraints on role enabling/disabling: These congtraints allows one to specify the
intervals and durations in which a role is enabled. When a role is enabled, the permissions
assigned to it can be acquired by a user by activating it. When duration is specified, the
enabling/disabling of a role is initiated by a constraint enabling expression that may be
separately specified at run-time by an administrator or by atrigger.

2. Temporal constraints on user-role and role-permission assignments. These constraints
provide constructs to express either a specific interval or a duration in which a user or a

permission isassigned to arole.

3. Activation constraints: These congtraints alow one to specify how a user should be restricted
in the actua activation of a role. These include, for example, specifying what is the total
duration a user is alowed to activate a role, how many users can be allowed to activate a

particular role, etc.

4. Run-time events: A set of run-time events allows an administrator to dynamically initiate
GTRBAC events, or enable duration or activation constraints. Another set of run-time events

alow usersto make activation requests to the system



5. Constraint enabling expressions: GTRBAC includes events that enable or disable duration
constraints and role activation constraints. The duration constraints may be on role enablings,

user-role assignments or role-permission assignments.
6. Triggers: Triggers allow expressing dependencies among GTRBAC events.

Tabl e 1 summarizes the constraint types and expressions of the GTRBAC model. The
GTRBAC model extends the safety notion of the TRBAC model to show that there exists an
execution model for it. The periodic expression of form (I, P) used in the constraint expressions
are based on those in [3, 14]. The function Sol(l, P) as defined in [5] is used to determine al the
time instants denoted by the interval expression (I, P). D expresses the duration specified for a

constraint. For more details, we refer the readersto [11].

Tabl e 1. Constraint Expressions

Constraint Constraints Expression Set/Type
categories
Periodicity User-role assignment (I, P, priassi gnJ deassi gny rtou) Curp
Congtraint Role enabling (I, P, pr:enabl e/ di sabl er) Crp
Role-permission assignment (I, P, priassi gnge/ deassigne p tor) Crro
Duration User-role assignment ([(1, P)| D], Dy, pr:assi gny deassigny r tou) Curd
Congtraints  [Role enabling ([(1, P)| D], Dg, pr:enabl e/ di sabl er) Crd
Role-permission assignment ([(1, P)| D], Dg, pr:assi gne/ deassi gne ptor) Cord
Duration Total activerole [Per-role ([(1, P)| D], Dagive, [Desaud, &Ct i VER total 1) Car
Constraintson  duration Per-user-role | ([(I, P)| D], Dusctive, U, aCt i VER total ) Claur
Role Activation  |\fax role duration per  [Per-role ([(1, P)| D], Duax, &Ct i VER ax T ) Chur
lactivation Per-user-role | ([(I, P)] D], Dumax, U, &Ct i Ve R max I Corur
Cardinality ~ [Total no. of activations |Per-role ([(1, P)| D], Nactives [Neeraud], Ct i VEern 1) Con
Constraint on Per-user-role | ([(1, P)| D], Nuatve U, aCt i VELr o 1) Coour
Role Activation  \r=3 "6 of concurrentper-role ([(1, P)| D], Novew, [Naau], ACt i VER con T) Clor
lactivations Per-user-role | ([(I, P)| D], Numax, U, aCt i VEur con ) Clmur
Trigger Ei,..,E,,Ci,...,Ck — pr:Eafter At Cur
Constraint pr:enabl e/ di sabl e c Ce
Enabling where ¢ [{ (D, Dy, pr:E), (C) , (D, C)}
U Users activation request (s(de)activate r for uafter At) G
Rl;gugg (pr:assi gny de-assigny rtou after At) Coadrin
Administrator’ s run-time request (pr:enabl e/ di sabl erafter At) Coadrmin
(pr:assi gne/ de-assignp p tor after At) Carin
(pr:enabl e/ di sabl ec after At) Coadrin

We illustrate with an example the GTRBAC specification of an access control policy. Tabl e 2
contains the GTRBA C specification of a hospital’s access policy. Groupings labeled 1, 2, 3, 4 and

a, b, ¢, d are used simplify the discussion.

In 1a, the enabling times of DayDoctor and NightDoctor roles are specified as a periodicity
constraint. For smplicity we use DayTime and NightTime instead of their (I, P) forms. In 1b,

different users are assigned to the two doctor roles. Adams can assume the DayDoctor role on



Mondays, Wednesdays and Fridays, whereas Bill can assume the DayDoctor role on Tuesdays,
Thursdays, Saturdays and Sundays. Similarly, Alice and Ben are assigned to the NightDoctor role
on the different days of the week. Furthermore, in 1c, the assignment indicates that Carol can

assume the DayDoctor role everyday between 10 am and 3pm.

In 2a, users Ami and Elizabeth are assigned roles NurselnTraining and DayNurse respectively,
without any periodicity or duration constraints, that is, the assignment is valid at al times. 2b
specifies a duration constraint of 2 hours on the enabling time of the NurselnTraining role, but
this constraint is valid for only 6 hours after the constraint cl is enabled. Because of this, Ami will
be able to activate the NurselnTraining role at the most for two hours whenever the role is
enabled.

Tabl e 2. Example GTRBAC access policy for amedical information System

1 a | (DayTime, enabl e DayDoctor), (NightTime, enabl e NightDoctor)

b. | (M, W, F),assi gny Adamst o DayDoctor), ((T, Th, S, Su), assi gny Bill t o DayDoctor),
(M, W, F), assi gny Alicet o NightDoctor), ((T, Th, S, Su), assi gny Bent o NightDoctor)

([10am, 3pm], assi gny Carol t 0 DayDoctor)

N
oo

(assi gny Ami t o NurselnTraining)
(assi gny Elizabetht o DayNurse)

cl = (6 hours, 2 hours, enabl e NurselnTraining)

(acti vat e DayNurse f or Elizabeth —» enabl e NurselnTraining aft er 10 min)

b

3 | a | (enabl e DayNurse — enabl e cl)
b
c

(enabl e NightDoctor — enabl e NightNurse af t er 10 min)
(di sabl e NightDoctor - di sabl e NightNurse af t er 10 min)

d. | (enabl e DayDoctor - enabl e DayNurse aft er 10 min)
(di sabl e DayDoctor - di sabl e DayNurse after 10 min)

4 a | (10, acti vegr , DayNurse)

b. | (5 activeg , NightNurse)

C. (2 hours, act i veg {ora NurselnTraining)

The constraints in 3 are triggers. Trigger 3a indicates that constraint cl is enabled once the
DayNurse is enabled, which means now the NurselnTraining role can be enabled within the next
6 hours. Trigger 3b indicates that 10 min after Elizabeth activates the DayNurse role, the
NurselnTraining role is enabled for a period of 2 hours. This shows that a nurse in training will
have access to the system only if Elizabeth is present in the system, that is, she is acting as a
training supervisor. It is possible that Elizabeth activates the DayNurse role a number of times
within 6 hours after the DayNurse role is enabled, and hence the NurselnTraining role will be
enabled as many times if these activations (by Elizabeth) are more than 2 hours apart. This will

allow Ami to activate the NurselnTraining role a number of times. To prevent this, there is also



an activation constraint 4c on the NurselnTraining role restricting its total activation time to 2
hours. The remaining triggers in 3 show that the DayNurse and NightNurse roles are enabled
(disabled) 10 min respectively after the DayDoctor and NightDoctor roles are enabled
(disabled). The constraint set 4 shows some activation constraints. 4a says that there can be at
most 10 users activating DayDoctor role at atime, whereas 4b shows that there can be at most 5

users activating the NightDoctor role at atime.

In a GTRBAC system, the reservoir of all constraints is termed as its Temporal Constraint and
Activation Base (TCAB). All the constraints of a TCAB must be satisfied before a user is
authorized to access an object. We note that a TCAB does not contain run-time requests as they
are events requested by users/administrators at arbitrary times. Thus, we see that a TCAB can be
represented as a tuple T = (Curp, Cros Crros Curds Cras Crrary Cary Claurs Comrs Corrs Coiry Cour,y
C?ry Conars Ciry, Co) Where each component is a constraint type as depicted in Tabl e 1. Here,
we use a congtraint type name to also refer to the set containing constraints of that type, for

example Cyg, also refers to the set containing the periocitiy constaints on user-role assignments.
3 Temporal hierarchiesand Inheritance semanticsin GTRBAC

In this section, we briefly summarize the relevant background on the temporal hierarchies and
various inheritance semantics that are possiblein a GTRBAC system. For a more rigorous formal
discussion, the reader isreferred to [12].

In[12], we identify and formally define three types of temporal hierarchiesin a GTRBAC model.
These are similar to the hierarchies proposed in [19], which are considered in a different context

and do not address temporal issues related to them. The three types of temporal hierarchies are

inheritance-only hierarchy denoted by >' (I-hierarchy) , activation-only hierarchy denoted by ' (

A-hierarchy) and inheritance and activation hierarchy denoted by =' ( IA-hierarchy ). An I-

hierarchy only includes permission-inheritance semantics, which allows a senior to inherit all its
juniors permissions. However, it restricts a user assigned to the senior from activating any of the
junior roles unless ghe is explicitly assigned to them. An A-hierarchy only allows activation
semantics, according to which a user assigned to the senior role can also activate its junior roles;
however, the user can acquire only the permissions of the activated role. Finally, 1A-hierarchy
includes both the inheritance and activation semantics, thus, allowing a senior role to inherit all
its junior roles permissions, as well as permitting any user assigned to the senior role to also

activate the junior roles within the same or different session.



Examples of the three hierarchies are illustrated in Figure 1, where the Software Engineer role
is senior to the Programmer role. In Figure 1(a) and 1(b), the combination of roles that a user u
who is assigned only to Software Engineer role, can activate is {(Software Engineer),
(Software Engineer, Programmer) (Programmer)}. However, the permissions associated with
the same combination in the two cases are not exactly the same. For example, if u activates the
Software Engineer role, he can acquire permissions of both the roles’ if it is an |A-hierarchy
(Figure 1(a)), wheresas, whereas, s/he acquire only Software Engineer role's permissions if it is
an A-hierarchy (Figure 1(b)). We note that in | A-hierarchy, u acquires the same set of permissions
by activating role combinations (Software Engineer, Programmer) and (Software Engineer),
so u can simply activate a single role ((Software Engineer role) if he wishes to acquire the
permissions of both the roles.

Under the role hierarchy reported in Figure 1(c), the user can activate only the Software
Engineer role unless the user is adso explicitly assigned to the Programmer. However, he

acquires maximal permissions, that is, permissions assigned to both the roles.

7,—'3 U assigned to *\
Software Software Software
Engineer Engineer Engineer
: Combination of rolesthat can be i
{ activated o T Combination of rolesthat
: ) Lo : can be activated :
{(Software Engineer), { (Software Engineer)}
(Software Engineer, Programmer), ‘

: (Programmer) } P
< ,Programmer ‘ ’Programmer ‘ ’ Programmer

(@) 1A Hierarchy (b) A Hierarchy (c) | Hierarchy

Software
Engineer

Programmer

(M (i)

(d) Enabling intervals of  Software Engineer and Programmer roles

Figure 1. An example hierarchy
Figure 1(d) shows two cases where enabling times of the two roles are different. When enabling

intervals of hierarchically related roles differ in such afashion, we need to consider how we allow



inheritance and activation semantics in intervals where only one role is enabled. This issue is
briefly discussed in Section 3.1.

3.1 Enabling Constraintsand Temporal Role Hierarchy

A hierarchy in presence of various tempora constraints becomes dynamic as permissions and
users can be assigned/de-assigned to any junior roles at times when a senior role is enabled.
Furthermore, there are activation constraints that need to be accounted for when either of the
hierarchy types is considered. Here, we consider the effect of the presence of role enabling

constraints on both inheritance and activation hierarchies.
Inheritance-only hierarchy (I-hierarchy)

Based on the temporal characteristics of hierarchically related roles, such as their enabling times

as shown in Figure 1(d), the following two subtypes of an I-hierarchy can be identified:

1. Unrestricted I-hierarchy (I ,-hierarchy): In this case, the permissions of a junior role are
inherited by its senior role whenever the senior role is enabled. For example, in interval 7, of
Figure 1(d)-(ii), the Software Engineer role is enabled but the Programmer role is not
enabled. However, the unrestricted inheritance semantics permits the Software Engineer

role to inherit the permissions of the Programmer role even in thisinterval.

2. Restricted I-hierarchy (l,-hierarchy): Here, the permissions of ajunior role are inherited by its
senior role only in intervals in which both the roles are enabled. Hence, in interval 7, of
Figure 1, the Programmer role's permissions are not inherited by the Software Engineer

roleininterva .

In Figure 1(d)-(i), we see that the enabling interval of Software Engineer roleis a subset of that
of the Programmer role. In this case, whenever u activates the Software Engineer role she
also acquires the permissions of the Programmer role, because at that time the Programmer
role is also enabled. Thus, in interval 7;, u cannot acquire any permissions of the Programmer

roleevenif it is enabled, asthe Software Engineer roleis disabled at that time.
Activation-only hierarchy (I-hierarchy)

Similar to an I-hierarchy, two subtypes of an A-hierarchy can be identified:



1. Unrestricted A-hierarchy (A,-hierarchy): In this type of hierarchy, a user assigned to a senior
role can activate its junior role at anytime the junior role is enabled. For example, in Figure
1(d)-(i), a user assigned to the Software Engineer role can activate the Programmer role

evenintheinterva 1, in which the Software Engineer role is actually not enabled.

2. Restricted A-hierarchy (Ac-hierarchy): In this case, a user assigned to a senior role can
activate its junior role only at time intervals in which both are enabled. For example, in
interval 711, a user assigned to the Software Engineer role cannot activate the Programmer

role because the Software Engineer roleisdisabled in thisinterval.

In Figure 1(d)-(ii), we see that the Programmer role is disabled in interval 7. Hence, a user
assigned to the Software Engineer role cannot activate it, as arole cannot be activated unless it
isenabled first.

General inheritance hierarchy (I A-hierar chy)

As an |A- inheritance incorporates both the permission inheritance and role-activation semantics
of I-hierarchy and an | A-hierarchy, it also has the same subtypes — an unrestricted and arestricted
form. For instance, in interval 1, the |A-hierarchy can benefit from the use of role-activation
semantics and activate the junior role using the unrestricted semantics. Similarly, in interva 7,
the inheritance semantics can be used and inheritance through the senior role using unrestricted
semantics. The restricted |A-hierarchy allows inheritance or activation semantics only in the
overlapping enabling intervals of the hierarchically related roles. The restricted and unrestricted

forms fo each hierarchy typeis summarizedin Tabl e 3.

Tabl e 3. Inheritance semantics

ryissenior of ry - T r
r,di sabl ed r,enabl ed
r.enabl ed rodi sabl ed

| Hierarchy Type

Inheritance

No inheritancein 7

Inheritancein
(by activating ry)

No inheritancein

No inheritancein

Activation | A,

Inheritancein
(by activating r,)

No inheritancein

No inheritancein

No inheritancein

General 1A,
Inheritance

Inheritancein
(by activating r,)

Inheritancein r
(by activating ry)

No inheritancein

No inheritancein




3.2 Activation Constraints and Role Hierarchy

In [12], we show that an activation constraint can either be permission-oriented or user-oriented.
If an activation constraint is permission-oriented, it implies that the activation constraint is aimed
at congtraining the use of permissions acquired through the role on which the activation constraint
is defined. For example, if a permission-oriented cardinality constraint of n is defined on arole
then it means that the goal is to limit the number of times the associated permissions are used to n
times. As A-hierarchies do not alow a user to acquire junior roles permissions without explicit
activation of the junior roles, A-hierarchies are suited for permission-oriented activation
constraints. Similarly, an activation constraint can also be user-oriented. For example, if the same
cardinality constraint is user oriented, then it implies that the aim of the constraint is to limit the
number of users that can activate at a time. Here, one is not concerned how many times the
associated permissions are used. For example, the permissions of a role may be used by different
users through different roles of an I-hierarchy because of inheritance. Tabl e 4 summarizes the
suitability of various kind of hierarchy for activation constraint that are either user-oriented or

permission-oriented.

Tabl e 4. Cardinality constraints and hierarchy

Hierarchy Activation constraints
User-oriented Permission-oriented

I-or 1A-hierarchy Suitable Not suitable

A-hierarchy Not suitable Suitable

As the concept of a role as a “set of permission” is the most prevalent one, it means that the
permission-oriented activation constraints lend itself closer to an RBAC model than the user-
oriented activation constraints. As we can see from the table, an A-hierarchy is particularly

suitable for such permission-oriented activation constraints.

We note that the role-activation semantics actualy incorporates some implicit notion of
permission inheritance as the actua activation of a junior role allows its permissions to be
acquired by a user assigned to its senior. An advantage of A-hierarchy is that it alows all
combination of roles to be activated in a session. This allows a user to acquire, in a session, all
levels of granularity of permissions sets associated with the roles. This is not possible in a
hierarchy that has permission-inheritance semantics. This is because an I-hierarchy only allows
al permissions to be acquired whenever the role that a user is assigned to is activated, such

combinations. Similarly, an I-hierarchy a combination of rolesthat contain a senior and ajunior is

10



redundant (as shown in the case of Figure 1) in terms of what permissions that the user can
acquire. The issue of granularity of permissions set that can be acquired makes A-hierarchy most
suitable mechanism to address the issue of the principle of least privilege, particularly because
dynamic separation of duty can be additionally applied to hierarchically related roles to restrict a
particular set of roles to be activated [12, 19]. An obvious disadvantage of an A-hierarchy is that
explicit activations each role in a role set is essential to acquire a certain set of permissions.
However, such difficulties may be overcome by practical techniques such as identifying role sets

that a user usually activate at once and use group names.

An important conclusion in [12] is that all monotype hierarchies (that contains only one
hierarchical relation between roles in a hierarchy) are AC-equivalent. Two AC-equivalent
hierarchies alow the same set of maximum permissions to be acquired by a user. It has also been
shown in [12], except for a special case of a mixed hierarchy, all other mixed hierarchies (that
applies different hierarchical relations between different role pairs of the hierarchy) that most of
the mixed hierarchy types are AC-equivalent to the monotypes. The specia case is the one that
has a linear |-type hierarchy that preceded an A-type hierarchy in alinear chain of hierarchically
related roles. We refer to [12], for a detailed formal treatment. The effect of such structure is that

the maximal set of permissions has smaller size than that are possible in monotypes.

In the remaining part of the paper, whenever we talk about a GTRBAC system we assume that A-
hierarchy is used. This is because we believe A-hierarchy is theoretically the best representative
of all of monotypes as well as most of the mixed types of hierarchies. Furthermore, A-hierarchy is
much more suitable for the permission-oriented activation constraints, which we believe should
bear higher emphasis in a GTRBAC system because of the notion of a role as a “set of

permissions’.

Before we present our analysis of the expressiveness of the GTRBAC model, we present an
example of A-hierarchy that also includes activation constraints. Figure 3 depicts an example of
an activation congtraint in a role hierarchy of type A.. Here, MV1, MV2 and MV3 are seniors to
role MV. There is a per-role total duration activation constraint specified for MV. Furthermore,
assume that MV1, MV2 and MV3 are enabled at al times. Thus, at anytime a user assigned to
MV1, MV2 or MV3 can activate the MV role. Hence in Figure 2, the total activation duration
allowed to the users A, B and C, if they are the only users assigned to the three senior roles, is 600
hours. Furthermore, since the default value is not specified, any of the users A, B or C may use al
600 hours.

11
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Figure 3. Constraint in a hierarchy

4. Expressiveness of GTRBAC and Design Considerations

We have introduced a comprehensive set of temporal constraintsin GTRBAC in the related paper
[11]. A pertinent question is whether such an exhaustive set of temporal constraintsis required at
al, or isthere a minimal set of congtraint types that have the same expressive power as the set
containing al the constraint types introduced in this paper. By now, it should be clear that the set
of GTRBAC constraint types may not be minimal. In this section, we show formally that the set
of GTRBAC constraint types is indeed, not minimal. By introducing the notion of activity-
equivalence or a-equivalence, we show that there exists a minimal set of constraint types that
have an expressive power equivalent to the set of all the GTRBAC congtraint types. However, we
show through an extensive analysis that even though such a minimal set exists, the complete set
of GTRBAC constraints provides with better alternatives for representing access constraints.
Such alternatives alow one to favor user convenience and lower complexity of representation

over the use of the minimal set of constraints.
4.1 Minimality of GTRBAC

Given a GTRBAC system, as we have seen earlier, its TCAB T can be represented as (Cyry, Cry,
Crros Curds Crds Crray Cars Caurs Corrs Comurs Conrs Corurs Clrs Comurs: Cry Co)- In the discussion
below, we use a shorter version, such as T = (Cg,, Cury), When only Cg, and Cyg, are nonempty
sets of congtraints. The behavior of a GTRBAC system depends on T, the set of users User s, the
set of roles Rol es, the set of permissions Per i ssi ons, and the role hierarchy RH (we
denote it as <). Note that for reasons mentioned in Section 3, we consider RH to be an activation

hierarchy. Therefore, we can use the tuple (T, User s, Rol es, Per ni ssi ons, RH) to indicate

12



a GTRBAC configuration. For simplicity, we will include only those parameters of a
configuration that are essential for the context at hand. For example, we will write (T, Rol es,

RH) to represent a configuration when the discussion that follows considers an unchanging set of
C

Users and Perni ssions. We will aso use the notation (u= p) to read “u acquires
t

permission p at time t under configuration C’. Next, we define the notion of a-equivalence
between two GTRBAC configurations.

Definition 4.1.1 (Activity-equivalence or a-equivalence): Given a GTRBAC system with two
configurations C, = (T, User s, Rol esy, Per mi ssi ons, RH;) and C, = (T, User s, Rol es,,
Per m ssi ons, RH,) (User s and Per i ssi ons are the same in both the configurations),
the configurations C, and C, are said to be a-equivalent (written as C, = C,) if, for all pairs (u, p)

Ci C:
such that u O User s, p O Per m ssi ons, the following condition holds. (u= p) iff (U= p).
t t

Furthermore, if C,=C, and C,= C,,, then C,= C, (transitivity).

The a-equivalence between two configurations of a GTRBAC system indicates that a user can
perform the same accesses under the two configurations. Hence, by replacing configuration C, by
C,, we do not change the accesses that are allowed for each individual user.

The GTRBAC system contains many constraint types. We show next that the set of constraint
types is not minimal, i.e., some constraint types can be removed without reducing the expressive
power of the GTRBAC constraint system. For example, the temporal constraints on assignments
can be expressed by using temporal constraint on roles (possibly new ones). Using a-equivalence
between GTRBAC configurations, we will show that there is a minimal representation that uses
only periodicity and duration constraints on roles, and the per-role activation constraints.
However, we will still need the default assignments that smply assign users or permissions to
roles without specifying any temporal restriction. Although default assignments can be
considered as a specia case of periodicity constraints, we will consider it a specia constraint type

(non-temporal constraint) represented by Cy.
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Algorithm Tr ansf or mL

Input :Cin; Output : Cout

1. Cow={T,Roles’ ,RH}=C={T, Rol es, RH};

2. FOReachc=(X, pr:assi gn/ deassignptor)OT,whereX={(l, P), ([(I, P)|, D4, D)} DO

3. Create auniqueroler;;

4. Replace all occurrences of {X, pr:assi gn/ deassi gnptor} by{X, prienabl e/ di sabler} inT

5 Add default assgnment assi gn/ deassignptoritoT

6. FOR eachtrigger TR O T', where TR="E,,...,E,, Cy1,...,Cc » pr:Eniafter At” DO

7. Replace TRby TR =“E'y,...,E'n,C'1,...,Cx » pr:Enafter At”, suchthat,(i=1tont+l,j= 1tok) &
8. IF (E== “assi gn/deassignptor’) THENE; = “enabl e/ di sabler" ;

9. ELSEE; =E;

10. IF (C; == “assi gned/ deassignedptor” )THENC; = “enabl ed/ di sabl ed r" ;
12. ELSEC; =G

13. /IENDFOR

14. Rol es’ =Rol es’ O {r};

15. FOR eachroler; O Rol es such that {r; <r} DO

16. RH' =RH' O{rj<ri};RH'=RH -{r;<r}

17. //[ENDFOR

18. RH =RH’ O {r; <r}; /I Note: all are A-hierarchy

19. //ENDFOR

20. return Cyy;

Figure 3. Algorithm Tr ansf or mlL

Algorithm Tr ansf or n2
Input : Cin; Output : Con

1

2
3
4.
5
6
7
8
9

10.
12.

13

14.

Cout = Cin (i.e,{T,Rol es’ ,RH'}={T, Rol es, RH}); S=0;

FOR each c= (X, pr:assi gn/ deassi gnutor) 0T, where X={(l, P), (((I, P), Dy, D)} DO
Createauniqueroler;; S=S0O (u,r, rj) /I function getSui(S u, r) used in line returns r; r(NIL if eturns
Replace all occurrences of {X, pr:assi gn/ deassi gnutor} by{X, prienabl e/ di sabler}inT
Add default assgnment “assi gn/ deassi gnutoritoT ”

FOR eachtrigger TR O T', where TR="E;, ,...,E,,Cy,...,Ck - pr:Eniafter At DO

Replace TRby TR where TR ==“E’y,...,E',,C'1,...,C«x - pr:E'n.1after At” suchthat

IF (E=="assi gn/ deassignutor’) THEN E'; : = “enabl e/ di sabler" ;
ELSEE; :=E;
IF (C=="assi gned/ deassi gnedutor” ) THENC’; : = “enabl ed/ di sabl ed r" ;
ELSEC; : =C;

/I ENDFOR

Rol es’ =Rol es’ O {ri};
FOR eachrolerj 0 Rol es such that {r <rj} DO
RH =RH O{ri <r}; RH' =RH" - {r <rj};
//[ENDFOR
RH' =RH" O{r <ri};
//[ENDFOR
/I Handle all the per-role-activation constraints
FOR each pair (u, r) such that thereisan activation constraint (X, Yy, u,acti veyyr) O T
where X0 {(I. P), D}! Yu O {Duactivey Dumax; Nuac[iveu Durrax} and
activeyy ={acti veur o, acti Veyr max, aCti veurn, acti veyr con} DO

IF (ri:=getui(S u, r) == NIL) THEN Create auniqueroler;, /I getSUi(S, u, r) == NIL means that

FOR eachc=(X, Y, u,activeyr)dT DO /I therewasno u, r assignment in line 1
Letc’ =(X, Yy, acti veyyr);
Replacecin T by ¢’ wherec' =(X, Y,, acti veuyy ri); /INote that old c will not bein T
Replace all occurrencesof “enabl e c” by “enabl e c'”

/IENDFOR

IF (ri was created new in Line 24) THEN
Rol e’ =Rol e’ O{r};
FOR eachroler; O Rol es such that {r <r}DO
RH'=RH' O{ri<r}; RH'=RH' - {r <r};

//[ENDFOR

RH =RH" O {r <ri}; /I Note: all are A-hierarchy
//[ENDFOR
return Coy;

Figure 4. Algorithm Tr ansf or n2
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The two algorithms shown in Figures 3 and 4 are used to replace certain constraint types in a
configuration by other types to produce an a-equivalent configuration. Algorithm Tr ansf or nil
takes in a GTRBAC configuration and produces an a-equivalent configuration with al the
temporal constraints on role-permission assignments removed. Similarly, the algorithm
Transf or n2 produces a new configuration that is a-equivalent to the input configuration Ci,
with all user-role assignments and per-user-role activation constraints removed. The following

two lemmas formally show that the transformation done by each agorithm is correct.

Lemma 4.1.1 (Correctness of Transf or ml): Given an input configuration C;,, algorithm
Tr ansf or ml produces C, such that there are no temporal role-permission assignmentsin Coy,
and Cin = Cout-

Lemma 4.1.2 (Correctness of Tr ansf or nR): Given an input configuration Ci,, algorithm
Transf or 2 produces C,; such that there are no temporal user-role assignments and per-

user-role activation constraintsin Cqy, and Ci, = Cout.

We use the following notion of minimal constraint set (MCS) to express the fact that there is an

a-equivalent configuration that has the minimum number of constraint types.

Definition 4.1.2 (Minimal Constraint Set): Let MCYT) be the set of constraint types in TCAB
T, and CS={C,, C,, .. C;} be an a-equivalent set of configurations such that C; = (T;, Rol es ,
RH) fori=1,2, ..., n. We say that MCYT;) is the minimal constraint set (MCS) of CSfor i U {1,

2, ..., n}, if there exists no other configuration C; = (T;, Rol es;, RH;), suchthat i #j and
MCS(T;) OO MCS(T)).

The definition implies that a minimal congtraint set is the one that has the least number of
temporal congtraint types. Note that the role set and hierarchy may be atered to reduce the
number of constraint types. We are now ready to present the minimality result for GTRBAC

system, which is expressed by the following theorem.

Theorem 4.1 (Minimality of GTRBAC): Let C; be a GTRBAC configuration, such that {Cy,
Crp Cra, C%, Cyr, Ci} [ MCY(T); There existsa GTRBAC configuration C, such that:

a C]_ = Cz, and
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b. MCYT,;) ={Cq Cry Cra» C%, Cy, C}, (note that C° represents per-role activation

constraint types), and
c. MCS(T,) isaminimal constraint set,

Theorem 4.1 shows that the set of GTRBAC constraints is not minimal because, a set of default
assignments, periodic and duration constraints on role enabling (disabling), and per-role
activation constraints can be used to represent any access constraint that GTRBAC constraints
can represent. We can see from the transformation algorithms that replacing temporal constraints
on assignments by temporal constraints on roles, in general, increases the number of roles and the
complexity of role hierarchy, which may not be desirable. This is because agorithms
transforml and t ransf or n2 creates a new role for each temporal assignment that they
replace. This may not be very intuitive and efficient as it means there will be as many new roles
as there are temporal assignments. This results in a worst case where a role is created for each
user (or permission) in the system. A more intuitive and practical approach would be to create a
least number of roles such that the enabling/disabling intervals for them are non-overlapping. For
example, if there is a Doctor role and each of the n users are assigned to it for either day time or
night time (or both), then, instead of creating n new roles, we can simply create DayDoctor and
NightDocor roles and assign al the n users to one or the other (or both). Thus, to create such
temporally non-overlapping roles, we must first divide n periodic expressions into temporally

non-overlapping set of periodic expressions such as, Daytime and Nighttime.

We next provide formal definitions and agorithms to generate such a digoint set of roles that
replace a set of tempora assignments. We firgt introduce the formal notions of containment,
equivalence, overlapping and disjunction between a pair of periodic expressions. Note that, an
arbitrary set of intervals can be represented by a periodic expression. This is possible because,
each such expression can be formulated, at the worst as a periodic expression that lists every

starting point and the smallest calendar as a duration.

Definition 421  (Containment/Equivalence/Overlapping/Digunction  of  periodic

Expressions) : Let PE;=(1;, P;) and PE,=(l,, P,) be two periodic expressions, then
1. PE;issaidto be contained in PE; (written as PE; (1 PE,), if the following conditions hold

for all t, (t 0 Sol(l4, Py) — t O Sol(l, Py));
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2. PE;and PE; are said to be equivalent (written as. PE; = PE,) if
(PE. 0 PEy) O(PE, O PEy);

3. PE;and PE; are said to be overlapped (written as PE; 0 PE,) if the following condition
holds:

0t,, t, such that
o (t, tn)ON(Py), i.e ty, tyareend points of aninterval in P,, and
° Dtaa tba

0 t<ty< <ty and
0 (ty ty O SOI(l1, Py) - (ta0 Sol(l, Py) Oty O Sol(l,, P)) O (t,d Sol(l,, Po) Oty
0 Sol(l2, P2)));

4. PE; and PE, are said to be digoint (written as PE; OPE,), if, for all t;, t, such that (t;[]
ol (14, Py) Ot O Sol(I, Py), the following condition holds:

((t, O Sal(l,, Py) -t OES0l(I,, Py)) O(t2 O Sol(l4, P1) - t; O ESOl(14, Py)),

where ESol(I, P) isthe set of end-points of intervalsin (I, P) such that if t O ESol(l, P)
thent O Sol(l, P).

A set of periodic expressions is said to be digoint if the period expressions are pair-wise digoint,
otherwise it is said to be non-digoint. Similarly, a set of periodic expressions is said to be

equivalent if all the period expressions are equivalent to each other.

PE

PE1

PE2

PE3

PE4

PES

PE1 overlaps with PE PE2 overlaps with PE i
PE3 is contained in PE PE4 is disjoint from PE
PES5 is equivalent to PE

Figure 5. Tempora relations between apair of periodic expressions
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Figure 5 shows some examples of these relations. Note that the fourth part of the definition
implies that if only endpoints of intervals of two periodic expressions are common, then they are
considered digoint. Idealy, we want to compute a digoint set of periodic expressions that is
minimal. The next definition expresses the notion of minimal disjoint set (MDS) over a set of
periodic expressions.

Definition 4.2.2 (Minimal Digoint Set): Le PE= {PE,, PE,, ..., PE;} be a set of arbitrary
periodic expressions. The minimal digoint set (MDS) over PE isthe least set of digoint periodic
expressions, MDS, defined as:

MDSe = min{PEj | 1< i <m},
such that the following conditions hold,
1. PE,OPE,O..0PEL=PE OPEO...OPE,

2. If there exists a ty, such that (t,00 Sol(PE) Ot,00 Sol(PE')) for 1<i<m,1<j<n, then
Ot,, (t. O Sol(PE)) - t, O Sol(PEY)))

In the definition, the first condition says that the MDS contains periodic expressions containing
al time instants that are contained in all the origina set of periodic expressions PE;s. The second
condition ensures that if atime instant from a PE; isin PE’; then the time instants that are not in
PE; will not be in PE';. In other words, each PE’; is contained in one or more PE’;. Associated
with MDS, we define minimal subset (MS) of a periodic expression over a MDS as follows.

Definition 4.2.3 (Minimal subset (MS) for a periodic expression over a MDS): Let MDSk =
min {PE; | 1< i <£m} beaminimal digoint set over periodic expressions PE= { PE;, PE,, ...,

PE.}; The minimal subset (MS) for a periodic expression PE; [0 PE over the MDSx is the set
MSog(MDSee) = {PE' ;4, PE 2, ..., PE 5} O MDSe, 1< k< msuch that,
e {M, 2, .. /&K 0{1,2 ... mforl< k<sm,and

. forallt,t 0 Sol(PE)) iff (t 0 Sol(PE',a) O t 0 S0l(PE ,2) O ... 0 t O SOl(PE’ ).

We seethat M S of a periodic expression PE; of PE is asubset of MDSs¢ that collectively contains
al the time instants of PE;. Before presenting an example for MDS and M S, we first show some
formal properties related to the computation of MDS and MS. We write'MDSx to mean MDS of

thefirsti periodic expressions of PE.
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Algorithm Pai r MDS Algorithm Conput eMDS
Input: PE;, PE; Input: PE;, PE,, ..., PE,
Output: MDS of PE;, PE; Output: MDS of PE,, PE,, ..., PE,
1 IF (PE;= PE;) THEN return{PE;}; 1 // Assumethat PE = { PE;, PE;, ..., PE.}
2 IF (PE10 PE;) THEN return{PE,, PE3}; 2 S=0;MDS=0;
3 IF (PE, O PE;) THEN // asper Lemma4.2.1(a) 3 IF|PE|=1THEN return PE;
4 PE«= PEy; 4 |F|PE|=2THEN return Pai r MDS(PE,, PEy);
g PeEy:FEI'EDzE—PPEIXE;y} 5 IF|PE|>2THEN
return Xy y — .
7 IF (PE; 0 PEy) THEN // asper Lemma4.2.1(a) 6 MDS= Conput eMDS(PEs, PEy, .., PEna);
8 PE, = PE;; 7 Let MDS computed be (PE'1, PE',, ..., PE m);
9 PE,= PE; - PE 8 FORi=1toml DO
10 return{ PE,, PE{}; 9 PairMDS= Pai r MDS(PE;, PE,);
11 IF (PE.O PE;) THEN // asper Lemma4.2.1(b) 10 IF |PairMDS = 1 THEN
— . 11 return MDS
12 PE.=PE; N PEj; . "
13 PE, = PE, - PE, 12 IF |PairMDS =2 THEN
14 PE,= PE; - PE 13 Let PairMDS computed be (PE',, PE');
15 return{ PE,, PEy, PEZ} 14 sS=S D {PE'X}:
16 //end 15 ELSEIF |PairMDS =3 THEN
16 Let PairMDSbe (PE', PE’y, PE’);
17 s=s{PE,, PE'};
18 // ENDFOR
19 Let S computed be (PE’1, PE”,, ..., PE"" );
20 PE" wou= PE, - (PE’10PE” O...0 PE " );
21 IF (PE"’ w2+s=0) THEN
22 MDS= (PE’’1, PE"’, ..., PE"" 12,PE"" nps1);
23 ELSE
24 MDS= (PE’’;, PE"’>, ..., PE"" w);
25 return MDS
26 /IENDIF

Figure 6. Algorithms Pai r MDS and conput eNVDS

Lemma 4.2.1 (MDS for two expressions): Let (PE;, PE;,) be a pair of non-equivalent and non-
digoint periodic expressions; The following holds true:

a if (PE O PE) then, for (i, j) O{(1, 2), (2, 1)}, there exist periodic expressions PE,, PE, such

that MDSe = { PE,, PE,}. Furthermore, PE, = PE, and PE, = PE, - PE..

b. if (PE OPE) then for (i, j) T{(1, 2), (2, 1)}, there exist periodic expressions PE,, PE,, PE,
such that MDS = {PE,, PE,, PE;}. Furthermore, PE,= PE n PE;, PE, = PE; - PE, and
PE, = PE; - PE,.

Algorithm Pai r MDS computes MDS for a pair of periodic expressions. We note that when the
two expressions are equivalent, the MDS contains a single periodic expression, which can be
either of the original expression. Similarly, when the expressions are digoint, the MDS contains
both the periodic expressions. Algorithm conput eMDS repeatedly calls Pai r MDS and
recursively builds the MDS by first finding the MDSs of smaller sizes. It uses the inductive
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technique used to prove Lemma 4.2.2. The following formal results show that conput eNMDS

computes the MDS of a set of periodic expressions.

Lemma4.2.2 (MDSfor n periodic expressions): Given a non-equivalent and non-digjoint set of
periodic expressions PE = {PE; , PE,, ..., PE}, there exist periodic expressons PE';, PE',, ...,
PE’ such that MDS = { PE’, PE',, ..., PE"" 1}

Theorem 4.2 (MDS using conput eMDS): Given an arbitrary set of periodic expressions PE
={PE,, PE,, ..., PE;}, thereexist periodic expressions PE’ 1, PE’, ..., PE', such that

a. MDSx={PE;,PE,, ..., PE} and
b. For PE asinput, algorithm conmput e VDS produces MD S

Theorem 4.2 shows that we can construct a MDS of an arbitrary set of periodic expressions. As
we will show later, this will help usin finding a minimum set of roles corresponding to a set of
periodic expressions such that they are minimal and digoint in terms of their enabling intervals.

We also derive the following two corollaries.

Corollary 4.2.1 (Boundsfor size of MDS): Given a set of periodic expressions PE = { PE,, PE,,
..., PEq}, the algorithm conput e MDS produces MDSe = {PE' 1, PE',, ..., PE'}such that if 5, =
IMDS>| then 1 < s,< (2™ 1).

Coroallary 4.2.2 (Bounds for size of MS): Given a set of periodic expressions PE = {PE; , PE,,
..., PEp} and MDS¢ = {PE’; , PE',, ..., PE'} produced by algorithm conput eMDS, if p, =
IMSeer] + [MSpeo] + ... + [MSegi|, then n < py< n2™,

We illustrate the notion of MDS and MS, and the computation of MDS by algorithms
comput eMDS and pai r MDS with the following example.

Thus, we see that one way to replace a periodic constraint on assignments is by the technique
used by the algorithms t r ansf or nil and t r ansf or n2. Another technique is to compute the
MDS and create a role corresponding to each of its intervals. Such a technique is used in
algorithm Tr ansf or VDS, as shown in Figure 8, which only replaces the user-role assignment
constraints by new roles and congtraints on them. Theorem 4.3 shows that the algorithm correctly
produces a configuration without user-role periodicity constraints that is a-equivalent to the input

configuration.
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Exanpl e 4. 1: To simplify notation, we consider the Daytime of the days listed for a periodic expression. For
example, if PE = {Sun}, we mean the interval (9am, 9pm) or daytime of a Sunday. Let PE, = {Sun, Mon, Tue,
Wed, Thu, Fri}, PEg = {Sun, Tue}, PE: = {Sun, Tue, Thu, Fri}, PEp = {Sun, Mon, Tue, Wed, Sat}, PE: =
{Thu, Fri}. The following steps illustrate the computation of MDSpea, pes, pec, PED, PEE 3 USING algorithm

conput eMDS.
1. MDSepea regy = {PE'1, PE' 5} ={{Sun, Tue}, {Mon, Wed, Thu, Fri}} (as PEg O PE,)
2. MDSpea, pes, pec; = MDS of { PE'y, PE',, PEc} = MDS of {{Sun, Tue}, {Mon, Wed, Thu, Fri}, {Sun,
Tue, Thu, Fr}}
Here,
- MDSof (PE'y, PEc} ={PE'xs ={Sun, Tues}, PE'y; = {Thu, Fr} (asPE'; O PEQ)},
- MDSof {PE',, PEc}={PE',» ={ Thu, Fri}, PE',, ={Sun, Tues}, PE’ ,= {Mon, Wed}} (as PE', [ PEc)
- S={PE'y, PE',,, PE' 5}
- PE',, O PE', OPE’, = {Sun, Mon, Tues, Wed, Thu, Fri}.
- PE,=PE¢- (PE O PE OPE ,) =0
Therefore MDS;pen, pes, pec; = { PE” 1, PE” 5, PE" 3} = {{Sun, Tues}, { Thu, Fri}, {Mon, Wed}}
3. MDSpea, pes, pec, Py = MDSoOf {PE'"3, PE'",, PE'"3, PE p}
=MDS of {{Sun, Tues}, {Thu, Fri}, { Mon, Wed}, { Sun, Mon, Tues, Wed, Sat}}
Here,
- MDSof {PE"y, PEp} = {PE',s ={Sun, Tues}, PE'j5 = {Mon, Wed, Sat} (asPE""; 0 PEp },
- MDSof {PE",, PEp} = {PE '« = {Thu, Fri}, PE'y4 = {Sun, Mon, Tues, Wed, Sat}} (asPE"’, 0 PEp },
- MDSof {PE"3, PEp} ={PE',s ={Mon, Wed}, PE' s = { Sun, Tues, Sat}} (asPE"5 0 PEp },
- S={PE'ys, PE'y, PE s}
- PEgOPEOPE s ={Sun, Mon, Tues, Wed, Thu, Fri},
- PE"4=PEp - (PE 0O PE,,O PE'5) ={Sat};
Therefore, MDS pea, pes, pec, pEy ={ PE'" 1, PE™” 5, PE™" 3, PE™" 4}
={{Sun, Tues}, {Thu, Fri}, {Mon, Wed}, { Sat}}
4. MDSpea, pes, Pec, Pep, PEe} = MDSof {PE'" 3, PE"" 5, PE"3, PE"" 4, PEg}

Also, we see that,

=MDS of {{Sun, Tues}, {Thu, Fri}, {Mon, Wed}, { Sat}, { Thu, Fri}}

Since PEg = PE'"’, MDY pea, pes, pec, pep, pee} = MDS; pea, pe, PeC, PED}

={PE" 1, PE"" 5, PE"" 3, PE'"" } ={{Sun, Tues}, { Thu, Fri}, {Mon, Wed}, { Sat} }

1. MSoea(MDSpea, pes, pec, pep, Pegy) = { PE'" 1, PE'" 5, PE™" 3}
2. MSeg(MDSpen, pes, pec, Pep, PeR}) = { PE’” 1}

3. MSeec(MDSpea, pes, Pec, pep, Pegy) = { PE™" 1, PE'™" 3}

4. MSep(MDSpea, pes, pec, PED, Pee}) = { PE'"1, PE' "3, PE'"4}.
5

MS’EE(MDS PEA, PEB, PEC, PED, PEE)) = { PE’ ”2} .

Figure 7. Example of minimal digoint set (MDS) and minimal subset (MS)
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Algorithm Tr ansf or nivDS

Input :Cin

Output  : Cu

Cot ={T’, Rol es’ , RH'}=C;,={T, Rol es, RH};

=

2. FOR eachr O Rol es DO

3 Let PE = { PEy, PE,..., PE;} and U = {uy, Us..., u)} besuch that (PE;, assignrtou)OT;
4, Compute MDS of PE; Let the computed MDS={PE';, PE',..., PE'};

5. FORi=1tonDO

6. Compute MSeg for PE;

7. //[ENDFOR

8. FOR each PE'; 0 MDSDO

9. Create auniqueroler;;

10. FOR all ux O U such that PE’; 0 MSeg for PE, DO

11. Add default assgnment (assignritou)inT.

12. Add congraint (PE;, enabl er;)inT.

13. Remove constraint (PE;, assi gnrto u) fromT;

14. Rol es’ =Rol es’ O {ri};

15. RH =RH' O {r <r}; /I Note: all are A-hierarchy
16 /IENDFOR

17 //[ENDFOR

18. //ENDFOR

Figure 8. Algorithm Tr ansf or mvDS

Theorem 4.3 (Correctness of Tr ansf or mVDS): Given an input configuration Ci, with only
periodicity constraint on user-role assignments, algorithm Tr ansf or mivVDS produces a

configuration Cy,; such that the following holds:
1. Cm = Cout, a.nd
2. Cyy has no periodicity user-role assignment constraints.

Here, we considered only the presence of the periodicity constraints on user-role assignment. If
we allow the presence of per-role constraints, algorithm Tr ansf or mvDS will still work as the
original roles are simply retained in their origina form (along with any per-role constraints on
them).

4.2 System Complexity and Design consider ations

The complexity of a GTRBAC system may have different components. Foremost among them is
the number of roles. Typicaly, we do not want an unmanageable number of roles in a system.
Another component is the number of temporal constraints. Then we have the complexity incurred
by a hierarchy. Finally, we have the default assignments (non-temporal). In default assignments,
the only check needed is the membership check, for example, to determine whether a particular
user is assigned to a role or not. Thus, we can expect temporal assignments to introduce

additional complexity compared to an RBAC system without temporal constraints because it

22



involves, besides checking for membership, ensuring the temporal validity of a membership. To
simplify our discussion on trade-offs and complexity issues, we first develop a family of
GTRBAC models that have equivalent expressive power, based on the results in the previous
section, and then investigate the potentia benefits of amodel at a higher level of family hierarchy
over those at the lower level.

The minimality result in the previous section shows that the minimal model of GTRBAC system
is the one that includes the following temporal constraints. per-role activation constraint,
periodicity and duration constraints for role-enabling/disabling, constraint enabling and triggers,
asshownin Tabl e 5. Figure 9 shows the minimal model as GTRBAC, at level 0. At level 1, we
have three different models, each of which adds a new type of constraint to the constraint set of
GTRBAC,. GTRBAC, 4 represents the model having all the tempora constraints of GTRBAC, plus
the per-user-role activation constraints. Similarly, GTRBAC, ,, represents the model having al the
temporal constraints of GTRBAC, plus the user-role assignment constraints, whereas, GTRBAC, p
represents the model having all the temporal constraints of GTRBAC, plus the role-permission
assignment constraints. At level 2, we have the overall GTRBAC, model that contains all the
temporal constraints. We note that we can have other models between Level 1 and Level 2 that
represent models representing the pairs of level 1 models. However, for our analysis, we adopt
this simpler hierarchy. We aso keep in mind that, according to the results in the previous section,
al the models in Figure 9 have the same expressive power, i.e, these models can be used to

generate a-equivalent configurations.

Level Model Constraint Set All constrris
Levd 2 GTRBAC,
2 GTRBACZ T = T]_,A D Tl.U D T]_,p
GTRBAC:p Tup = To O{ Corp, Cora} (Per-usr-roléconsraing  {user-roleconsraint  {role-permission constraint}
1 Leve 1 GIRBAC, , GTREAC,, GTRBAC,
GTRBACLU Tl.U = TO I]{Curp, CUrd}
GTRBACU\ Tl,A =To D{Cadun Carmn canury Canrmr}

Levd O

Mirimel Modd GTREAG,
0 GTRBAC, To ={Ca, Crp: Cres C%, Cyr, Ca} {Per-role constraint, role enabling}
Minimal
Tabl e 5. GTRBAC Family of models and Figure 9. A family of GTRBAC models

constraint sets

23



Next, we show through anaysis that, it is advantageous to use a model at a higher level in terms
of user-convenience and complexity of representation. Our analysis will focus on the advantages
and disadvantages of using a Level 1 model compared against that of the Level 0, the minimal
model.

4.2.1 Constraints on Role Enabling and Assignments

We have shown in section 4.1 that all temporal constraints on user-role and role-permission
assignments can be transformed into the temporal congraints on role. However, such a
transformation may result in a large number of roles and/or produce inconvenient or complex
access control structures. In this section, we look at various design alternatives for choosing
constraints on role enablings and assignments. We do this by comparing the complexity of
representation using a Level 1 model against those of various representations using the minimal

model for expressing the same set of access requirements.

As we can see, in Tr ansf or n2, the transformation from tempora constraints on user-role
assignments to the temporal constraints on roles is the same as that of the transformation from
temporal constraints on role-permission assignments to the temporal constraints on roles, except
for the difference in hierarchy relation. That is, in the first case, the new roles inherit from the old
role, whereas in the second case, the old role inherits from the new roles. Because of this
similarity, we will mainly focus on the user-role assignments, as similar results can be obtained
for the role-permission assignments. Also, agorithm Transf or n2 transforms both the
periodicity and duration constraints in the similar way, i.e., each such constraint is replaced by a
new role. Hence, the complexity analysis we apply for periodicity constraints will apply for the
duration constraints as well. We will, hence, focus on the periodicity constraint and point out

important considerations related to duration constraints whenever they apply.

A tempora constraint on user-role assignment states that the user can activate a role in the
specified periods or for a specified duration, provided the role is enabled. Instead of using a
temporal constraint on user-role assignment (the user is still assigned to the role using default
assignment), we enforce the desired access control by using temporal constraints on role
enabling. Next, we will present the complexity issues related to the representations of a set of
access requirements using GTRBAC, and GTRBAC,, models. For our purpose, we use the

following example
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Exanpl e 4. 2: Let us assume that there is a DayDoctor rolein a hospital. Five doctors
A, B, C, D, and E are assigned to this role in the periods given by the periodic expressions
PE,, PEs, PEc, PEp, and PEg of Exanple 4.1. We assume that we have the
GTRBAC, y representation of these constraints (hence, there are no activation
constraints). We will aso look at two different representations using GTRBAC, model,
which we will denote as GTRBAC,' and GTRBAC,” representations.

GTRBAC,; representation: For each doctor, a periodicity constraint on his assignment to
the DayDoctor role is specified using periodic expressions shown in Figure 10(a). For
example, for doctor A, PE, is the periodic expression used — i.e, there is a constraint
(PEas, assign DayDoctor to A) in T. Smilarly, assignment constraints for the

remaining doctors with the respective periodic expressions are specified.

GTRBAC,' representation: In this aternative, we use agorithm Tr ansf or n2 with
the above GTRBAC, representation as the input. Accordingly, a role is created for each
constraint and a default assignment and a periodicity constraint on the new role are
added. For instance, for a constraint (PE,, assi gn DayDoctor t 0 A), arole, say rp, is
created and a new constraint (PE,, enabl e r,) is added, whereas the constraint (PEa,
assi gn DayDoctor t o A) is replaced by default assgnment (assi gn DayDoctor t o
ra). Similarly, al other temporal assignments are replaced. This is depicted in Figure
10(b).

GTRBAC, representation: This aternative uses the minimal disjoint set approach using
algorithm Tr ansf or mvDS. The result is as shown in Figure 10 (c). From Exanpl e
4.1, we know that MDSpea, pes, pec, pep, pee} = {PE'" 1, PE'" 5, PE'" 5, PE'” 4} = {{ Sun,
Tues}, {Thu, Fri}, {Mon, Wed}, {Sat}}. A roleis created for each periodic expression of
MDS pen, pes, pec, pep, pee}- AS [MDS pea, pes, pec, pep, pee}| = 4, four new roles are created,
and a periodicity constraint is added for each new role. Thei" new role is associated with
thei™ periodic expression of MDS pea, pes, pec, Pep, Pee}- EaCh doctor is assigned to a set of
new roles that corresponds to the periodic expressions that constitutes MS of the periodic
expression associated with him, e.g., since MSeec(MDS pea, res, rec, rep, Pegp) = {PE” 1,
PE'" ,}, doctor C is assigned to the new roles that correspond to periodic expressions
PE'” ; and PE'" ,.
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In the discussions that follow, we will use UR to refer to temporal user-role assignment, DUR to
refer to default user-role assignment, R to mean temporal constraint on roles and H to represent
the overhead associated with hierarchy. In the complexity expressions we will neglect original
role and any activation constraints associated with it, as they remain the same in al the
representations. We can see that for the GTRBAC,  representation, the complexity is:

nUR.

The following theorem establishes formally the complexities of the aternative representations
using GTRBAC, model.

@ PE, = { Sun, Mon, Tue, Wed, Thu, Fri} PE,={Sun, Mon, Tue, Wed, Thu, Fri}\

O PE, ={Sun, Tue} PE,={Sun, Tug} -~

B
PE. = {Sun, Tue, Thu, Fri} PE. = {Sun, Tue, Thu, Fri}
)E)Ctor -

@ PE, = {Sun, Mon, Tue, Wed, Sat}

®

©

©

©
)
UI'I'I
Il
g
3
<
E
—
&
3
g
£

PE_ = {Thu, Fri PE_={Thu, Fri}
@ =1 } @ =1 }

Figure 10. Access requirements of Exanpl e 4. 2 using () GTRBAC,, y representation (b)
GTRBAC,' representation and (c) GTRBAC, representation

Theorem 4.4 (Complexity expressions for GTRBAC,' and GTRBAC,® representations): Let n
be the number of users assigned to aroler, and let PE = {PE,, PE; ..., PE,} be the set of the
periodic expressions in the user-role assignment constraints corresponding to n users assigned to
r, i.e, there is a (PE;, assign r to u) for each i = 1 to n; Then, the general complexity

expressions for the alternative representations GTRBAC,' and GTRBAC,? are as follows:

1. GTRBAGC,' representation: n.DUR+nNn.R+n.roles+H,

26



2. GTRBACy representation: pn.DUR+s,. R+ s,. roles+ H;

where pn, = IMSe(MDSee) |+ [MSe2(MDS:) | + ... + [MSen(MDSee) |, and s, = [MD S |.

Based on this, we get the following complexities for each representation of exanpl e 4. 3,

which is shown in Figure 10.
GTRBAC, , representation:  5.UR.
GTRBAC,' representation:  5.DUR+5R+5roles+ H

GTRBAC,’ representation:  10.DUR+ 4.R+ 4.roles+H
(using agorithm Tr ansf or nR)

We see that, for the above example, the GTRBAC,  representation is the best in terms of
complexity — it has the least number of roles, no hierarchy overhead and no default assignments;
furthermore, it is smple and intuitive to use and hence very convenient. The main difference
between GTRBAC," and GTRBAC,? representations is that the latter always produces roles that
are temporally disoint. GTRBAC,' representation associates one role for each user for whom
there is a tempora assignment constraint. However, GTRBAC,  representations may not be the

best for all cases as we show below.

It can be seen that the complexities of GTRBAC, |, representations and GTRBAC,' representations
each remain the same for a given n, irrespective of how periodic expressions are pair-wise
related. The complexity of GTRBAC, representations, for a given n, depends on MSand MDS of
PE. The following corollary states the effect of MS and MDS on the complexity of the
GTRBAC,’ representations.

Corollary 4.4.1(Complexity cases for GTRBAC,® representations): Let n be the number of
usersassigned to aroler, and let PE = { PE;, PE,; ..., PE;} be the set of the periodic expressions
in the user-role assignment constraints corresponding to n users, i.e., thereisa (PE;, assign r

t o u) for eachi =1ton; Then:

1. if PE #PE;, for all i, j pairssuch that 1< i, j < n (i.e., they are pair-wise digoint), then

the following holds true:
complexity of GTRBAC,?= complexity of GTRBAC,"

In other words, the complexity of GTRBAC,” = n. DUR + n.R + n.roles + H
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2. if PE =PE;, for dl i, j pairssuchthat 1<i,j < n (i.e, they are pair-wise equivalent), then

the following holds true:
the complexity of GTRBAC,>=n. DUR+ 1.R+ L.roles+ H.
3. theworst casefor GTRBAC, is: n2".DUR+ 2". R+ 2". roles+ H.

The first part of the corollary shows that when all the periodic expressions associated with the
user-role assignments are digoint, the GTRBAC, representation is the same as the GTRBAC,"
representation. When PE; =PE;, for al i, j = 1 to n and n is large, GTRBAC, is substantialy
better than GTRBAC,,  representation, based on the fact that temporal constraints incur more
processing cost than default assignments. The hierarchy overhead introduced by an extrarole can
be expected to be negligible to membership check associated with default assignment for large n.
Furthermore, the new role created can be combined with the original role, if that does not

introduce extra complicacies, and thus removing the hierarchy overhead.

However, the worst case for GTRBAC,? representation, as indicated by third part of corollary 4.3
is O(2") in the number of new roles created as well astemporal constraints on roles, and O(n2") in

the number of default assignments.
Based on above observation, we can summarize the following design guidelines.

1. The GTRBAC, y representation is preferable to GTRBAC,' representations as its complexity

in terms of the number of roles and/or the number of temporal constraintsis always better.

2. The GTRBAC, , and GTRBAC," representations may result in using tempora constraints that
can be avoided because of some common periodic expressions. For example, there may be a
large number of doctors who need to use the role DayDoctor role at daytime, making
daytime a common period for many users. Using the GTRBAC," representations in such cases
also results in the same temporal periodicity constraints on different roles, as algorithm
TransfornR does not attempt to reduce constraints based on common periodicity
expressions. The GTRBAC,” is a good solution in a such cases where some user-role
assignments have common periodic expressions. If all the periodic expressions are equival ent
then it produces asingle role and all users are assigned to that role, asindicated by the results
in second part of corollary 4.3. Theorem 4.4 and corollary 4.3 show that GTRBAC,® is
advantageous when the MS set of each periodic expression is very small (the smallest caseis

when it has one member, asin the 2™ part of corollary, i.e., when all the periodic expressions
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are equivalent). Furthermore, we want a small MCS set, as it determines the number of new
roles created.

Similarly, if all the periodic expressions are pair-wise digjoint, then GTRBAC,” representation
becomes equivalent to the GTRBAC,' representations as shown by the first part of corollary
4.3.

The GTRBAC,, | representation is very flexible with respect to access specification since it
supports temporal constraints on user-role assignments, in addition to the constraints on role

enabling. For example, we can have the following constraints:

([Mon, Wed, Fri], assi gn Johnt o DayDoctor)
([Tue, Thurs], assi gn Johnt o NightDocotor).
([10am, 3pm], assi gn Gregt o DayDoctor).

By using the above constraints, we can keep the roles that have static temporal enabling times
fixed in the system and express individual user requirements using periodicity constraints.
Here, DayDoctor and NightDoctor roles are more or less fixed in the system and, as

illustrated, users are assigned to it as required.

Note that if there are per-user-role activation constraints, using the GTRBAC,’
representations may not be advantageous. For example, in the example above (Figure 10(c)),
each user is assigned to multiple new roles. In such a case, if there had been a per-user-role
constraint for each user, we would have needed to take extra steps during its transformed
representation. Here, we note that algorithm Tr ansf or VDS creates an activation hierarchy
of type A between the new roles and the origina role. So if we leave the per-user-role
untouched, i.e., in the transformed representation, the per-user-role is il specified in terms
of the original role, then the new representation is still valid, as the users assigned to the new
role will have to explicitly activate the new role. However, it is neither intuitive nor
convenient to keep track, as the users are only implicitly assigned to the original role.
Therefore, in presence of per-user-role activation constraints GTRBAC,! and GTRBAC,, y

provide more intuitive and convenient representations than GTRBAC.

Unlike periodicity constraints, duration constraints are somewhat inflexible in terms of being
replaced (for example, replacing user-role assignment by role enabling). As duration
constraints have non-deterministic start times, such constraints depend on some other events.

Such dependencies often have some application semantics and even though it may be
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possible to replace a duration constraint on user-role assignment, as in the case of periodicity
constraints, care must be taken to ensure that the dependency semantics is not hindered. We
illustrate this with an example:

Exanpl e 4. 3: Consider Manager and Employee roles in an office and assume that the
Employee role is enabled on weekdays from 9am to 5pm, whereas the Manager role is
enabled everyday. At other times, the Employee role is enabled only if Mr. Smith, the
manager who is also the owner, has activated his Manager role. This can be expressed using

the following trigger:
acti vat e Manager f or Smith - enabl e Employee (t)

Suppose Smith wants to alow John, an employee in his office, to work on Saturday and
Sunday when he is also working, for at most 4 hours, then he can do that by adding the

following constraints:

([Sat], 4 hours, assi gn Johnt o Employee) (cy)
acti vat e Manager f or Smith - assi gn Johnt o Employee (t2)
de- act i vat e Manager f or Smith - di sabl e Employee (ta)

When Smith activates the Manager role on Saturday, it enables Employee using trigger t;
and assigns John to the Employee role using trigger t,. Because of the constraint ¢, active at

the time, the assignment gets restricted to 4 hours during which John can work.

In this case, if we try to use the duration constraint on Employee role instead, the implicit

dependency between the activation of Manager role and alowing John to work islost.

6. We note that transformation such as in GTRBAC,? is not possible for user-role assignment
with duration congtraints. Although there may be common duration values associated with
different user-role assignments, there is an inherent dependency semantics associated with

each duration constraint that relates it to atrigger or aconstraint enabling expression.
7. Except for the discussion presented in 4, all apply to role-permission assignments too.

Thus, we can see, except for some cases, where GTRBAC,® is better in terms of complexity of
representations. GTRBAC; gives the best representational form, both in terms of complexity and

convenience.
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4.2.2 Activation Constraints

In this section, we compare the use of GTRBAC, and GTRBAC, » models to express the same set
of activation constraints. For simplicity, we assume that GTRBAC; 4 has only total active duration
constraints in addition to constraints in GTRBAC,. Same kinds of analysis apply to other
activation constraints. In the complexity expressions, we use PUR to mean per-user-role
activation constraint, PR to mean per-role activation constraints and H to mean the overhead
associated with hierarchy. In addition, we will not include the original role and any of its
associated per-role constraints in the complexity expressions. For discussions that follow, we use
the following example:

Exanpl e 4. 4: Let A B, C, D and E be the users subscribing 100, 100, 100, 250, 50 hours
of active time per week respectively from a Video Library. A straightforward representation
of these constraints using GTRBAC, » model is shown in Figure 11(a) (we will refer to this as
GTRBAC, »° representation). To represent these constraints using GTRBAC,, we can use the
part of algorithm Tr ansf or n2 that removes per-user-role activation constraints (or we can
simply assume that there are no temporal assignment constraints and run the Tr ansf or n2
on this configuration). Such a representation, later referred to as GTRBAC, representation, is
shown in Figure 11(b).

From the example, it is clear that the straightforward representation of a set of n per-user-role
constraints for n users assigned to a role (a per-role constraint on the role may or may not be

present), using the two models incur the following costs:
GTRBAC, »° representation: n.PRU 0]

GTRBAC,’ representation: n.PR+ n.role+ H (ii)
(using algorithm Tr ansf or nR)

Note that, we did not include the original role and any per-role constraints on it, as they will
aways remain the same. We can see that between the two cases illustrated above, the
GTRBAC,»° model gives better representation in terms of the reduced number of roles. The
total number of activation constraints is the same in both. However, we want to know if these
give the best representations. We observe that in Figure 11(a), the users A, B and C have same
per-user-role access requirements and hence can possibly be expressed as one per-role
constraint. Similarly, we see that in Figure 11(b), MV1, MV2 and MV3 have the same per-role

constraint values, which can possibly be combined. The following theorem formally shows that
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such reduction in complexity can be achieved, when there are duration constraint values that

are common.

(Weekly, 600, activeg o MV)
(Weekly, 100, A, activeyg (o MV) N

(Weekly, 100, B, activeyg torg MV)

L MV J
(Weekly, 100, C, activeyg o MV) )
(Weekly, 250, D, activeyg o MV) Ve
(Weekly, 50, E, activeyg jorg MV) / (a)

(Weekly, 300, 100, activeg oy MV1)

(Weekly, 300, 100, activeg (o MV2)

®© ©® ® &

(Weekly, 250, activeg (o MV4)

(Weekly, 50, activeg oq MV5 / (0)

L—

(Weekly, 300, 100, activeg on MV 3) /i /1

Figure 11. Access requirements of Exanpl e 4. 4 using (2) GTRBAC, »° representation (b)

GTRBAC, ° representation by running algorithm Tr ansf or m2 on a GTRBAC, »° configuration

Theorem 4.5 (Complexity expression for GTRBAC, and GTRBAC; representations): Let n be

the number of usersassigned toroler, D = {dy, d,,, ... d, | d; isthe total active duration that the

i"™ user is allowed over roler}, D= {d 1, d',, ... d} O D be the set of distinct elements of D,

and C(d) be the number of times d occurs in D; Then the complexities of the following two

representations are as follows:

1. GTRBAC,arepresentation: (ny-ny) .PUR+ n,PR+ c.(b.n+ 1) roles+c. H

2. GTRBAGC, representation: n,.PR+ n,.roles+H

where,

* ny=|Dy andn, = |D’|, such that
o D ODy,and
o ifddD’ thenCy(d)>1

e b=1if (n>n,); b=0otherwise,

 c=1if (n>n>0); c=0otherwise.
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The complexities of the previously mentioned representations of the constraints as shown in (i)
and (ii) can be easily derived by forcing each element in D to be considered as unique. In that
case,

Ny=|Dn=n,n=0,b=0 andc=0

and hence the complexities are as follows.

GTRBAC, »° representation:

=(nx-ny) .PUR+ n,PR+ c.(b.n#+ 1) roles+ c. H=n.PUR (same as (i)
GTRBAC,’ representation:

=nc.PR+n,.roles+H = n.PR+n.roles+H (same as (ii))

Thus, for Exanpl e 4. 4, we have the following complexities, as given by Theorem 4.5 (the
constraints are as shown in Figure 11):

GTRBAC, »° representation: 5 PUR
GTRBAC,’ representation:  5.PR+ 5.roles+ H

Here, we see that, in GTRBAC,’ representation, there are 5 temporal constraints for the 5 new
roles and one for the old role. In GTRBAC, »° representation, there is just one role with on per-
role constraint (original role and hence not included) but there are five per-user-role and one per-

role constraints.

Figure 12 illustrates the general constraint design that combines common total active duration
constraints as is used in Theorem 4.5. Here, we get n=3 as D,={50, 100, 250}, n~1 as
D’={100}, b=1and c = 1. Therefore, the complexities are:

GTRBAC, representation:

=n,.PR+n,.roles+H =3.PR+ 3.roles+ H
GTRBAC, A representation:

=(ny-ny) .PUR+ n,PR+ c.(b.n+ 1) roles+ c. H

=2.PUR+ 1.PR+ 2.role+ H
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Figure 12. Constraints of Exanpl e 4. 4 (a) using GTRBAC, representation (b)
using GTRBAC, 5 representation

We can summarize the following guidelines based on the above observation.

1. If there are many users having a common active duration requirement, then using arole and a
constraint that specify both the total and default duration constraint minimizes both the
number of roles and the number of temporal constraints, as shown by Theorem 4.5

2. If the expected requirements for active durations for individual users vary substantially from

user to user, GTRBAC, A representation is preferable.

3. If flexibility is needed, using per-user-role constraints (and hence GTRBAC, 4 representation)
is better. For example, if the users A, B, C, D and E request different active duration every

week, then the use of per user-role constraints is more appropriate.

4. In some cases, a hybrid approach utilizing constraints on both per role and per user-role will
give a more efficient representation, as shown by Figure 12(b). This is the GTRBAC A

representation as per Theorem 4.5

Thus, we see that GTRBAC,, representation has distinct advantages over the GTRBAC,

representation.



5 Related Work

The TRBAC model proposed by Bertino et. al. [5], is the first known model that addresses
temporal constraints for a an RBAC model. It, however, provides constraints only on role
enabling and triggers, considerably limiting its use in a diverse set of practical requirements. The
work presented in [11] is a generalization of the TRBAC model and constitutes a substantial
extension to it. However, issues such as whether the exhaustive set of GTRBAC constraints has
any practical benefit are not addressed in [11]. The effects of temporal constraints on the
inheritance semantics of arole hierarchy have not been dealt upon in [12]. This paper has mainly
focused on the issue of expressiveness of the GTRBAC model. Another approach dealing with
the time based control of access can be found in [3] by Bertino et. al., that supports temporal
authorization and derivation rules. Formalism for periodic time used in this paper as well as in
[11] has been borrowed from [14, 5].

Many researchers have addressed the need for supporting constraints in an RBAC model. The
attention has been particularly in supporting SOD constraints [1, 13, 17, 18, 20]. SOD constraints
are mainly aimed at reducing the risk of a fraud by not allowing any individual to have sufficient
rights to perpetrate such frauds. Ferraiolo et. al. [6] propose an RBAC model that supports the
cardinality congtraints. In [1], Ahn et. al. propose RCL2000 — arole based constraint specification
language. However, they do not address time based access restrictions. Bertino et. al. have
proposed a logic based constraint specification language that can be used to specify constraint on
roles and users and their assignments to workflow tasks [4]. However, it also doe not include

temporal constraintsin their specification models.
6 Conclusions

In this paper, we have addressed the issue of expressiveness of the GTRBAC model. As our
major contribution, we showed through exhaustive analysis of minimality of the GTRBAC model
that a comprehensive set of GTRBAC congtraints can provide distinct advantages over minimal
GTRBAC model in terms of user convenience and the complexity of constraint representation.
This is practically a significant result as it shows that although the GTRBAC modd is not
minimal, its constraints set provides constraint designers with flexibility and intuitive choices
over various constraint expressions as well as a much better and less complex representations in
certain cases. Based on these results, we outlined some design guidelines that can assist constraint

designersin choosing more convenient and less complex constraint expressions.
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We plan to extend the present work in various directions. The first direction is an extensive
investigation on significant design issues when arbitrary mixed hierarchies are present. We note
that we presented our theoretical analysis by assuming the use of a monotype A-hierarchy. Aswe
have mentioned, A-type hierarchy is theoretically the best representative among all hierarchies
that are AC-equivalent to it, which excludes the cases where |-hierarchy precedes an A-hierarchy
within the same hierarchical chain. We aso plan to develop an SQL-like language for specifying
temporal properties for roles and the various types of constraints and inheritance relations.

We furthermore plan to develop a prototype of such language by extending the implementation of
TRBAC to support al the constraint types of GTRBAC. Finally, we plan to develop atoal that,
based on the results presented in this paper, supports the security policy designer in establishing

the proper role configuration for agiven set of policy requirements.
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Appendix
Proof Lemma4.1.1: (Correctnessof Tr ansf or nl)

Cin Cout
Let us consider an arbitrary user u such that (u=p). We need to show that (u= p). Since
t t

Cin
(u=p), the following must be true at time t for Ciy,:
t

(1) there is a congtraint {X, pr:assi gn/ deassi gn pto r} U Cy, because of which p is
assignedtoroler,

(2) roler isenabled,

(3) useruisassignedtoroler,

(4) thereisno activation constraint that prevents the user from activating the role.

We note that agorithm Transforml only replaces the constraints of types {X,
pr:assi gn/ deassi gn pto r} to produce C,, and temporal constraints on original roles are
not changed. Hence, (2), (3) and (4) are ill valid in C; at time t. The FOR loop in line 2 repeats
for every constraint of type {X, pr:assi gn/deassign p to r}. Each constraint {X,
pr:assi gn/ deassi gn pt o r} isreplaced by temporal constraint on role enabling/disabling in
line 4. Thus a constraint of type {X, pr:assi gn/ deassi gn pto r} isnotin Cy,y. We need to

show that G, = C, for the following two cases:

Case 1. Let X = (I, P), i.e. {X, pr:assign/deassign pto r} in (1) is a periodicity
constraint: We note that following replacements take place in T' (initially T'= T) according to
lines4, 5, and 7:

(i) thereplacement of al temporal role-permission assignment expressions by

a. temporal constraint on the corresponding new roleinline 4, and

b. default assignments, asisshown added inline 5.

(ii) the replacement of al occurrences of temporal role-permission assignment expressions and
role-permission assignment status expressions in triggers by constraint and status expressions

on the new roles as shownin line 7-12..

Because of (i) and (ii), for all triggers or constraint enabling events that cause
“assi gn/ deassi gnptor” eventin G, the agorithm produces triggers and constraints that

cause “enabl e/ di sabl e r” event in C,; and vice versa. Hence, if because of {(I, P),
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pr:assi gn/ deassi gn pto r} in G, permission p is assigned to r at time t, then because of
{{1, P), pr:enabl e/ di sabl e r;} and default assignment {pr:assi gn/ deassignptor} in
Cou, pisassigned tor; at timet and vice versa. Hence, a user u who is assigned to role r that is
enabled at time t and as (2), (3) and (4) remain same at t, can inherit p through r;, using restricted
inheritance |, in Cy,. This inheritance allows u to acquire exactly those permissions that he can

Cout
acquirein Ci,. Hence, (u=> p) and therefore C,, = Cyy.
t

Case2: (X = ([(I, P)| D], Dy), i.e.c={X, pr:assi gn/ deassi gn pto r} in (1) isaduration
constraint): The transformation indicated by line 4 also replaces al duration constraints of this
form by the same duration constraint on the new role's enabling/disabling times. Thus
enabling/disabling of the assignment constraint in Ci, done by any “enabl e/ di sabl e c”
expression (independent constraint enabling expressions or in triggers) now enables the duration
constraint on the new role and vice versa. Thus, since (2), (3) and (4) still remain valid, user u,
who is assigned to role r, which is enabled at time t can inherit p through r;, using restricted

Cout
inheritancel, in Cyy. Thus, (U= p). Hence, Cin = Coy
t

Proof of Lemma 4.1.2 (Correctness of Tr ansf or nR):
We prove this by considering following cases:

Case 1: There are no per-user-role activation constraints in T: In this case lines 16-37 do not
apply. We also note that except for the hierarchy relations added to RH’' with respect to the new
roles, everything elseis same as that of algorithmt r ansf or L if the assignment of permissions
is replaced by assignment of users. So, by arguments similar to one used to prove lemma 4.1.1,
we can show that the transformation of temporal constraints on user-assignments done by

t r ansf or n2 produces an a-equivalent configuration.

Case 2: There are no temporal congtraints on user assignments. In this case, only lines 16-37
apply. Since Sis empty, new roles will be created for all per-user-role activation in line 30. Each
set of per-user-role constraint associated with user role pair (u, r) is replaced by anew role and a
correspond set of per-role constraint on it so that all activation constraints associated with a user-
role pair applies to the corresponding new role. Since each new role is assigned to only one user,
in Coy, the per-role constraint on it has the same effect as the per-user-role with the matching

constraint value (total active duration, cardinality etc.). Since an old role retains the per-role
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activation constraint in Cy, any effect it has on users assigned to it will be the same as the effect
Cin
it has when a user attempts to activate it through new rolesthat inherit formit. Thus, as (U= p), it
t

Cout
followsthat (u= p).
t

Case 3: Both temporal user assignments and per-user-role activation constraints are present:

This case is similar to case 1, in that a new role is created for each user assignment. In addition,

all per-user-role activation constraints are transformed into per-role constraint for the new role

created, as indicated by line 2 and 30 (use of getSy; alows creation of one new role for a (u, r)

pair). As the new roles still have only one user assigned to it, the per-role constraints applied to
Cin

them has the same effect as the original per-user-role constraints. Hence, as (u:t> p), it follows

COUK
that (U= p)
t

Case 4: There are no user-role assignment and no per-user-role activation constraints: In this
case the algorithm simply returns Ci, as C, as both the FOR loops at lines 2 and 22 are not
entered.

Hence, it follows that for a given input Ci,, if Cyy iS the output produced by agorithm
Tr ansf or n2, then C,, contains no temporal user assignments and per-user-role activation
constraints, and Ci, = Cyy.

Proof of Theorem 4.1 (Minimality of GTRBAC)

Proof for (a) and (b): To prove (a) and (b), we do the following:

Step 1. Let C,=t ransf or nil(C,), i.e., configuration Cisinput to agorithmt r ansf or il

and Cy;isthe new a-equivalent configuration returned by it.

Step 2: Let C=t ransf or n2(Cyy), i.e, configuration Cy,isinput to algorithm t r ansf or n2,

and C,isthe new a-equivalent configuration returned by it.

Since C; = Cyp by lemma 4.1.1, and Cy; = C, by lemma 4.1.2, it implies that C, = C, as per
definition 4.1.1. Ast r ansf or nil removes all temporal role-permissions assignments, Cy, does
not have any temporal constraints on role-permission assignment. Similarly, sincet r ansf or n2

removes all tempora user-role assignments and per-user-role activation constraints, C;, does not
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have any temporal constraints on role-permission assignment and per-user-role activation
constraint. Hence, MCS(T,) [{ Cy, Crp, Cra, C*, Cyr, Co} -

Proof for (c): From (b), we have MCY(T,) = { Cq4, Cro, Cra, Cr, Cir, Cc}. We need to prove that
MCY(T,) is minimal. We show that a constraint type from MCS(T,) can not be replaced by
another constraint type of MCSY(T,) to produce an a-equivalent configuration. We show this case-

wise.

Case 1: (Periodicity(Cgy) vs. Duration constraints(Crq) on role): Periodicity constraint specifies
each time instant at which a role is enabled/disabled, whereas, duration constraint does not
specify the starting/ending time at which a role is enabled/disabled. Furthermore, an event
associated with a duration constraint needs to be triggered or caused by a runtime request. A
periodicity constraint can be represented by a duration constraint if thereisaway to enable it (the
duration constraint) at a specific time instant that corresponds to the start time of the periodic
expression. But GTRBAC does not support such specific constraint enabling unless we use a
trigger in which clock timer is allowed to trigger an “enabl e ¢’ event that enables the duration
constraint, which then becomes equivalent to the original periodicity constraint. However, even if
we allow that, the duration constraint that is generated to enforce the periodicity constraint will
alow any other trigger or run-time event to enable the role, which is not what the periodicity

constraint isintended to do.

Similarly, a duration constraint cannot be specified using a periodicity constraint as it does not

have deterministic start times.

Case 2: (Duration constraint vs. Trigger): Assume we have the following set of triggers:
Y = Lo = S D
enabler - disabl erafter At 2

If (1) triggers the non-blocked event enabl e r then (2) will alow role r to be enabled for a

duration At. In effect, thisis similar to the duration constraint (D = At, enabl e r). However, if
we also have a periodicity constraint (I, P, enabl e r) in T of C;,, then whenever, for an instant

tlSol(I, P), the non-blocked event enabl e r is caused, trigger (2) will enable the duration

constraint. This is semantically different from a duration constraint (D = At, enabl e r), in

which only atrigger or a run-time event can cause the duration restriction for event “enabl e r”
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as specified by (D = At, enabl e r). Thus, representing the semanticaly same duration
constraint by triggersis not possible in the GTRBAC framework.

Case 3: (Activation vs. Non-activation constraint): Replacement of one by the other is not
possible because they refer to the different states of arole. In addition, for an enabling/disabling
of arole, no user needs to be assigned to the role. An activation constraint needs to be enforced

only when a user is actually using the associated role.
Hence, MCS(Ty) T{ Cq, Crp, Cra, Cr, Cr, C} isminimal.
Proof of Lemma 4.2.1 (MDS of two periodic expressions)

a Here we have PE; O PE;. Hence for al t O Sol(PE), it isalso true that t O Sol(PE)). But
since PE; # PE; (non-equivalent), there exists some t O Sol (PE;) such that tL1Sol(PE;). Therefore,
there are two groups of time instants of which one group belongs to both PE; and PE;, and the
other group belongs to only PE;. Thisimplies that atleast two groups of periodic expressions are
needed to represent the time instants of both the periodic expressions. Thisis because if thereisa
single group for both PE; and PE;, then we need PE, = PE; [IPE; in order to satisfy the first
condition of a MDS. But then, if we consider t; and t, such that t; t,0J Sol(PE), t; 0 Sol(PE;) and
t, J Sol(PE;), then the second condition required for aMDS s not satisfied.

Asthefirst group contains time instants that belong to both PE; and PE;, we can write the first
expression to denote this group as PE,= PE; n PE;, but PE = PE; n PE; , hence, PE,= PE
as all time instants that are in Sol (PE;) are a'so in Sol(PE;). The second group of time instants
belong to only PE; , hence we can denote the second group as PE, = PE; - PE = PE; - PE,.

We can see that PE, do not contain time instants in PE,, hence, PE,and PE, are digoint.

From the construction of PE,and PE,, we can see that PE, Ul PE, = PE; L1 PE;, whichisthe
first condition for aMDS (definition 4.2.2 (a)) Furthermore, Since PE,= PE;, only those time
instants in PE; belongs to PE,; any time instant t not in PE; also is not in PE,. Similalry, since
PE, is contained in PE;, only a proper subset of time instants in PE; is in PE,, and no time
instants that is not in PE; isin PE,. Similarly, by construction, only a proper subset of time
instants in PE; is in PE,, and no time instants that is not in PE; isin PE,. Thus, PE,and PE,

satisfy the condition (b) of definition 4.2.2 too. Hence MDS:: = { PE,, PE}.
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b. Here, we have PE; PE;. Hence, as the definition of PE; OPE; implies, there are three groups
of time instants. The first group belongs to both PE; and PE;. The second group belongs only
to PE;, whereas the last group belongs only to PE;. As there exist some common time instants
in the two periodic expressions, based on the argument presented in (a) above, its MDS must

contain more that one periodic expressions.

Assume that we can create a MDS that contains two digoint periodic expressions. Since,
there is a group of periodic instants that belong to both PE; and PE;, they must be represented
by a single periodic expression otherwise we cannot get adigoint pair as required for aMDS.
So assume that PE,= PE; n PE;. Now, we have two remaining groups of time instants, one

that belongs only to PE; and the other that belongs only to PE;. If we combine the two groups

to get PE,, then {PE,, PE} can not be a MDS, because it will not satisfy the second

condition (just take time instants t;, t, such that t; belong to PE;, and t, belongs to PE; but not
to PE;, then such t; t, do not satisfy the second condition).

Thus, the problem is that one group of time instants belongs to only PE; and the other belongs
to only PE;. Now if we construct PE,= PE; - PE, and PE,= PE; - PE,, we get the digoint set

of periodic expressions { PE,, PE,, PE;}. Asin (a), it is easy to see that {PE,, PE,, PE}
satisfies the two conditions of aMDS. Hence, it follows that { PE,, PE,, PE;} isaMDS of
{PE, PE}.

Proof of Lemma 4.2.2 (MDS of n periodic expressions)

We show this by induction on the number of periodic expressions n. Note that 'MDSxe represents

the MDS of thefirst i periodic expressions of PE.

Basis: n=2: Thatis, PE = { PE; , PE;}. Then by lemma 1, we have the following:
if PE, 0 PE, then MDSx = { PE,, PE,;} and
if PE; O PE, then MDSx = { PE,, PE,, PE}.

Hypothesis; Assume that it is true for n-1, i.e. there exists "™"MDSsx = {PE’y, PE',, ..., PE' 1} for

PE = {PE,, PE,, ..., PEq4}

We need to show that MDSx  ={PE’’;, PE’,, ..., PE"" 1} for PE = {PE,, PE,, ..., PE;}.



We start by writing MDSse ({ PE;, PE,, ..., PE}) = MDSs ({"™*MDSe, PE,}) = MDSs ({PE'4,
PE',, ..., PE' 11, PE}) (Thisistrue because PE'; U0 PE’, 0 ... O PE'yy = PE; O PE, O ... [
PE.1). Now, we look at pair-wise relations between PE, and PE’;, for 1 <i < ml. First, we note
that it is possible that PE, is equivalent to some PE’;. A simple example is when PE, = PE; n
PEx and PE’; represents PE; n PEy in "™*MDSse. However, as PE is not a digoint set, PE,
cannot be digoint from all PE’; , 1 <i < ml. We look at each of the possible relations that PE,

may have with each PE;s.

Case 1. PE,=PE’; for somei, suchthat 1 <i < ml: Then, MDSx ({PE;, PE,, ..., PE}}) = "

MDS:: and we are done.

Case 2. PE'; O PE, for somei, such that 1 <i < ml: Then, by lemma 4.2.1(8), MDSpei, peny =
{PE"s PE"}, wherePE" = PE’;,and PE""; = PE,- PE" .

Case 3: PE'; O PE, for somei, such that 1 < i < ml: Then by lemma 4.2.1(b), MDSeei, peny =

{PE",. PE",. PE" ;}, where PE"; = PE'; n PE,, and PE"’,; = PE,- PE"’,,and PE"’; = PE’; -
PE".

We can see that PE, may be related to each of the PE';s, 1 < i < ml by either case 2 or case 3 (As
shown above, we need not worry about case 1; the case of PE, OPE’; can be handled easily by

reversing the periodic expressions of MDSin case 2).

Now, consider that PE’; O PE,and PE’; [ PE,fori #j. (i.e. case 2 appliesto both i and j). Thus,
we have MDSpei, pery = {PE "5, PE’yi} and MDSpgj, peny = {PE"', PE"y;}. We see that PE"
and PE’ are digoint as PE"’,; = PE’; and PE'’; = PE’j, and PE’; and PE’; belong to “IMDS.
However, we do not know how PE’’; and PE’’; are related; but we do know that each of them is

aproper subset of PE,.

Now consider that PE’; O PE,and PE’; O PE,fori #j. (i.e. case 3 appliesto both i and j). As
shown in case 3, we get: MDSeei, peny = {PE'’5, PE’yi, PE's}and MDSpgj, pe = {PEy,
PE";, PE’"4}. Now we know that, PE"’,; is asubset of PE’; and PE’’ is a subset of PE’;. Hence,
PE", and PE", are digoint (as PE'; and PE'; are digoint). Similarly, PE" ; is a subset of PE’;
and PE'"; is a subset of PE’; and hence, PE"’; and PE’’ ; are digoint. Again, we are |eft with



PE" i and PE’; but we do not know how they are related. However, again, we know that each of
them is a subset of PE,.

And lastly consider that PE’; 0 PE,and PE’; O PE, fori # . (i.e. case 2 applies to the first and

case 3 applies to the second; we ignore the situation in which case 3 applies to the first and case 3

applies to second, as it is a simple case of exchanging the index values). Thus, we get MDSpgi,

peny = {PE’%, PE’yi} and MDSpej, pey = {PE’y, PE’y; PE’;}. Similar to the reasons given
above, PE"’,; and PE”; , and PE”’; and PE’; are digoint. Again, we are left with PE"’y; and
PE"’;, and we do not know how they are related. However, here too, we do know that they are
each subset of PE,,.

Hence, we have, {MDSee1, peny, MDSpe2, ey ..o MDS P, PER} = {PE "1, PE 2, ..., PE" g,
PE" 1, PE" o, PE” yma}, Where {PE"1, PE"’, ..., PE" 1} =

{PE", PE" | case 2 applies both to MDSpe i, pery ad MDSpe j, peny and i # j} O
{PE",PE",PE", | case 2 appliesto MDSpe i, pery , CaSe 310 MDSpe j, peny @Nd i Z j}.

Thisimpliesthat (PE"’; 0 PE'")), for dl i, j pairssuch that i # j, 1 < i, j < m2. However, we cannot
guarantee that (PE"’; 0 PE"y;) for al i, j pairssuch thati, j, 1 <i<m2and 1 <j < ml Thisis
because each PE’’\; is a proper subset of PE, and there are some PE"’; such that (PE"’; O PE,).
However, since the construction of each PE’’ ; involves breaking down time instants contained in

PE,, we can construct a periodic expression for the group of time instants in PE, that were not

contained or overlapped with any other PE’;. Hence we have

Now let PE” o= PE,- (PE’; 0 PE” O ...0 PE"p ). Then if PE” e is not empty then

MDS({ PE1, PE,, ..., PE}) = {PE"4, PE",, ..., PE" 1o, PE"’ ypui} Otherwise MDS» ({PE,,
PE,, ..., PE}) = {PE’1, PE"5, ..., PE" 1o} .

We need to show that MDSse constructed in this way is minimal. Assume that it is not minimal.
Then thereis at least one periodic expression PE'’;, 1 < i < m2 such that all time instantsin PE’’;
are contained in one or more of PE’’; fori #j and 1 <i, j < m2+1. But it can only be possible if

the periodic expressions in "*MDS are not disjoint, as the construction above does not introduce
such a non-digjoint set. Hence it contradicts with our assumption. Therefore, MDS constructed
aboveisthe MDS of PE.
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Proof of theorem 4.2 (MDS using conput eMDS)
(@) We prove this by taking all the possible cases:

Case 1 - All the n periodic expressions are equivalent: In this case anyone of the periodic
expression can constitute the MDS, as each periodic expression satisfies the conditions of a
MDS.

Case 2 - The n periodic expressions are pair-wise digoint: In this case we can simply
consider MDS = PE (and thus MS; = { PEj} ). This satisfies the conditions of aMDS.

Case 3: The set of n periodic expressions are non-equivalent and non-disjoint: In this case,

according to lemma4.2.2, there existsa MDS.
Therefore, there existsaMDS for an arbitrary set of periodic expressions.
(b) Again, we prove this by taking all the possible cases used above:

Case 1 - All the n periodic expressions are equivalent: In this case, for each n>2,
comput eMDS recusively computes MDS of smaller size at line 6. When the recursive call
reaches n = 2, the agorithm calls pai r MDS to compute the MDS of {PE;, PE;}. As the
periodic expressions are equivalent, pai r MDS returns { PEj} fromline 1. Thisisreturned by
comput eMDS inline4 for n = 2. Thisis aso the value of MDS computed by conmput e VDS
at line6for n=3. Sofor n= 3, conput eNMDS will compute the MDS of { PE;, PE3} at line9
by using the agorithm pai r MDS. But since PE; and PE; are equivalent, again { PE;} is
returned. And thus, from line 11, { PE;} will be again returned. We can see, for all n >2, the
MDS is the same periodic expression that was returned by the invocation of the algorithm for
n = 2. Hence, the algorithm correctly returns the MDS for a set of periodic expressions that

are equivalent.

Case 2. The n periodic expressions are pair-wise digoint: Since al are pair-wise digoint,
for each pair, pai r MDS returns the original pair of periodic expressions. Now if "™MDSy =
{PE,, PE,,..., PE,1}, then after the FOR loop in line 8, Swill be {PE;, PE,,..., PE.1} (i.e,
m2 = n-1 in the algorithm). Hence, PE” .= p+1 = PE, a line 20. Therefore, MDS: = { PE;,,
PE,,..., PE.}. Hence, it follows that the algorithm correctly returns the MDS for a set of

periodic expressions that are equivalent.
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Case 3: The set of n periodic expressions are non-equivalent and non-disjoint: We can see
that lines 5-25 implement the inductive method used to prove lemma4.2.2. When n > 2, MDS
of lower values are recursively computed. The FOR loop computes the pair-wise MDS of the
new periodic expression PE, with each of the periodic expressions PE’; computed for the
earlier value of n. Line 11 returns the earlier MDSif PE, is equivalent to any one of PE’;. In
lines 14 and 17, those periodic expressions returned by pai r MDS are collected in S, which
constitutes time instants that belong to the periodic expressions of ™MDS-¢, some of which
may also belong to PE, (when PE, is contained in or overlaps with some PE’)). In line 20, a
periodic expression is created for any time instants that do not fall in the periodic expressions
of "*MDSe but only in PE,. The IF-ELSE statement ensures that this periodic expression is
not empty. Hence the algorithm correctly computes the MDS of PE.

Proof of Corollary 4.2.1 (Boundsfor size of MDS): We prove this by induction on n.

Basis: Let n = 1, then trivially 1 < s, < (2" 1), as implied by the first IF statement of line 3 of
algorithm conput eMDS.

For n = 2, the second IF statement of algorithm conput eVDS is executed and the returned set is
the set returned by algorithm pai r MDS for { PE;, PE,}. But algorithm pai r MDS returns a set
whose cardinality is1, 2, 0r 3. Hence, 1< s, <3 = 2%- 1.

Hypothesis: We assume that it is true for n-1. That is, 1 < Sy1 = [""MDSeg| < 2™ 1. We need to
show that 1< s, = [MDS| < 2™ 1.

We observe that a pair-wise MDS is computed for each pair (PE'j, PE,), 1 <] < s,,= ml, where
PE; O "MDS:e. For each such pair (PE’ i » PEn), agorithm pai r MDS returns at most three
digoint periodic expressions { PE , PE, , PE;}. In such a case MSeej= { PE« , PE;}. Thus, we see
that each of the periodic expression of "™MDSx is split into at the most two disjoint sets.
Furthermore, a new set is created for the remaining time instants of PE,. Hence, we get the
following expression,

S S 251+1=22"-1)+1=2"1

Furthermore, when all periodic expressions are equivalent we get s, = 1.Therefore, 1 < s,< (2™ 1).

Proof of Corollary 4.2.2 (Boundsfor sizeof MS)
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Basis: Let n = 1. Then, trivially, p; = 1 and n < p; < n2™". Let n = 2. Then, when the periodic
expressions are equivalent; we get [MDSe¢| = 1 and [MSpg| = 1 for bothj = 1 and 2, hence, p, = 2.
However, if MDS» = { PE, , PE, , PE,}, then [MDS»| = 3 and [MS»| = 2 for both j = 1 and 2, and
hencep, = 4. Thus, 2< p,< 4 = 2.2%™,

Hypothesis: Assume that for n-1, it istrue, i.e., (n-1) < pp1 < (n-1)2™2. We need to show that n< py,

<n2™?,

Induction step: If all n periodic expressions are equivalent, then IMDSx| = 1 and [MSeg| = 1 for
each 1 < j < 5.4= ml. Thus, p, = n. Since, this creates the minimum number of expressions in
IMDSog|, we have n < py.

When we add the n™" periodic expression PE,, each of PE’; of "1 MDS is split into two periodic
expressions at the most. Thus the maximum increase in p, occurs when PE,, overlaps with each
PE’; for 1<j < s,1. Thus, each of the MS will be split into two. Furthermore, [MSpg,| = Sh.q + 1,
as in the worst case, PE, overlaps with each of the periodic expressions PE’; of "MDS, and
there is a periodic expression that represents those instants of PE, that are not contained in ™

'MDS. Hence, we have,

IN

2Ph1t (St 1)
= 22pn2+ (2 + 1) + (S + 1) = 2o+ 2(sh2 + 1) + (S + 1)

Pn

= 22"t ) .+ 2(so + 1) + 20 (S + 1)

= 22y D)+ 2 (st 1) + 2 s+ 1)

< M+ 2MH2 -1+ )+ L+ 22T -1+ )+ 202M -1+ )
= 2"+ (n-1)2™

= n2™*

Therefore, n< p,< n2™.
Proof of Theorem 4.3 (Correctnessof Tr ansf or mvDS):

We have PE = {PE,, PE...., PE,} and MDS = {PE',, PE',..., PE',}. Furthermore, in line 6 all
the required MS; are computed. Line 9 creates a unique role for each of the expressions PE’;
which is made senior to the original role using A,.. Line 10 inside the FOR loop of line 9 ensures
that each user u, which corresponds to PEy in the user-role assignment of C;, is assigned to this

new role associated with PE’; 0 MS. This ensures that the following hold

For each tOPE; , we have t[] MS (by definition 4.2.3 0f MS) ..., @



For each u; [JU, we see that u; is (default) assigned to each new role that corresponds

to expressionsin MS by lines 11 and FOR loopsat lines8 and 10, and ...........cccecvvereneene (b)
For each PE';, (PE';, enabl e r;) isadded to T'by [iN@ 12.......ccceecieiieeeieceeee e (@)

Thus from (a), it follows that a u; can activate the original role r through one of the new roles that
corresponds to expressions in MSyy at tll MSyg. Furthermore, the periodic expressions { PE;,
PE,..., PE} and {PE',, PE,..., PE'} exactly cover the same time instants. The main loop in
line 2 ensures that such transformation is done for each r. Hence, it follows from (a), (b) and (c)
that Ci, = Co. We note that the repetition of line 13 removes all the user-role assignment. Hence,

Cout isfree of user-role assignments.
Proof of Theorem 4.4 (Generic complexity expressions GTRBAC,' and GTRBAC,?)

1. GTRBAC,' representation isn.DUR + n. R+ n. roles+ H : Here, GTRBAC,' refers to the use
of agorithm Tr ansf or n2. For each user-role assignment, algorithm Tr ansf or n2 creates a
new role (therefore total of n roles), adds a constraint for each new role (total isn.R), and aadds a
default assignment (hence, total is n.DUR). Furthermore, as new roles are made senior to the
original role, we introduce hierarchy overhead too. Hence, for n user-role assignments the
complexity incurred is: n.DUR+ n. R+ n.roles+ H,.

2. GTRBAC,? representation is p,.DUR + s,. R + s,. roles + H: It follows immediately from
corollaries 4.2.1 and 4.2.2 and Theorem 4.3.

Proof of Corollary 4.4.1 (Complexity cases for GTRBAC,? representations)
Proof of Part 1

From Theorem 4.4, the complexities for GTRBAC,' and GTRBAC,” are (N.DUR + n. R+ n. roles
+ H) and (p,.DUR + s,. R+ s,. roles + H) respectively.

When PE; #2PE;, for all i, j pairs such that 1 < i, j < n, we obtain p, = nand s, = n as per
corollaries 4.2.1 and 4.2.2. Furthermore, hierarchy overhead is also incurred. Hence, the
complexity for GTRBAC, representation, using Transf or mvDS (Theorem 4.3) and by
Theorem 4.4, is(p..DUR+s,. R+ s,.rolest+H =nDUR+n. R+ n.roles+ H) whichisaso the
complexity of the GTRBAC, representations,

Proof of Part 2
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When PE; =PEj, for all i, j pairssuch that 1 <i,j<n, weobtanp,=nands,= 1 as per
corollaries 4.2.1 and 4.2.2. Furthermore, hierarchy overhead is also incurred. Hence, the

complexity for GTRBAC,? representation is:
=p,.DUR+s,.R+s, rolestH =nDUR+ 1 R+ 1 roles+H.

Proof of Part 3
As shown by corollaries 4.2.1 and 4.2.2, the worst cases for p, and s, are n2"and 2" respectively.

Thus using it in the complexity expression given by Theorem 4.4, we get

=p,.DUR+s,. R+ s, roles+ H= n2"DUR+2". R+ 2" roles+H

Proof of Theorem 4.5 (Generic complexity expression GTRBAC, and GTRBAC, »)

Proof of 1 (GTRBAC, 4 representation) : We prove this by cases.
Casel:d# d,fordli,jparssuchthat 1<i,j<n,i.e, durations are pair-wise disoint.

Since durations are distinct from each other, we need a per-user-role activation constraint for
each. Hence we have the term n.PUR to represent n such constraints. Other than that we do not
require other constraints as they fully express the required access constraints. However, the
original role is till there and if there is a per-role constraint on the original role, it will still be
there. Thus the complexity of representation without including the original role and per-role
constraintson it simply is: n.PUR..

Now we show that the expression provided by the theorem gives this same expression. Since, the
durations are al pair-wise digoint, we get D, =D and therefore n, = n, and n, = 0. Similarly, we

seethat b = 0 and ¢ = 0. Therefore the complexity is:
=(nx-ny) .PUR+ n,PR+ c.(b.n#+ 1) roles+ c.H = n.,PUR = n.PUR.

Thus, the expression holds for this case.
Casel:d = d,forali,jparssuchthat 1<i,j<n,i.e, durationsareall equal.

When all the durations are same, then all per-user-role constraints can be expressed as a per-role
constraint on arole such that the default value of the per-role constraint isthat duration. Thus, we
create a new role that is senior to the original role and specify the new per-role constraint. This

obviously incurs some hierarchy overhead. The complexity is, thus, 1. PR+ 1. role + H.
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Now, lets look at the constraint expression given by the theorem. Since, al the durations are
equal, there is only one distinct duration element. Hence, n, = 1. Similarly, n, = 1, as the same

element occurs more than oncein D. Vauesfor b =0and c = 1. Therefore, we get :

=(nx-n) .PUR+ n, PR+ c.(b.nt+ 1) roles+ c. H=0.PUR+ 1. PR+ 1. roles+ c. H
=1.PR+1role+1.H

Thus, the expression holds for this case a so.

Case 3: Thereisat least onei, j pair, 1 <i, j < nsuchthat d = d; and thereis at least onei, j pair,
1<i,j<nsuchthatd # d.

Inthiscase, D OD. Let Dy ={ d'y, d', ... d'nd, i.€, Ny = |Dy| < N. We know that D’ = { d' 4,
d 2, ...d zn} ODm wheren, =|D’| 2 0. Since each of duration d’ ,;; is common to at |east two
users, we create arole r; corresponding to each d ,,; and, and specify a per-role constraint with
d' i as the default value and (C(d' ;) x d’ ;) as the total per-role active duration value, i.e, the
new per-role constraint is (Co(d' ;) X d' i, [d' 7], aCti Vegr torar I7i). Complexity incurred by

thiSis: Ny. PR+ Ny TOIES......ooii e (@

Since ny = Dy, (N« - ny) is the number of durations that occurs only once in D and hence we can
create a role r and assign all the users associated with these durations to it and specify an

associated per-user-role activation constraints for each user. Thiswill incur cost asfollows:
(N =NY). PUR+ L T0OIES ..o (b)

Furthermore, the roles r ;s and r need to be made senior to the original role and thus incurring

H. Hence adding (a) and (b) and H, we get the following complexity:
(ny-ny). PUR +n,. PR+ (ny+1). Roles+ H ..o, ()

Now we show that thisis exactly the complexity given by the theorem. According to the theorem,
in this case, b = 1, as n > n, holds true because of the strict subset relation D, 00 D. Similarly,
since thereis at least oneii, j pair, 1 < i, j < nsuch that d # d, therefore (n > n,> 0) holds true;

hence c = 1. Therefore, the complexity expression, according to the theoremis:

(nx-ny) .PUR+ n,PR+ c.(b.n+ 1) roles+ c. H=(n-n)) .PUR+ n,PR+ (n+ 1) roles+ H

Which is the same as (i) Thus, complexity expression holds good for case 3 too. Since the three
cases cover al the possible relation among the duration values, it follows that the complexity

expression for GTRBAC, 4 representation istrue.
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Proof of 2 (GTRBAGC, representation)

As n, is the number of distinct durations D, we simply create n, roles and add to each role a per-
role constraint. Such a constraint will use the duration value in D. For al durations which occurs
only once in D, they are used as per-role duration value in the corresponding new per-role
constraint, i.e, the new constraint is (X, d, act i veg wa, I'), Where d occurs only oncein D. For
al d's that occur more than once in D, the new per-role congraint is (X, Cy(d) x d , d,
acti veg o, ). The new roles are senior to the original roles, thus incurring H. Hence, the

complexity becomes: n,.PR + n,.roles+ H.

52



