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Abstract

Many multimedia watermarkingtechniqued1] [2] [3] [4]
[5] [6] [7] [8] [9] [10] [11] [12] [13] requirethe useof a
secrekey to detect/decodthewatermarkin/from themarked
object. Courtproofsof ownershiparestronglyrelatedto the
ability of the rights holder (i.e. Alice) to corvince a judge

its ability to “convince” thatthe associatedvatermarkis not
embeddedhroughsomepost-factomatchingkey choice(or
evenfortuitously),andwasin factdeliberatelyinserted.

In some sensewe are providing a mechanismfor the
“amplification of corvinceability” of ary watermarking
algorithm. Thatis, if thewatermarledobjectmakesit to court
then its watermarkproof is dramaticallymore corvincing,

(i.e. Jared)or a jury of the safetyof the encoding/decoding andin particularimmuneto claimsof matchingkey searches.

key in theframeof the consideredvatermarkingalgorithm.
Multimedia Watermarking algorithms operate often in

Thus, we introduce the main motivation behind pre-
commitmentto keys in the processof watermarkingand

high bandwidth, noisy domains, that empaver defendant presentan algorithm for key precommitmentanalyzingits

(i.e. evil Mallory) courttime claimsof exhaustve key-space
searchesfor matching keys. In other words, Mallory’s
positionclaimsthat Alice cannotprove herassociatedights
over the disputedcontentasthe actualdatadomainin case
allowedherto “try” differentkeysuntil oneof themmadethe
watermarkmagically“appear”in the (allegedly) un-marled
object.

Watermarkingalgorithmsin generaland in the media
frameawork in particulay would thusbenefitfrom anintrinsic
componenbf thesecurityassessmerstep,namelya solution
offeringthe ability to fight exactly suchclaims.

Onemechanisnfor securingthis ability is to precommit
to the watermarkingkey, at ary time before watermark
embedding. Precommittingto secretsin the framework of
watermarkingoresentawholenew setof challengesgerived
from the particularitiesof thedomain.

The main contribution of this paperis to definethe main

integrationaspartof ary existing watermarkingapplication.

Our solution, while relying on new (e.g. tolerant
hashingyandexisting conceptge.g. key-spacesizereduction,
watermarkrandomization)ties them togetherto producea
drastic (i.e. to virtually 0) reduction of the probability
of successin the caseof random key-spacesearchesor
matchingkeys, thus making a corvincing counterpoint to
claimsasthe oneabove.

We analyzetrade-ofs and presentsomealternatve ideas
for key precommitment. We discuss propertiesof the
presentedchemeaswell assomeotherervisionedsolutions.

1

Digital Watermarking in thetraditionalsenses thetechnique
of embeddingin-detectabléun-percevable)hiddeninforma-

Intr oduction

problembehindit andoffer a solutionto key precommitment tion into multimediaobjects(i.e. images audio,video, text)

in watermarkingsolutionaugmentedby a practical,illustra-
tive exampleof anactualkey precommitmentnethod.

Given ary watermarkingschemeour solution increases

*Portionsof this work were supportedoy GrantEIA-9903545from the
National ScienceFoundation,ContractN00014-02-1-0364rom the Office

mainly to protectthe datafrom unauthorizedluplicationand
distribution by enablingprovablerightsoverthe content.
Proofof rightsis usuallyachievableby demonstratinghat
the particular piece of dataexhibits a certainrare property
(read‘hiddenmessagebr “watermark”),usuallyknown only

of Naval Researchandby sponsorsf theCenterfor EducatiorandResearch 10 Alice (with the aid of a “secret”), the property being so

in InformationAssuranceandSecurity

rarethatif oneconsidersry otherrandompieceof data,even



similarto theonein questionthispropertyis veryimprobable
to apply. It is to be stressechere that the main focus in
watermarkings on’detection’ratherthan’extraction’.

Watermarkingalgorithms[1] [2] [3] [4] [5] [6] [7] [8] [9]
[10] [11] [12] [13] often operatein high bandwidth,noisy;
domains,that empaver defendant(i.e. evil Mallory) court
time claims of exhaustve key-spacesearchegor matching
keys. In otherwords, Mallory’s position claims that Alice
cannotprove her associatedights over the disputedcontent
astheactualdatadomainin caseallowedherto “try” different
keys until one of them made the watermark magically
“appear”(see”"mark invertibility” in [14]) in the (allegedly)
un-markedobject. Watermarkingalgorithmsin generabndin
themediaframeaworkin particular wouldthusbenefitfrom an
intrinsic componenbf the securityassessmergtep,namely
asolutionoffering the ability to fight claimssuchasthe ones
above.

Onemechanisnfor securingthis ability is to pre-commit
to the watermarkingkey, at ary time before watermark
embedding. Pre-committingto secretsn the frameawork of
watermarkingpresentsawholenew setof challengesgerived
from the particularitiesof thedomain.

Themaincontribution of this paperis to define formalize
and offer a theoreticalsolution to key pre-commitmentn
watermarkingaugmentedby a practical,illustrative example
of anactualkey pre-commitmentnethod.

Weintroducethemainmotivationbehindpre-commitment
to keys in the processof watermarkingand presentan
algorithmfor key pre-commitmentanalyzingits integration
aspartof ary existing watermarkingapplication.

Given ary watermarkingschemeour solution increases
its ability to “convince” thatthe associatedvatermarkis not
embeddedhroughsomepost-factomatchingkey choice(or
even fortuitously), and was in fact deliberatelyinsertedat
creationtime.

In some sensewe are providing a mechanismfor the
“amplification of corvince-ability” of ary watermarking
algorithm. Thatis, if thewatermarlkedobjectmalkesit to court
then its watermarkproof is dramaticallymore corvincing,
andin particularimmuneto claimsof matchingkey searches
asabove.

As laterargued thiscomesattheexpensegto anacceptable
degree,we believe) of aslightly lower ability to resistgeneric
attacks.Thuswe provide atrade-of betweerf'attackability”
and “convince-ability”. A watermarkingmechanismthat
featuresanintrinsichighlevel of overallresiliencge.g. mary
copiesof thewatermarkembeddedh theobject)asis thecase
with high-bandwidthdomains canclearly benefitfrom such
atradeof.

Thus, we introduce the main motivation behind pre-
commitmentto keys in the processof watermarkingand
presentan algorithmfor key pre-commitmentanalyzingits
integrationaspartof ary existing watermarkingapplication.

Our solution, while relying on new (e.g. tolerant
hashingandexisting conceptge.g. key-spacesizereduction,
watermarkrandomization)ties them togetherto producea
drastic (i.e. to virtually 0) reduction of the probability
of successin the caseof random key-spacesearchedor
matching keys, thus making a corvincing counterpointto
claimsastheoneabove.

We analyzetrade-ofs and presentsomealternatve ideas
for key pre-commitment. We discusspropertiesof the
presentedchemeaswell assomeotherervisionedsolutions.

Thus, in this paper we explore how Alice corvinces
Jaredthe Judgein court, at watermarkdetectiontime, that
the secret(watermarkingkey) associatedvith the detection
processs not the resultof anexhaustie searchfor matching
patternsin the resultingobjectbut ratherwas pre-committed
to at watermarkembeddingtime. By this, Alice fights
Mallory’s claimsthat she might have exhaustvely searched
the key-spacefor a matchingkey that made the desired
watermark“appear” out of the allegedly un-marled object.
This is an essentiaktepin increasingthe security of mary
watermarking applications, where domain particularities
allow for such exhaustve key searchegyielding matching
(key, watermarkpobject)tuples.

The paperis structuredasfollows. Section2 definesthe
main motivation behind key commitmentin watermarking
and introducesits main associatedchallenges. Section
3 presentsour solution while Section4 discussesseveral
improvements as well as a set of associatedattacks.
Section5 outlines main conclusionsand future ervisioned
developments.

2 Motivation and Challenges

Althoughsomeapproacheaimingatassertingreationrights
andtime-stampingare basedon publishingvarioustypesof
hashedor every createdligital object(i.e., possibletargetfor
watermarking)n aplacebeyondthe owner’s control(e.g.,in
a datednewspaper)mary otherapplicationsdo notallow for
this approach.

Market conditionsand other considerationge.g. desired
stealthinessf themarkingprocessstoragecapacityrequired
to store original objectsand their associatednformation)
often malke the above schemeundesirabler cost-inefective.
Watermarkingor rights-assessmebecomeghusa compet-
ing approactor gettingthejob done.

Given applicationsfunctioning underthe above assump-
tion (i.e. impracticality of ary type of public dated
information sourcecommitment/hashing)t becomesclear
that ary (pre)commitmentgo information associatedwith
a watermarkingapplication (e.g. secretkey) also cannot
be createdby publishing but rather by making them part
of the watermarkingmethod. In orderto pre-committo
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Figure 1. Symmetric 1-key watermarking(a) embedding
[wm] and(b) detectiondet]

a secretkey, a specialextensionto existing watermarking
algorithmsneedso bedefinedthatwill effectivelyimplement
the pre-commitmenstep. Thefollowing subsectiongxplore
this andotheraspectsn moredetail.

2.1 Scenario

A symmetric 1-key watermarkingschemeis depictedin
Figurel. Watermarkembeddinda) happensisuallyatobject
creation/releas¢ime whereasthe detectionprocess(b) is
ultimately to happenin court?, in the presencef Jared(i.e.
thejudge).

Theability to corvince Jaredor thejury of theassociation
betweenthe watermarkand the given watermarled object
(i.e., throughthe secretkey, now to be revealed)is strongly
relatedto proving that the given key is not the resultof an
exhaustie searchof the key space(i.e. for the givenobject).
In otherwordsthe givenwatermarkingapplicationhasto be
safefrom claimsthatthedatawas“tortureduntil it confessed”
(i.e. by exhaustve search)after creation/releaseéme. Thisis
of courseparticularlysoif the watermarkis shortandwhere
artificially lengtheningit (e.g., by paddingwith 1s)is not
practical(e.qg.,becausef the object’s inability to have long
enoughwatermarkembeddedh it).

Pre-committingo thesecrekey atembeddingimeis one
solutionto the above problem. The next subsectiompresents
someof the challengesssociateavith key pre-commitment.
In the following we introducea simpleillustrative example
on how exhaustve searctfor akey in thekey spacecanyield
acertaindesiredwatermarkin the objectspacge.g.LSB).

Note: Throughouthepapewe areusingasanapplication
exampleatrivial watermarkingmethod,namelyLSB. As our
contribution doesnot lie in the actualwatermarkingmethod
but ratherin the key pre-commitmenglgorithm,we decided
to purposefullyuse a rather simple marking methodas an
illustrative deploymentscenarioo directthe readers focus
on the mainresearchpresentedy the paper andnot on the

1we areawareof otherinstancesvhendetectionis deployed for various
other reasons(e.g. online cravling and tracebacksetc) but in mary
applications the ultimate main purposeof the watermarkis to corvince in
court(or force settlementpncesuspicion®f illegal usesurface.

Figure 2: Average required minimum LSB space size
for different watermarksizesin the caseof experimental
exhaustie searchedor matchingkeys. An almostlinear
dependengcanbeobsened.

actualwatermarkingnethodusedto illustrateit. Deployment
in ary otherwatermarkingmethodis basicallyidentical.

Thetheoreticalgroundingof LSB spacekey searchs not
trivial in thegenerakaseasrelatedresearchby Szpankwski
[15] 2 andothers[16], suggestsandis alsooutsidethe scope
of this paper Neverthelessve introducea simpleexperiment
asa proof of concept.

Experiment.

Giventhe classof LSB markingalgorithms[1], a certain
predefined/desiredatermarkw anddigital imageswith LSB
spaceqe.g. of sizen = 1024 bits, animageof color depth
8 andfile size over 8Kbytesetc), for illustrative purposes,
we considera trivial, text-book level, watermarkingmethod
Mpsp that simply selectsa subsetof the LSB spaceand
replacest with the watermarkbits. The secretkey k is then
composedof the LSB-spaceindexes of the selectedsubset
bits.

Then, given ary randomobject and its associated_SB
spaceasabove (e.g. 1024 bits, uniform distribution), there
is a high probability of being able to find a key k that, if
appliedto o with the watermarkingalgorithm My sp, will
yield (at detectiontime) the exact desiredwatermark(i.e. w
=="copyrightby smartpeople”)In thefollowing we compute
this probability experimentallyon a large set (10000) of
generateduniform distributed LSB spacegbit strings)and
thenon 10 standardealworld imageL SB sets.

Givenacertainlengthof thewatermarkFigure?2 plotsthe
averagerequiredrandomLSB spacesize for an exhaustve
searchapproacthto succeedn finding a matchingkey.

As expected, experiments confirmed the theoretical
results.Therequiredaverageminimumsizeof theLSB space
for asuccesdn finding amatchingkey in aexhaustve search

2Thisresearctsuggestsandpartially computesandproves,the existence
of a high probability associatedwith finding a given pattern (i.e. the
desiredwatermark)as a subsequenceithin anotherlarger string (e.g. the
embeddingspacel SB).



approachis only approximatelydouble the bit-size of the
consideredvatermarkto beembedded.

Note: An easyobsenationto make hereis thaton average
if the LSB spacebit-sizen is greaterthan |w| x 2/*/*! then
any and all watermarksof bit-size |w| canbe “found” by a
key search.

For the consideredreal imagesthe resultsare identical.
This basically showns that finding a key that will match
a desired watermarkin ary given image LSB spaceis
extremelylikely andprobablyeasy

This conclusion allows for court-time counterattacks
claiming that the watermarkingkey yielding the revealed
watermark was actually searchedfor and not used at
object-creationhatermark-embeding time. This issueis
further explored by Craver et al in [14] (a.k.a. "mark
invertibility™).

In order to be suitably corvincing in court, pre-
commitment to the watermarking key is required at
embeddingtime. The following subsectiondeals with
challengesn designinga coherentkey commitmentscheme
for watermarking.

2.2 Challenges

Associating both the mark and the required key pre-
commitmentwith the resultingwatermarled objectpresents
an entirely new set of challenges. The impracticality
to publish external help-information (e.g. hashesin

dated newspapers), as outlined above, requires that (i)

key-commitmentcan be directly derived from the object’s

contentproducinga “self-containedproof mechanism.

If the key spaceis dependenbn the to-be-watermarled
contentkey selectionbecomewulnerableto actualchanges,
even minor (e.g. attacksor eventhe watermarkingprocess
itself), of this very content. In otherwords, we would like
to be ableto producethe key-commitmentinformationeven
after attacksand/or watermarkingof the original content.
Thus, (i) there hasto be a certain toleranceof the key
pre-commitmentschemeto minor changesof the original
object (i.e. wrt. maximum allowable changein usability
[17]).

Becauseof the “self-containment’requiredof the key-
commitmeninformation(i.e. within thewatermarledobject)
anotherissueariseswith respecto anexhaustve key-search
attackthat can be deployed on the distributed or published
watermarledcontent.Thus,thekey pre-commitmenscheme
hasto either (iii) not make the key entirely derivable from
the watermarled contentor (iv) guarantee'enough” safety
(i.e. in termsof computationalcomplexity) that will make
anexhaustve searchattackinfeasible. The following section
presentsa solution that takes into consideratiorthe issues
above.

3 Solution

Our solution startsby making the watermarkingkey-space
directly associated(see requirement(i) above) with the
to-be-watermarled objectin a tolerant(seerequirementii)
above)andkeyed/secretashion(seerequirementiii) above).
The actual associatiorwith the contentas well as content
change/attacknmunity of the key-spacds achievedthrough
the novel conceptof “toleranthash”. An exhaustve search
for the watermarkandthe key is prevented(seerequirement
(iv) above) by meansof encryption and key-space size
self-tuning.

3.1 Tolerant hashes

Given a certain object to be watermarled, o € D, a
watermarkingalgorithm,a distortionmetricdomain(i.e. see
“usability domain”above, e.g. HumanVisual System)with
an associatedlistortionmetric §, anda maximumallowable
distortion distancelimit 4,,,,, we definea “tolerant hash”
(with respecto the above given),asafunctionJ : D — Z+
suchthatVo' € D thefollowing holds J(0) = J(0') <
8(0,0") < dmaz-

In plainwording,atolerant hashis a functionof acertain
contentwhich, while specificto thecontent toleratesminor”
(i.e. in termsof the given distortion boundsdeterminedoy
dmaz) Changedo it 3. Theideais to captureand quantify
certainglobal specificpropertiesof the contentthat are still
presered in the watermarking/attackprocess. Research
by Ari Juelset. al. [18] investigatesa related notion,
suggestiely qualified as “fuzzy commitment”. While our
tolerant hash conceptpresentsidea similarities, it differs
widely in its applicability aswell asin the likely proposed
implementations.

As an example,in our LSB scenario,if we considerthe
dataobjectsn D asbeingrepresentedsstringsof bits, for the
purposeof constructingatoleranthashwe proposehemetric
4 to betheHammingdistancebetweerconsidereabjects.

Also, given the implicit framework assumptionthat
modificationsto the LSB spaceare not “noticeable”, the
maximumallowable distances, . is thennaturallydefined
as the largest possible Hamming distance between two
objectsthat differ only in their LSB spacebits (it is trivial
to shaw thatthis valueis equalto the LSB spacesize).

Thetoleranthashfor theLSB examplecanbethendefined
as Jrsp(0) = H(ono.rss) Whereo,,_rsp representshe
objecto with theLSB spaceemoved(all thebitsin o, without
the LSB hits).

3Hencethe nameattritute “tolerant”. This is a rebel hashthat doesnt
have traditional“good” hashingpropertyand,in fact, doesalmostthe exact
opposite(i.e. tolerategninor changedo input). Theterm“hash”is usedhere
to basicallyreflectthequalificationggivento it by it's prefix, “tolerant” while
still preservingheideaof a“summaryof its input”.




With respectto the given data and distortion metric
domainsJrsg(+) is anaturaltoleranthash by construction.

While domainspecificsolutionssuchastheoneabove, are
probablymore stableand bettersuitedfor eachapplication,
someothergenerichashideasarepresentedn AppendixB.

3.2 A preliminary solution

The first step involves randomizing(seechallenge(iv) in
Section2.2) the watermarkw before embeddingsuchthat
even if a given attack round/methodsucceedsn detecting
w, the attacler is not aware of it (otherwisethe next attack
stepwould have beena markremoval or destructiorattempt)
becausét presentstself lik e white noise(seeFigure3).

We proposeo randomizehewatermarkj.e., makeit look
like white noise.This is achievedby keyed hashingstep,

w = H(kw;w(];kw) (1)
where H(-) 4 is a one-way hashfunction (e.g. similar ® to
SHA, MD5), wyq is the original watermark,k,, is a certain
hashingkey andw is theresultingwatermarkhatwill beused
in themarkingprocesdateron. An alternatve thatdoesaway
with having to know wg beforeretrieving it is (if wo hasthe
right length)

w = Ey,, (wo)

2
or, if wg istooshort,

w = Ej,, (kw, wo) 3)
whereEy, (-) canbeary cryptographicencryptionprimitive
which encryptsts inputwith thekey k,,.

Note: Thekey k., is required(e.g.,vs. the simplecaseof
w = H(wyp)) in orderto preventsemanticattacksin which
Mallory is aware of the actualwatermarktext (wg) or the
natureof the text (andbasedon that he candrasticallylimit
thespaceof anexhaustve searclhattack,obtainingavalid w).

The second step reducesthe key-spacesize (of the
watermarkinsertion key) by a procedureensuringthat a
successfuexhaustve searchfor a key thatmatchesa desired
watermarkis highly unlikely (seeLSB scenaricabove).

Letm € Z*, anintegerto be madepublic andpartof the
overall watermarkingproceduredescription.Let ¢ € [0, m]
be a secretinteger, randomlyselected® at mark embedding

4Remembetrthat mary well-knowvn cryptographichashes(e.g. MD5,
SHA) suffer from a constructiorweaknessllowing for input appendf not
keyed properly This is why we parameterizeH (k. , wo, kw) insteadof
H(kw,wo). Also in this notation,“k.,, wo" denoteshe concatenatiorof
thebit stringk,, with thebitstringwyg.

5A simple transformcan be appliedon the bit-output of SHA/MDS in
orderto yield anappropriatenumberof resultbits. For exampleXOR-ingall
wordsin the SHA/MD5.

6Sees for anextensionto thisidea.
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Figure 3: Through pre-commitmentboth the encodingkey
andthewatermarkarecommittedto before watermarking.
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time. Let therebe a certaindomain specific toleranthash
J : D — Z* (e.g. JLsp asabove). Thenthe watermark
embeddingey k € K to beusedin themarkingalgorithmis
definedby

k= H(Ca J(0)7 C) (4)
where H (-) is a one-way hashfunction (e.g. SHA), ando is
theto-be-watermarledobject.

It is assumecherethat the resulting key will allow the
watermarkingalgorithmto embedhe desiredmark. If thisis
notthecaseandthe givenkey simply won’t work (i.e. within
givenobjectdistortionbounds) selectinga differentc yields
acompletelydifferentkey.

Note: An interestingdomain-specifiéssuecanbe raised
in the casethatnoneof theallowedc¢’s will resultin ausable
key. Firstsolutionideasincludeselectinga differenttolerant
hash selectinga differentone-way hash-functionetc.

A special property of this schemeis the fact that it is
self-containedi.e. it only dependson the considereddata
domainand the to-be-watermarled object size) and can be
safelypublishedi.e. m canbemadepublic) asaspecification
of the overallwatermarkingnethod.

3.3 Benefits

In the following we discusssomeof the benefitsinducedby
the pre-commitmentnethodasdescribedhbove.

(a) In thetraditional,non-pre-committeépproachgiven
the LSB spacesize n andthe consideredvatermarkw, the
probability that a given randomly selectedembeddingkey
krana € K matcheghe givenwatermark’ canbe computed
asfollows:

avg-rnd-wme_occ
Psuycess = 97 (5)
key_space_size

"We naturallyusethis probabilityasa metricof success$or anexhaustie
searchapproach.



whereavg_rnd_wm_occ is the experimentallyor theoreti-
cally determinechumberof expectedrandomoccurrencesf
agivenwatermarkjn agivendataspaceandkey _space_size
is thesizeof theembeddindey spaceconsiderede.g.in our
caseCl!).

Oncepre-commitments introduced,as a direct result of
key-spacereduction(to a cardinality of m), the probability
becomes:

m

op!

P! =

sucess X PSUCGSS

(6)

This is due to the fact that the consideredkey space
sizewas “compressed’in equation4. Associatedalsothe
probability of successn arandomsearchor a matchingkey
decreasesimilarly.

If the LSB spacesize is n 100000 (e.g. aprox.
99KBytesimagefile), the consideredwatermarkis of size
100 bits, and we usem 100000 this resultsin a very
large probability reductionratio of gf@%. In otherwords,
if the original key spaceallowed a randomsearchwith a
probability of succesdor eachstep being Py.p, by using
pre-commitmenasabove this probabilityis reducedo

100000
PI
0118((])000

step — PSteIJ X

()

Also, binding and constraining (i.e. in (4), by the
one-waynesf the hash)the key-spacelowersdramatically
(cryptographic hash inverse computation compleity) the
probability that a matchingkey, (exhaustvely searchedor)
will satisfy(4) andthatalsoa corresponding: existsandis
found.

Thus,thewatermarkingdey isrecoverablen courtdirectly
from thewatermarled contentin suchaway asto alsoprove
commitment. Commitmentis guaranteegbartly by the one-
waynesf the considerechashfunctionsandpartly alsoby
the key constructionmechanismwhich is deterministicand
derivesthekey from the content.

(b) While exhibiting all thesebenefits,reducingthe key
spacesizealsoexhibits someapparentravbacks.Onemain
concernis for an adwersary(e.g. Mallory) not to be ableto
gain relevant information aboutthe watermarkingkey from
knowing [0, m] (remembern is public). The assurancéere
is broughtaboutby the initial watermarkrandomizingstep.
Its securitylies in the inherentacceptechon-invertibility of
cryptographichashes.

There are mary watermarking attacks that can be
consideredwith respectto any watermarkingmethod. It is
out of the scopeof this paperto analyzetheseattacks;we

ratherassessaury possiblyinducedweaknessassociatedavith
the newly introducedpre-commitmenstep. By reducingthe
key spacesizewe apparentlymadeit easierfor theattaclerto
exhaustvely deduce/infethe embeddingkey.

More specifically Mallory hasanoptionof performingan
exhaustvesearchonthekey spacepf sizem. But, evengiven
knowledgeaboutthe original watermark(i.e. he knows wq
and/oris ableto identify it if seen)he cannotproperlydetect
it becausef therandomizatiorstep(1).

BecauseMallory alsooperateswithin tolerabledistortion
bounds(i.e. trying to maintain“value”, seeAppendix), an
implicit assumptioris madethathe cannot afford to simply
randomly pick keys and “remove” marks (by altering the
content)becausethe objectwill almostsurely be damaged
beyondacceptablalistortionlimits [17].

Theonly viableattackdecisionwith a potentiallynon-null
successrobability is choosinga random¢’ € [0,m] and
assumingthat it indeed is the initially chosenc in the
embeddingprocess. The probability of successof this
approachas a whole is L, in the consideredcase 15555
We would like to outline here againthe fact that Mallory
hasonly one chanceat this andcannot‘try” it severaltimes
asthe requireddatachangeswill rapidly degradethe value
of the alreadywatermarled object, dependingon the actual
underlyingwatermarkingalgorithm.

Nevertheless,this is where the main trade-of of our
solution becomesclear The ability to fight exhaustve
key-searchclaims comesat the expense(to an acceptable
degree, we believe) of a slightly lower ability to resist
single generic attacks. Thus our solution provides a
trade-of between‘attackability” and “convince-ability”. A
watermarkingmechanismhatfeaturesanintrinsic high level
of overall resilience(e.g. mary copiesof the watermark
embeddedn the object)asis the casewith high-bandwidth
domainscanclearly benefitfrom suchatradeof.

4 Critique

In this sectionwe are introducing certainimprovementsas
well asa discussioron several interestingattackapproaches
to the providedalgorithm.

4.1

The abose schemecanbeimprovedin waysthatwe explore
below.

Impr ovements

4.1.1 Trial-and-err or on k,,

Oneweaknessesidesn therandomizingstep(1), namelyin
the fact that the spaceof the resultingwatermarkw canbe
subjectedto a similar (althoughmuch harder basedon the



one-waynesf the hash)trial-and-errorattack,by choosing
differentvaluesfor k,,, resultingin differentvaluesfor w.

In other words, we apparentlyare back to squareone,
exceptthat the trial and error problemhasshifted from the
watermarkinsertionkey to thekey usedfor randomizing.The
claim of the adwersary(i.e., Mallory) in court can be that

Alice first “guessed”a valuefor ¢, generatedhn associated

watermarkingkey k with (4) andthenretrieved a watermark
w (meaninglessput of o'. Using this watermark Alice
then could have tried different valuesfor &, in order to
“reverse-engineer{1) until satisfiedfor a desiredwy, (e.g.,
saying“Copyrightedby Alice”).

Althoughimprobable(i.e. muchharderbasedntheone-
waynessf the hash),the above claim needsto be properly
addressed.

Onesimplesolutionto this issueis to bind (i.e. again,in
aone-way sensey to k,, andwyg. In otherwordsinsteadof
choosingarandome in step(4) let ¢ be

c¢= H(ky) modn (8)

In this case,ary “reverse-engineeredb, derived out of

(1) will alsohaveto satisfy(8), with respecto thesupposedly

malevolently chosenre, which doesnot allow room for trial-
and-errorattacks.

Another solution is to simply apply our key space
reductionmethodalsoon k,,. More formally, let therebe
m' € Z*, anintegerto be alsomadepublic and part of the
overallwatermarkingproceduredescription.Let ¢’ € [0, m/]
be a secretinteger, randomly selectedat mark embedding
time. Let therebe a certaindomain specifictoleranthash
J: D — Z% (e.g. Jrsp asabove). Thenthe watermark
randomizingkey k,, € K is definedby

ky = H(clyj(o),cl) (9)
where H(-) is a one-way hash function, and o is the
to-be-watermarled object. The security discussionapplies
asabove, a successfulvhiteningkey detectionattackhaving
a successprobability of mL Keep in mind that this is
to be consideredadditionally to the required next attack
step(correspondingo the actualpre-commitment) namely
detection/remual of theactualwatermarkw.

Note: This secondsolution effectively transformsthe
watermarkingkey spacefrom K to Z+ x Z™, asc andc
becomeheactualsolesecretkeys for the algorithm.

4.1.2 A randomized but unchangingw

If the samew, andk,, areusedto watermarkmary objects,
then (1) implies that the samew will be usedin all of

them. By trying different ¢ valuesfor each such object
and observingthe resulting extractedwatermark(if access

is availableto a setof watermarled objectsand associated
marks),the adwersarycanfigure out w andalsowhich ¢ was
usedin eachobject! To achieve avariability in w evenwhen
the samew, andk,, areusedfor mary objects,one could
introduceJ (o) inside(1), e.g.

w = H(k’wa Wo, J(O)a kw) (10)

whichwould preventthe abore-mentionedttack.

4.1.3 Variants

The actualcommitmentto the key in our presentedsolution
is provided indirectly by the point outlined in (a) above.
Neverthelessve ervision differentpre-commitmenschemes
wherethe commitmentis mademoreexplicit.

Oneideawould beto make a certainkey pre-commitment
(e.g. hashof key) part of the actualwatermarkin itself.
On the otherhand, this immediatelyposesissuesrelatedto
collusion-safetypecauselifferentwatermarkgwith different
keys andassociategdommitmentswill be usedfor different
distributions/publication®f the sameobject.

4.2 Discussion

Key pre-commitmentddressethe issueof court-corvince-
ability in the framavork of watermarkingfor copyright
protection. It can be used as an effective tool in
fightingMallory’sclaimsthatAlice exhaustvely searchedhe
key-spacegor amatchingkey, givenanassociateavatermark.

Key pre-commitmentdoes not addressother generic
information hiding and watermarking problems. One
example of such a problem is the scenarioof multiple
watermarkembeddingsvithin the sameobject. This casehas
the potentialto leadto a courtconflictasto which watermark
is the “authentic” (i.e. original) oneetc. If the underlying
watermarkingmethodallows for multiple mark embeddings
thena solutionto this issuehasto be found as part of that
method.

In thefollowing we aregoingto addressomeof theissues
andapparenproblemghatwe feel still needdiscussion.

4.2.1 Searchingfor both watermark/k ey

One could argue that after all, reducingthe key spacesize
doesnot helptoo muchif the spaceof the watermarkto be
embeddeds of infinite size. An exhaustve searchin the
(key,watermark)spacecould still be very successfulgiven
thelarge cardinality of this spacginducedby the watermark
space).

One approachto the above problem starts from the
obsenation that in real scenarios,usually the space of
possible watermarksis of finite size, often much much
smallerthanthe cardinalityof theinitial key spacge.g.what



is the numberof meaningfulphrasesn Englishcomposeaf
atotal of 20 letters).

Moreover, a requirement(e.g. in court) can be easily
enforced, stipulating that the actual watermarksneed to
conformto a specialformat, thus reducingthe cardinality
of the watermarks-spaceFor examplemandatinga format
of “(C) by CompailyName” asthe only acceptedvatermark
for agivencompaly reduceghe effective mark-spacé¢o one.
Also, in thepresentasethefinal embeddedvatermarkitself
is pre-committedto asrequiredin equation10, makingthe
searchpractically impossible,bound by the cryptographic
non-invertibility of the one-way hash.

4.2.2 Replacingthe watermark

In this scenarioanattacler (e.g. somebodywishingto claim
rights over the object, post-creation, post-watermarking)
chooseparameterteadingto anarbitrarykey k, thenslightly
modifies the object, but keepsthe key k£ unchanged(as
k dependsonly on the “significant” parts of the object).
Throughsuccessie “slight” modificationsto the object,the
attacler hopesto find againa detectablevatermark different
from theinitial one.

This scenario is yet another example of a generic
watermarking-relategbroblem which is not intendedto be
addressedy key pre-commitment. Modifying the initial
watermarledobjectsuchasto remove or alterthe watermark
is atraditionalattackin watermarkind1] [14] [8] andisto be
dealtwith by theparticularwatermarkingnethodn question.
Neverthelessin thefollowing we aretrying to provide a brief
insightinto how thisis to beaddressed.

The main power of watermarking[17] lies in the exact
dilemma the attacler facesby not knowing “where” the
watermarled object is positioned(i.e. in the “usability
domain”) with respectto the original. In otherwords, the
attacler doesnot possessary information as to what kind
of modificationscanstill be performedto the objectwithout
destrgingit's value. The objectcould be at the boundaryof
the usability domain,asproposedn [17] and”playing” with
it could very likely resultin aninvalid object(i.e. distorted,
withoutvalue).

4.2.3 Fixing m

In this case anattacler could “play” with valuesfor m until
one is found that satisfies,e.qg. provides a large enough
key-spacefor a matchingkey to be found by exhaustve
search. Thus Mallory would claim that Alice (i.e. the
potential attacler in this scenario)did exhaustiely search
in both the spaceof all possiblem valuesand the space
associatedteysto find a matchingkey.

To addresghis issueonehasto take into accountthe fact
that while thereis definitely room for a choiceof m, it is
neverthelesanalgorithmspecifigparameterA specificparty

(e.g. Alice) cannotafford using a differentm every time
the algorithmis applied,or the resultof the methodwill not
notyield the promisedcourtcorvince-ability Rather oncea
certainm valueis choser(or avery smallfinite setof values)
it hasto be usedthroughoutfor every andall applicationof
thealgorithm.

Thus, to fight Mallory’s claim, Alice would only needto
provide proof thatthe samem valueis usedconsistentlyto
markAlice’s works.

5 Conclusions

We discussedkey pre-commitmentwithin the frame of
multimedia watermarking,and provided an algorithm that
canbe appliedto existing watermarkingschemesenhancing
their ability to corvince in court by fighting claims of
exhaustve key-space searchesfor a desired watermark
matchingkey.

Thesolutionwe presenteds basedn traditionalconcepts
aswell asnew ideas,suchastoleranthashingandkey-space
reduction. We discussedassociatedrade-ofs and presented
somealternatve ideasfor key pre-commitmenschemes.

Futureefforts shouldexploredomainspecificapplications
andwaysof betterempaveringthemin courtthroughtheuse
of key pre-commitmenschemes.

The relationship betweenwatermarkingwith key pre-
commitmentandtheredundantseof shortwatemarkseeds
alsoto beinvestigatedWe ervisionthatkey pre-commitment
will allow for very shortwatermarkswhich in turn makes
higherwatermarkresiliencepossible.
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Appendix A: Watermarking Model

An extendedheoreticaimodelfor watermarkings out of the
scopeof this paper Initial stepscanbefoundin [17] aswell
asin [19] [20] [21] [22] [23] relatedresearchin the broader
areaof stegganographyandinformationhiding. Nevertheless,
variouscommentsandsuggestionsed usto believe it might
beagoodideato includea shortmodelintroductionin order
to make the presentpapermoreself-contained. Thuswe are
includinga shortsummaryof themainconsideredormalism
for watermarkingaspresentednorein depthin [17].



One fundamentaldifferencebetweenwatermarking(i.e.
mainly for rights protection)and steganographyin general
residesexactly in the main applicability and descriptionsof
thetwo domains.Steganographysmainconcerriesin Alice
and Bob being able to exchangemessage$24] [25] [26]
in a manneras resilient and hiddenas possible,througha
mediumcontrolledby maliciousWendy On the otherhand,
digital watermarkingis usually deployed by Alice to prove
ownershipor ary otherright over a pieceof data,to Jared
the Judge,usuallyin the casewhenTim Mallory, the Thief
benefitsfrom using/sellingthat very samepiece of dataor
maliciouslymodifiedversionsof it.

Proofof rightsis usuallyachievableby demonstratinghat
the particular piece of dataexhibits a certainrare property
(read‘hiddenmessagebr “watermark”),usuallyknown only
to Alice (with the aid of a “secret”), the propertybeing so
rarethatif oneconsidersary otherrandompieceof data,even
similarto theonein questionthispropertyis veryimprobable
to apply It is to be stressechere that the main focus in
watermarkings on’detection’ratherthan’extraction’.

Let D be the domainof all possibledataobjectsto be
consideredor watermarking(e.g. digital images). Objects
o € D have associatedvalue inducedby the objectcreator
Watermarkingtries to protectthis associatiorbetweenthe
valuecarryingobjectandits creator

Usability Domain: Complex objectscanexhibit different
value levels when put to differentuses. We needa way to
expressthedifferentassociatedaluesof objects,n different
usability domains Intuitively, a usability domain models
different“uses”a certainobjectmight be subjectedo.

Usability: Usability is a measureof how “useful” an
objectcanbe with respectto a given domain. The concept
of usabilityenableghedefinitionof acertainthresholdbelon
whichtheobjectis not“usable”arymorein thegivendomain.
In otherwords, it “lost its value” to anunacceptablelegree.
The notion of usability is relatedto distortion A highly
distortedobject (e.g. asresultof watermarkembeddingor
attacks)will likely suffer a drop in its distortion domain
usability,

Usability Vicinity: The usability vicinity of an
to-be-watermarled object definesa set of objectsthat are
not to far away (i.e. still acceptablepsable)from a given
referenceobject. Theradiusof the vicinity is definedby the
distanceo thereferencebjectof the“f arthest"objectwithin
thevicinity.

Note that the usability vicinity of a certainobjectd € D
with respecto a consideredsetof usabilitydomainst” Cc U
definesactuallythe setof possiblewatermarledversionsof d
with respecto V and A4

Watermark: A watermark can be defined as a
specialinduced(throughwatermarking)ropertyof a certain
watermarled objecto’ € I, sorare,thatif we considerany
otherobjectz € D, with a“close-enough’usability level to

the original objecto, the probability that 2 exhibits the same
propertycanbe upperbound®.

Watermark Power: The power of a certainwatermark
is directly relatedto its corvince-ability towards Jaredthe
Judge. The wealer the watermark (higher the false hit
probability upperbound)the lesscorvincing it will be. To
be notedthat this definition is not necessarilylinked to the
traditional bandwidth assessmenapproachesas it entails
consideringa multitudeof otherfactors suchasattacks.

Attack: An attad simply tries to maintainthe attacled
watermarled objectwithin the permissibleusability vicinity
of the original non-watermarled one, while making it
impossibleto recoverthewatermark.

Main Watermarking Challenge: Power and Usability.
The main challengeof watermarkinglies with keepingthe
resultingmarkedobjectwithin a certainpermissibleusability
vicinity of the original while maximizing a certain metric
(linked usually to mark resiliencein the consideredvalue
domain,e.g. HumanSensorySystemand/orattacksyelated
to persuasiombility in court.

Appendix B: Examples of Tolerant
Hashes

(a) A characteristiof the contentthat canbe partly usedin
definingahashasabove, is the“compressibility”of thegiven
content. Thatis, givena certaincompressioralgorithm (e.g.
Huffman), what is the maximumcompressiorratio we can
getaftera pre-determinesiumberof rounds.

Note: In trying to capturesomethingspecific,associated
to a certain given content, but also resilient enough so
that minor changesin the contentwill not changeit, we
encounteredhe proven idea of mappingthe contentdata
into a new domainandtrying to find somepropertiesof the
mappingresultthatsatisfythe original requirements.

(b) One simple mappingbrings a one-dimensionatiata
into a multiple dimensionakpace For exampleit is possible
to mapthe datato a 2 dimensionalfunction definedby the
following: startingin the origin of the coordinatesystem,
if the next encounteredit is 1 advancel position on the
oX scaleand go “up”, otherwiseadwanceand go “down”.
The overall function shapecan be integratedand the result
is empirically provento be quite contentspecific.

(c) Another mappingto a two dimensionalspacecanbe
definedby simply consideringeachpair of contentbytesasa
(z,y) “point” coordinate After plotting all the “points”, it is
proventhatafairly resilientpropertyof thenumbersnvolved
in definingthe plot is determinedy repeatedlypeeling-of”

8A slightly different,moreappropriatenotationwill be usedthroughout
the paper with clarifications where necessary We consideredit to be
beneficefor us to remainfaithful to our original paper[17] in this short
summary



the corvex hull until no morepointsremainon the plot [27].
The numberof timeswe were able to performthe peel off
aswell asthe seriesdefinedby the numberof pointspeeled
off in eachroundis provento be very contentspecificand
intuitively quitechangeolerant.

(d) Of muchsuccessn theimagewatermarkingcommu-
nity, aretransformdike the DCT (deployed mainly in JPEG
watermarking)that map contentinto the frequengy domain.
The importanttransformcoeficientsin the nev domainare
thenusedfor storingwatermarkdy variousalteringmethods.

Whereasve could certainlyusethe sametransformin the
caseof aknown JPEGimagecontent by assumingyenerality
thisis certainlynot possiblein the givenform.

But still the ideais very relevant to the case. The fact
thatminor changesn the DCT coeficients(in thetransform
domain) lead to minor, mostly un-noticeable(wrt. the
consideredusability domain being defined by the Human
SensorySystem)hangesn theresult(i.e. backin theimage
domain)aswell asthe factthat DCT coeficients are quite
contentspecific Jleadto theideathatmaybeusingtheinverse
procedurewill yield the desiredresults.

That is, we estimatethat minor content changeswill
have little effect on correspondingtransform coeficients.
Thus, givena certainone-dimensionatontentbit-string, the
correspondinghashvalue will be composedof a weighted
combinationof the significanttransformcoeficients.

Whereasusing a transformin computingtoleranthashes
canbe usedfor variouscontent,it doesnot make useof ary
particularitiesof specifictypesof content.For exampleif the
nodecontentis an JPEGimage(e.g. relationalmultimedia
database) generictransformappliedto anone-dimensional
dataview might be sub-optimalin that it wouldn't capture
imagefeatureswhich, if capturedwould certainlyincrease
the level of specificity and gracefuldegradationwith minor
changesln thatcaseusingfeatureextractionalgorithms(e.g.
property histograms)and/or DCT transformswill certainly
yield betterresults.

In the caseof naturallanguagegNL) content[28], captur
ing muchof the specificscanbe doneby translatingsyntax
treesand semanticrelationshipsinto certain characteristic
values(e.g.by usingPlantedPlaneCubic Tree[29]).
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