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_ `(a�bdcNegfih�c
jZkmlonZprqsp6tvuwpmuxt<nytTzE{�n�{xkrtipm|mu�p }EnytH~���}Hq���nT~mq��T��}H��pr��lonykr��tTzE{�nT~mqszr�
��tTnxl���z���t�{�qsl���nZ}��
{xkrl�nw�Z�Q�H�H��prux}���tT�.{<�g��tTnxl��HzQq�zr��l���pm��tv��tvzE{�qs{xl�}�z�}s�Ml���pmu�}A��t<��nxtT�v|muxl�{�����tTqHny|mu�tTn
��}�u���l�u�tv��tTn�n�zrt�{���}�u��$nT�

� �d �cNeg¡*¢¤£�h�cN¥v¡� 
¦3l�uxtT��t<nxn�zmt�{���}�u��$l�zr��|rnxl�zm����}H����}���l�{��*§��E¨���©�©Tª�krqsu����Zqsu�t«pmu�}A�Elo��t<n�q���}�z$�Htvzml�tvzE{T~
nxl���pm��tw��t�{�km}�����}Hu�u�qspmlo������ªm|ml�����l�zm��q���}$�Tqs�Gqsu�tTqizrt�{���}�u���l�z*pmu�q���{xlo�vqs������q�zE����}��vqA¬
{xl�}�z��)­«zm��}�ux{x|mzrqs{xtT���H~Al®{Ml�n)¯H|rl®{�t���}H����}Hzi��}�uMnyt<��|mu�l�{��w{�}«ª t�}A��tTux��}$}��HtT�«l�z�tv°m��krqszm�Ht
��}�u��v}�z$��tTzml�tTzr��tH�N¦3kml���t±pmu�}A�Elonxl�}Hzrn�ªm|ml��®{�l�zH{�}�{xkmtipmu�}s{�}���}���nx|r��k�q�nZ²¤³w�3q�|�{xkrtvz�¬
{xlo�vqs{xl�}�z�qszr��¦µ´�¶·��}iprux}A�$lo��t�nx}���tZ��tTqHny|mu�tTn)��}Hu^qs|�{�kmtvzE{xlo�vqs{xl�}�z�qszr��tTzr��u��$p�{xl�}�zd~
{xkrtTnxti��t<q�nx|mu�tTn���}�zm}�{w}s¸Gtvu1nyl���zml�¹ �TqszE{«nyt<��|mu�l®{�����}�uwq�z$�H{�kml�zm��ªm|�{«{�kmti��}Hny{«{xu�l��H¬
loqs�N��}�����|mzmlo�vqA{�l�}HzrnT�1³«z qs���$nxlonw}��^¦µ´�¶µk q�nwnxkm}A��z�{�krqA{9{xkrt�nxtT��|ruxl�{���l®{±pmu�}A�Elo��t<n
lonw��l�zml���q��?�oº®©v»M}Hp tTz0nx}�|mu���t�pmux}���tT��{1�vq�����tT�3¼�³«l�u±��zm}�ux{�½*�v��q�l���nw{xkrqs{±qs�¾{xtTuw�Hqs{xkmtTuy¬
l�zm�·©T���
��tv�Eqsª$�E{xt<n1}��Z�rqA{�qr~d{�kmt�tvzr�vux�$p�{�l�}Hz·��tv�'�vqsz¿ª6t*��|mt<nxnxtT�d��º ¨I»�Àw{xkrtvui{�}E}H��n
qsu�t�qI�Aq�l��oqsªm��t�{x}Q��}�u���t�q��v�vtTn�n9l�zE{x}�²¤³w�Áqs|�{�kmtvzE{xlo�vqs{xt<�¤zmtv{���}Hux��nT��º ÂA»�����t<qsu����H~G{xkmt
{x}$}H��nZl�zmkmtTuxtTzH{�����pmux}A�$lo��tT��ª$��§��E¨���©�©vª���}�uZtvz ��u��Epm{xl�}�z�qszr��qs|m{xkmtTzH{�l��TqA{�l�}Hz
q�uxt9zm}s{
nx|�Ã*��l�tvzE{T�

Àw{xkmtTu���u��$p�{x}H��u�qspmkrl���pmu�}s{x}��v}��onMq�uxt�qI�Aqsl��oqsªm��t���}�u^q��r��l�zr��nyt<��|mu�l®{���{x}±l�zrkmtvu�tvzE{x���
l�zrnyt<��|mu�t9zmt�{���}�u���nv�NjZkmt±Ä�¶Å��tT��|ruxl�{��*¶^u�}s{�}$�v}��NÆ�Ä�¶���´��ZÇ�}s¸Gtvu�n���q�z$�*n�{�ux}Hzm���vux�$p�¬
{x}H��u�qspmkrl��i��t<q�nx|muxt<n«��kmlo��k0��}�|r����ª6t�|rnytv��|m�Nl�z'��l�u�tv��tTn�n«tTz$�El�u�}�zm��tvzE{�nv�±È«}A��tv�Htvu<~
q±��|m���6Ä�¶���´Z�Él���pm��tv��tvzE{�qs{xl�}�z*lon���tvu���u�tTnx}�|ru��vt�l�zE{xtTzrnxl��Htwqszr�*��}H|m����ª6twl�zmtv¸6t<�.{xl���t
}�zÊk qszr��krtv�o�Ézmtv{���}Hux�¿��tv�$lo��tTn���|mt�{x}'l®{�n�nxl�ËTt��0³1�m��l�{xl�}�zrq�������~N{�kmt���}���pm��t�°�l�{��'}��
Ä�¶��m´��Ì�$l�tT���mn1��| ��k¤��u�tTqs{xtvuw��l���tT��l�km}$}���}s�^l�zrnxtT��|ruxl�{���l�z¤l���pm��tv��tvzE{�qs{xl�}�zd�9Ä�¶��m´��
qs�onx}�l�zr�v|mu�nwp tTzrqs��{xl�tTnw}s�Nª }�{xk0nxp6tvtT��q�zr�
ªrqsz ����l���{xkd��Ím|ruy{�kmtvu���}�u�t�~�{�kmt�qI�Aqsl���q�ªm��t
l���pr��tT��tTzE{�qA{�l�}Hzrn9}s��Ä�¶���´��Î��}�ui��}H����}Hz0pm�oqA{x��}�u���n9qsu�t�t�°�p tTzrnxl��Ht�{�}Q��l��vtvzrnxt�~�l�z�¬
��}H��pm��tv{xtH~)qsz �0}��¾{xtvz·l�zr��}H��prqA{�l�ªm��t���l®{�k·tTq���k¿}s{�kmtvu<�*�m��ÏÅ{�|mzmzmtT����l�zr��}s��q������mqA{�q
�vq�z�ª tw��}Huxt���l���kE{���tTl��HkE{g{xkrq�z*Ä�¶���´Z�1~sªm|�{�uxt<¯E|ml�u�tTn^tvl�{xkmtTu�t�°${�tvzrnxl��Ht���}$�ml®¹ �TqA{�l�}Hz
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{x}�{�kmt*}Hp tTu�qs{xl�zm�¤ny��ny{xtT�(}Hu±��}�u�tv�$zm}A����tT���Ht�}Hz·ª }�{xkÊ{�kmt*��l�uxtT��t<nxni�v��l�tvzE{�q�zr�¿{xkmt
u�}�|�{�tvuZ}s�gqs����pmu�}s{x}��v}��on���krl���k���l����dª6ti|rnxtT�Ql�z��v}�����|mzrl��TqA{xl�}�z��

ÄÐz'qH�m��l�{xl�}�zd~Gl�{9lon«{�kmt�ny}���loqs�Mu�tTnxp }Hzrnyl�ªml���l�{��
}s�^{�kmt�}A��zmtTu�nw}s�^{�kmt���l�u�tv��tTn�n«zmtv{y¬
��}�u��«{x}1tvzrnx|mu�t^{�krqA{M}�zm���±�Iq���lo�i|rnxtvu�nd��qI�±q��T��tTn�n�{�kmt�zrt�{���}�u��6�)³«z�qs{y{�q�����tTu�¹rzr�ml�zm�
qsz'l�z nyt<��|mu�t���l�uxtT��t<nxn1zmtv{���}Hux��l�z'qQpm|mªm��l���q�uxt<q*lon1��l���tv���
{x}���}Q{���}Q{xkml�zm�Env��ÍMl�u�ny{T~
kmt*��l�����qs{y{xtT��p�{�{�}¤t�°�pm��}�l�{�{�kmtQ�mqs{�q'qszr�Ênx��n�{�tv��n�}Hz·{xkmtQzmt�{���}�u��G�0�$tT�v}�zr��~Nkmt
��l�����qA{x{xtT��pm{�{�}�| nyt1{xkmt±��l�uxtT��t<nxn�zmtv{���}Hux�G~$qsz$��km}Hny{�}Hz*{�kmt±��l�u�tv��tTn�n�zrt�{���}�u��6~$qsz �
qsz$�
��}�zrzmtT��{xl�}�z�ª6t�{���tvtvz�{�kmt���l�uxtT��t<nxn«zmt�{���}�u��Qq�zr��}s{�kmtvu«zrt�{���}�u��$n�{x}���}�|mzE{±qA{y¬
{�qH����nw}Hz¤}s{�kmtvu9zmt�{���}�u���nwq�zr�¤km}En�{�nv�ijZkmt�qA{x{�q����Htvu9�vqsz¿qszm}Hz$�E��}H|rny������}�zrzmtT��{w{x}
{xkrt���l�u�tv��tTn�nZzmtv{���}Hux�G~�{�kmtvz��oqs|mz ��k�qs{y{�q�����nZ��kmlo��k¤qspmp6tTq�uZ{x}*ª6t���}H��l�zm����u�}��Ñ{xkmt
��tv��l�{xl���qA{�tw}A��zmtTuTÒ n^nx�$ny{xtT��nv�g­wnxl�zm�i{xkrt9²¤³w�ÅqH�m��u�tTn�n^q�n�qsz*q�|�{xkrtvzE{xlo�vqs{xl�}�z�{�}���tTz
krqHnwpmu�}A��tTz0q��Óq�|m��{��¤qspmpmu�}HqH��kd�±Ím|mux{xkmtTux��}HuxtH~6tT��tTz¤l®��²¤³w�Ôq�|�{xkmtTzE{xlo�vqA{�l�}Hz¤��tvu�t
ny{xu�}�zm�Qtvzm}H|m��kd~6{�kmt�zrqA{�|muxt�}s����l�u�tv��tTn�nwzrt�{���}�u��$nw��qs��t<n«{�kmt��¾{�}���qs|m{xkmtTzH{�l���krq�u��$¬
�Zqsu�tg��|r��k���}Huxt^��l���tv�����)ÄÕ{Mlon�{xkmtTuxtv��}�u�t���u�l®{�l��Tqs��{x}wtTzrnx|muxt^{xkmtZn�{�ux}Hzm�«qs|m{xkmtTzH{�l��TqA{�l�}Hz
qsz ��lo��tvzE{�l®¹ �TqA{�l�}Hz
}��)|rnxtvu�n�Ö�zm}�{«krqsu����Zqsu�t��

ÄÐz�{�kml�nMpmu�}s��t<�.{<~<Ä�pmux}Hp }Enyt�qwnx}s�¾{��Zqsu�t^u�tv��tT���9{�}«{xkrl�nMpmu�}�ªm��tv���MjZkmt���lo��t<nypmu�tTqH�
qI�Aqsl���q�ªml���l�{���}s�NÈwj�j�¶��QtTzrqsªm��tT�Qªmu�}A�«nytTu�n�qs����}A�«n���}Hu«n�{�ux}Hzm��qs|�{�kmtvzE{xlo�vqs{xl�}�z
}s�M{xkmt
|rnxtvu�n�qsz �Éq¤nxtT��|ruxt*��krq�zmzmtT�^��}�u�{xu�qszrny��tvu�}s�«q�|mzrl�¯E|mt
nyt<nxnxl�}Hz·��tv�'��}�u�tTqH��kÊ|rnytTuT�
Ä�¶�p qI�E��}HqH�3�mqA{�q×lonQtvzr�vux�$p�{�tT�µ| nyl�zm�É{�kmt·Ø���}A�Z¹ nxkÌ��l�pmkmtTu.Ù¤l�zÚ��l�pmkmtTu
��tvtT�mªrq����
��}���t���jZkmt�l���pm��tv��tvzE{�qs{xl�}�z�lon��ÓqHn�{<~rt�Ã*�vtvzE{T~Gqszr���m}Et<n�zm}�{1l�zr��|mu1qsz$�Qª qszr����lo�${�k
}A��tTuxkrtTq��d�

Û ÜÝ£�e^Þ'¡�b)ßà¡�áâcgã�¥�båä�cN£�¢�æ
jZkmtipm|ruxp6}Hnxt±}s�M{xkmlonwny{x|r�m���Zq�n�{x}��Eqsl�zQ�$zm}A����tT�m��tiqsª6}�|�{wnxtT�v|mu�l®{���nx}s�¾{��Zqsu�t±tvzm�Hl®¬
zmtTtvu�l�zm��l�z�q�zmt�{���}�u���t<��tvz$�$l�u�}�zr��tTzE{T�NÄ^krqI�Ht1ny{x|r��l�tT�
q���l���t±u�qszm�Htw}��)ny|rª���tT��{�nZl�z
}�u���tTu�{�}*ny| �v��t<nxny��|m�����Q��}���pm��t�{�t±{xkmlon�pmu�}s��t<�.{<���$}���ti}s�M{xkrt�qsu�tTq�n���kmlo��k�krqI��t±ª6tvtTz
��}A�Htvu�tT�*q�uxtH�

ç ��}H����}Hz
�vux�$p�{�}��Hu�q�pmkmlo�1q����H}�u�l®{�km��n
ç ��tT��|ruxtinx}s�¾{��Zqsu�t9��tT��tT��}Hpm��tvzE{
ç Ä�¶�¹ru�tv�Zqs���on
ç §H�H¨m��©H©vª���l�u�tv��tTn�n�zrt�{���}�u��El�zm�
ç �Htv�*��q�zrqs�Htv��tvzE{
ç �r��ÏÊ��tTuy{�l®¹ �TqA{�t9��q�zrqs�Htv��tvzE{

²��1pmuxl���qsu��wq��T��}H��pr��lonykr��tTzE{dl�z±{�kml�ndpmux}���tT��{d��qHn6{xkmt^l���pm��tv��tvzE{�qs{xl�}�zi}��$qZ��l��HkE{���tTl��HkH{
��tT��krq�zmlony�Ô��}HuNl���pmu�}A�$l�zm�9{�kmt�nyt<��|mu�l®{���}s�6q9��l�uxtT��t<nxnN��}��vq��$q�uxt<qwzrt�{���}�u��6�MjZkmt�ny}��¾{y¬
�Zqsu�t�pmux}���| ��tT��l�z�{�kmt1�v}�|mu�nytw}s�G{xkmlon�pmux}���tT��{�pmu�}A�Elo��t<nN{xkmtw��}�����}A��l�zm�i��|rzr�.{�l�}Hzrqs��l®{��G�

ç ����l�tvzE{wqs|�{�kmtvzE{�l��TqA{xl�}�z
}s�Nu�}�|�{�tvu<�
è�éMê�ëQì<íïîTðÕñ�ð�òïóIôIõ�ö9ðy÷�ê�ìsõ�øIù?õyúvûQüGíïîxýdþAùXô�ýd÷�ùwðÕôIî.ùXõ�ê�ÿ�î.ö«ò �Xù1ùXósõ�õyú�÷�êIú�ù��«÷�íïí���õ���î.ö?ëÿ�îTî��?óIöXòïê����
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ç
	 }�|�{�tvu«qs|m{xkmtTzH{�l��TqA{�l�}Hz
}��M�v��l�tvzE{T�
ç ¶gqH����tv{���tv�Htv��tvz ��u��Epm{xl�}�z
}s�gqs����Ä�¶�p qI�E��}HqH���mqs{�q�}�z
{�kmtizmt�{���}�u��G�

jZkmt�nx}s�¾{��Zqsu�t���tT��tv��}�p6tT��l�z�{xkrt���}H|mu�nyti}��M{�kmlonwpmu�}s��t<�.{wlon«zr}s{wl�zE{xtvz ��tT��{�}*u�tvpm�oq��vt
}s{�kmtvu�nxtT��|ruxl�{��'prux}�{x}���}H��n�ªm|�{�u�qs{xkmtTu�{�}0pmu�}A�$l���t
q��m�ml®{�l�}Hzrqs�Znyt<��|mu�l�{��0{�}¿q0pm|mªm��l��
��}$�Tqs��qsu�tTq�zmtv{���}Hux�G�'ÄÕ{�nxkm}�|m�o�Éq���nx}¤ª6tQzm}�{xt<�·{xkrqs{�ª6tT�Tqs|rnxt�}��«l®{�n��mtTnxl��Hzd~N{xkmtTuxt
��qI�*ª6ti}s{xkrtvu�p6}Hn�nyl�ªm��t9| nyt<nZ}s�M{xkmt�nx}s�¾{��Zqsu�t

� � ß«bN¥�
� ��(¡�f��vb

ç ³w����prqI�$��}Eq����rqA{�q�}HzQ{�kmtizmtv{���}Hux����|rn�{«ª6titvz ��u��Epm{xtT�d�
ç ³w���)����l�tTzH{�n���| n�{«ª6t�qsªm��t9{x}�qs|m{xkmtTzH{�l��TqA{�t±{xkmtiu�}�|�{�tvu<�
ç ³w���)����l�tTzH{�n���| n�{«ª6t�qs|�{�kmtvzE{�l��TqA{xt<��ª$��{�kmtiu�}�|�{�tvu<�
ç ÄÐ��pm��tv��tTzH{�qA{�l�}Hz�}��r{�kmt«����l�tTzE{gnx}s�¾{��Zqsu�t���|rny{gª t���l��HkE{���tTl��HkH{gqsz ���ÓqHn�{^tTzm}�|m�Hk
{�}�ª ti| nxq�ªm��t±}Hz
q�¶��w³��

ç jZkrt�tvzE{xl�u�t�ny��ny{xtv�Ñ��|rny{wª6t�l���pr��tT��tTzE{�qsªr��t�l�z¤nx}s�¾{��Zqsu�t9}Hzm���Qqsz �Q��|rny{wzm}s{
u�tT¯E|ml�u�t±q�z$��q��m�ml®{�l�}Hzrqs����}���l�¹ �vqs{xl�}�zrn�{�}��v}�����}���l®{��
§��E¨���©�©vª�krqsu����Zqsu�t��

ç jZkrt�����l�tTzH{wnx}s�¾{��Zqsu�t±nykm}H|m�o��ª6tip }Huy{�qsªm��t9{x}���qsz$�*pm�oqA{x��}�u���nv�
ç jZkrt�nxtvu���tTu9nx}s�¾{��Zqsu�t�nykm}H|m�o�¤ª6t�p }Huy{�qsªm��t�~dqs{±��tTqHn�{<~�{x}�Ï�l�z$|�°0q�zr�'ÍruxtTtTØ����
pr��qs{y��}�u���nv�

� `åb)bN£�� ÞQcg¥�¡� �b

ç ³(nyt<��|mu�t���tvª3ªmu�}A�«nytTu�pm�oqA{y��}Hux� nx|mpmp6}�ux{xl�zm�×Èwj�j�¶��Ål�nQqI�Aqsl���q�ªm��t�}Hzâ{xkmt
�v��l�tvzE{<�

ç ³ÅnxtT��|ruxt^��tvª�nytTux�Htvu�pr��qs{y��}�u�� ny|mprp }Huy{�l�zm�9Èwj�j�¶��±l�nMqI�Aqsl���q�ªm��t^}�zi{�kmtZnytTux�Htvu<�
ç ­1nytTuxz qs��t��Aprq�n�ny��}�u���prq�l�uZlon«nx|�Ã*��l�tvzE{���}�u«q�|�{xkmtTzE{xlo�vqA{�l�}HzQ}��Mq�|rnxtvu<�
ç ����l�tvzE{wqszr�
nxtvu���tvu�nx��n�{�tv�Ñnx}s�¾{��Zqsu�twlon�zm}�{«�$|m��zrtvu�qsªm��tw{�}�}s{�kmtvu«qs{y{�qH����nv�
ç jZkrtwny}��¾{���q�uxt�lon^zm}�{^uxt<¯H|rl�u�tT��{x}iprux}A�$lo��tZpmux}�{xt<�.{xl�}�z���u�}��ÝqA{y{�q�����ngqs�Eqsl�zrny{^Ä�¶
l���pm��tv��tvzE{�qs{xl�}�zrnT�

ç ����l�tvzE{wny��ny{xtT��nZ��l����dzm}s{«zrtvtT��{x}*�v}�����|rzml��TqA{�t±nxtT�v|mu�tv������l®{�k�tTq���kQ}s{�kmtvu<�

� � ß��Q£�¥�egß�� ßw �cMb�`( �f��.æ�bN¥�b

�! �" #%$'&)(�*�+,&�-/.102&�-�3�+
ç jZkrt�����l�tTzH{«��|rny{Zª6t�qsªr��t±{�}�ny{xu�}�zr�����*qs|�{�kmtvzE{xlo�vqs{xt±{�kmt�nytTux�Htvu<�
ç jZkrt�nytTux�HtvuZ��|rny{�ª t�q�ªm��t±{x}�n�{�ux}Hzm�����*qs|m{xkmtTzH{�l��TqA{�t±{xkmt��v��l�tvzE{T�

Â



�! 54 6�+�.17�8'9�&�-�3�+
ç ³w����Ä�¶âprqI�$��}Eq��mn�}�z
{xkrtizmt�{���}�u�����|rny{�ª titTzr��u��$p�{xt<���
ç
: tT�*t�°m��krq�zm��t9��| n�{�{�qs��t±pm�oq��vtiq���u�}Hn�n�{xkmtil�zrnxtT�v|muxt±zmtv{���}Hux�*qHnZ��tT���X�
ç ³wz·tTqI��t<nx�mux}Hpmp tTu1nxkm}�|r���0zm}s{iª6t*qsªm��t�{�}��Hqsl�z'nxl���zml�¹ �vq�zE{±qH���AqszE{�q���t�l�z·��t�¬
��t<qA{�l�zm��{�kmtitvz ��u��Epm{xl�}�z
ªE����}Hzml�{x}�u�l�zm��qsz$��prqsux{«}s�){xkmt±{�u�qsÃ*�s�

ç jZkrtvu�t±nxkm}H|m����ª tizr}�nxl��Hzml�¹ �vq�zH{���u��$p�{x}H��u�qspmkrl��w��t<qs�$zmtTn�n�l�zQ{xkmti�Htv���HtvzmtTu�qs¬
{�l�}Hzd�

ç jZkrt�nxtvu���tTu)nxkm}�|m�o�ipmu�}A�$l��mt�pmu�}s{�tT�.{�l�}Hz�qs�Eqsl�zrn�{NqA{x{�q�����n�}�z�{�kmt���tv�±�HtvzmtTu�qs{xl�}�z
q����H}�u�l®{�km���

�! 5; <=*>&@?A3B7)C

ç jZkrt�nx}s�¾{��Zqsu�t���|rn�{itTzr��u��$p�{±q����NÄ�¶ÚprqI�$��}Eq��mnw}�z0{xkmt�zmtv{���}Hux��qA�¾{�tvu9{xkrt��Htv�
tv°m��krqszm�Ht��

ç jZkrt�ny}��¾{���q�uxt9��qI�*l��Hzm}�u�t±qs����zm}�z�¬ÕÄ�¶�{xu�qAÃ*�s�
ç jZkrt�ny}��¾{���q�uxt9��qI��q�n�ny|r��t9{�krqA{wq�����km}En�{�nZ}�z�q�nyp6tT�vl®¹ tT��ny|rªmzmt�{«��l����dprqsux{xlo�.¬
l�prqs{xtil�z
tTzr��u��$p�{xt<�Q�v}�����|rzml��TqA{�l�}Hzrnv�

D `åegh�ã�¥�cNß«h�cN£�egß

E  �" FHG�*I7�G�-�*>?
jZkmt¤q�u���kml�{xt<�.{�|muxt�}��1{�kmlon*pmu�}s��t<�.{*�Zq�n*��t<nyl���zrtT��{x}É��tTt�{*{�kmt¤u�tT¯E|ml�uxtT��tTzE{�n�qsz �
��}Eqs�on���lon�{�tT�
qsª6}A��twl�z�q�nxl���pm��tiqszr�Qn�{�u�q�l��HkE{y��}�u��Zqsu�����q�zmzmtTuT~$|rnxl�zr��}Hp tTz
nx}s�¾{��Zqsu�t
qsz ��ny{�q�zr�mq�u���pmu�}s{�}$�v}��onN��kmtvu�tv�Htvugp6}Hn�nyl�ªm��t��NjZkmlon^pmkml���}Hnx}�pmk$���Zq�ngqH�mqspm{xtT����}Hug{���}
u�tTq�nx}�z nv�NÍMl�u�n�{<~rq���}H��pr��tv°Qny��ny{xtT� lonZ��|r��k���}�u�ti��l®Ã*�v|m�®{�{�}���tTuxl�����{xk qsz�q�nyl���pm��t
}�zrt��NjZkmtwnx}s�¾{��Zqsu�tZ�v}�zrnxlon�{�ng}s�dqsprpmux}I°�l���qA{xtT����§����±��l�zmtTn�}s���×�v}���twqsz �*¨s���9��l�zrtTn^}��
¶�È1¶N�$��tT��}Hzr������~$|rnxt1}��dpmu�}A��tvz���l�ªmu�qsu�l�t<n�qsz �*n�{�qszr�rqsu��mn��mtT��u�tTqHnyt<ng{�kmt1u�lony��}s�)tvu�ux}Hu
l�z�}�|ru�}A��zQl���pm��tv��tvzE{�qA{xl�}�z n�}��)ny{�qsz �mqsu�����|mzr��{xl�}�zrn�q�zr�*l�zr�vuxt<q�nxtTng{�kmt±p }Huy{�qsªml���l®{��
}s�6{xkrt�pmux}���tT��{T� 	 qA{xkrtvug{�krqsz�l���pr��tT��tTzE{xl�zm��qsz�|mzmp6}�ux{�q�ªm��t��Htvu�zmtv����}���|m��t�~HÄM�mtv��tT�®¬}�p6tT��q9|rnxtvux¬ÕnxprqH��t�prq����Ht�{gtvzr�vux�$p�{�l�}Hz�tvzm�Hl�zmtZªrqHnyt<��}�z���l���tvux{^ny}����Ht�{N��|mzr��{xl�}�zrq���l�{����
Ø�tT�Tqs|rnxtZ}s�6{xkmlonv~�{xkmtwp }Huy{g{�}�À±�KJ3�Zq�n^t�°${xu�tv��tv����nxl���pm��twq�zr��{xkmt�p6}�ux{g{x}�Ï�l�z$|�°�l�n
t�°�p6tT��{xtT��{x}�ª6tw��tTn�n�{xkrq�z�{���tTzE{���tv°E{�u�q���l�zmtTn�}s���v}���t��N³«������u��Epm{x}��Hu�q�pmkmlo����|mzr��{xl�}�zrn
qsu�t9pmux}A�$lo��tT�Qª$��{xkrt�À1p tTz �m��Ï·��l�ªru�q�ux�H~$q���tv����¬X�$zm}A��zQ}�p6tvz�ny}H|mu���t9pmux}���tT��{T�

jZkmt�pmux}���tT��{)|rnxtTnMÈwj�j�¶��9{x}±qs|�{�kmtvzE{�l��TqA{xt�{xkmtZ����l�tvzE{Nq�zr��nxtvu���tTuT~T{xkmtTz�{�u�q�zrn���tTu�n
q¿��tT�Éq���u�}Hn�n�{xkmt¤È1j�j�¶�����}�zrzmtT��{xl�}�zd�âjZkmt���tT�Êl�n��HtvzmtTu�qs{xt<�Éª$�Éu�tTq��ml�zm�'��u�}��
{xkrtL�s��tv�M�A|mu�q�zr��}H� ��tv�$lo��t��µ��}�zm¹r��|mu�qsªr��tQ{xl���t¤��}�z n�{�u�q�l�zE{�n�pmu�tv�HtvzE{��Iq���lo��|rnytTu�n
��u�}�� ��}�|mzE{�l�zm�
qA{x{�q�����n1}�z0{xkmt�u�qszr��}H� zE|r��ª6tvu±��tTzmtvu�qA{�}�u<�±jZkrt��Htv��l�n9|rnxtT�0��}�u
{xkrt���|mu�qA{�l�}Hz¿}���{�kmt�nxtTn�nyl�}�z¿{�}�tvzr�vux�$p�{�Ä�¶ {�u�qsÃ*��q���u�}Hn�n1{xkmt�zmt�{���}�u��¤|rnxl�zr��{xkmt
Ø���}A�Z¹6nyk���l�pmkmtvu�l�z���l�pmkmtTuN��tvt<��ªrq�������}���tH� : tT��ngqsu�t�{�u�q�zrny��tvu�uxt<�i��u�}��Ô{�kmt«Èwj�j�¶��
nxtvu���tvu9{�}Q{�kmt*prqH����tv{±tTzr��u��$p�{x}Hu±|rnyl�zm�¤q
zrq���t<�¿pml�p6tONM{�kmtv�¿qsu�t�{�u�q�zrny��tvu�uxt<����u�}��
{xkrt�Èwj�j�¶���ªmu�}A�«nytTu�{x}�{xkmtip q�����tv{�tvzr�vux�$p�{�}�uZ�$l�q���}Hp$�)�Aprq�ny{xt9ªm|�¸Gtvu<�

�
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ç jZkrt¤����l�tTzH{*q�zr�ânytTux�Htvu�|rnyt¤È1j�j�¶��É{x}Êqs|m{xkmtTzH{�l��TqA{�t�tTq���k�}s{�kmtvu���|�{x|rq������
| nyl�zm�*��tTuy{�l®¹6�vqA{�tTnT�

ç jZkrti|rnytTu�l�n�q�|�{xkrtvzE{xlo�vqs{xtT�
��l�{xk�q�|rnxtvu�zrqs��t��Aprq�n�nx��}Hu����v}���ªrl�zrqs{xl�}�zd�
ç jZkrti��tTª�nxtvu���tTu�ny{x}Huxt<n�nyt<nxnxl�}�z��mqA{�q
Æ?nyt<nxnxl�}�z
��tv�H~�|rnxtvu�zrqs��t�~�Ä�¶âqH�m��u�tTn�n�Ç�l�z
q�z¤�MP9Ï·�mqA{�qsªrqHnytH�

ç jZkrti��tTª
nxtvu���tTuZnxtvz �mn�{xkmt�nxtTn�nxl�}HzQ�Htv��{�}�{�kmti|rnxtvu��$loq�{�kmt�Èwj�j�¶��
nyt<nxnxl�}Hzd�
ç jZkrt���tvªÉnxtvu���tvu�{xkmtTz×prqHnxnxtTn±{�kmt�Ä�¶ q��m��u�tTn�n�q�zr�¿{xkrt���tT�0{�}¤{�kmt��EqA{xtT��qI�
nxtvu���tTu��mqstT��}Hz�{�kmu�}�|m�Hk
q�zrq���t<�
pml�p6t��

ç ¦3krtvz'{xkmt�|rnxtvu±krqHnw¹ zml�nxkmt<�¤|rnxl�zr��{�kmt�tvzr�vux�$p�{�tT�0�v}�zmzrtT�.{�l�}Hzd~�kmtQ�Anxkmt���qI�
| nyt�q���tvª'l�zE{�tvux�Óq���t�{x}
u�tv��}H��t�kml�nR�Ikrtvu9��tv�H��jZkmt���tTª'nxtvu���tTu«{xkrtvz¿prq�n�nyt<n1q
�Htv�E¬ÕuxtT��}��vqs{xl�}�z*��tTn�n�qs��t1{x}�{�kmtiprqH����t�{Ztvz ��u��Epm{x}�u<~���kmlo��kQu�tv�H}��HtTn�{xkmti�Htv���

E  5; S=*>8T6VU�.M(�0W+�XB*

ç ³Ìnyt<nxnxl�}Hz��Htv��long�Hl��Htvz�{x}±{xkrt«����l�tTzH{^�$loqiÈwj�j�¶���qs�¾{xtTugª }�{xk*����l�tvzE{�qszr��nxtvu���tTu
k qI��tiqs|�{�kmtvzE{�l��TqA{xt<���

ç jZkrl�nw��tv��l�nw|rnyt<�Q��}�uwnx�$����tv{xu�l��±tTzr��u��$p�{xl�}�z�}�z�q�����nx|mªrnxtT¯E|mtTzE{w��}�����|mzmlo�vqA¬
{�l�}HzrnT�

ç jZkrt�nxtvu���tTu1tTzrnx|muxt<n«{�krqA{it<q���k0| nytTu9��qI��}Hzm����u�tT¯E|mt<n�{±}�zrt��Htv��p6tvu±Ä�¶Úqs{±q
{�l���t�q�zr�
��l���l®{�n���tT�*uxt<¯E|mtTny{�u�qs{xtTnT�

E  ZY 6�+�.17�8'9�&�-�3�+

ç jZkrt�prqI�$��}Eq��Q}s�N{xkrt�Ä�¶µ�mqs{�qs�Hu�q���n�nytTzH{�{�}�{xkrt�zmt�{���}�u���ª$�Qª }�{xk¤����l�tvzE{1qsz �
nxtvu���tTuwnx}s�¾{��Zqsu�til�n1tvzr�vux�$p�{�tT��|rnxl�zm��{xkrt�Ø���}A�Z¹6nyk¤�vl�pmkrtvuwl�z0�vl�pmkrtvu1��tvtT�mªrq����
��}���tH�

ç jZkrt�prqI�$��}Eq���lon±tvzr�vux�$p�{�tT�¿qszr�·��t<��u��$p�{xt<�0|rnxl�zm�Qªr��}A�Z¹ nxk¿l�z×��ÍNØ![s�
��}���t
qHngl���pr��tT��tTzE{xtT��l�z�{xkrt9À1p tTz �m��Ï¤prq����Aqs�Ht�~�q�zr��q�n^nx|r��k�u�tT¯E|ml�uxt<nN{xkmt�}Hp tTzrn�ny�
��l�ªmu�q�ux�×{x}Éª6t0l�zrny{�q�����tT���ÁjZkrt¤l�zrl®{�l�q���l�Ëvl�zm�×�HtT��{x}�u�l�nQ��}���pm|m{xtT�3qHn���}H����}A�«nv�
\^]`_ba Æ?ny}H|mu���t±q��m��u�tTn�nT~$�mtTny{wq��m��u�tTn�n�Ç
\^]dce_ba Æ \^])f ��tTzm�s{�kd~�lo��~�g q��HnT~�}s¸�nytv{T~${y{��?~ pmu�}s{x}$Ç
\^]dc lon�|rnxtT�
q�n�{xkrtil�zml�{xloqs��l�Ëvl�zm����t<�.{x}HuT�ZÆ?��tvt±¹r�H|muxt�©H� Ç

ç Ï)qA{�t«l�z�{�kmtwnxtv��tTny{xtTuT~Hl®{���qHn^��tv{xtvu���l�zrtT��{xk qA{^{�kml�n���t�{xkr}$�*t�°�kml�ªml®{�n�q±��tTq��H¬
zrtTn�n«��kmtTz¤prq����Ht�{�n«qsu�t�nytTzE{w��l®{�k¤lo��tvzE{xlo�vq���Ä�¶3krtTq��mtvu�nv��jZkmlon«��tTq��EzrtTn�n�krq�n
zr}s{iª tTtvz0¹m°�tT�'l�z0{xkmt�nx}s�¾{��Zqsu�t���|mt�{x}Q{xl���t���l���l®{�qA{xl�}�z nv~dªr|�{�qsz0}H|�{x��l�zmt�}��
{�kmti��tTqs�$zmt<nxn�{���}�p }Enxnxl�ªr��tinx}���|�{xl�}�zrn�q�uxt±�Hl��Htvz
ª tT��}A�i�
h Ø�tT�Tqs|rnxt�lo��tvzE{�l��Tqs�gÄ�¶µkrtTq��mtvu�n1��l����M�HtvzmtTu�qs{xt�l��mtvzE{xlo�vq��Ml�zml�{xloqs��l�ËTl�zr�Q�HtT�.¬
{x}Hu�nT~Nl®{�l�n�p6}Hn�nyl�ªm��t�{x}¿��t�{�tvu���l�zmt�{xkmt�¹ru�ny{`[��¤ªml�{�n�}s��{�kmt�Ä�¶ prqI�$��}Eq��
�mqs{�q�l®�M{xkrtiÄ�¶�krtTq��mtvu�n�qsu�t1lo��tvzE{�l��Tqs�X�

i



h ³«zÊqs{y{�qH����tTu9�Tqsz¿t�°�pm��}�l�{9{�kmlon±��t<qs�$zmtTn�n9ª$�0nytTzr��l�zm��q��m��l�{xl�}�z qs�N��}�u���t<�
prqH����t�{�n9��l®{�k'lo��tvzE{�l��Tqs�gkmt<q���tTu�n1{xkrux}H|m��k0{xkmt*nxtvu���tTuT��jZkrl�n±u�tv�HtTqs�on1{xkmt
¹ru�n�{�[��
ªrl®{�ni}s��{xkmt�prqH����tv{T~d��kmlo��k·�vqsz¿ª6t�|rnyt<�¤{�}���tTzmtvu�qA{�tT�0q�zm}s{�kmtvu
��}�u���t<��p q�����tv{���krl���k�u�tv��t<qs�on^{�kmtizmtv°E{�[���ªml®{�n«qsz �Qnx}�}�zd�

h jZkmlon±qA{y{�q����
uxt<¯E|ml�u�tTnw{xkrt�qs{y{�qH����tTu«{x}QkrqI��t���}HzmzmtT��{xl�}�zrn1}�z0ª }�{xk'nxlo��tTn
}s� {xkmt«nxtvu���tTuMq�zr��nytTzr�QÆ�j \^kml@n [��EÇ@o1j \pkql q��m��l�{xl�}�z qs���mqA{�q1��}�ugtTqH��k�prqH����tv{
{x}�ª6t���tT�vux�$p�{�tT���

h jZkmlonQqs{y{�q����â�vqsz3}Hzm����u�tv�HtTqs�on*�mqs{�q�nytTzH{���ux}H� nxtvu���tTu�{x}Å����l�tTzH{<� ³wz
qA{x{�qH����tvu^�Tqszmzr}s{^��}Hux�Ht«��|mpm��l��TqA{�tTn^}���prq����Ht�{�ngnxtvzE{^��u�}�� ����l�tvzE{^{x}�nytTux�Htvu<�

h jZkmt9qA{y{�q������vq�z*ª6t1��l�{xl��HqA{�tT��ª$��u�qszr��}H��������}$�ml®���$l�zm���vtvux{�q�l�z�prq�uy{�n�}��
{xkrt�kmtTqH��tvu<��ÍMl�����l�zm��jwÀ±��qsz �
j�j�ÏÊ¹rtv�o�mn«��l�{xk�u�qsz ��}���ªrl®{�n«l�z�{xkmt�Ä�¶
kmt<q���tTu�ª6t���}�u�t«tTzr��u��$p�{xl�}�z*}Hz�{xkmt9nytTux�Htvu^��l����6zr}s{�qs¸6t<�.{�p q�����tv{���tT��l���tTux�
qsz �µu�tT¯E|ml�uxt�{�kmt·qA{y{�q����Htvu*{�}Ånxtvz �bj \^kml or[ iqi Â i qH�m��l�{xl�}�zrq��9�rqA{�q×��}�u
tTqH��k'p q�����tv{±��}�u�qs[�Âdt pmu�}�ªrq�ªml���l�{��¤}s����t<��u��Epm{xl�zm��{xkmt�¹ u�ny{K[s��ªml�{�ni}��
{xkrt�prq����Ht�{*prqI�$��}Hq��d�µ³wn�ny|m��l�zm�Éq¿��l�zml���|r� prqH����tv{�nxl�Ëvt�}s�iqA{*��tTqHn�{
Â��H��ª$�H{�tTnT~r{�kmlon1qs{y{�qH������}�|m�o��u�tT¯E|ml�uxt�nxtvz ��l�zr�*}A��tTu�{���tTzE{��Q�Hl��Eqsªml�{�n�}��
q��r��l®{�l�}Hzrqs� l�zm��}�u���qs{xl�}�z�{�}�krqI�Ht«q�� i tÔprux}Hªrqsªml���l®{���}s����t<��u��Epm{xl�zm��q±��|m���
prqH����t�{<�

h Ím}HudprqH����t�{�n���kmlo��k�qsu�tNzm}s{d��u�qs�H��tvzE{xt<��~v{�kmt^lo��tvzE{�l®¹ �TqA{�l�}Hz�qszr�9��u�qs�H��tTzE{
}s¸�nxt�{�¹ tv�o�mn��vqszÉq���nx}0ª6t�| nyt<���¿jZkrl�n�l�zr��u�tTqHnyt<ni{xkrtQqI�Aqsl���q�ªm��t*tvzE{xu�}�p$�
{x}·¨@u.ÙI� 	 tT�v}A��tvu�l�zm��{xkmt<nytQprq����Ht�{�ni��}H|m�o�Êuxt<¯E|ml�u�t�q�pmpmu�}I°$l���qA{�tv���¤{���}
k$|mzr��u�tT�
�mqI��nZ}�z�qsz�tT��tT��tvz
��tv�Eqsªml�{�zmt�{���}�u��G�

h jZkmt���t<qs�$zmtTn�nd�v}�|m�o��qs�onx}«ª t�¹m°�tT�iª$�9|rnxl�zm�9q���}���l®¹ tT�i�Htvu�nyl�}�zi}����vl�prkmtvu
ªm��}����'��krq�l�zml�zm�ÊÆX��Ø«�ZÇ9��}���t�qH�mqsp�{�tT�'��}�ui�Aq�uxloqsªm��t�¬Õ��tvzm��{xk·�mqA{�qm��jZkmt
��l�pmkmtTu���}�|r���·��|rzr�.{�l�}HzÉl�z3��Ø«� ��}���t
q�n���}Hzm�0qHnr[��¤ªml�{�ªm��}�����n���tvu�t
qI�Aqsl���q�ªm��t�~�{�kmtvzÎtvzr�vux�$p�{
{xkrt¿u�tv��q�l�zml�zm�Å�mqA{�q×ª$�%J1À 	 ��l�{xkÚ{xkrt¿u�t�¬
tvz ��u��Epm{xtT�Q�oq�ny{«ªm��}����*}��M�vl�pmkrtvux{xt�°${<� vxwzy|{}y,~�� _
� � f
a Æz~���� Ù Ç

ç jZkrt1����l�tvzE{�nx}s�¾{��Zqsu�t«��tT�vux�$p�{�ng{xkrtwprqI�$��}Hq���}s��q���� Ä�¶É�mqs{�qs�Hu�q���nN��l®{�k�q���t<n�{�l®¬
z qA{xl�}�z�qH�m��u�tTn�ng��qA{���krl�zm�±{�krqA{^}��G{xkmtw�v��l�tvzE{^|rnxl�zm�±{xkmt1nyt<nxnxl�}Hz���tv�H~st�°m�vtvp�{�l�zm�
È1j�j�¶��
��}H����|mzmlo�vqs{xl�}�z
��l®{�k
{xkmt�q�|�{xkmtTzE{xlo�vqA{�l�zr����tvª�nxtvu���tvu<�

ç jZkrt�����l�tTzE{1ny}��¾{���q�uxtitTzr��u��$p�{�n�{xkmt�prqI�$��}Eq��Q}s�^qs����Ä�¶3�mqs{�q���u�qs��nZ��l®{�k0q*��t<n�¬
{�l�z qA{xl�}�z�q��m��u�tTn�ni}�{xkmtTu�{xk qsz·{xkrtQ����l�tvzE{TÒ n�| nyl�zm��{�kmt�nxtTn�nyl�}�zÊ�Htv��~Mt�°m�vtvp�{�l�zm�
È1j�j�¶��
��}H����|mzmlo�vqs{xl�}�z
��l®{�k
{xkmt�q�|�{xkmtTzE{xlo�vqA{�l�zr����tvª�nxtvu���tvu<�

ç jZkrt�nxtvu���tTu)nx}s�¾{��Zqsu�t���tT�vux�$p�{�nd{�kmt�prqI�$��}Eq��±}s�6qs���HÄ�¶'�mqA{�qs��u�qs��n���l®{�k�qwnx}�|ru��vt
qH�m��u�tTn�n�l�z�{�kmt¤tTzr��u��$p�{xt<�Ånx|mªmzrt�{Qq�zr�3qÊ��tTny{xl�zrqs{xl�}�z3q��m�muxt<nxn�}H|�{�nxl��mt�{xkmt
tTzr��u��$p�{xt<��nx|mªmzmtv{�|rnxl�zm�w{xkmt�n�{�}�u�tT�inxtTn�nyl�}�z±��tT�1��qs{���kml�zm��{�kmt�nx}�|mu���t^qH�m��u�tTn�nv~
tv°m��tvpm{xl�zm�*Èwj�j�¶����v}�����|mzrl��TqA{xl�}�z
��l�{xk
{xkmt�q�|�{xkrtvzE{xlo�vqs{xl�zm����tTª�nxtvu���tTuT�

ç jZkrt�nytTux�Htvu�ny}��¾{���q�uxt9tvz ��u��Epm{�n�{xkrtiprqI�$��}Eq��*}��Mq����dÄ�¶â�mqs{�q���u�qs��n���l�{xk�q���t<n�¬
{�l�z qA{xl�}�zQq��m��u�tTn�n^l�z�{�kmtwtTzr��u��$p�{xt<�*ny|rªmzmt�{Zqszr��q�nx}�|mu���t«qH�m��u�tTn�n^}�|m{�nxl���tw{xkmt

��� ô<òïù���õp�Xô<îTú�ö?õ��vøIòïö?õyù�øIùXõ«î�ÿN÷±ðyòïó<ôIõ�ö�ý�ôIõ�öXõ��r�|�r�����z��òïù�êIî��Zù?ò��.êIò þAðy÷�ê��Xí ë�ýGõx÷�ñ.õ�ö��?ôA÷�ê
�r�����^�
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Source Address, Destination Address

Blowfish

Length, Identification, flags, fragment offset, ttl, proto

Blowfish

Initialization Vector for
CFB−64 mode.

Í)l���|ruxt�©����9tTzmtvu�qA{�l�}Hz�}��MÄp� ��}Hu1��ÍMØ![�����}���tH�

tTzr��u��$p�{xt<�Énx|mªmzmtv{�|rnxl�zr��{xkmt
n�{�}�u�tT�ÊnxtTn�nyl�}�z·�Htv�¿��qs{���kml�zm��{�kmtQ�mtTny{xl�zrqA{�l�}Hz
qH�m��u�tTn�nv~Mt�°m�vtvp�{�l�zm�¿Èwj�j�¶��·��}�����|mzmlo�vqA{�l�}HzÊ��l®{�kÊ{xkrtQqs|m{xkmtTzH{�l��TqA{�l�zm�0��tTª
nxtvu���tTuT�

E  5� �s0W.)CB*>&�.1029�&)$�7)*�0W+�����0W+�-�9�$���02&�-�3�+

ç ¶gqH����tv{�ngqsu�t��vq�p�{x|mu�tT����}Hug{xkrtw����l�tTzE{�qszr��u�}�|�{�tvu^p q�����tv{gtvzr�vux�$p�{�l�}Hz�pmux}��vtTn�nyt<n
ª$��{�kmt*��l���tTuy{�nx}$���Ht�{±��tT��krq�zml�nx��|mz ��tvu�ÍruxtTtTØ�����q�zr�'²0q��*À±�LJ���³Ýp }Huy{
| nyl�zm����l�ªml�pG¯*|mzr�mtvu«Ïdl�z$|�°Qlon���|ruxu�tvzE{x���*l�z���tv�Htv��}�pm��tvzE{<�

ç ÍMl�uxtT��q����)ux|r��t<n���|rny{1ª6t�qH�m��tT��}Hz�{xkmt�����l�tTzE{1qszr��nxtvu���tTu�{x}Q��l��Htvux{1qs���d{�u�qsÃ*�
{�}�{xkrt�prqH����t�{�tTzr��u��$p�{x}Hu�tv°��vtvp�{���}�u�È1j�j�¶��'{�u�qsÃ���{x}�{�kmt�qs|m{xkmtTzH{�l��TqA{�l�}Hz
nxtvu���tTuT�

ç ¶gqH����tv{�n«q�uxt�{xkmtTz'qsz qI�E��Ëvt<��ª$�Q{�kmt�tTzr��u��$p�{x}Hu«{�}
��tv{xtTux��l�zmt�{�kmtvl�u1tT��l���l�ªml���l�{��
��}Hu�tvzr�vux�$p�{�l�}Hz
q�zr����tT�vux�$p�{�l�}Hz
qH�v�v}�u���l�zr��{�}�{�kmtiu�|m��t<nZ��lony{xtT��q�ª }A�Ht��

� � a�bMß«e �if9cN¥v¡� �b f� �¢¢¡Ý¡� �h��v£�bN¥�¡� 
³�{«{�kmt���´ 	 Ä�³1��nx�E��p6}Hnxl�|r�
~ ÄZkrq��
{�kmt�}�prp }Huy{�|mzml�{���{�}*��l�n���| nxnw����prux}���tT�.{1��l®{�k
nxtv��tTu�q��H��tT��ª6tvu�n)}��m{xkrtZnxtT�v|mu�l®{����v}�����|mzrl®{��H�MjZkmtZu�tTnxp }Hzrnxt�Ä�k q����Zq�nM}A�Htvu���kmtv����¬
l�zm�r�g�$��nxqH����l�z n�qsu�t«��|ruxu�tvzE{x����prl���l�zr��Ä�¶���´Z�Ê}Hz�{x}Hp�}s�dÏ�´�³w¶Ê}Hz�{x}�p�}���¦µ´�¶Êqsz �
��krq�zm��l�zm���Htv��n�tv�Htvu���zml�zrti��l�z$|�{xt<nv~${�ux�$l�zm��{x}�ny}H���Htw{�kmt±��l�u�tv��tTn�nZnyt<��|mu�l�{��*pmu�}�ªm��tv�
ª$��q��m��l�zm����}�u�t1��}H��pm��tv°*n�{�ux|r��{x|mu�tTnT������t<qsu����H~�{�kmtvu�t9l�n���| ��k���}Hzr��tTuxz*l�z*{�kmti��}H��¬
��|rzml®{���qsª6}�|m{1pmu�}A�$l���l�zm�*nxtT�v|muxti��l�u�tv��tTn�nwq��T��t<nxnZ��}Huwªm| nyl�zmtTn�n«| nytH�«­«z���}Huy{�|mzrqA{�tv����~
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��}H��pm��tv°�l®{��Qkrq�n�zrtv��tTu�ª tTtvz¤q���u�l�tTzr��}s�gnxtT��|ruxl�{�����jZkmti��}�u�t���}���pm��t�°�q�ny��ny{xtT� lonv~
{xkrt9��}Huxt9��l���tT����l�{«lon�{�}�t�°�kml�ªml®{Z{�uxl��$l�q��6��tTq��$zmtTn�nyt<n�krl��m�mtvz���l®{�kml�z�{�kmti��}���pm��t�°�l�{����

Àw¸6tTuxl�zm�1��uxtTt�ny}��¾{���q�uxt���kml���k�nx}�����tTn){�kmtZpmux}Hªm��tv��nM}s� ��l�u�tv��tTn�n)zrt�{���}�u��$n)l�z�tTl��HkH{
k$|mzr��u�tT����l�zmtTnw}s�^p6}�ux{�qsªr��t��ÎnxtvtT��nw|mzmu�tTq���lon�{�l����ZÄ«��}*zm}�{1���oqsl�� {�krqA{1{xkmlon1pmux}���tT��{
lon�q�prqsz q���t<q±��}�uZ��l�uxtT��t<nxn�zmtv{���}Hux��nyt<��|mu�l�{����gÍm|mux{xkrtvu�uxt<nyt<qsu���k*qszr��l�z$��t<n�{�l��EqA{�l�}Hz�l�n
ny{xl��^zmtvt<��tT�¿��l�{xkml�z·{xkrl�niprux}���tT�.{<~dprq�uy{�l��v|m��q�ux���¤l�z¿{xkmt��ZqI�¤l�zml®{�l�q���l�Ëvl�zm���HtT�.{�}�u�n±qsu�t
��u�tTqs{xt<�Qq�zr�
|rnyt<����¦3l�u�tv��tTn�nZzmt�{���}�u���nxtT��|ruxl�{��*u�tv��qsl�zrn«q�z
}Hp tTz�pmux}Hªm��tv��~r��t<nypml�{xt
����ª6tTny{wqA{x{xtT��pm{�n�{xkrl�n�nxtv��tTny{xtTuT�gj)}�q��m��u�tTn�n�qs���d��}�z ��tvu�zrnT~$l®{���}�|m�o��ª6t±zmtT�vtTn�nxq�ux�
{x}ik qI��t�p6tvu��IqHnyl���tZl�z�gr|mtTzr��twl�z�{�kmt«pmu�}s{�}$�v}��r�mtTnxl��Hz�prux}���t<nxnT�N³wn^q�z�|mzr��tTux�Hu�qH��|rqA{�t
ny{x|r��tTzE{T~AÄd��tTuy{�qsl�zm���9��}1zm}s{MkrqI��tN{�kmt���l���t<nypruxt<q��±l�z�gr|mtTzr��t�l�zi{�kmt�zmt�{���}�u��wl�zr��|rny{xu��
{xk qA{�Ä�´�´�´·��}$tTn¥¤M¶NtTuxk qsprnM{�kmt���u�tTqs{xtTny{^�Aqs��|mt�}s�G{�kml�n^pmux}���tT��{^��l�tTn�l�z��vq�|rnxl�zm�i}�{xkmtTu�n
{x}�¯E|mt<n�{�l�}Hz�{�kmti�Aqs��l���l�{���}���{�kmt���|mu�u�tvzE{«n�{�qszr�mq�u��rnZpmux}��vtTn�nv�

jZkmlonipmu�}s��tT��{1�Óq����oninxkm}�ux{i}s��l�{�n���}��¾{��¤��}Eqs�N}s��uxtTpm��qH��l�zm�
¦µ´�¶Îª t<�vq�|rnyt�l�{�l�niq�z
qA�¾{�tvux{xkm}H|m��kE{<�¤ÄikrqI��t×¼�¹m°�tT�r½�{xkmt
ªmu�}��HtvzÊn�{�qszr�rqsu��·ªE�Êq�pmpm���El�zm�¿q�prqA{���kd�'jZkrl�n
qsprpmux}Eq���k3lon�qs�ony}×��|mzr�mq���tTzE{�qs�����¦g qI��t<����jZkmt·}�zr���âu�tTq�nx}�z qsªm��t0�ZqI�Å{x}Åtvzrnx|mu�t
nxtT��|ruxl�{���}��Gq�nx��n�{�tv� l�n^{x}���t<nyl���z�{�kmtwnx�$ny{xtT� ��l�{xk*nxtT�v|mu�l®{���l�z���l�zr���gjZkmlon^pmu�}s��t<�.{T~
qsz ��}�{xkmtTu�n���l��Ht1l�{T~rnxkm}H|m���Qª6t±nxtvtTzQ}Hzm���*q�nZn�{�}�p�¬Õ�Hq�p���tTqHny|ruxt<n��mtTnxl��HzmtT�*{x}���tTtvpQq
ªmu�}��Htvz�ny��ny{xtv� ��|mzr��{xl�}�zrq��m|mzE{xl��rl�{��vq�z�ª6t«u�tvpm�oq��vtT���MÄÕ{^long����nyl�zr��tTuxt�kr}�p6tZ{xkrqs{^{xkmt
l�zr��|rny{xu�����l����m|m{xl���l�Ëvt�ª6t�{x{xtvu�pmu�qH�.{�l��vtTnMl�z�{�kmtZ��|�{x|ruxtH�MjZkmlon^nxtvtT��nN|rzm��l���tT���H~skm}A��tv�Htvu<~
|mzE{xl���n�{�ux}Hzm��tTu)��q�ux�Ht�{)pruxt<nxnx|mu�tTn��mtv��tT��}Hp�nx|mpmp6}�ux{xl�zm�1nxtT�v|mu�t�pmu�}s{�}���}��E��tTnxl���zd� u�jZkmt
��lo��tTnxpmu�tTq��0qI�Iq�l��oqsªrl���l®{���}���l�zmt�°�p6tvzrnxl��Ht�§H�H¨m��©H©vª0��tT�$l��vtTn9tvzrnx|mu�tTnw{xkmt�zmt<��t<nxnxl®{���}��
ny{x}�pm¬X�Eqsp���t<q�nx|muxt<n���}�uZ{xkrt±{xl���tiª6tvl�zm� �

Ä)l�zE{xtTzr��{x}���}HzE{xl�zE|rtZ�mtv��tT��}Hpm��tvzE{g}s� {xkmlongpmu�}s��t<�.{gª tT��}Hzr��{xkmt�pmu�}$}s�¾¬Õ}s�¾¬Ð��}Hzr��tTp�{
pmkrqHnytH�NÄ�pm�oqszQ{x}*qH�m����tTqA{�|mu�tTnZp6tvu���l�{y{�l�zr�*ª tv{y{�tvu<~m��}�u�t9q�|�{x}H��qs{xt<��~m��tT�*��qszrq���tv¬
��tvzE{¥N��v}�����|mzrl��TqA{xl�}�z�ª tv{���tTtvz��v��l�tvzE{�n¥N�qs|�{�}���qA{�tT���Htv��uxtT��}H�Iqs{xl�}�z�|rnxl�zr��q�krtTqsux{y¬
ª6tTqA{�pmu�}s{�}���}���N���u�qspmkmlo�vq���| nytTu�l�zE{xtTuy�ÓqH��tQ��}�u�{xkmt��v��l�tvzE{*ny}��¾{���q�uxtqN�qH����l�zrl�ny{xu�qA{�}�ux¬
��}Hz�¹r�H|mu�q�ªm��tZ�vl�prkmtvu�nx|ml�{xt<n�NEqszr����qsz$��}�{xkmtTu^tvzrkrqszr�vtv��tvzE{�nN{x}±{�kmt���|mzr��{xl�}�zrq���l�{���}��
{xkrt�nx}s�¾{��Zqsu�t��wÄÕ{±��l����Nqs�ony}�ª t�zmtT�vtTn�nxq�ux�Q{x}Q��}$�ml®����{�kmt��ZqI��l�zml�{xloqs��l�ËTqA{�l�}Hz¤��t<�.{�}�u�n
qsu�t���tTzmtvu�qA{�tT��~dt<nyp6tT�vl�q������0}Hz¿{xkmt*nxtvu���tTuT��Ø�tT�Tqs|rnxt�{xkmt*nx}s�¾{��Zqsu�t���|mzr�.{�l�}Hzrn�}Hz·Ä�¶
�mqs{�qs�Hu�q���nv~�l�{1zm}�{1u�tTny{xu�l���{xt<��{�}*��l�uxtT��t<nxnw|rnyt�}�zm�����wÀ1z¤q���l�uxt<��zmt�{���}�u��G~rl�{1��}H|m�o�
tTqHnyl�����ª6t���}���l®¹ tT��{�}*pmu�}A�Elo��t§�9¶�¨Áq�zr�¤nxtT��|ruxtiÄ�¶â{�|mzmzmtT��l�zm����|mzr�.{�l�}Hzrqs��l�{���~6��l®{�k
{xkrt�pmux}Hp tTui��}�zm¹r��|mu�qA{�l�}Hzd��³w�m��l�{xl�}�z qs��ny{x|r�m�0lon±zmtvt<��tT�'{x}�qH�m��u�tTn�n9nxtT�v|mu�l®{��0�v}�z�¬
��tTuxz ngq�n�ny}���loqA{�tT����l�{xk�{xkmlon^| nyt�ª6t���}Huxt«l�{��vq�z�ª twq�pmpmu�}A��t<����}Hug{xkmlong|rnxt��gjZkmt«nx}�|ru��vt
��}���t�}�� {�kmlongpmu�}s��tT��{g��l�����{xkrtvu�t���}�u�tZª tw}�p6tvzmt<��{�}±{xkmt�pr|mªm��l��Z{�}iqs����}A��}�p6tvz�qszrq�����nxl�n
qsz �*��|mux{xkrtvuw�v}�����q�ª }Hu�qs{xl�}�z*��l�{xk
{xkrt�nyt<��|mu�l®{��Q��}�����|mzml�{���qA{«�oqsu���tH�

` ä�¡�áIcª© fiegßàf��±f�¥¥��f�a�¥¥�v¥�cGæ
jZkmtinx}s�¾{��Zqsu�twpmu�}���|r��t<�*l�z�{�kmti��}H|mu�nxt9}s��{�kmlonZpmux}���tT��{�krqHn�ª tTtvz
uxtT��t<q�nxtT�*|rzr��tvu�q�z
À1p6tvz��$}�|mu���t±��l��vtvzrnxt�qsz ��lon�qI�Aqsl���q�ªm��tiqs{�{�kmtipmu�}s��t<�.{���tTªQp qs��tH~
kE{y{�pd���q�I��tvpm��tTn�nT� nx}�|mu���tv��}�u���tH� zmtv{R���ÚjZkmt¤l���pm��tv��tvzE{�qs{xl�}�zÌnx|mpmp6}�ux{�nQÍmu�tvt<ØZ�)�åqsz �
²¤qH�<À±�«JÁq�n�}s�M{xkmlon�prq�p tTuT~mq�zr�
��l����dnx|mpmp6}�ux{wÏdl�zE|m°Qqszr�¤À1p6tvzrØ����Á��tvu��*nx}E}Hzd�
¬�­ �Mòïùdð�íïõy÷�ö®�?ôA÷��Mê<î«÷���î.øIê���î�ÿrð�îR��óIí ÷�òïê���ÿ�öXîR�¯�Xô<õ�ù?õ�ðyø<öXò �¾ëwð�îR�'��øIêIò �¾ë«ý�òïíïíEõp°�õ�ö�ôA÷�°�õ�êIõy÷�ö
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IPFW or IPtables send all
traffic on the subnet to userspace

Server

Apache/modssl/modphp 
and MySQL server
authenticate user and
generate key

Session Key)
(Client Address,

Packet Encryptor
Decrypts traffic to outside network
Encrypts traffic to inside network
Drops anything spurious

packet encryptor

Wireless AP
(in Bridge mode)

External Interface

Internal Interface

Packets
(Divert Socket)

Unencrypted

Encrypted Data

Data

To External Network

Í)l���|ruxt�¨�����tvu���tvu�n���kmtv��qs{xlo�9�ml�q���u�qs���

²  54 ´x��-�*�+,&

IPFW or IPtables send all traffic
to userspace packet encryptor

Packet Encryptor
Decrypts traffic to me
Encrypts all other traffic
Drops anything spurious

Packets
(Divert Socket)

Encrypted
Data

HTTPS Client
Authenticates server, receives key

Session
Key

Client

Wireless IF

ÍMl���|mu�tiÂm������l�tTzH{1�m��kmtv��qA{�l��±��loqs�Hu�q��
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Ä6��}H|m���±��l���tN{x}1q����$zm}A����tT���Ht�{�kmt^��|rl��mq�zr��t^q�zr�±l�zmpm|�{�}������1qH���$l�nx}�u)¶gq�n��vqs�A²�tT|mzml�tvu
l�zâ{xkmlon*pmu�}s��t<�.{<�Ú¦3l�{xkm}H|�{�kmlon*p6tvu�nxl�ny{xtTzH{�nx|m�H��tTny{xl�}�z n�{xkrqs{�Ä�nykm}H|m�o�3½���}Énx}���t�¬
{xkrl�zm��qsª6}�|�{�{xkrt1��l�uxtT��t<nxn�pmu�}�ªm��tv��~ ½�Ägpmu�}�ªrq�ªm������}�|r����zrtv��tTu�krqI�Ht1qs{y{xtT��p�{xt<��{xkrl�n
pmu�}s��t<�.{T�M¦3l�{xkm}H|�{�krl�n���}Hzrn�{�qszE{�prux}��m��l�zm�i{�}��HtvtvpQ��}���l�zm�r~EÄgpmu�}�ªrq�ªm����zmtT��tvu���}�|m�o�
krqI�Ht«¹rzmlonxkmtT��{xkmt±pmu�}s��t<�.{<�M¦3l�{xkr}�|�{«kmlonZkmtT��p
l�z
|mzr�mtvu�n�{�qszr��l�zm��{xkmti�v}���pm��t�°�l®{���}��
{xkrt1pmu�}�ªr��tT�
~EÄ^pmu�}�ª qsªm������}�|r����krqI��t«l���pm��tv��tvzE{xt<��q�ny��ny{xtv��qHnBg6qI��t<�*q�n^{xkmt9}�zmt
Ä��ZqszE{�tT��{x}�u�tvpm�oq��vt��

Äw��}�|m�o�¿qs�ony}Q��l���t�{x}
{�krqszm�L�9qI��t¸·Eq���}Hª$��q�zr�'kml�n±��l���t : tvu�ux�H~G��}�u9��tvt<��l�zm����t
nxtv��tTu�q��$km}s{���t<qs�on^��|mu�l�zr�1{�kmtw�v}�|mu�nytZ}��6{�kmlongpmu�}s��tT��{T�Nj�}$}i}��¾{xtvz�~�ÄNkrqI��tZ}A�Htvu���}$}��HtT�
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