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Abstract

Data mining enables us to discover information we
do not expect to find in databases. This can be
a security/privacy issue: If we make information
available, are we perhaps giving out more than we
bargained for? This position paper discusses possible
problems and solutions, and outlines ideas for further
research in this area.

1 Introduction

Database technology provides a number of advan-
tages. Data mining is one of these; using auto-
mated tools to analyze corporate data can help find
ways to increase efficiency of an organization.

Another advantage of database technology is
information sharing (including sharing with other
organizations). For example, publicly accessible
corporate telephone books can decrease the need
for telephone operators (offloading this task to the
caller...) Sharing need not be completely public -
making inventory information available to suppliers
can help a retail operation to avoid shortages, and
can lower the supplier’s cost (thus allowing the
retailer to negotiate a better price).

These two advantages, when combined, can be-
come a disadvantage. For example, mining a cor-
porate directory to determine staffing of a partic-
ular project (and changes in staffing) could help
a competitor to determine product rollout dates,
allowing preemptive marketing campaigns. Mining
retailer inventory data could allow a supplier to de-
termine sales and supplies of competing products,
leading to pricing and marketing strategies aimed
at reducing the competition (this would be unlikely

*The work of this author was performed at The MITRE
Corporation under support of Department of Defense con-
tract number DA AB07-96-C-E601.

Don Marks
Department of Defense
dgm@tycho.ncsc.mil

to be in the best interest of the retailer providing
the data).

We will describe this with a more detailed
example. Let us suppose that we (as purchasing
directors of BigMart, a large supermarket chain)
are negotiating a deal with the Dedtrees paper
company. They offer to give us a reduced price
if we give them access to our database of customer
purchases (they say this will allow them to track
inventory to allow “just-in-time” production and
stocking and reduce their warehouse costs). We
accept this deal.

Unbeknownst to us, Dedtrees now starts mining
our data. Using a tool for mining sequences
[AFS93], they find that customers who purchase
cold remedies later purchase facial tissue (allowing
them to stock us in advance). They also find (using
association rule mining [AIS93]) that people who
purchase skim milk also purchase Green paper.
Dedtrees now runs a coupon marketing campaign
“50 cents off skim milk when you buy Dedtrees
products”, cutting heavily into the of sales Green
paper, who increase prices to us based on the lower
sales. When we next go to negotiate with Dedtrees,
we find that with reduced competition, they are
unwilling to offer us as low a price, and we start to
lose business to our competitors (who were able to
negotiate a better deal with Green paper).

What are we to do about this? Providing
Dedtrees access to our database is good (it im-
proves the efficiency of distribution, lowering costs).
Allowing them to mine this data can be good (it
helps them to predict inventory needs), but it can
also be bad (it allows them to market so as to re-
duce competition). Some ideas are:

e Limit access to the data. Allow Dedtrees to see
only sales of their own products. This prevents
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the “good” mining, however.

e Eliminate reference to competing brands. This
requires that we determine what the competing
brands are, and generate a new view of the data
for each supplier.

e Summarize the data. Instead of providing indi-
vidual purchases, provide only daily summaries.
This prevents the mining listed above, but al-
lows general trends, such as “increased sales of
cold remedies are followed by increased sales of
facial tissue”, to be determined.

Alternatively, we may want to prevent mining
altogether (such as on a corporate telephone di-
rectory). We want people to be able to retrieve
individual facts, but we want to protect any gen-
eralizations that can be formed from mining the
data.

In this paper we discuss some specific possibil-
ities; things that can be done to prevent undesir-
able mining of published data. Section 4 presents
directions for research that will support these ends
(both direct research on this problem, and work in
data mining that can support work on data min-
ing prevention). We will first give an overview of
related work that may help to outline this research
area.

2 Related Work

The problems of providing access to certain types of
information, while restricting access to other types
of information (access control) have been studied
extensively by the database security community.
In particular, multilevel secure databases [ST90]
have been developed as a means of enforcing access
control policies that limit sharing of information
to those with appropriate authority. However, the
adequacy of such controls has always been suspect
due to the “inference problem”: How do we ensure
that we cannot infer “private” data from “public”
data? Data mining raises the risk factor in such
situations, since it allows for the automation of this
inference process. There has been progress in this
area [Marar|, but data mining also poses a new
problem: The “inferences” we find are not specific.
That is, a rule “A implies B” with confidence 25%
may be damaging from a business point of view,

but since it is not strictly true it would not appear
to be a problem to existing inference techniques.

The secure database community has developed
techniques that may help us to control undesired
mining problems. An integral part of the data min-
ing procedure is the accumulation of a sufficiently
large quantity of information so that generaliza-
tions, or rules may be postulated. This “aggrega-
tion problem” has been studied most recently in
[MMJ94]. Aggregation control techniques can help
us to limit access to data, but we are still faced
with the problem of determining when an aggre-
gate is too large. In other words, even if we know
how to control access to the data, we do not know
how much access is too much.

One area that looks like a similar problem is dis-
closure control in statistical databases: Allowing
users to gather general statistics on data, while pre-
venting access to individual items (e.g., preventing
access to data on individuals from queries over cen-
sus data [0SM94]). Our concern is exactly the op-
posite: We want to allow access to the individuals,
but prevent generalizations on the whole. However,
disclosure control provides a good model of what
we would like to see: A strong notion of “how much
is too much” when allowing statistical queries.

3 Possible Solutions

We do not believe this is an unsolvable problem.
There are a number of things we can do to prevent
data mining. We divide these into:

e Limiting Access: If we control access to the
data to prevent users from obtaining a suffi-
ciently large and varied sample of the database,
we can lower the confidence in the results of
any mining that is attempted (does the mined
“fact” represent the database as a whole, or is
it just an artifact of the small sample?) This is
the approach taken by the secure DBMS com-
munity.

e “Fuzz” the data: If we alter the data, for ex-
ample by forcing aggregation into daily records
instead of individual transactions or slightly al-
tering data values, we may prevent useful min-
ing while still enabling the planned use of the
data. This is an approach used by the U.S.
Census Bureau.



e Eliminate unnecessary groupings: Often data

values contain unneeded information. For ex-
ample, U.S. social security numbers are as-
signed by office (the first three digits identify
the office where the social security number was
obtained). In addition, the offices often assign
these sequentially. Therefore, by grouping so-
cial security numbers by the high-order digits,
we can group people by location (or location
and age) with reasonable reliability. This can
provide additional information for use in data
mining.

This can be useful even if we do not know how
social security numbers are assigned. Simply
clustering along the high-order bits of a “unique
identifier” is likely to group similar data ele-
ments. This similarity may be unknown. It
may be chronological if the identifiers are as-
signed sequentially, or determine the source of
the data element if individual data sources are
given a “batch” of identifiers. The problem is
that this grouping allows us to find similari-
ties that would not be available otherwise (e.g.
a high cancer rate among people with similar
social security numbers), that lead us to look
for further information (what else those people
have in common?)

This can have security implications. For ex-
ample, an organization that assigns telephone
numbers sequentially based on location within
a building could find its “phone book” mined to
find out who is working on the same projects.
Knowledge of the identifier assignment process
is not necessary; simply finding a rule that
a given group of people working on a known
project can be determined from grouping on
their telephone numbers can lead to the realiza-
tion that people working on unknown projects
can be guessed by grouping the telephone num-
ber.

The solution is to ensure that unique identifiers
are assigned randomly; thus serving only as
unique identifiers. This prevents meaningful
grouping based on these identifiers, yet does not
detract from their intended purpose.

Augment the data: Sometimes we can add to
the data without altering its usefulness. If we
know precisely how the data should be used,
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we may be able to add misleading data that
will only be retrieved by inappropriate queries.
For example, suppose that a phone book was
populated with extra, fictitious, people. Asking
for an individual’s phone number would return
the correct information, but queries to find
all individuals in a department would return
additional people not even in the company.
This requires that we augment the data in non-
obvious ways (otherwise it would be simple to
reconstruct the original database).

e Audit: While the previous methods address the
problems of releasing data “to the world”, au-
diting can be a very effective deterrent against
misuse by legitimate users inside an organiza-
tion. Auditing does not enforce controls, but
it may detect misuse so that administrative or
criminal disciplinary action may be initiated.
Of course, the question here is what should be
saved, how can data mining be identified, and
what inferences have been formed? Should the
audit trail itself be mined in order to answer
these questions?

The difficulty with all of these is knowing when you
have developed a “public” version of the database
that is not amenable to mining. To do this requires
an understanding of the mining algorithms:

e How do they decide if a given rule or output is
“interesting”? Knowing this allows us to alter
or limit the data so as to prevent “interesting”
rules (or plant false “interesting” rules to
mislead the miner).

e What are the performance characteristics? Some
mining algorithms experience exponential run
times under certain conditions. For exam-
ple, one algorithm for mining association rules
[AIS93] requires an exponential number of
passes over the data if the number of items
found in each “transaction” is large. We can
utilize this to ensure that we make our data
computationally infeasible to mine.

This is just a start. Further work is needed to
determine just what we can do to prevent unwanted
data mining.
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4 Further Work

We see a number of areas where work can progress
in this area.

4.1 Study of limitations of particular
algorithms

Knowing the interest measures of particular algo-
rithms will allow us to protect against them, either
by ensuring that the data we publish does not have
“interesting” rules, or by providing data that gives
“false” rules that hide the real ones. A standard
specification of these rules would allow us to de-
velop standard techniques for preventing mining.

Publishing details of algorithms, particularly
how interest levels are determined and low-interest
items are pruned, will enable countermeasures to
those algorithms. We hope we will be able to find
commonalities among algorithms, enabling us to
develop strategies to defeat a wide variety of data
mining tools.

4.2 Definition of “published data”

Another problem is making sure that we do make
available what we want to. We need to be able
to specify what information users are allowed to
obtain from the published data. We must, in
effect, specify how correct the published view of
the data must be. This can draw on work in
replicated and mobile databases. That is, how
current must a copy be? How correct must a copy
be? A specification of the amount of error allowed
in data (as done using quasi-copies [ABGM90], for
example) will allow us to introduce selective error
that will limit the effectiveness of data mining.

The issues are different — we are not concerned
with cost measures for updating the copy, for
example — but some of the same specification
mechanisms can apply. Percentage error bounds
could be useful. Update counts (“how many
updates are allowed before my copy is updated”)
may not be as appropriate, but careful selection
of the “out of date” data may be used to prevent
mining.

4.3 Theory of data mining

Developing theories behind different types of data
mining (for example, lower bounds on complexity
of mining sequences) would enable us to determine
if our data is mineable. =~ We could use this

to develop “profiles” of hard-to-mine data (for
example, a characterization of data that is likely
to contain association rules). This will enable us
to build systems that provide the data (or access
to the data) in a way that ensures that mining is
either unlikely to find interesting results, or will
find “planted” results that do not concern us.

4.4 Data mining to detect inference
problems

Given a database containing both “public” infor-
mation and “sensitive” information, we can use
data mining to search for inference paths from the
public to the sensitive information. In other words,
a rule with antecedents in the public information
and consequents in the sensitive information points
to a potential problem. Clustering the public in-
formation could conceivably bring together the an-
tecedents. This by itself does not pose a problem,
but knowing sensitive information about one of the
instances could then be conjectured (correctly) to
apply to all of them (greatly expanding the “leak”
of sensitive information).

Proper use of data mining technology can be
used to detect such situations. We can then apply
techniques from the previous section to ensure that
the data cannot be clustered in meaningful ways.

Our introductory example of mining supermar-
ket sales shows how this may work. We may decide
to protect brand information; only releasing sales
by product type. However, Dedtrees may know
that Green Paper dominates a particular product
type, and can use data mining combined with this
fact to find “brand affinity” information. Preemp-
tive use of data mining (to deduce brand from the
information we intend to release) would show this
producttype = brand relationship, allowing us to
rething our information release strategy.

5 Conclusions

Data mining technology provides a whole new way
of exploiting large databases. In the wrong hands,
this can be a problem. However, it is not the tools
themselves, but the combination of tools and data
that pose a problem. The obvious solution is to
restrict access to data.

Restricting access to data is a tradeoff, however.
One of the advantages of database and network
technology is the ability to share data, improving
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the efficiency of inter-organization operations. We
do not want the threat of data mining “by the
wrong people” to eliminate these efficiencies.

We believe that there is an intermediate solu-
tion. We can have the efficiency gains of shared
data without “giving away the store”. This re-
quires carefully controlling access to the data (or
controlling the quality of the data) so as to provide
the desired sharing without providing the ability to
mine the data.

We have presented some ideas for how to control
access, as well as areas for further work. We will
continue to work in this area, and hope that others
will find this an interesting problem as well.
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