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Abstract

This ressarch work addresses the problem of informaion qudity in
digributed information sysems. A TOM-based definition of information
assurance is introduced to fit the needs of inter-networked enterprises that rely on
information for the fulfillment of ther objectives. Information falures type and
impact are investigated in didributed sysems like ERP (Enterprise Resource
Panning). The design and operation of autonomous agents to implement variable
information assurance in workflow systems are studied.
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1.

INTRODUCTION

1.1. Problem background

Companies organization and functioning have changed dramaticdly under the
influence of information technology. Informaion sysems have evolved from a
centralized to a didributed organization. This change has endbled the development of
inter-networked enterprises.

In these companies, informetion sysems do not only support business functions
but they are dso integrd parts of the busness operation. For example, ERP systems
(Enterprise Resource Planning) are essentid  for organizations and their supply chains.
Companies completely rely on ther information sysem for the execution and
coordination of daily business operations.

Criticd issues, however, are facing nowadays the enterprise information systems.
Companies often have trouble obtaining vauable, timey information and exchanging
correct data between different depatments of the company. The digtribution of
information sources, and the high speed of data transfer have increased the vulnerability
of companies to information falures and the impact of these falures on the performance
of organizaions. Incorrect information in ERP systems can have serious consegquences
for inter-networked companies. These problems become even more criticd when a
company tries to manage its supply chain. As a consequence, it is necessary to develop a
definition of informatiion assurance that fits the actud needs of inter-networked
companies, and discover if there exig specific information assurance falures that are
critica for the performance of acompany.

Another issue is to automate the assurance practices as much as possible, as we cannot
expect the workers who interact with the system to include the assurance tasks as part of
their job. The objective is to desgn information sysems to automaticaly apply the

assurance function. The problem of how to design and operate agents to assure



information in production enterprises is addressed in this aticle, paticulaly in the
context of ERP systems.

1.2. Research agenda

Following this andyss of today’'s computing environment in inter-networked
enterprises, two main research questions were formul ated:

1) How to define information assurance in inter-networked enterprises? What are the
requirements for information assurance, and ae there criticd information
assurance failures?

2) How to design and operate agents to automate the information assurance process
in workflow systems?

The first research question is addressed in Section 3 of this article, and the second
guestion in Section 4.

. LITERATURE REVIEW

The literature was reviewed in five directions 1) Information assurance and
security, 2) TQM, quality assurance and information systems, 3) Information assurance
survey of requirements, 4) Security and assurance agents, and 5) Autonomous agent
systems.

The topics (1) to (3) are extensvely described by Bellocci and Nof (2001a), topics
(4) and (5) were studied by Belocci and Nof (2001b). The man conclusons of the
literature review are presented below.

2.1. Information assurance and security
The topic of information assurance and security has been origindly described

mainly by computer scientists. Their gpproach of information management focuses on
information security from internd and externa thrests (eg., Longley and Shain, 1986;



Shirey, 1995; Finne, 1997; Voas, 1999). A clear digtinction is made between informetion
security and information assurance (e.g., Dobry and Schanken, 1994; Jden and Williams,
1998). Information security is a feature of the functional components of a product or
system, whereas information assurance “is a measure of confidence that the security
features and architecture of an automated information system accurately mediate and
enforce the security policy” (Longley and Shain, 1986).

Today’'s networked enterprises are, however, primarily concerned with the quality
aspects of ther information for the purpose of achieving their performance gods, and
with reaching a globd improvement in the trusworthiness and vaue-addition of
informetion.

2.2. TQM, quality assurance and information systems

The agpproach focusng on information security from internal and externa threats,
decribed in Section 21, is baanced by an approach emphaszing information’s
accuracy, value-addition and related features.

Severd aticles show that companies are now seeking new approaches regarding
the adminidration of distributed information systems. Ford Motor Co. tried to automate
the mantenance of its information sysem (eg., Schwatz and Zaewski, 1999). British
Airways dated to think about the vaue-addition of information in its disributed
information system (e.g., Steinitz, 1998).

Some research work has dready tried to apply a TQM approach to data
management. A description of data characteristics was developed from a user-centered
approach by Wang (1998). He explains that any piece of information has the following
quaity dimendons intringc qudity, accesshility, contextud vaue, and representationd
vaue, that must be consdered for Totd Data Quality Management (TDQM).

2.3. Information assurance survey of requirements

Without clear knowledge of the true needs for information assurance, a company

may employ loca, specidized solutions that are too redrictive, or not comprehensve.



The chdlenge is to ascetan what the true assurance reguirements are for given
industries, in order to develop the most effective means to address the problem.

There are two ways of surveying requirements. On the one hand, people can use
literature review and experts knowledge to andyze their problem and see what the key
issues are. On the other hand, people can conduct surveys among information sysems
users to undersgand what the key issues are from a description of the system routine use.
Severd atides summarizing experts knowledge in the fidd of security requirements can
be found (e.g., Pfleeger, 1991; Dobry and Schanken, 1994; Shirey, 1995; King, 1997).

2.4. Security and assurance agents

Autonomous agents system is a relatively recent research area. A comprehensve
review and definition of agents have been avalable only recently (eg., Franklin and
Graesser, 1997; Nof, 1999). Also, distinctions between agents are only starting to appear.
Security agents have been among the first type of agents to be sudied, for ingance by
Croshie and Spafford (1995), who implemented an Intruson Detection System.
Varadhargan et d. (1998) described a security agent-based distributed authorization
sysem for ATM machine, where a didinction can be made between *“productive’
software agents and “assurance’ software agents. In this example, the “productive’ task,
money withdrawd, is gill separated from the “assurance’ task, namely checking agent's
rights. A combination of tasks is not envisaged. In concluson, past research investigated
security and assurance agents. But it never consdered a combination of security or
assurance tasks with production tasks in the same agent. The issue of tasks combination

in agents for assurance purposeis addressed in this article,

2.5. Autonomous agent systems

An autonomous agent system architecture able to supervise processes has been
described by Kim (1996), and Kim and Nof (2000). In these papers, the authors
introduce the AIMIS (Agent-based Integration Modd of Information Systems). This

arcchitecture enables the monitoring and execution of processes among distributed



organizations with heterogeneous information systems, usng agents This autonomous
agent model was used in this research work as amodd of agent-based workflow system.

INFORMATION ASSURANCE: DEFINITION AND REQUIREMENTS

3.1. TQM-based definition

The literature review showed the need for inter-networked companies to consider
both the security and qudity aspects of data for managing their operations. As a result,
information assurance was defined as the combination of :

1) Information security,

2) Information integrity, and

3) Information Sgnificance.
Information security means protecting information from madicious thrests and damage
due to externd or internd sources. Information integrity should be understood as
permanency of the information during communications and storage. Ladtly, information
significance refers to the vaue tha the intended user can get out of the information when
ghe receives it. The broader view condders assurance from the viewpoint of “qudity
assurance’. The broader definition is proposed as follows:

- Information assurance combines the requirements of information security,
integrity and significance.

- Asauring informetion means having a safe information sysem, which guarantess
that information is secure and a the same time keeps its integrity and its
sgnificance during its lifetime.

- The god of information assurance is to provide trustworthy and sgnificant
information to users in operationd, service sysems that rely on the information
for the fulfillment of their objectives.

3.2. Information assurance requirements



A prdiminary andyds generaed a lig of dl the reguirements a company must
fulfill if it wants to assure its information according to the TOM-based definition. For
each category, a nonexhaudive lig of measures was developed and presented by
Bdlocc and Nof (20018). These comprehensive requirements were derived from the
RACF parameters (Resource Access Control Facility) developed by IBM and presented
by Schwartz and Zdewski (1999), and from the TDQM parameters described by Wang
(1998).

3.3. MICSS lab experiments

As a dep in refining the assurance requirements derived from the literature, and
showing the varidble needs in information assurance, experiments were conducted with
an ERP <oftwae dmulator cdled MICSS (Management Interactive Case Study
Smulator) [http:/Mmww.mbe-smulaionsconV/, June 2001]. MICSS was used to smulate
the functioning of a company with a team-oriented view. There are four views of a

company, namely Marketing, Production, Purchesng and Finance. Each of these views
can combine to operate the company to be profitable.

In an ERP system, a company enters an operationa policy P to ease and automate
some of the badc functions of the business, such as production planning. A policy can be
described as a k-tuple recording the value d of each data item O composing the palicy;
eg. P = (di, &, ..., d). Often the company follows a basdine policy BP, recognized to
provide good performance results regarding profits p and due-date-performance DDP.

As a consequence, three typicd scenarios regarding information can be
encountered in an ERP sysem. When the company whishes to input its basdine policy
BP, thevadue d, of adataitem D; can indeed be one of the following:

1. Correct, defined as BP
2. Correct but delayed, defined in this research as D4(D;) or D8(D;)
3. Wrong, defined as Wd(D;) or Wh(D;).

A st of expaiments was run with MICSS to smulate falures in information

exchange and andyze the potentia consequences of falures on the performance of the



company. Firs, a Basdine Policy was built for the company. The vdues in the

purchasng policy, marketing policy, etc... were chosen so that the company performs

wdll.

Then, information assurance falures such as Deayed informaion or Wrong

information were introduced in the Basdine Policy to assess the consequences of low-

level information assurance on the performance of the company. A complete description
of the experimentd process is described by Belocci and Nof (20018). The detailed
datisticd analyssis described by Bellocci et d. (2001).

Conclusions from the lab experiments:

1)

2)

3)

4)

5)

6)

The expaiments show tha informaion falures have dgnificant impact on the
performance of acompany only under specific conditions.

Profit is very sendtive to information falures. Due Date Peformance reacts more
dowly and isimpacted sgnificantly only after long lasting and large errors.

The impact of information falure depends grestly on the Data item that is
concerned by the failure. For ingtance, the consequences of a problem concerning
Price are usudly much more serious and long lasting than when the error concerns
Batch Size.

Data items have different characterisics tha make them more sendtive to a
specific type of falure. For instance, a delay of 8 months has a large impact on
Profit when it concerns Price, but no real impact when it concerns Batch Size.

A difference in the length of delay influences the performance of the company only
when Priceis concerned by the error.

The impact of an information fallure depends on the error sze, except when the
error concerns Order Levdl.

The impact of each type of information fallure on each data item is presented in
Fgure 3 udng the maximum reative difference to the BP's performance reached in
a one-year period. The specificities of each Data item are summarized in Table 1. It
gopears that each Data item has strong particularities regarding the performance
metrics of the company that it affects and the type of falures tha it is most
affected by.



Table 1. Summary of information fallures impact on Dataitems

Errorin " . L ength of .
Dataitem Impact on Critical Failures delay Error sze
. . W(d (positive impact)
Price Profit Wh, D8, D4 Important Important
Profit wd Not important Important
QLT
DDP wd Not important Important
Batch Size DDP Wh Not important Important
Order . .
L evel None None Not important | Not important

3.4. Industry survey

On the basis of the lab experiments, an industry survey was designed to assess the
information assurance requirements of the corporate world. Two questionnaires were
developed. One was sent to the information system manager of a given company, and the
other one to the department managers of the same company (eg., production manager,
marketing manager...). The objective of the firs survey questionnaire was to understand
the general gpproach of companies regarding information security and assurance. The
second survey questionnaire was designed to sudy the actua information assurance
problems encountered by users of the company’ s information system.

The desgn and conclusions of the industry survey are presented by Ray, et 4.
(20018). The questionnaires, and the detalled andyds of companies answers ae
avalable in Ray, e d. (2001b). The quedtionnaires were sent to gpproximatdy 50
companies in the United States, Europe and Ada The andyss was based on the 9
questionnaires returned by information sysem managers, and the 10 questionnaires
returned by department managers.

Conclusions from the industry survey:
1) Companies think that information assurance falures have dggnificant impact on

their performance.



2)

3)

4)

5)

6)

7)

8)

9)

From the andyss of the survey, it is inferred that companies are more concerned
by information ggnificance than information security or integrity in  thar
information systems.

Further analyss showed that indeed Profit and Due Date Peformance (the
reputation of the company) are the parameters that are the mogt affected by
information assurance failures.

At present, System Authorizations, Firewdls and Antivirus are the most popular
preventive measures that companies goply. This observation shows that companies
are equipped to handle information security and integrity problems, but not yet to
handle information significance problems.

Companies introduce flexibility in ther information sysems manly usng user
groups having access to different resources using passwords.

The process of assuring the data is too time-consuming for information system
users. In a decisiontrmaking process, information system users spoend more time on
acquiring the necessary information, and arguing about its accurecy than using the
data

Mogt companies disregard the information due to the fact that they maybe from
unreliable sources or the information may be inaccurate.

If information is missng a the time of changing the palicy in ther ERP sydem,
most of the companies can wait, but not for very long. If they have to wait for
longer, they go ahead and change their srategies.

Users have difficulties to change processes because of consequentid damages due
to tight integration.

3.5. Conclusons

The conclusons of the lab experiments and industry survey were presented earlier. The

generd implications of these results for the research project are explained bel ow:

1)

The experiments showed differences in the impact of information failures between
Data items. Thus, it is important to adjust the assurance tasks to the needs thanks to

10



2)

3)

vaiable assurance. Each company has to invedtigate its own specificities to define

what are the mogt critica information assurance failures for its activity.

The survey showed that companies have difficulties keeping the condgtency and

ggnificance of thar information. It aso proved that decison-makers are willing

and are able to walit to get better assured information.

Some examples of assurance tasks that should be automated to improve decision+

making processes in a company can be formulated from the literature review, the

lab experiments, and the industry survey:

a. Dealing with information security:

access authorization

intruson detection

virus detection

messages encryption

users and data profiles management

critical data monitoring and history recording

b. Dealing with information integrity:

regular back-ups

data decay prevention

communication links qudity monitoring

communications success monitoring (termination + mapping)
data safety when system crashes

secure restarting after system crashes

c. Dealing with information significance:

bdlievahility check (the data stored is not obvioudy wrong)

completeness check (al of the needed characterigtics of a data are stored)
accuracy check (the vdue of the data is given with the required accuracy
level)

source trustworthiness (where does the data comes from?)

timeliness (the data must be ready when needed)

representation (the data must be displayed using the correct representation)

11



The lab experiments showed the large vaidbility in the impact of information failures,
depending on the falure type and the daa item concerned by the falure As a
consequence, variable information assurance should be introduced in information
systems. The industry survey demondrated that information dSgnificance is the true
concern of information sysems usars in inter-networked companies. It dso helped
developing a ligt of examples of assurance tasks that should be automeated in distributed
information systems. The next sep of this research work is to design and evduate agent

models and variable assurance protocols to automate these assurance tasks.

. AGENTSAND PROTOCOLS FOR INFORMATION ASSURANCE

In an ERP system, autonomous agents can perform production-related tasks or
assurance-related tasks. In the frame of this research, two dimensons of autonomous
agent sysems are investigated:

a the conditiona execution of assurance tasks, and

b. the agents used to perform the tasks.

The first problem is referred to as “variable assurance” problem, and the second one is
cdled “task combination” problem. The firg section of this chepter describes the
judtification for varidble assurance and presents the basis for its implementation. The
second section focuses on task combination in agents, and introduces modes for

assurance in autonomous agent systems.

4.1. Variable assurance

The MICSS &b experiments and the Industry survey demondrated the differences
of impact of information falures on transactions, and motivated the need to adjust the
assurance tasks to each requedts. The implementation of variable assurance requires two
deps. 1) Evauaing the importance of performing assurance tasks for a given transaction,
and 2) Deciding if the assurance tasks should be performed according to this importance

levd.
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411 Risk assessment

The decision of whether or not to perform assurance tasks for a given production

request needs to be supported by two separated information gathering activities:

a. TheReguest Andyss

b. The Context Andyss.
The purpose of the Request analysis is to gather the request’s characteristics to talor an
assurance process to he request needs, based on the andyss of the critica information
assurance falures showed by Belocci and Nof (2001a). The purpose of the Context
Analyss is to gather information about the system to adjust the assurance processes to the
datus of the system. A risk assessment mode was developed by Belocci and Nof
(2001b) to enable the implementation of varigble information assurance in agent-based
workflow systems, based on the AIMIS model described by Kim and Nof (2000).

4.1.2. Variable assurance protocols

Three different variable assurance protocols were desgned to support the
implementation of the varigble assurance modd. The results of the MICSS lab
experiments showed the importance to consder two different request characteristics:

(1) The assurance needs of the request, that can be assmilated to the need of
assurance features (trustworthiness, completeness, integrity...) for ingance
due to the information sender location, or receiver identity, and

(2) The priority of the request, that corresponds with the need to receive the

information on time.

Based on this concluson, three different Varidble Assurance Protocols with different
logic were designed:

a VAPQ assures dl the requests,

b. VAP assures requests based on their assurance needs, and

C. V AP2 assures requests based on their assurance needs and priority leve,

13



These protocols are described by Bellocci and Nof (2001b). They are modeled and
anayzed later, in Sections 4.3 and 4.4.

4.2. Assurance modds

In the frame of this research, two categories of agents were considered: 1)
Dedicated agents, Ap, and 2) Polyvdent agents, Aap. There are two types of dedicated
agents. 1) Assurance dedicated agents, Aa, that can only perform Assurance Tasks, Ta,
and 2) Production dedicated agents, Ap, that can only perform Production Tasks, Tp. A
polyvdent agent, Aap, is able to execute both a production task and the associated
assurance task. The execution of these two tasks in a row by the same agent is referred to
as an assurance-production task, and noted Tap. A polyvaent agent can aso execute
sngle production tasks, Tp, by skipping the assurance part of its code.

Following these observations, three Assurance Models were proposed depending
on the agents available to execute the Assurance and Production Tasks, namely: 1) The
Separated Model, Ms, 2) the Combined Model, Mcom, and 3) the Mixed Model, Mwix.
The nature of the agents involved in each modd is summarized in Table 2.

Table 2. Summary of Assurance Models

Type of agentsinvolved
M odel Ap Aap
Msep Yes No
Mcom No Yes
Mumix Yes Yes

4.3. Desgn of Experiment
A dmulation modd was built and described by Bdlocci and Nof (2001b) to

andyze the impact of the assurance modd and variable assurance protocol in

implementing varigble information assurance in an agent-based workflow system.

14



Two metrics were used to assess the performance of an autonomous agent system S
(1) The processing time of requests, g (S)
(2) The assurance exit level of requedts, h(S),

Four characteristic parameters of an agent- based workflow system were investigated:

(1) Variable assurance protocol, symbolized V, with three levels.
a. VO=VAPO (Totd assurance)
b. V1=VAPL (Needs-based assurance)
c. V2=VAP2 (Needs- and priority-based assurance)
(2) Assurance modd, symbolized M, with three levels
a M1 = Msy (Separated mode)
b. M2 = Mcom (Combined model)
c. M3 =Mpix (Mixed modd)
(3) Asaurance policy leve, symbolized L, with three levels.
a L1=300A.U. (Low requirements)
b. L2=500A.U. (Medium requirements)
c. L3=700A.U. (High requirements)
(4) Totd number of agents, symbolized N, with three levels
a. N1 =10 agents (Low quantity)
b. N2 =15 agents (Medium quantity)
c. N3 =20 agents (High quarntity)

Based on this desgn of experiment, 81 different trestments were smulated. For
ech treatment, two sSmulation runs were executed with different random numbers.

During a run, the processng time and exit assurance level of the firsd 500 executed

requests were recorded. The stationary state is reached after 20 to 50 requests, depending

on the treatment. As the trandent regime ends rdatively quickly, the first requests were

kept in the pool of 500 requests used for the analyss.

The following experimenta research questions were investigated:
1) Expeimenta Question 1.
What are the Sgnificant parameters for the processing time of requests?
2) Expeimental Question 2:

15



What are the significant parameters for the exit assurance leve of requests?
3) Experimenta Question 3:
What is the best variable assurance protocol overd|?
4) Experimental Question 4:
Wheét is the best assurance mode overd|?
5) Experimentd Question 5:
What is the best combination of Variable Assurance Protocol and Assurance

Modd given an assurance palicy level and a number of agents?

4.4. Reaults

The answers to the experimental research questions are presented below. Detalled
answers and judtifications are presented by Bellocci (2001).

1) What are the Sgnificant parameters for the processing time of requests?
According to the ANOVA reaults, dl of the four parameters V, M, L, N and ther
interactions are significant with a confidence level of 95%. Hence:
(ED) q(s) = f(V, M, V*M, L, V*L, M*L, V*M*L, N V*N, M*N, V*M*N,
L*N, V*L*N, M*L*N, V*M*L*N)
As a concluson, Vaiable Assurance Protocols and Assurance Modds have a sgnificant

impact on the processing time of requests.

2) What are the Sgnificat parameters for the exit assurance levd of requests?
According to the ANOVA reallts, only some of the parameters have sgnificant impact
on the exit assurance leve of the request with a confidence leve of 95%. In fact:
(E2)  h(9=f(V,M, V*M, L, V*L, M*L, V*M*L)
As a concluson, Vaiable Assurance Protocols and Assurance Models have a dgnificant

impact on the exit assurance level of requests.

3) What isthe best variable assurance protocol overdl?

16



Decison-makers reying on informaion to complete their tasks are particularly interested
in the proportion t(S) of trusted requests that exit the sysem S. A request is caled
“truged” if its exit assurance levd is higher than the assurance policy levd of the
company. A Student-Newman-Keuls range test was used to rank the variable assurance
protocols with a confidence level of 95%. Two protocols provide interesting results. Both
VAPL and VAP2 offer a reduction of processing time compared to VAPO. The needs
based protocol VAPL does not decrease the proportion of trusted requests. The needs
and priority based protocol VAPZ2 alows a larger reduction of processing time than
VAPL, but dso implies adiminution of the proportion of trusted requests.

4) What isthe best Assurance Mode overd|?
A Student-Newman-Keuls range test was used to rank the Assurance Modes with a
confidence level of 95%. The results show that the Combined assurance modd Mcom
performs better than the Separated and Mixed models. It is the fastest modd in requests
processing, and provides the largest proportion of trusted requests.

5) What is the best combination of Variable Assurance Protocol and Assurance
Mode given acombination of Assurance Policy Level and Number of Agents?
Sdecting a combination of Variadble Assurance protocol and Assurance Modd is a trade-
off between low processng time of requests, and high proportion of trusted request. Two
treatments can compete with the Totd Assurance protocol: VAP1*Mcom and
VAPZ*Mcom. Ther peformances compared to Totad Assurance are summarized in
Tables 3 and 4, regarding the mean processing time of requests, q(S), and the proportion

of trusted requests, t (S).

Table 3. Comparison of VAP1*Mcom performance to Total Assurance

N Assurance Policy Level
VerVQSPéGE S,"A“PO 300A.U. 500 A.U. 700A.U.
(low requirements) (medium requirements) (high requirements)
Total 10 q(S): -50% q(S): -60% q(S): -34%
Number of (low) t(9:-0% t(9):-0% t(9:-0%
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Agents

15 q(S): -72% q(S): -45% q(S): -19%
(medium) t(S): -0% t(S): -0% t(9): -0%
20 A(S): -70% a(S): -44% a(S): -20%
(large) t(S): -0% t(S): -0% t(S): -0%

Table 4. Comparison of VAP2*Mcom performance to Total Assurance

. Assurance Policy L evel
Vervsfgée';/' v APO 300A.U. 500 A.U. 700 A.U.
(low requirements) (medium requirements) (high requirements)

10 q(S): -69% a(S): -79% q(S): -55%
(low) t(S): -16% t(9): -38% t(S): -65%
Nu-lr-nol;:rl T AS): -82% AS): -72% A(S): -46%
Agents (medium) t(S): -15% t(S): -43% t(S): -59%
20 q(S): -80% q(s): -71% q(S): -44%
(large) t(S): -15% t(S):-37% t(S): -64%

Both VAPI*Mcom and VAP2*Mconm ae interesting dternatives to  Totd
assurance. VAP2, however, implies a diminution of the proportion of trusted requests.

When the company’s assurance requirements are low (i.e, L = 300 A.U.), the reduction
of t(S is limited. The conclusons about which combination of Varidble Assurance

Protocol and Assurance Modd to choose for a given combination of L and N are

summarized in Table 5.

Table 5. Best combination of Variable Assurance and Assurance Moded depending on the
Assurance Policy Level, and Number of Agents

Assurance Policy L evel
300A.U. 500 A.U. 700 A.U.
(low requirements) (medium requirements) (high requirements)

10 VAP2*Mcom (for time) * *

Total (low) | VAPI* Mconm (for assurance) VAPL" Mcom VAPL" Mcom
Number 15 VAPZ*Mcom (for time) . .

of (medium) | VAPL* Mcom (for assurance) VAPL® Mcom VAPL* Mcom

Agents )

20 VAP2*Mcom (for time) N *

(lage) | VAPL* Mcom (for assurance) VAPL* Mcom VAPL* Mcom
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4.5, Vdidation of experiment

The smulation experiments need to be compared to known results to be validated.
The influence of the parameters has been investigated independently. It gppears that the
processing time increases when the number of agents decreases. When the assurance
policy level increases, the processng time incresses because the number of assurance
tasks to be performed increases. These smple observations vdidate the correct behavior
of the smulation modd from a practicd point of view.

The indghts coming from the andyss of the survey can be used to validae our
experiments from the corporate viewpoint. For ingance, managers explain in the survey
that no company ever reaches a proportion of trusted requests equal to 100%. Also, when
the assurance policy levd of the company increases fewer requests can meet the
requirements, and the proportion of trusted requests decrease. These observations
vaidate the behavior of the smulation modd.

4.6. Conclusons

The andyds of the experiments showed that flexibility can be introduced in
assurance tasks execution without reducing the confidence levd of daa The Totd
assurance protocol VAPO provides the best exit assurance level of requests, but can
overshoot the assurance level required by the company’s assurance policy. The requests
executed using protocol VAPL (needs-based assurance) exit the sysem with a
ggnificantly smdler assurance levd than with VAPO, & a confidence levd of 95%.
Nevertheless, the proportion of trusted requests is smilar with VAP and VAPO, and the
processing time with VAPL is dgnificantly smdler than with VAPO, a a confidence leve
of 95%. As a consequence, flexibility in execution of assurance tasks can be introduced
in agent-based workflow system using protocol VAPL, which dlows the sysem to reach
amilar confidence level to tota assurance and save sgnificant processing time.

The results of the experiments showed that in the case where assurance tasks are
seridized with production tasks, the best assurance model is the one involving only
polyvalent agents, Mcom. Compared t0 Mgy and Muix, this model reaches indeed the
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smalest processng time and highest proportion of trusted requests for any assurance
policy or number of agents.

The best combination of varigble assurance protocol and assurance model
depends essentialy on the company’s assurance policy level. When the requirements are
medium or high, VAP1 combined with Mcon dlows a sgnificant reduction of the
processing time compared to Total Assurance without reducing the proportion of trusted
requests. When the requirements are low, companies can decide between usng VAP1*
Mcom, that reduces the processng time without decreasing the confidence levd, and
VAP2*Mcom, that implies a larger processng time reduction than VAPL with however a
decrease of 15% in the proportion of trusted requedts. In this case, information system
managers have to decide what is the best trade-off for the functioning of the company.

. SUMMARY AND DISCUSSION

The devdopment of inter-networked enterprises crested a new computing
environment in which information assurance is citica. This aticle invedigated the
information assurance needs of today’s companies. For this purpose, the literature deding
with information assurance was reviewed. A new definition of information assurance was
aso introduced following the TQM agpproach to better fit the needs of inter-networked
enterprises. A ligt of requirements for information assurance was developed. The critica
agoects of information assurance falures in ERP systems were adso investigated using
MICSS lab experiments and an industry survey.

The desdgn and operdtion of autonomous agents to assure information in ERP
systems of inter-networked enterprises were investigated. A variable information
assurance implementation model was proposed based on the AIMIS modd, and a risk
assessment procedure was applied. The protocols and models needed to support variable
assurance were introduced and their performance is assessed. Experimentation showed
the posshility to reduce the processng time of requests without decreasing the proportion
of trusted requests, compared to a systematic total assurance approach. They aso
demongtrated that in the case where assurance tasks are seridized with production tasks,
the best assurance mode is the one involving only polyvalent agents.
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Thefollowing directions can be recommended for future research:

(2) It has been assumed in the smulaion models that the assurance policy levd was
fixed over time. The influence of assurance policy leve varidion over time could
be investigated.

(2) In this research work, it has been assumed that the entry assurance level of the
requests could be modeled by a norma didtribution. A possble direction for
future research would be to dudy if another law could fit better the actud
digribution of requests entry assurance level, and assess the performance of
Variable Assurance Protocols and Assurance Mode s with this new distribution.

(3) The sgmulation models focused on the sequence of optiond assurance tasks
followed by production tasks. In such a case, the Combined assurance model
appeared to be the most advantageous. The development of assurance protocols to
diginguish between the processing of requests that need paralle assurance tasks
or the ones that need serid assurance tasks could be investigated.

(4) The variable assurance approach presented in this research work showed that
sgnificant resources can be saved by adjusting the assurance tasks to the request
and the context. However, additiona resources can be saved if the assurance tasks
that ae performed on concurrent requests are taken into account, as they increase
indirectly the assurance levd of the given request. Negotigtion-based variable

assurance protocols could be investigated to solve this research problem.
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