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Questions

. How did the Iintruder gain access?
o Who was the intruder?
. What was the damage inflicted?

Modified Files

Backdoors (Access For Sale)
Sensitive Information Transmitted
Stepping Stone for other attacks

State of the art — Limitations

. Manual Analysis for the most part
. Cramped by Incomplete lInformation

System Logs

Disk Image
Network Logs

MISSING: Causal Relationships between events

Simple Causality

. Did event ‘A’ Influence ‘B’?
. A simple boolean Yes/No solution
. Answered by observing Control/Data flow

System Architecture

Trace-based Flow Data Program Analysis Data

N/

tatic Causal Model

Dynamic Observation Data
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Dynamically-pruned Causal Modgl

Causal Strength

How much of an influence did ‘A’ have over

‘B)?
Measure of “Necessity”
Measure of “Sufficiency”

Probabilistic answers from controlled
experiments and dynamic monitoring

PURDUE
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