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TCP 80 : Normal Traffic (642Mbps) Codred Worm (9Mbps) Slapper Worm (8.3Mbps)
Blaster Worm (10.2Mbps) Mydoom Worm (8.5Mbps) Sasser Worm (8 Mbps)

Codeblue Worm (8.5 Mbps) Codegreen Worm (8.3 Mbps) Scalper Worm (9.5Mbps)
Dabber Worm (8.5 Mbps) Spida Worm (9.5Mbps) Zindos Worm (9Mbps)

Welchia Worm (9Mbps) Leave Worm (9.5Mbps) Ramen_21 Worm (9.5Mbps)
CRClean Worm (8.5Mbps) Ramen_515 Worm (8.6Mbps) Agobot Worm (10Mbps)
Beagle-43 Worm (8.6Mbps) Beagle-ftp Worm (8Mbps) Codered-II Worm (9.5Mbps)

Codered-Variant Worm (9.8Mbps) Dameware Worm (9Mbps) Kibuv Worm (7Mbps)

Nimda Worm (8.8Mbps) SMBepmapper Worm (8Mbps) SMBlocator Worm (7.5Mbps)

Welchia.b Worm (8.6Mbps) UDP 8080 Normal Traffic (83Mbps) Slammer Worm (4.4Mbps)
Sadmind Worm (4.4Mbps) Witty Worm (4.2Mbps) Li0n Worm (4.2Mbps)

Morris Worm (4Mbps)

WormHole : A Gigabit Worm Filter 
using Network Processor Technology

Kihong Park (PI), Ikkyun Kim, Bhagya Betala

Problem Domain: Worm Attack

Sapphire

Objective : Worm Attack Protection

Proactive protection against known worms
→ containment: prevent spreading of infection

different from general virus filteringContainment Pocket

locally contained
pocket

Filter

original infected node

rest of the network

e.g., Blaster, Sapphire, Code Red

IXP 1200 Worm Filter

Workload Generator Traffic Monitor
Gigabit Ethernet

Gigabit Ethernet
: Multimode, Fiber Optic

Gigabit (Fast) Ethernet

kerkira ( .135 )

kos ( .136 )

kriti ( .137 )

rodos ( .138 )

thira ( .139 )

glifada ( .130 )

kokinos-pirgos ( .131 )

metsovo ( .132 )

plaka ( .133 )

vouliagmeni ( .134 )

Design Philosophy

Gigabit Test-bed

Most Frequent Traffic First : Amdahl’s law
Identifies Non-Worm Traffic for immediate pass-through 
: Bloom Filter Multiple Hashing 

Multi-level Caching :  Differentiated Processing Speed
while allowing run-time programmability. 

Gigabit Ethernet Switch
(3COM Super Stack 3)

IXP1200 NP-based 
Filter Architecture
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Highlights

Protocol Length Check
Multiple Bloom Filter for Time & Space Complexity
Contents-based Hash Comparison
Virtual Conjunction based Rule Optimization 
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