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A PlanetLab-Based vGround

B Virtualized Resources

E Worm Outbreaks

» Fast, Virulent, and Camouflaged

E Blended Worm Threat
» Spam/DDoS/Zombie Networks

» Full-System Virtualization

> Network Virtualization

E Configurable Experiments

» Access For Sale

B Understanding Worm Behavior B Resource Virtualization B User Configurability

» Existing Virtual Machine Techniques HEWwNode Customization

» Exploitation, Propagation, Payload...

o v' Kernel-Level Virtualization (e.g., VMware , At
B Existing Approaches (€9 ) new Topology Specification

v Para-Virtualization (e.g., Xen, Denali)

> Large-Scale Propagation B Experiment Convenience

NEW! User-Level Virtualization (enhanced UML)

v' Simulation (e.g., SIR, Two-Factor) Nt Automatic Bootstrap/Cleanup

» New Virtual Network Techniques

» Relative Static/Local Actions rewt Monitoring and Trace Collection

NEW! Link-Layer Virtualization

v'Reverse Engineering (e.g., IDA pro, gdb)

B What's Missing

» A Safe and Realistic Worm Playground

Probing Distributicon Based On The First Cctet

B Infection (Lion Worm)

1: Probing

2. Exploitation

E High Fidelity

Probing Distribution Based ©On The First Octet

3: Propagation

B Strict Confinement
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B Good Scalability B Payload (Slapper Worm) ] Propagatlon

[root@cl 2 /root] #fpudclient 127.0.0.1

~Sn e Network 12881024

. . . PUD Client version 11092002Ready, type in the Network 126810004 . -~y ‘:.--z_s_.s_.}._s i) e ) (s ) 57 ) omns ) (way) (cani) (mn)-
» 3000 Virtual Hosts in 10 Physical Nodes Commands as follows. or type nelp for a list: = N - 7ah\ Sy
help O (onwe) o) (imnis) (o) ) Conans) o) Conson) Cnstond) ) Conane ) ) s ) v ) ) (i 128.8.7.11:;1' mz cnain) (onasd) (s (naar) ) cnans)vn) nan ) Network 128.8.8.024
The commands are: .
- - = m = - * kill kills the dasesmon
E Unique Experiment Capabilities T
* bounce adds a bounce i PN o _ Ny S
* close closes a bounce (1) aazs ) meas ) (v ) v ) s | nmean ) { sy )tz (et L  (mas ) ones ) vms ) (ass)nnse ) ) mesi) (mas ':) S ee d WO rm
> lterative Worm Experiment o
* Jlist ligts the current servers / ™
* sh execs a command
"E | | | | | | | | | | | | | |
. I * ndpflood send a udp flood I
* topflood send a top flood
ea y O yl I lorp IC Orl I lS I— * dnsflood send a dns flood I
* rive for emails Network 128.89.0°4

:> http://www.cs.purdue.edu/homes/jiangx/vGround

» Routing Worms and Infrastructure Instabllit
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