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Abstract Profiling Process Model Mapping Crime Scene Elements

. : . . Conventional Crime Equivalent Cyber Crime Narrative
The current project examines the need to e Collation of Case Details Elements e Eements
psychological Crime scene analysis from itS cu 1) Selection of Victim Selection of Target This can be a person, system,
: : : : : network or range of
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analogous physical and cyber crime scene elen= gzgﬁﬂagr”ﬂ;ge?Sensmvity
provided. The importance of cyber victimology Application 1o Unique C of Data,
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profiing and target hardening Is also Dbrie PP Data l > method. type of attack (DS,

examined, as is the importance of not being feanf S ot _
the seeming uniqueness of computer crime sc \ et ataok so
Fina”y’ suggestions for future study are offered. 4) Attitude of Offender Offender Attitude Threats & taunting, Chat

scripted, Root-kit, sniffing,

De\/e]opment of Inciviclual towards the Victim group correspondence.
= g0 5) Offender’s reaction to Offender Response Any behaviors exhibited
Profile victim’s behavior Escalation behavior during the response
escalation process.
6) Language used by the Offender Artifacts Messages left on systems,
Offender messages sent to sys admins,

coding “strings”, location of
attacker tools or files.

LOCaI‘d ! S P ri nC| ple Of EXChange 7) Violence used by the Potential Damage Rating Impact on Availability,
offender Confidentiality, and
@ i ! . : Integrity of system, network
When a person commits a crime something Is __ | | ordata, zombie.
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When the person arrived 9) Forensic Evidence at Forensic Evidence at Scene | Log files, audit event trails,
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Future Research

Crime Scene Phases Crime Scene Elements
. | Future research needs to extend the work that bat
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category to a specific person, or entity/objecteldasr : : :
its unique characteristics (e.g., paint from a 195%! requires more concentrated attention, especiallyh
M t d by th I t). P
- Rgsoir;?rgc\:/\t/ir(])i —ythee ﬁggarghsaisepet?e)s together regards tO the development OfﬁVlCtlm typ()logy

previous phases dnallows the Iinvestigator to p
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“When you have eliminated all which is impossible, then whatever remains, however improbable, must be the truth.”
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