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Problem Statement
|dentify cues for/patterns of deception within phishing emails to help users detect deceptive requests
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Motivation | Januay | Februay | March _

_ Number of unique phishing 42,828 38,175 44,212 :
® Ema” users become more wEEETes EREEE Dunng the 1St quarter Of 2014
aware of phishing emails  Number of unique phishing e- 53,984 56,883 60,925  the Antl-Phlshlng Work  Group
* Prevents private data from Mail (campaigns) received by reported an Increase of 6,941
. APWG from consumers | ichi '
be|ng accessed by unigue phIShIng emaill repOrtS
_ Number of brands targeted by 384 355 362 from Januarv to March
unauthorized users phishing campaigns y :
* Saves individuals and Country hosting the most USA USA USA

corporations a lot of money phishing websites

Anti Phishing 15t Quarter Report for 2014
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Dear valued PayPali ¢, 1VV2 member : PayPali ¢, 1V/2 islcommitted to maintaining a safe environment for its |

community ot buyers and sellers .

To protect the security of your account , PayPal mploys some of the most advanced security systems |n the
world and our anti-fraud teams reqgularly screen the PayPal system for unusual activity .

Recently , our Account Review Team identified some [unusual activity in your account .
In accordance with PayPal 's User Agreement and to EaSi{=Riat-1Re]8[gr=Telelo]i[al M at-Hale) M ol=TIaMeIo aal o] foTaal S{=Te

This Is a fraud prevention measure meant [oR=IalI[(sRigFIRY o1V gr=(elelo 1V | MM g (o) W elolp gl ol (ol el S{=lo! A 4

In order to secure your account and quickly restore full access , TERUEVALED VRS ol (=R ol=lel|{oRqi{o]aqaF=1ilo]y

from you for the following reason : We would like to ensure that your account was not accessed by an ASssurance |
unauthorized third party .

‘Because protecting the security of your account is our primary concern ,|e have limited access to sensitive |
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