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Goals
To determine:
= Users’ privacy concerns

= Whether these privacy concerns can be checked
against privacy policies by an existing Web-based
privacy agent

= Whether users are able to easily specify their
privacy preferences using this agent

Introduction

 Many E-commerce Web sites post privacy policies.
— These policies do not necessarily address
consumers’ privacy concerns.
— They are typically written at a reading level that Is
too difficult for the general user population.

e One solution: Employ a user agent that checks each
site’s privacy against the user’s privacy preferences
— Success depends on the users being able to
configure the agent so that it accurately reflects
their privacy preferences.

- M. Athar All -

Study 1

Users rated on a scale of 1-5 whether they disagreed or
agreed with each of 98 statements relating to privacy
practices (or preferences).

Results

o Six of the nine highest rated concerns involved credit
card and financial information.

* The remaining three concerns involved personally
identifiable information and health information.

o Participants were relatively unconcerned about

— Cookies or non-personally identifiable information
being used to customize their browsing experience

— Buying patterns being recorded or stored when their
personal information is not identified

Rank Privacy Preference Mean
1#* I wrant the option of refusing to allow a company to share roy CCLF] .66
with 3rd parties and affibates.
2% I rrand when roy CCLFT 15 shared wath a thard party for prormotions. .45
Eh [ wrant the option of refusing to allowr a corapany to share rer PIL with 4.55
Ard parties and affibates,
* I roand when ray email address 15 rented or sold, 4.24
5 [ arn concerned that hackers may be able access my PIL 4.24
i I rrand when ooy PIT 15 shared wath a third party for promotions. 4.17
7 I wrant to see prvacy logos on the provacy policy Web pages. 4.17
& I rrand when rooy cookiesfnon-FI are rented or zold. .10
o I rrand when roy HIUPHI 12 shared wath a thard party for promotions. 4.10
10 I wrant the option to recerve electromciprint provacy policy. 4.07

11 [ want the option of having a marmal way of editing proeacy 4.07
preferences and a machine readable option.

12 I rrand when rooy ermail address 18 provided to an acquinngs cormpany. 4.03
13 [ mund when my loginfpassword 15 transferred to an acquring .00
COMLPALLY.
14 I roand that ey CCLUFI 15 aggre gated from third parties. .00
15 [ wrant the option to restrct the corpany's employees from viewing oy .00
HI/FPHI.
1& [ wrant the option of refusing to allow a company to use cookiesnon-FI 297
for promotional purposes.
17 I rrand that ey HIPHI 18 agore zated fror thard parties. 5.9
1& [ arn concerned that hackers can access oy etnall messages. 393
19% | T roand that T arn not allowed to update rer CCOLET ERK
20 [ mind when my emal account 15 used to romtor my parchase 579
patterns.
21 [ mind when my cookiesimon-FI are transferred to an acquinng EN
COTULPATY.
22% | I rund when roy CCDF] 15 used to custoruze oy browsing expenence. e
23% | I rund when oy HUPHI 13 wed to cortact me for health or drus e
promotions.
24 I reand that T carmot see sy cookiesimon-FI to venfy their accuracy, S62

45 I wrant the option to share oy prmvacy preferences with other Web sites, 5h2
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Study 2

The privacy concerns identified in Study 1 were used to
develop tasks for setting privacy preferences in Study 2.
This study was an experiment in which participants were
Instructed to try to set specific privacy preferences on
Privacy Bird™, Beta 1.3.

Method

Participants were initially required to complete a survey with
guestions about their Internet usage and experience with
privacy tools. For the main study, participants were asked
to configure specified privacy preferences using Privacy

Bird.
privacy preference settings x|

Thiese settings contral when a warning icon will be displaged at the top of pour browser window. ou can click on
the warning icon far mare information.

Select Privacy Level £ Low & Medurs High C Cstom £ Imported

T e e

~HEALTH OR MEDICAL INFORMATION

“Warn me atweb sites that uze mp health or medical nformation
V¥ For analysiz, marketing, or to make decizions that may affect what content or ads | see, etc,

¥ Tuo share with other companies [other than thoze helping the web site provide services ta me)

- FINAMCIAL OF PURCHASE INFORMATION

Wwarn me at web sites that use my financial infarmation or information about my purchases ;
[T For analysiz, marketing, or to make decizions that may affect what content or ads | see, ete,

¥ To share with other comparies [other thar those helping the web site provide services ta me)

~ PERSOMNALLY IDENTIFIABLE INFORMATION [name, addrezs, phone number, emal address, Etn'::']

warn me at web sitez that may contact me to interest me in other services or products ;
™ Wia telephone
[ Wiz ather mears (email, postal mail, ete.)

W &nd do ot allow me to remove myzelf fram marketing/mailing lists

Warn me at web sites that use information that personally identifies me
[ Todetermine my habitz, interests, or other characternistics

¥ Ta share with other companies [ather than those helping the website provide services to me]

vV ‘wamn me at web sites that do not allow me to find out what datathey have about me

— HOM-PERSOMALLY [BEMTIFIAELE IMFORMATION [demographics, interests, web sites vizited, ete]
‘Wwarn me at web sites that uze my non-personally identifiable information :

™ To determine myp habits, inkerests, arother charactenstics
[T Toshare with ather companies [other than those helping the website provide services to me)

Help Irnport S ettings Export Settings H] 4 Caricel

Results

Survey. The participants indicated being relatively
experienced with computers and using the Internet, but not
very knowledgeable about privacy policies and tools.

Performance with Privacy Bird. There was no difference
In time to complete configurable (M = 23.3 s) and non-
configurable (M = 20.7 s) tasks, t(29) = 1.19, p > .24. The
percent correct was 66% for the 10 tasks that could be
configured and 31% for the 14 tasks that could not be
configured.

Study 3

Study 3 was designed to determine whether performance
could be improved using alternative presentations for
specifying privacy preferences on the Privacy Bird
Interface that used simple organizational or wording
changes.

Method

*Participants were randomly assigned to receive one of five
paper mock-ups of the Privacy Bird interface:

= The original

* Interface A: The word “my” was added before the
nealth, financial and personal information categories

* [nterface B, the words “warn me” were replaced with
the words “DO NOT”
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» Interface C: The options were grouped into different
categories that used different action verbs (USE,
SHARE, CONTACT, and COLLECT) depicting how
the information will be used.

* Interface D: The options in Privacy Bird’s interface
were subdivided to make the categories more
obvious. Under each category, the sentence began
with the words “warn me when...”

*For each interface variant, participants completed the 10
tasks from Study 2 that could be accomplished with
appropriate settings of the interface.

Interface A Interface B

my Heatth of Medical information (¢.0. blood ype, diseases) This foal ONLY wamms when your preferences are not met. NO automatic action is faken.
o Warn when this information is used for marketing or personalizing the website, etc.

- - : . , iy Health or Medical infamation (e.g. biood bype, diseases)
my Finance o Purchase information (&g, cred card number) | a Do not share this information with companies not providing services to me,
o Warn when this information is used for marketing or personalizing the website, etc. my Finance of Purchase information (2., credt card nurebes)

e & i - o ; o Do not us this information for marketing or personalzing the website, ete.
o Warn when this information is shared with companies not providing services to me, 2100 ok ehere tis orn flon W conpenias ot ol aarvioss o e
my Personal information (e.. social secunily number) ‘ _ ,
Wiarn when this information is used to contact me for marketing my Personal information (¢.q. social securly number) .
o By telephone Do not collect this information when | may be contacted for marketing
a By cther means (mail, email) o By telephone
o By mall, email, etc.
o Warnwhen | am not allovwed to remove myself from mailing lists.
o - o Do not collect this information when | am not allowed to remove myself from marketing li
Warn when this information is: o Do nok use this information to know my preferences.

o Used to know my preferences. o Do not share this information wikth compeanies not providing semices to me.
B Shared with other companies.

) lHon-Personal information (e.9. internet browser used)
o Warnwhen | am not allowed to view or update my profie. o Do not uze this information to know my prefam

B Ve e ARt 2 Yoot P e e o Do ot share this information with companies not providing services to me.
Warn when this information is:
o Used to know my preferences.
o Shared with companies not providing services to me.

Interface C Interface D
my Health or Medical information fe.g. Aloocd type, disesses)
This tool ONLY wams when your preferences are not met. NO asutomatic action is taken. Warn mae whan this informution is wsed:
o for persorabization

Do not USE the following information for personalizing or marketing: o for marketing

o my Health or Medical information (s.0. biood type, diseases) & to shave with companies not providing sizvices 1 1.

a my Personal information (2.0, social secunly numbear)

o my Financial or Purchase infomation (e.5. credit card number) my Finance or Purchase infermation @&.g. credit car muwmrder)

o Hon-Personal information (e.g. internet browser used). Warn me when this fammation 1s nsed:

o for persoralization

Do not SHARE the follovving information with companies not providing services to me. o for marketing

o my Health or Medical information (¢.g. biood type, diseases) 0 to share with conpanies not providing services o me.

o my Personal infformation (e.g. social secunly number)

o my Financial or Purchase infomation (6.9, credt card number) my Fersonal information (@.g. soois secudly number)

o lHon-Personal information (2.g. infernet browser used). Warn me when thes ndommation 15 used:

_ o to krow my preferences

Conot CONTACT ME for marketing: o for marketmz

o by telephone o to share with companies not providing services to me

o by email, mail etc. 0 tocortact me

_— , . o by telephone

Do not COLLECT the following information when | am ndt allovwed to view or update it: 0 by mail, email.

amy Persenal information (6.9, secial secumly number).

Hon-Personal information 9. inkemet howser used)

Warn me when this information 15 used:
o forpersonalization

o for marketmg

Results

There was no significant difference in performance across
the different interfaces, F < 1.0. The correct option was
selected 54% of the time, including configurations for which
additional options were also selected.

Conclusion

e Users indicated that they were concerned with selling or
sharing information with other parties.

* Privacy Bird allows users to check privacy policies for 7
of their top 10 privacy concerns, and provides a good
start toward allowing users to determine whether Web
sites adhere to their privacy preferences.

 However, experienced computer users with little
knowledge of online privacy issues show confusion about
what can be accomplished with particular settings.

 Therefore, it may be more effective for users to rely on
the default values (low, medium, or high privacy) rather
than on custom settings made by the users.
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