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• Audit database usage pattern of employees and detect anomalies
• Model  SQL  Injection  attacks  as  an  anomalous  database  usage  

problem
• Create    an    intrusion    response    mechanism    for    responding    to    

intrusions

* Supported by NSF under Grant No. 0430274

• Supervised Learning : When database roles are available, create role profiles 
and use a naïve bayes classifier to detect anomalous queries

• Unsupervised Learning : When no roles are available, group users into 
clusters using clustering techniques and detect anomalies using outlier 
detection techniques 
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• Relational data model for feature extraction

• Information theoretic measures for quantifying query semantics

• Intrusion response language and mechanisms
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