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Background

 \Widespread use of electronic devices
* Devices interact with the environment and generate

 (Can data from these devices be trusted?
* Forensic techniques can be used to uniquely identify
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Image Source Identification
Image is captured by a sensor (CCD or CMOS)
Noise pattern in sensor is correlated to manufacturing defects
Two types of noise associated with sensor
-Fixed Pattern Noise (FPN)
-PhotoResponse NonUniformity (PRNU)
Estimated sensor noise using a denoising filter (wavelet or LPA-ICI)
Average sensor noise across many known images to form a reference pattern
-or digital cameras, correlate sensor noise from image of unknown origin with
Known reference patterns to determine source camera
-or scanners, use statistical features and SVM classifier to identify source
Device type identification must be performed to decide whether to use correlation
or SVM based identification scheme

Feature
Extraction

SVM
Classifier ¢,

Captured Image

Scanned

Non-scanned I

Feature

SVM

_>| Classifier C,

Source

Extraction £, _-" Scanner
Predicted Predicted
Scanner Camera Sy S Ss S
S, 100 0 0 0
Scanner 98.3 1.7 _

&2 S S, 0 90.5 8.5 1

o Camera 1.2 08.8 2 S, 0.7 3 95 3 1
Confusion matrix for Image Source S, 0 1.1 1.4 97.5
Classification Confusion matrix for source scanner identification
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Electrophotographic (EP) Print Process and Sources of Banding
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Intrinsic Printer Identification

Graylevel co-occurrence texture features estimated from printed regions within

Individual text characters

System works across various font types and sizes, paper types, and consumable

age when trained with same font and paper type

90% classification accuracy when training on new data and testing on old data
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Similar technique is promising for forensic identification of inkjet printers
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Generate extrinsic signature by modulating laser intensity

Ability to synchronize with individual text lines and embed different signals on a

per line basis

Embedded signature does not affect perceived image/text quality, but is still

detectable from the scanned document

Ability to embed up to 8bits per text line with 7% bit error probability (up to 400

bits in a page of 12 point text)
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RF DeVICe_ IdentlfIQatI_OH _ X(t) — Filter 1 Nonlinearity | Filter 1 DFT [ Y(S) Classification Results

Remotely identify de\(lces In an environment . Circuit 1 | Circuit2 | Circuit3 | Circuit4 | Circuit5
Part 15 FCC RegU|athnS 1) Signal Type 1)3_\5;?01 1)0%01 1) Order ~ 01

: : D Camer—i g R 2 Goettetents 2) Bantwidth - B1 | SVM 99.42% 100.00% | 100.00% | 90.91% 95.74%
-A device cannot cause harmful interference 5 Zone e Filter 2 V(1)
-A device must accept iInterference oUTe NPLTS BTC 98.1%0 100.00% |100.00%% |67.7% 89.0%0

. . . . 1) Order ~ 02 1) Variance ~ NV
The environment must be probed in order to detect wireless devices AnpleR2 Distance | 99.8% 100.00% | 100.00% |80.7% 92.6%
Two tone probe signal designed to produce intermodulation distortion (IMD) GMLc  1998% 100009 100009 8189 19259
products in circuitry of device _ _ Parzen 99.8% 100.00% |100.00% |82.0% 93.6%0
IMD products created throughout the spectrum of the received signal
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Extract features based on IMD frequency locations rnn O9.8%  |10000% | 10000% |SedPe | 9Se
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