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* H(z) = G(H(x) | H(y))

* H(w) = G(H(z) | H(v))

\ « H, G: hash functions for leaves, non-leaves
'\H(V) « Uses cascaded hashing: non-associative

A(received S)) # received A(S,): S, In-authentic
A(received a") # received A(a"): 8" in-authentic
A(received number) # received A(number): number

| eakaqge of nodes in-authentic
. Structural ordering between z, v and w. Relationships | (pe, = p©.) OR (ré, = re.): (z, x) order incorrect
* H(V), H(w) (P = pe,)) OR (re,=re)) : (x, y) order incorrect
Content A(S,, H(g,) # C_: content of x, g, in-authentic
v Node v is on the right of x, y, z: Integrity
Accuracy number of received nodes (# | = | =) received

number: received (not exact, more | less) nodes

v Knowledge of H(v) and H(z):

Authenticity S, not in 8" @ x in-authentic

o(received nodes) # received o": data in-authentic

Simple tree traversals

« Unique re-construction of a tree: from its post-order and pre-
order traversals

Conclusions

= \WWe showed that Merkle hash technique leaks information and
does not support complete confidentiality

 Post-order numbers (pon) and pre-order numbers (ron)
« Anonymize structural information

— encrypted post-order numbers (epon)
— encrypted pre-order numbers (eron)

(96, 59)
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Our approach: first such technique for complete security of trees

v' No leakage of information: v Precise verification of

complete confidentiality with Integrity: efficient data-recovery
encrypted transmission and failure-oblivious computing

v Efficient:
Nno cascaded hashing

v  Worst case - O(n):
n is the number of nodes

v’ Easy to implement:

post-order, pre-order and in-
order traversals are simple to
understand and implement
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