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Secure & Scalable Dissemination of
XML Content with Frequent
Incremental Updates

Use cases

v’ Stock Market Quote o

Dissemination
] Thousands of Instruments

d > 10° quotes/sec
v’ Stock Market Surveillance

v Global Weather Update

Content Encoding

Text Nodes

=7 Element Nodes before
3 j> encoding
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v' Structural Identifiers based on

For node X,
S(x) = <h(xpath(x.parent)), h(xpath(x)), r (x)>

I(x) = h(x.attr) || h(x.text) '
L EM) = <S(X), 1), K(K', K'(S(X), I(x), x.attr, X text))> 3

EfflClent BandW|dth

Utilization
v’ Delta Messaging 5
Unchanged Nodes
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Message 1 Message 2

v Group Multicasting

v Content based Routing 5

Completeness

v With delta messaging how do
we make sure that clients get all
the updates they are supposed
to receive?

v Key ldea: Use a probability based
approach while remaining oblivious to

. distributors and minimizing leakage

® Encoded element nodes

v Enforcing security
with delta messagmg
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Securlty Requwements

v’ Confidentiality

v Data Encryption
v Minimal Indirect Leakage
v Access Control

v Integrity (Content & Structural)
v Availability

v Completeness
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Content Decoding

v Two Level of Integrity
v Content Integrity
v' Structural Integrity (Two levels)

v' Compliance to Schema (w/o order)

v Child order preservation (may
not need to check for some apps)

For node x,
Check I(x) with decrypted I(x)
Check h(xpath(x)) with h(xpath(x.parent))||h(/tagname(x))

Our Approach

v XML Node level granularity -~
for security enforcement

v Content based pub/sub

system with a scalable architecture
v' Efficient utilization of bandwidth
through delta message transfer and

. multicasting

v’ Passive replicationé
amae With disk caching for |

rmar w= ~—top-level routers

v' Encoded messages
are cached '

v Routers rely on their
parent to build the picture
in case of a fail-over 4

Access Control &
Minimal Leakage

v’ Make sure that access to data
IS strictly controlled
v’ Prevent indirect information

leakage

v Minimal disclosure of structure of
the rest of the document 6
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